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5. ArEXtO|ENHHIZRHS S Y=TLICH

7| = 22| ALE X} O] §2 adminO| 1 7| = 22|t H|ZH S = HI AL 5,
HZ2H=E Y=o O Al 2.
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ZIQI5HH AL §E ot HO| A LT

U-I-F5010HPA

System > Management > System information.

o
oLt

A

—

Hamnem&nt Deviceview

Management

= Hardware Information

= Device Information

= Switch Statistics

Services

DNS SNMP LLDP

System Information - Switch Status

Product Name
System Name

System Location

ISDP

Timer Schedule

28-part Managed Switch, 1.0.1.3

v & Refresh

| (Max:255 characiers)

| (Max:255 characters)

System Contact | (Max:255 characiers)
System CPU Status (3
Login Timeout LS {1 to 80 minutes)
Network Interface 2
Management VLAN ID 1
Time 3
IPv4 Network Interface 192 168 10.12/255 265 255.0
IPw6 Network Interface fe80 ca3g dff fed1-5pc0
System Mac Address C&39:0D:01:58:C0
L2 MAC Address C8:39:0D:01:58:C2
L3 MAC Address £8:39:0D:01:5B:C3
System Date B4/021970 22:37:48 (UTC+0:00)
System Up Time 4 hours, 44 minutes, 34 seconds
Current SNTP Sync Status Fail or Not Start
System SNMP OID 1.361.4.1.4413
Current SNTP synchronized Time SNTP Client Mode Iz Disabled
System Information - Device Status
Devices ID 1
Operational Code Image File Name NOSRTM_1.8.1.3-B5 20211204
Firmware Version 1.0:3:3
Firmware Time Stamp Sat Dec4 02:08:47 2021 (GMT)
Serial Number
Certification Ok, M232F2922F6FEOBEE-003010144
I (] = P~ - =29 O o)
1. System Name EE0f| O] A2[X|Z A|Hdl= 0|2 YHYLIC
= O Sk A A ra o T [e)
O|E2 Z|CH 255AM7HA| AL S &= UG LICHL ST 7| 242 S YL
. - = o
2. System Location EEO| A%X| /X|Z YHELIC
o [ SE A A il o T o
fIX|= =|C 255X7EK| ArEE 4= JELLE ST 7242 SHYLICL
o S CIC = = Ol S
3. O] 2%{X[of| ciet A= HE XS O|FQ A|AH AN E LH L.
= O St A A hra o T
HEIXN O|E2 Z[C 255AMIHA| AtEE == UAS L L SF 7| 242 SHLIC
EOS =3als
4. Apply HHES 2E5tM| R
o e stoe =
YOOl EE 7140 29/X|2 MESELLHL 78 HE Argd2 Al HEE ULt
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U-I-F5010HPA
Table 3. A|2H HH
oc a9

Product Name

O] 22[X|2| M&F O| & Y LICt.

IPv4 Management VLAN Interface

ZH2| VLAN QIE{ o[ A0 ZEHEl IPv4 T4 B OpAI LT}

IPv6 Management VLAN Interface

22| VLAN QI EH 0| A 0] 2 E IPve HFAL X HFAF ZO| LT

Management VLAN ID

A2|X|9| 22| VLAN IDYLICH EAIE 22| VLAN ID 242 E2tH
g stHSe 2 0| TtL|Ct

IPv4 Service Port Network MH|2 ZE QIE|{H 0| 20| SEHE IPv4 T4 G DAL
Interface

IPv6 Service Port Network ME|A ZE QIE|HO| A0 HEE IPve HEAL X FHEAF Zo|UL|Ch
Interface

IPv4 Loopback Interface 2o OlEH 0| A0 SEHEl |Pv4 =4 Gl OpA T QIL|CH

IPv6 Loopback Interface 2o lEHO| A0 BYE IPve TFAL U HEFA ZoLCt

System Date

A =ML C

System Up time

Opx| 8t AKX M Ol=2] AlZHE, AlZF &)L

Current SNTP Sync Status

S SNTP & 7|3} FEf & L|CL.

System SNMP OID

A QK9] AEZELO|= MIBY| CHEH 7|2 JHA| IDRLICE

System Mac Address

BEHoE 8gE YEY F2YUh

Service Port MAC Address

Y < HZH MAEEl= MAC FaYLICE

L2 MAC Address

200 2 HIEYA MAHES| S0 AHEElE MAC FAYLCH

L3 MAC Address

20[0f 3 IEYSA MAHES| S0 AHEElE MAC FAYLCH

Supported Java Plugin Version

K| A& = Java

H

21722l H 7 Y LT

Current SNTP Synchronized Time

SNTP & 7|3t A7+ L|CF,

K| AVEQ 57

System > Management >Device Information

22
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U-I-F5010HPA

Device Information

= System Information

Praduct Namea 28-port Managad Swifch 1013 RAAL Addrass CEITOEAT58 L0
= Hardware Information Sysiem Name IP Address 192.168:10,12
— System Location Mash 265.255.255.0
System Coptact Galaway 0.0.00
= Switch Statistics " 8 70
Boot PROM Version LB 29" '_1 2':{?"0'5'55(”0] (Sep 23 Management VLAN 1
= i St 2027 - 1623222
stem s
¥ 5 Firmware Version NOSRTM_1.0.73-B5 20211204, 1013 Login Timecimimin] i
Network Interface ] Hardware Version System Tims 01021970 223554 (UTCH.00)
e " Serinl Number | Cedificefion Code O, 01232F2922F6FEOBEE-DS3010.144
Device Status and Quick Configurations ?
SNTP Disaibled Setting LAG Disabied Sefting
Spanning Tree Enabled Selfng GHMe Snaoﬁng Disabled Sefing
SNMP Enablad Seftng MLD Snooping Dizabied Safting
System Log Dieanled Seiting BOX X Dissded Sstting
SSL Disatied Saling 55H Disanied Safing
GVRP Disabied Sefting Port Mirror Disaiied - Seffing
Telnet Enabled Seftng CLI Paging Enabled Sefiing
Wab Enabiad Seftng DHCP Snooging Dizabiad Seiting
OHEP Sarver [(hesnfed Satting OHCE Ralay Disabied Safting
UOP Relay Disabied - Seling DNS Resolver Enanlel Ssiing
Routing Dizabled Setting BFD Disabled Selting
RiP Enablzd Eefiing CEFF Enabled Ssiting
BGP Enabled ng VRRF Disabiad Saiting
om Mot support DUMRP Mot support
SIHS ES L
SIHE MZ 0X|2{H RefreshHES FE2AM 2
AQIX| £ B
— [=)
System > Management >Switch Statistics.
Switch Statistics &

= System Information

[+ aavers romaton

= Device Information

System CPU Status
Network Interface

Time

ifindex

Octets Received

Unicast Packets Received
Multicast Packets Received
Broadcast Packets Received
Receive Packets Discarded
Octets Transmitted

Packets Transmitted Without Errors
Unicast Packets Transmitted
Multicast Packtets Transmitted
Broadcast Packets Transmitted
Transmit Packets Discarded
Most Address Entries Ever used
Address Entries in Use
Maximum VLAN Entries

Most VLAN Entries Ever Used
Static VLAN Entries

Dynamic VLAN Entries

VLAN Deletes

Time Since Counters Last Cleared

23

65
4180457
24797
867
3598
6528116
35225
26169
9054

2

20
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4094

G day 4 hr 46 min 6 sec
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U-I-F5010HPA

HEFIRHEXNRLD ZE 29X 2% S ME SAHE 7|2
HES SEHOMAIR. HHT T2 & X|g & SlELIL

ChE HOM = 29K SA L0 tiof 23 =Lt

Table 9. 29X E4 HE

M| 2[SHX|2EFCS SEI2 28,

= g3

ffindex Of 29/X|o T2 M AR 2 E QIE{HO|2 BlO|2 B2l
ifindex & L| .

Octets Received ZR MM 413 COIEQ) & S +YLTHZO0|Y HEE

HZEhHYLICE

Packets Received Without Errors ZEMMIL MBS D7 SEREIHAE T W HEIFHAE TH3]

Unicast Packets Received U9 A5 ZREZ2 MEEE off UEYI-RLIHAE T3
YUt

Multicast Packets Received YEPHAE FA2 MLE 4 W22 S YL O £XHE
HRENAE FAR WYL= W20 ZHEX| HSLLC

Broadcast Packets Received HZCI|AE FTAZ MChE £A 01719 & 2QlL|Ct of7|0|=
HEFHAE ThZ0] YR HSLC

Receive Packets Discarded M9 S ZREEE HUEE RS YRS Y| 277} ZX|E/X
RASOE AME QB2E A SYULCE S AHSHE 7ts
OlRE HH B2t3 BEst7| I3 HY & Yzt

Octets Transmitted oy EXE Zeste QI

e 2 I
FAE HEEE 49 47 D2

Packets Transmitted Without Errors OlE{ 0| A0 M M&El = 1|7l £QLCt.
Unicast Packets Transmitted 7| 2| AL ME&E|X| @ Ii3lE =860 619 HEQ/A-SLIIAE

EZ0AM 28t & Al =YL

o ST

Multicast Packets Transmitted AR E| AL A E| K| @ mzle =S

(=]
HEEE 49 &% Z2ES0M 28 & I =L CH

ST

Broadcast Packets Transmitted 7| | AHL M&E|X| (2 Ij7l8 Z£§

(=]
ol 49 Z2ES0M 288 & o2l =L

Transmit Packets Discarded MO ZE Z2EEZ Mo 7S 4
RASO = AME OFRE2E T 2
OlfL HH B2tS =Bty 93t ALY

O A

A
- A2 T M-e

FX[oH| Rl 2F 74 AR K|

YLICH oS AHSHE 7tset

L ct.




U-I-F5010HPA

1.5cm
Most Address Entries Ever Used JHEE X2 RHEEl 0|5 0] AQX|7} sh&SH Mt HO|EHO|A =A
HOlS &=2 2|0 =YLt
Address Entries in Use O A9|X|0f Tht M Glo|E{H 0|2 F4 ElO]20| SEE BN oS
=YLt
Maximum VLAN Entries 0| AQX|0f &&= AT 7HAF LAN(VLAN) $=QlL|C}
Most VLAN Entries Ever Used OrX| 2t X EEl 0|Z 0] AQX|O|A] EABHE VLANS| X|CH QI C}.
Static VLAN Entries HHo2 MAE o A9X|2 HA B VIAN 25 LT
Dynamic VLAN Entries GVRP SE0f 23 MA4E 0] AIx0| HA #4 VIAN &2 +u|ch.
VLAN Deletes OFX|Zf T4 0|5 A E 3 AKIEl O] A9IX|2| VLAN LT,
Time Since Counters Last Cleared O] AQ|X|0f Cist EA| 7t OpX|eto 2 XX 0| At A|ZHY, Al
=, Z)YLCh
Al 2 CPU &EH 27|
System > Management > System CPU Status.
Aum-fefresn:! 10sec w o Refresh

System CPU Status - CPU Memory Status

Total System Memory 246 MByles

Available Memory £8 MBEytes

System CPU Status - CPU Utilization

PID Name 5 Secz B0 Secz 300 Secs
3 (kzoftirgd/0) 0. 00% 0. 02% 0.01%
120 ogapilimer 0. 00% 0. 03% 0. 04%
128 lantfy 0. 00% 0. 01% 0. 02%
129 rtkExTazk 0. 00% 0. 07% 0. 07%
133 cpulltilMonitorTask 0. 61% 0. 55% 0. 57%
138 tap monitor task 0. 20% 0. 06% 0. 05%
146 httpd 0. 00% 0. 01% 0. 36%
153 dtlTask 0. 00% 0. 03% 0. 05%
165 hapiBroadBfdCtr1Tas 0. 20% 0. 05% 0. 03%
175 SNMPTask 0. 00% 0. 02% 0.01%
205 tUI5SH 0. 00% 0. 01% 0.01%
213 ipMapForwardingTazk 0. 00% 0. 03% 0. 02%
2148 openr Tazlk 0. 20% 0. 09% 0. 08%
244 ipbMapLocallataTask 0. 20% 0. 03% 0.01%
268 EMONT 2=k 0. 00% 0. 36% 0, 39%
Total CPT Ttilization 1. 44% 1. 45% 1.78%
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1.5cm

L Ct.

)
=

0l

CPU M| 22| B §27F ¥E AS LT

#Ol=

CH=

Table 8. CPU H| 22| &Ef HE

B0
il

29|X|9] & O &22|(KB) & L}

29[X|0f AHE 7hsot M 22| SZHKB) Y LIC.

ul
L

Total System Memory

Available Memory

CPU YA 8

System > Management > System CPU Status > CPU Threshold

L|Ct.

s

g 748

|7I-
HA

24

M_o

A
o

1~100Q L|C}.

L|Ct.

s

HA% ;I'ch-él;l
O| AFEE ZELIHZ 7|2t2 59| Hf4=2 55 0f| A| 86400=77HX| 7

2+ 2

M_o

A
o

2,

L|Ct.

I

2 743

ot YA

3.

10| E2|AE L.

otz
(==

CPU AFEE0| O] =& Ofal| 2 EO{X[H

=
=)

LICH AFE & YAl E2

b

.
(<]
=

| Al ZX 2 XL ZOtOF

B0 2 O| RO Y LICE A}

otz 5l

IL|C}. Falling CPU Utilization O 7 81 5=7F 4 £ X|

(e]
=

0]

=)
[=|

(]
=

{lo
0
3

ol

<4

K

ol
i
ol

o
o/

59

St
S

At
Rising CPU Utilization O§ 7 H =2} 5 Aot 242 ALE

L|Ct H|= 1~100L L C}.

8

e
o
=]

L|Ct.

s

.
o
=

12 2128 7Y
A8 8 BUEZ 7|2t

o
o

4.

AL

Sk A
RS

52 0] A 86400X7JHX| 5X 2| Hi =2 7

k=3
—

L|Ct.

s

.
o
=

5. CPU O H22| |AEtE KB H?IZ 73

MZ DXHH M2 0H HES SEIM 2.

otHE
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System > Management > Management Interfaces > IPv4 Management VLAN
Configuration.

1. AQ|X|Q| 22| VLAN IDE X|™gtL|C},
ZHE| VLANS A QK| 20| AF2EL|C} 1~4093 H QO] gfo 2 % &~ USL|CL.

Table 17. IPv4 Management VLAN Configuration

Field Description

MAC Address VLAN 2} El OIE| T 0| A 0f &&=l MAC T2 QIL|C}

Routing Interface Status 23 YEN7L &S BOIX| &S SXIQIKIE LiEbLIC

Burned-in MAC Address CHOY of HHOf AL ElE HelEl MAC FA U Tt

Interface Status 23 MEI7H B E SOX| XE SR QIXIE LEHLICH

DHCP Client Identifier HEIA0|A S210|HE0| SHEtEl Ald A= QLT DHCP A{B{ = 0]
I[EE A8 O] FXIE A EeLICt

2. MHIAZE Y Z2ESEICQ HES MEBHLCE
- BootP. [}S 25 7| S0 &X|2| BootP 22f0|EL U=
Mol A BEE @08l A|£2 BootP 28 S H2EAH 2T

_‘JQ
[
1o
W
)
1=
)

+ DHCP.Ct2 2E F7| 50 &X|9| DHCP 22I0|HE = HE3A 2 DHCP
MHOM ZEE ¢og{s A|=2 DHCP 882 E2CI|AES L,
* None. ¥X|= HERI TEE SHOE 2 56t2{ 10 A= SHX| $¥&L|CH
3. QI 0|AQ] IP FAE X|™HEL Lt

o -

3% 7| 242 192.168.10.12 & L| C}.
4. QIEHO|AQ9| Ip MEUI OIATE X|HTL|C}

S 7| 272 255.255.0.0 4 L| C}.

5. Apply HES SE|5HAM| K.

YHOIEE 90| 29X 2 HESELICHL 714 HE A2 FA| §EELICH

o -

IPv6 MH|A ZE 7

27
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MHIA ZEO IPve HEHT BEE 7Y = UASHLCH MH[2 ZEE X9 Y 2
Mg o|H4l ZEQL|CL O] LEQ| E s HEQT

ot 2
Efjyu 225N A5 HEHIZ HestALL 2t e + Yla L.

> IPv6 AMH|A ZEE JAMS2{H.

System > Management > Management Interfaces > IPv6 Service Port Configuration.

+ [ = [ I | &, Refresh |
IPv6 Network Configuration - Global Configuration 7
IPv6 Enable Mode O Disable @ Enable
IPv6 Address Aute Configuration Mode ® Disable () Enable
Current Network Configuration Protocol ® MNone () DHCPve
IPvE Gateway
IPvE Network Configuration - Interface Configuration 2
|| IPv6 Prefix | Prefix Length EUI64

1. IPv6 2 E Enable =& Disable 2tC|2 HES ME4BHL|C,
ME|A ZEO[ |Pve e RES X FE L L.

2. MHIAZE Y Z2EZ §l8 £ DHCP 202 HES HEFL L.
X7t DHCPv6 MHO|M HERIA FEE 2 Sot=X| o2 E XYL LICL gIaS
MERSIH MH|A ZZEO|A DHCPv6 22t0| ET} HZd3tE LI}

3. IPv6 Stateless Address AutoConfig == Enable =+ Disable 2tC| 2 HHES MEHBHL|CL.
* Enable. AMH|A Z E = |Pv6 NDP(Neighbor Discovery Protocol) % 2t E &1

HAIX|E S6l IPv6 FAE S5 5= ASLICH

—

* Disable. MH|A~ ZE = |Pv6 T25 2/ 5517| 98l 7|2 IPve 4 At 7+

7|s& AEOHA| BE LI,

Ol= MH|A ZEOf IPve B HIMT & A5 714 ZES 278U}

0

4. DHCPv6 =c}0| 1 E DUID Z E0f|= DHCPv6 MHO0f HA|X| S &Y [} DHCPv6
SCO|AHE (= H3tEl 42)0A AHEStH=s S2t0|HE MHEXIIF HA|E LI

5. IPv6 HO|EQ|0|E T+ 45I2{H IPve HO|EQ0] HA check box2

28
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1.5cm
Megtuct.
IPv6 H|O|EQJ|0|= IPv6 AH|A ZE QIHE|0]|AL| 7|2 A O|EQ 0| L|Ct.
6. IPv6 A|[O|EXO| HES ALE3}0 IPv6 AfH|A L E QIEIH 0] A0 CHet 7|2 AH[O|ES0|&
INESER
IPv6 =4 FIHAK HO| S0 = MH|A ZE QIHI 0| AN =822 TP 17 IPve
Fa b LHEE L T
7. Ch2S AL
a. IPve =& HEO|AM MH[A ZE QIEHO| A0 FIISHALE HAHE IPv6 TAE
X ggtLct.
b. IPv6 20 T3 EUI(=HE HE AR 208 gdetste® EUl 21 S92
Mestn, S2i0E Mapsiap S M2 Me Hasth e
8. Add HHES SE/&LCt
MH|A ZE OIHHO|A0] IPv6 A7t =7HE L L,
9. MEiGH PV FAE ATH|SHE T Delete HES 2 EI5HM R
10. Apply HHE S S EI5HM 2.
YOO EEl 70| AKX 2 HESELCH 7+ HE A2 SA| HEELICL
stHE ME 10X|2{H Refresh HHE S S 25HAM 2.
IPvé HIES|3 UE{H 0|2 Q17 H|O|Z 7|
> IPv6 HE${3 O|R E|O| =S Ea{H:
Select System > Management > Management Interfaces > IPv6 Network Interface
Neighbor Table.
o | ‘@ Refresh |

IPvE Network Meighbor - List

IPvi Address MAC Address

Cts HOl= IPv6e W ERZR QIE L O|

2

isRtr Meighbor State Last Updated

A O| ™
— -4

HOlE 27t #AIZ|0] ASLICE

Table 15. IPv6 HIE9|3 QIE{H0O|A QI EH|O|E HE

zc Ck:

IPv6 address

HERS QAHHO| A0 EA|Z|E OfR £9(X|9f IPv6 T2

2L},
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1.5¢cm
MAC address 0|2 A2|X|2] MAC FAQL|Ct.
IsRir 0|2 A|AEIO| 2}2E{0|H true(1), 1 X| 22 M false(2)YLICt.
Neighbor State 0|2 AQ|K|Q| AEL:
* reachable (1). O| 22|X|2 0|20 M2 £ UAHLICH
* stale (2). 0| 20| CHSH HEIF ALK O Y LICE
+ delay (3). X|¥ 7|7+ SQ O| RS2 RH HEI =4 &[X]
URUASLICH
« probe (4). 22|X[7} O] I =S HMSt2 D A|=5t0
UE LT
« unknown (6). & == = SE{LICt
Last Updated 0| 40|t 7} Y C|O| E & OFX|2f sysUpTime 2 LI C}.
Time

T EQ|0{= SNTP(Simple Network Time Protocol)& X|2&tL|Ct. O] E0AM & = JAZ0|

ol Z2 QIHUS Sof HOIE M50 N2 I YEYIR HAH HEH A2

[ |
AAH”IOI HEQIR AlZE Z 2 EE(Network Time Protocol)2| & =2+t

MNAE S7I=t5tE

7 RILICF

-

AMZEEE 7

> AZEEH™

ujo

T35k H:

System > Management > Time > Time Configuration.

Time Configuration - Configuration

Clock Source

Diate

Time

Time fone Name

Offset Hours

Offset Minutes

Time Zone Reference

« Apply |

El o

. Refresh

@ Local () SNTP

Auto read form Web Browser

0212112022 | (MM/DD/YY YY)
114:30:41 | (Hrhant:ss)
0 | (129 13

| (0 to 59)
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1. 22 AA local == SNTP 2IC|2 HES MENSHL|CT.

| NTPQIL

L|CH C
SNTPZ d3T =+ U&L Er.

N
e

7o
HA =

w

*  SNTP AMH{7} 5 ASLICE

« SNTP OHX[Z} A= & E{7F S5 RILICE
2. Date ZEO| X ERE &, &, A T2 X FRLCE
3. Time BEO| &M AZES Al &, 2= TH9| 2 X[ L.
4. Apply HES S EISHM|R.

YHOIEE 90| 29X 2 HESELICHL 714 HE A2 FA| §EELICH

Lo d o -

StHE MZ 12X H Refresh HES 2 E5HAM K.

System > Management > Time > Time Configuration > SNTP Global Configuration.
SNTP &35 25 AA2 MESIH SNTP TS g M H0| ot HO| A|ZH g M

Otzf{off EA|E LICE.
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1.5cm
> | -t Refresh |
SNTP Global Configuration - Configuration _ 2
Client Mode @ Disable ) Unicast | Broadcast
Port 123 {123, 1025 fo 65555
Soure Interface
Unicast Poll Interval G {6 to 10) power of fwo seconds, e g 10 -= 1024 seconds, 6 -= 64 seconds
Broadcast Poll Interval B (6 to 10) power of iwo seconds, e.g. 10 -= 1024 seconds, § -= 64 seconds
Unicast Poll Timeout g {1 to 30) seconds, .g. 10> 10 seconds)
Unicast Poll Retry 3 0t 10)
SNTP Global Configuration - Status 2
Version 4
Supported Mode
Last Update Time Not Synchronized
Last Attempt Time
Last Attempt Status Other
Server IP Address
Address Type unkmown
Server Stratum 0
Reference Clock Id
Server Mode Reszerved
Unicast Server Max Entries 3
Unicast Server Current Entries 0
Broadcast Count 0

1. 22i0|YHE BE 20| HES MEiSI0 SNTP 22I0|HEQ| 2t ZEE XL

 Disable. SNTP7| 2551 X| g4&LICH SNTP 282 20| ENM TS X
HOo M =4l El SNTP HA|X|= XN 2| &[X| 5 LTt

¢ Unicast. SNTP= X|8 7F &4 2 2 ZFotL|CH RLFHAE SE0[QE=
FUHNLE FAZ2 XEE MEO| @F 2 ELj A[Ztar MERH O 2 MB{of Cigt
R XA A ZZAA QEHME 2EL = U= SEHE 7|0 Tt

¢ Broadcast. SNTP= HE|FHAE REQ} 5ot HAMO R ZFZEHX T HE|FHAE
Fo ol 2 HREIAE FAS ABYLICL HREFAE Fao)e THY
MEU T e B HEFHAE FaofE QIEY HA ©I7H A& LICH

7| 2%f2 Unicast2 LIC}.

2. ZE HCO0|A SNTP S2I0|YEZF MH T3S +=4I5t= 2Z UDP ZE & X|dgL|C}
518 " ?l= 1025~655350| 11 Zf2 1230|Ct. 7|2 4f2 1230|C 7| 24tS 2°35tH
SNTP IfZI0f| AL &= &K 20| E ZE L2 2B HX| ol 2f3H %*o*ﬁ! LIt

3. SNTP S20|AHE0 AHEE Source InterfaceS M B SHL|CY,
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* VLAN1

* Routing interface

* Routing VLAN

* Routing loopback interface
*  Tunnel interface

e Service port

7|28 22 VLAN 12 &4 QIH I O| AR At ElLCE,
4. Unicast Poll Interval2 X|&dgtL|C}

Ol FLIZHAE RE2 PYE B8R 22 HEMELR BAIR = RLIFHIZE 28 2F
2o = YLt S E&l= 8fl= 6~10LICE 7| =42 6 - LICE.

5. Broadcast Poll Interval2 X|&EgtL|C}

Ol BEEHAE BE2 THE B2 20 HENBOR BHEE B2EHAE B
Q% 7t0] & £QLIC} 0| 2420| BHRE|7| M| SME WS AN HLICh 518 E=
# 9l 6~102LICF 7|22 6L

6. Unicast Poll Timeout2 X| & gtL|C}

FUINAE REZ LHEUS I SNTP SEH= 7|CtE|= A ZH(E)YLICH 5|2 &=
HRA= 1~30YLICt 7| 24+2 5 LICE.

7. Unicast Poll RetryE X|&gtL|Ct.

FLHHWAE RERZ F8E BF ChE 7 MHE AFESH| Hoil & W Az =1t
= SNTP AMHO| Lot 2F S MAI=3tE A+YLICH HEE= Hel= 0~10YLICH

7| 242 1L C

8. ApplyHHEZ SEIgL|Ct

YHOIEE 90| 29X 2 HESELICHL 714 HE A2 FA| §EELICH

Lo dJ"

Mz 1HE 5t7| fI8iM = Refresh HHES S E5HM R

SNTP =228 AME}| H 7|

SNTP S8 = 28 &2 =2 MENSIH SNTP T HE{7I 2O SNTP MY 7 MM Of2fof
HA[E L

33
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N

r
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SNTP =2 MEIE H2{H:

System > Management > Time > Time Configuration > SNTP Global Status
Y 222 {MESIHSNTP 22 HEI7FSNTP 22 79 A
Of2fofl #A|E LT

SNTP SN &

Chg ®#oile 8% = ©

SNTP M HEf SE7F A0 ASLICE.

Table 19. SNTP 22 AEl
gc ad
Version S2}0|HE 7L K| ¥Et= SNTP A Lt
Supported mode ZE0|HET} X|@St= SNTP ZEQIL|CE S2l0|YE= o8] REE
&g = A&
Last Update Time SNTP S2tO|AET A|A™> A|AH E DXL 2 AL 0|ESH HX| EXt
2 AIZHUTC) YLt
Last Attempt Time OFX| 2 SNTP R4 = K| Q= HA|X| =20 HX| DRt 4
AlZHUTC) LI,
Last Attempt Status QUIHAE Y EZEI|AE B E D0 CfSH OFX| 2 SNTP =

RS
A G HAIX| 2] SERRLLICH MEZRE HIAIX[Zf 2 X] @2
B2 7B SEI7F EAIELCE O] 22 RE HE 220 5 Ct.

k]
9'1
9'1'

L

+ Other. Ct& @AY 70| i& LT

e Success. SNTP Zfgo] Hd3Hon AlA"-  A[ZHO|
YOOl Ex|RASLICE

* Request Timed Out. SNTP AHHE22H &S 2X| 2ot X 2Y
SNTP 2% A|Zt0] ZIHE|ASLICE

¢ Bad Date Encoded. SNTP AMHO|A HISEH A|7t0| |FZ=5IX]|
US L

+ Version Not Supported. AHO|A X|35l= SNTP HZO|
S20|AE0|M X| ASt= Xt = ot K| &L Ct

|01t S7|2tx|X|

« Server Unsynchronized. SNTP AH{ = dl|& I
EE S EAIE UL

2ESLICH Ol:= SNTP MA|X|o| o #A| E

» Server Kiss Of Death. SNTP A{H{0j A O] MH{ 2 [ O]& #2|7}
ME X R0t EAYSLICH Ol MHZEE F4AE
HAIX|OA 01t & L3t Stratum REZ HEA|E LT}

Server IP Address

OPR|Bto 2 4AIE Rast 0| Chet AB ol 1P A LCt,

= s
MEZRE HAIX| 7t = MEX] (o 8l X EO0| BA|E LT

s —

Address Type

OHR| 302 A Q33 0| CHSH SNTP AfH| F20| T2
[EaLt
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Server Stratum

2 AlE|

Fao Izl sl 2 E M AS YL

i

Reference Clock ID

=
OpX|gfe 2 =418 Faot 210 Ciet ME o Z2= AlA AR YL T}

Server mode OrX|2o 2 4l E G2t mf2lof chet Mol RE Lt
Unicast Server Max Entries of 220|AE0 THE + U FLIFAE Mt BFo| Hr
T LICh
Unicast Server Current Entries O| Z22}0|UEQ CHSH LM El SXY| S 58 SLIFIAE MH &2
YLt
Broadcast Count OFX| 2} X) 5 S 0| SNTP 2240 AAE 7} +A154D X2|3t f%| ftis
HREINAE SNTP HAIX| = L|CH
SNTP Server ++d
SNTP= Z|CH 2[Z=7HK| F2tot HERA EX| AA A2t S7|2H5 BEL L A2t 57|12
HIER3 SNTP MHOf| oJsf > EL|Ct AT EQ 0= SNTP 2210|HE 20t 2t 531 CH2
Aol A2t ME|AE M == BlsL T
Mzt a2rs ASHE SYEUCL AS2 BE A0 YRS HolgL|ch AS0| 5842
7HE =8) AAZHE et L T & X| & Stratum 2 & X|0|2 2 Stratum 1 O] &0 A A|ZtS
AL

Ch22 AlS2l o Lt

=,
o Stratum 1. Stratum 0 A|ZF
MHE 7|2 HESZ A|Zt

X1
—

Stratum 0. GPS A|A
ofl

e Stratum 2. A|Zt AA = HER
= 0] Stratum 2 A|H|{= Stratum 1 A{
=gt ot

3 Z2E Edf| Stratum 1 MEHQF HO{H

BAIZEAAZEA[ZE 222 AFEE LT

Y AZE MHIt ALEELICE Stratum 1 A[ZF

oA
BT MSELC

i)

AL oS
2
=

oM NTPE Soll HERXT 3 & Soll Al

SNTP MHZHE L& GEE= A =0 M RES 71222 EI7HE LD
SNTP A2t E2l& ChZ AlZh =50 et ot 27 E LT

¢ T1.22H0[AETI /2 S Bl AlZFRLCH

o T2 MH7F ) 2F S e AlZH L CL

o T3 MHZISEHE B A[ZYLICH

« T4 SciO[UEI M| SES &2 AlZH L
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FHHWAE 20tk 222 IPF27F 2 MHE S0k O AHEE L. X0
o

T SNTP MH = S7|2t §EE ol 2T &l &S MHYLICH T1~T4= MH

A7+ Z2785H= O AFEEILICE Ol 71 tHsh BH-Ho| 2 2 EX| A|ZtS S7|2ksH= O
MS s G QLICE O] B2 MEHSIH SNTP M T8 3HHE AR50 ZHX| o] M o=l
SNTP AMH O A2t SNTP HE 7} S| ElL|Ct

Simple Network Time Protocol SNTP M & 715t 0 =7d35}17| @2t HEE E0 =3 =
UqE L CF

A H

SNTP AMH| 285 g5t E:

\%

System > Management > Time > SNTP Server Configuration.

+ | = | i | ‘o Refresh

SNTP Server Configuration - Configuration

[ Server Type Address Port Priority Version
> | il || I
SNTP Server Configuration - Status
3 3 Last Attempt Failed
Address Last Update Time Last Attempt Time i Heguests Requests

1. Server Type S EO0|A 7 & SNTP MH{ F40| T4 RAS MEHTILCE 7hs ot

. IPv4
. IPv6
- DNS

LIZWAE IP T4 = SNTP M| SAE 0|2 =)
QIL|CH SLIFHAE SNTP 282 0| FAZ MEEIL|CT O
—’F—i7r DNS & |20 AR S| SAE 0|22 SNTP 2K0| M&E ujotchp

FAZ ZQI=IL|C

=



U-I-F5010HPA
1.5cm

3. SNTP 8HO0| M&E|= SNTP A|HO| LE HS E =t

Fa%t He= 1~65535Q L|Ct. 7| 242 123 L}
4, SNTP 2HO0| &L= MY =ME 28T I O] MH =9 PriorityE X[ ErLCE.
SE0|UHEE= d3H SHO| £AMEAHLE 2E M7t 27 W7HX| A &M CHE

d=2ls AMHE Helots =M E LIEH-LICH 24 =27t
P =7t 22 MHEL BN HE|ELICH = Olde M7t S &t
8 M= Ol HIOI=0 e =2 Al =M E WELIL

M o=

M
-0

fo T
fo
ozt
i

~3YULICE 7| =22 1 LICEH

| F7FEILICE Q24 YT0| £ F40| A9IK|2 HEE L,
T HZ AR A MEELCH

=

7. SNTP MHE F7Iot2{H O THA| & ghEgfLCt.

Z|CH 37H2| SNTP MHE 78 &= J}SLILCE

8. 7|Z& SNTP A{H{S

ol 285 HEotHH P& MH KOl A= check boxs
MENSE D AFR 7Hs 3t oz

HE L.

rot |'|J>
ﬂJ

ojo

9. SNTP MH 52 N7HsI2A™ MAHZ FdE ME F9| check boxS MENSH C}
Delete HE = S&|gtL|C}.

&=0| MAZ 2 FX| 7t YH| O] EE L Lt

YOOIEE 40| 29X 2 HESELICL 714 HE Argd2 FA| HEE ULt

o
Mz 1HZ 57| RISHM = Refresh HES 2EI5HM R

SNTP AMH AEH HO|20= AQX|0 L= SNTP MO CHeh AEf ME T BA|E LI
Cls HE= SNTP AMH MEf YEE HEA|SHL| T}

Table 20. SNTP A{H{ AFE{

Il

!
mx
ol

Address

K

rg rn

7
of %

r

Mef =4 MH 90| L2 SNTP MH 7} 8iCH= HIAIX|7H
reF QL Ct.

37
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Last Update Time O M| O] SEHO| A|AE A|A 2 AC|O|ESL= O] AFRE HX| S U
AlZHUTC) LTt

Last Attempt Time O SNTP MH{7} OtX|9fo 2 2| &l x| R U AZHUTC) LI,
Last Attempt Status Of A{H{Oll C3F DFX|2t S9 NTP 289 AEHLICL 0 AHZRE

I{Z10| =M | K| 42 Z 7|Et HEfTF HA|ELICH

 Other. L& @AY {0 gi&LICH

e Success. SNTP Z¢0| HI}om AJA"-  A|7HO|
YOOl Ex|RASLICH

* Request Timed Out. SNTP AHHE22H &S 2X| 2ot X &Y
SNTP 2% A[7H0] ZIHE|AELICH

¢ Bad Date Encoded. SNTP A{H{O|A X338t A|7t0] |FZ=5IX]|
AE L

+ Version Not Supported. AH{O|A X|@S= SNTP HTO|
S20|AE0|M X| AStH= Xt = ot K| &L Ct

+ Server Unsynchronized. SNTP AMH & dljE 1|02t &7|3tE|X|
AELICE Ol= SNTP HIA|X|Q| =of HA| EEE S EAIELICH

+ Server Kiss Of Death. SNTP A{H{0]| A O] MHZ [ 0|4t F 2|7}
HMEE| K| Q=CHD BEAISLICH Ol MHZEE £AEl

HAIXIO| A 02t 5Lt Stratum 2EZ HEA|E LT}

Requests ORX| 2} O|O| M E X2 &l O] = O] MOl CHSH SNTP X 4=l L|C}.
Failed Requests OrX| 2t A28l 0|= O] ME O CHe MIfist SNTP 28 = L|Ct.
olx} XHO A

212k Hok A|ZF Y 1™

> U3 Mok A|ZF MXMS M StE{H.

System > Management > Time > Daylight Saving Configuration.

W | & Refresh |
DayLight Saving Configuration - Configuration -
DayLight Saving{D5T) @ Disable () Recuming. () Recurring EU () Recurring USA () Non Recurring
Offset{in Minutes) (f - 1440
Zone (Max 31 characters)

DayLight Saving Configuration - Status

DayLight Saving{D 5T} Disahbled

DayLight Saving{D5T) in Effect
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SfLLY.

Al_-|E

Recurring.

14

Recurring EU. Bt 2 &

Recurring USA. Bt= &|&= O|= &

Non Recurring. BH2 &|X|

bL|C}

1S
(<]
=

ul

mu

(1A

2. Apply H

HO|EE +d0| 29X 2 H&ELICh +3

A
=]

4

[y

49k A|ZHH| - Recurring

x
=

olxn
22

Table 21.

T
0
31
IH
o o g
T T =
a1 7l -
o o I
=< = o
o o 0
1 1 Bl
© | © Lo | o
X0 . 4| X0 .- Y| ok
- o oJdr [
ol H_ ol o L .Ir_ ol g
2 : o Il To| M, O o Il TO| 4
< 0 < < 0 < =
N L= X0 | ™ O . = X0 | Moo
KT o o2 ol M ®w oo 0
X 51 T W Wl & o T W o -
B = T U ogp = %0 O g5
ol X0 w1 - = = ol - ol - = = o
& M xo TOR|OA e 0 TN -
< e WA o e N o
o KEoon T < | om oo 00 < omi| ol
= ogrool KLOR | oo ool Mmool gy ©
R | R Ko Ko | = 0
W< R < 4| m T M @ | B
. T £ 5 O K £ 4 8 = +
= = v = i = = 9 £ S
o - € 5 2 o 5 € 35 2| I mju
U © & 6 5 £| U © & © o £| o =
| m 3 a0 = 2 m 3o =TI F =
ME m L] L] L] L] L] m L] L] L] L] L] mk M
g -
n < -
£ %) Q 0]
u| ° £ 5
Al m i} (@] N

40k A|ZHH| - Non Recurring

x
=

olx
2

Table 22.

B0
i

ul
fll

39
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Begins At Ol 2= ZM B A|Zo| AJZF g2 #4d5te Ol AHEE LT
¢ Week. A2 FE FESL T,
o Day. A|ZYE FEgLct
¢ Month. A} & FdgLCt
e Hours. A|& A|ZHANE gLt
e Minutes. A|Z} A|ZHE)2 +ATLICH
Ends At Ol HE&= EW H A|ZHe| AT 2 +d5t= Ol Ar& & LCt.
s Week. OtX|2F =& M BHL|C}
¢ Day. ZEYE P&t
e Month. 38 & FdgL|Ct
¢ Hours. & A|ZHANE FEELIC
e Minutes. 32 A|7HE)S +dgLICH
Offset HHEC|X| e QTS B 2 Oto) TATLICH fFat HlE
1~14402 Y L CF
Zone AlZHTHE FstL|ct.

DHCP MY &A% +d

DHCP A{H{, DHCP

DHCP &4 Y &=

T

DHCP MH 78

DHCP MHE /452 H:

BHOIS) 9! DHCP Z20lof Ch3t HFE T4E + 9
st

System > Services > DHCP Server > DHCP Server Configuration.

40
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e . W o Refresh

DHCP Server Configuration

Admin Mode @ Disable () Enable

Ping Packet Count 52 {2-10, O fo gisabie)

Conflict Logging Mode ) Disable ® Enable

Bootp Automatic Mode ® Disable ) Enable
DHCP Server Configuration - Excluded Address

|_I' 1P Range From IP Range To

1. 22| 2 E Disable L= Enable 2tC| 2 HHES MEASILICE,

DHCP AMH|A9| 2 gt (| &5 X[FgLIL} 7|2

2. Ping Packet CountE A& 50| Ping &f 212

T2 BUE 2l 5 XYL

DHCP AMHQo| &= 2
Enable ! L|C}.

Zt2 DisableL|C}.

LREE TS 2oty 5 MH 7t

4. BootP A}= T E Disable EE= Enable 20| 2 HHES MEISHL|CL,

Ol= &8 E0{ ot BootPE &
Disable & LI Ct.

5. FAE Mot S S AT LICHL
a. IP Range From ZE0f XQg #2lo

b. IP Range To ZE0| HE|E
FA2E M 25tz ™ IP Range From &
0.0.0.02 2 ACHZ FLLC},

6. Add HEZ =gt
X Q| AT AKX Z=7HE L CL,

7. 2RAX|O|M M2l =

41

S| H

25 A5 Delete HE S SEIHM K.
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70| 29X 2 HMEE UL 74 HE M2 SA HEE L

—_ Lo d o

> DHCP &2 /d3l2{H:

System > Services > DHCP Server > DHCP Pool Configuration.
DHCP Pool Configuration - | ~ | g ,|

Pool List Create ¥

Pool Name | {Tie 3 alphanumerc charsciers)

Type of Binding Unallocated ™

HNetwork Address

Network Mask

Chent Name {0 o 31 chargclers]

Hardware Address

Hardware Address Type b

Client 1D (io 268, fke ag xEa0c..... k)

Host Number

Host Mask

Host Prefix Length (-3

Lease Time Infinita »

Days 0o 53}

Hours (3 to 23

Minutes 0o 59}

Default Router Addresses .

DM S Server Addresses ¥

NetBIOS5 Name Server Addresses .

NetBil5 Node Type b

Next Server Address | |

Domain Mame | | (O to 255 characters)

Boaotfile | | (0 b1 28 characiers}

42
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o] ZEL 97|

m

f

3. Apply HEZ 2L

YHOIEE 80| 29X 2 ™&E L 7

CtS BEO|AM= DHCP & 74

Table 32. DHCP & 11

Mg Aol

o|
M

AFEXHOI Al EAIZ|R| G5 LT,

M=
1o

= LTt

o

g HE A2 A

20| o 2L Ch

"c oy

Pool Name* 9l71/27] [BHO| Q= AFBRLS| B O HEO|E 371 M BHE7|9f
S RE 7|E 29| 0|20 EAIELICH ALRI7H M2 Mehst
AR S EY B2/ 0|82 €Y &= U= L LHE HAE A E
O|E0| LIEFELICE 97| & 0| A= AFEAS| E2 O] EEO=
7|1E 22| O|Z 2 HA|E YLt

Pool Name MUY 20| O[S YLICH O] LEE 97|-M7| HPHO| U= AHBAITL B
0|2 22+0iN A4S Hest 42 LiEr L Ch E 0|22 o
31RIA| 7HS =L

Type of Binding Zo| HpolLl o3
* Unallocated
¢ Dynamic
*  Manual

Network Address EX Z0| DHCP =40 CHSH el Z=AQIL|C},

Network Mask X 29| DHCP F&0| Ot NEU #sellch HESS
Or~3 = HFAL 20| F StLE 85t MEU A3 5
XEg o= AR = o X G == YS UL

Network Prefix Length S% Zo| DHOP F20| ofsh M=dl wWsgc. HEY3
OjA3 EE HEA 20| F SIS T30 24 DhAAE
N8g = AXY & o XFY == AU 7R 8=
0~32¢ Lt

Client Name DHCP 5 Zo| Z2o|lE o|ZLict,

Hardware Address DHCP 2210I9IE St=9lof E3E 2| MAC F2LICt

Hardware Address Type

Client ID

Host Number

DHCP Z2Zl0|HE0| Cist =& HIYdE 2T IP FAYULLCH f
S2t0|QE AMHXt = SIEQ O FAI XFYE HR0|T ZAES
HAEY = JAELLCHL TAEE ANSHH =5 E2| Z20|HE 0|E,
ZEI0[QE ID ¥ SIEQO FAIE ANEL E RO LEEX




U-I-F5010HPA
1.5cm

Host Mask DHCP S210|2IE0 Cf3t +5 HIOITS I3 =L DrAI YL,

SAE OA3 E= GFA 20| T 5tLE 800 MEU Oi23 5

R 4+ UKB S CF XYY+ gE
Host Prefix Length DHCP 220|210 th3t 45 BreIES 9% AU oA YL,

SAE O1AS T HEA 20| 3 LIS PASI0] M2Ul OjAaE
AEE + AT S O XFY & gsUh fEs Hels

0~32¢L|C}.

Lease Time

o
[¢]
tu
12
Ok
L=}

o
)
>
[
mjo
4o

o
| 0
ﬁ

oz
ot
il
IS
Ral

|'I 0.1.
N
s

N
[~
(e}
o
ne
o
1o m
a
Ot
=]
>
o
=
re
on
o
o
Ho
4o
rot
rlo
4o
N
_(')_r

e 40 rx 4o
et m
Of
2
mo 2 gm
o
oo
0
N
™
o
o
]
mot
4>
30
>
-

N

N o

[}
=

1o
=]
ot
-
=

Days

0o
N
]
10
e}
>
i}
I
o
o
El
-
!
>
o
>
~
>
N
n
N
mjo
o
2

o
ob 0|2t LEFELCH 7|22 19Ut f=t

T HATT

=
N =2
[0
hu
el

0E
o
rir
o
]
[6)]
©

Hours of AlZtYLTt o WEE AFEATL XFE 7|2te oy

oo
N
==
N
N

>
=
o)
Hu
Ral
ox
rot
oY
4o C
2
o
-
m
rrr 1l
__n,
=0
fo
o
0
do
rir
o
i
N
N
o
-
inl

Minutes b

oo
2
N
N

=)YLICE o] EE

= C|
FEHEFLICEH 23 Hel= 0~86399 R L Ct.

—_

ox
4o
2
=)

C

Default Router Addresses

10

7| BteE Fa
ste ofpio] el

Ay mu g
[0 Ju

7 — =
2 2|0 870 7HK] K| FE = A= B7F BAIF LT

DNS Server Addresses

22| DNS MY F& SEYUCL 2E 0|F €0 U= =ALEE
SEoHH otHO| 2YE[D DNS MH FAE JHote MUz 2|
8WMHX| X EE = U= B7F HEAIF LT

NetBIOS Name Server Addresses | Zo| NetBIOS 0|2 MH =4 ZEQlLC} ZIC

0
St EE S5 20| 2HYE|1 NetBIOS 0| & AfH]
L=

AN
=AML Z Z| O 870 7HK] X8 == U= BIOIS0| EAIEL

NetBIOS Node Type DHCP 22}0|¢1E 9| NetBIOS = E 23:

* b-node Broadcast

* p-node Peer-to-Peer
* m-node Mixed

* h-node Hybrid

Next Server Address Zo| [} M| Z=AQL|C}

==

Domain Name DHCP Z22f0|9lE0] =njel o|SYLct. EHel o5 A

44
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255XHHX| 7hs gL Ct.

Bootfle DHCP 22tol@iE0| 7|2 28 o|0jX| 0|Z LIt THY 0|52 A/rf

— - o= -

128Xt K| 7ts 2L Ct.

DHCP & ¥ 4

> DHCP & SM2 7/d5|2{H:

System > Services > DHCP Server> DHCP Pool Options.

DHCF fiocl Opfions

I ; Byplina Vaiia or P Adriess
| ioi ame. Ogtion Ciadsf3-265) Cyfion Typs

= | 4| |

1. Pool Name S E0|A & 0|5& ME{fL|Ct
2. Option Code= MEiTt Z0|| Cish 7 E &8 ZEE X[ LICL

3. Option Types At&ot0] dEiot Z0f| CHoll F+d& &8 L0 LS S8 RES

K| gL L.

e ASCII
e Hex
¢ |P Address

4. Option Value2 &0t 20| CHa} P+ d& S8 I EOf oot gts XIELIC

MEfSH 20 SMIET FIHELICH

6. MESH 20| S =S AKSHEH Delete HE= S &M 2.

DHCP M S4| 7|

> DHCP AMH SH & Eq{H:

System > Services > DHCP Server > DHCP Server Statistics.

45
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DHCP Server Statistics - Binding Defzils

=]

Automatic Bindings
Expired Bindings o

Malformed Messages V]

DHCP Server Statistics - Message Received

DHCPDISCOVER 0
DHCPREQUEST )
DHCPDECLINE o
DHCPRELEASE o
EHCPINFORM o

DHCP Server Stafistics - Message Seni

DHCPOFFER o
DHCPACK o
DHCPNAK 0

46
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Ct2 HO|AM= DHCP At SA ZZ0f CHsl Aot Ct,
Table 33. DHCP MH £7|
gc Ay
Automatic Bindings DHCP AH{9| X}& HQIE £=QiL|Ct,
Expired Bindings DHCP MH{0|| A DtZ E HFQIZ! =1L | T},
Malformed Messages R E| S AIO| D A| K| 2=QIL|C}.
DHCPDISCOVER DHCP A{H{ 7} £=A13 DHCPDISCOVER | A| K| £=QL|C},
DHCPREQUEST DHCP A H{7} £=AI5t DHCPREQUEST M| A|X| £=QJL|C},
DHCPDECLINE DHCP A{B{7} £=AI5k DHCPDECLINE T A|X| £=QL|C}.
DHCPRELEASE DHCP A{H{7} £=AI8F DHCPRELEASE M| A| K| Z=QJL|C},
DHCPINFORM DHCP A{H{7} £=A13F DHCPINFORM M A| K| 2=QlL|C},
DHCPOFFER DHCP A{H{7} &t DHCPOFFER M|A|X| £=QiL|C}.
DHCPACK DHCP A{H{7} 2 DHCPACK Dj|A|X| 2=QIL|C},
DHCPNAK DHCP A{H{7} 2 DHCPNAK Oj|A|X| 2=QJL|C}.
DHCP HfQI HHE H7|
> DHCP HIQIH 2 HE{H:

System > Services > DHCP Server > DHCP Bindings Information.

DHCP Bindings Information - Select fo Clear

2 Dynamic Binding

-}

DHCP Bindings Information - List

IP"Address

1. DHCP HI?IE SE S HA[SIHH L5 2tE| 2 HE S StLIE

Hardware Addreas

. Refresh |

Lease Time Left

Type
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Ch=Z 20| M= DHCP HIQIE FE EE0)| chisf gL Ch

Table 34. DHCP HIQIG HHE

ze ek

IP Address Sao|giEo Ip FaY L

Hardware Address Z2}0|EQ| SLEY|O| =4 QL

Lease Time Left Ql A|ZH 2 dd:hh:mm Ao Lh2 QT A|ZHRIL|CE
Type HolE 9% 55 £ 45,

DHCP S = H7|

HEHIAM F 7 o] o] X0 LS IP Fa0t SEEl= d22 20| T4 50| Us
o

o
SAE0 Mgt §EE = = AL,

> DHCP ZSE2 He{H:

System > Services > DHCP Server > DHCP Conflicts Information.

e _| o -Refresh
DHCP Conflicts Information - Select to Clear >
L Al Agdress Conflicts
Spacific Address Conflict
DHCP Conflicts Information - List 3
IP-Address Betection Method Detection Time

1. DHCP 5= HEE HAISI2H O3 20| HE & SILIE MEigL|C}
« AllAddress Conflicts. M| & 2 E =4 =8 X|HgLCt.

=

o

+ Specific Address Conflict. 2K & £7

ChE #0M= DHCP S SE 2EO oo 2Lt

Table 35. DHCP S & ™H

g0c a9

IP Address DHCP AMH0j| 7|2 & SAEQ| P FAQLILCE
Hardware Address Z2}0|0EQ| $E9|0f =AQIL|C},

Detection Method DHCP MHO|M SAEQ| |P FTAE RH2 HEAIQIL|C}

2

Detection Time

>

A

o

IS Azt ©2 N NNh:NNm:NNs &4l 2 ==0|
Al

YL

7

M

™ on

o
':

I
I-Xl

N

_

0
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DHCP E2jo] 7+/d
DHCP &2j|0| & +/d5}2{™:

System > Services > DHCP Relay.

o bt FES
! Refresh
DHCP L3 Relay - Configuration 5
Admin Mode W [isahia () Enage
Maximum Hop Count |4 | (1-18)
Minimuwm Wait Time {secs) |Cl (0~ 703
Circuit ID Opfion Mode % Disabie L} Enable

1. Maximum Hop CountS AH8510] 2240|9LE 20| AF 57| ol A8 4 i Ar)
g 42 YELIL

HR= (1~16)YLICE 7|2 4r2 4R L|CH
2. Admin ModeZ Disable EE+= Enable 2IC| 2 HHES MENSHL|CL.
2d=tE MERSHH 'Server Address' ZE0f Y25 IP A2 DHCP X 0| MY & L|C}

3. Minimum Wait TimeS AFE3F0] X[ Th7| A|ZhS = EHRI2 YT L CL

0| Zt2 Scto|HEQ| MAO| 7%l 0|2 9| A|ZHS LIEIH= SEI0|HE 2H 13l9|
EfUAEH QL H| W&l L|Ct EFUABRZTL X[ Cf7| A|ZHS =115 Z2 0|2 T Z1 0|
MErEIL|CH H2[= (0~100) LI CF.

4. Circuit ID Option mode?| Disable S== Enable 2tC|2 HES 2
Enable= MEHSIH MEOf| MR E[7] F10| 20| O|TME SH0| 2F| =7t
SCIO|AE0 M 7] O SEOIAM XA E L T

ChZ HO|AM= DHCP 22{0] 4 2E0f Chol 2 LICf.

Table 36. DHCP & 20| AEH

"E Ck:

Requests Received AQIXI7HOPX| O 2 YAHHE 0/ BE S2HO|QERRE +ME 3
DHCP 28 ¢lL|LC},

Requests Relayed A9IX|7H OHR| O 2 AHE 0% A2 HEE 5 DHCP 28
SQLct.
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1.5cm

Packets Discarded AQIX|7} Opx| 222 AHE 0% O] Z2fo| o O|HET} AH|BH

[

ok

DHCP I{ %l =& L|C}.

DHCP L2 g|0]

=23 DHCP L2 o] 27 7

> ZEEDHCP L2 0] @8 S 73512 E:

System > Services > DHCP L2 Relay > DHCP L2 Relay Global Configuration.

o | 7y Refresh
DHCP L2 Relay Global Configuration - Giobal Configuration 5
Admin Mode W Disabie () Enzbie
DHCP L2 Relay Global Configuration - VLAN Configuration 5

VLANID AdminModé CurcuitlDMode RemotelDMode Remofe ID String

| v Ml v v ] |

O+ Cizable Disable Dizakse

1. Admin Mode?Q| Disable = Enable 2tC|2 HHES MEHSHL|CE,

M 1Mo AL AQ{X|0|AM DHCP L2 20| & & d3tstALt H|ZdslstL| Ct.
7| 222 Disable @ L|C}.

L HATT

2. VLAN 49| Z2 VLAN ID= AQ|X|0f A= VLAN IDE EA|SHL T},
a. MESHVLANOIAM DHCP L2 220 & Egoot7 Lt B2 okt Admin ModeE
A8t AlL.

b. Circuit ID ModeZ AI23}0] DHCP SM-822| 3|2 ID 8¢ SMS 4318 AHLL
H|g-dstetL Ct,

c. Remote ID Mode?} &'d3t=l AL Remote ID String= AHE350] {2 IDE X|JetLCt.

3. Apply HEZ S&leL|Ct
A O|EEl 740] AKX Z MESELICH 74 B A2 SA| HEE Lo
« HO|X| OfZ B O
- HO|X|E & 5= 3tHY BEA|L|= HO|E &5 =& MESLICL 7hsst 242 20,
m]|
7: T

50, 100, 200 & B EQIL|C}.

Note: 2F+5 ME{SIH B2t M0 27t #A|Ll= £27F = E = UG LIH.
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- <HO|= HOIH &=2| 0] HO|X|& EAIEL|CE

- > H|O|= HIO|H &=2| Lt H[O|X| & EA[Z LY.

DHCP L2 Eg|0| QIE{mjo]A 1/d

> DHCP L2 E&|0|E 1/45}2{H:

System > Services > DHCP L2 Relay > DHCP L2 Relay Interface Configuration.

DHCP L2 Relay Interface Configuration

I Interface:

[T AR & =

ol 2 e e [ el |
0 o ds

(=]

Admin Mode

[~

Dizanle
Disahble
Cisable
Cisable

Cesable

Dizable

1. Admin ModeS A83}0{
H|ZH g shet L Ct,

7|2 2f2 Disable I L|C}.

2. 82 Option Trust Mode

+ 9 QIE{H 0| A5

T A=

—

=
=
=

!

=

MEHS) O

82 Option Trust Mode

I

Untrusted
lntrssted
Untrusted
Untnested
Untrusted
Untrested
Untnested

Uninusted

W

| o Refresh

MENSH OIE{IH|O| A0f| A| DHCP L2 E2{|0| &

-

2L

AHE35H0] =41 =l DHCP L2 &2|0|(Option-82)01| CHaH A1 2|2
H3StALE H|Z-d =2t et L o

DHCP L2 & 20| QUE{Ljo|A EA H7|

> DHCP L2 20| 2lE{H|o|A SHE E2{H:

System > Services > DHCP L2 Relay > DHCP L2 Relay Interface Statistics.

DHCP L2 Relay Interface Statistics

==

[

UntrustedClient

WithOptE2

[

Trusted Server
WithoutOpts2

o | i Refresh

TrustedClient
WithoutOpte2

i3

I

o
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1.5cm
CtE #HO0| M= DHCP L2 20| QIH I O|A &4 EE0 Chsl & HeLCt.
Table 37. DHCP L2 &2{|0] QE{Lo]2 S
gac 1
Interface DHCP T A|X| 7} 24l E|= QIE{TO| A2 HAIEL|CH
UntrustedServerMsgsWithOpt82. | 412|gt 4= gl ME{ 2 2 E{ =4l option827} Z &l DHCP H|A|X| 2]
+5 BAELIC
UntrustedClientMsgsWithOpt82 AME|S 4 9l S210|HEZRE $A15l option827} ZEHEl DHCP
HAIXISl =8 BEAIZLC
TrustedServerMsgsWithoutOpt82 ME|E 2= Qe MB 2R E| 4412 option827} 8= DHCP HA|X| 2|
+E HAELIC
TrustedClientMsgsWithoutOpt82 AME[EH 4 9l Zalo|d ER HE| 2415l option827t = DHCP
HAIXISl =8 BEAIZ LT
=1 S
ubp 0] R 48 148
> UDP 20| MY B S 7/dsta{H:
System > Services > IP Relay Agent> UDP Relay > UDP Relay Global Configuration.
- | - [ | @ Refresh |
DR Relay Global Configuration .
Admin Mode ® Dissbis Enakbie
UDP Relay Global Configuration - Server Address Configuration -
I\ Server Address UDP Port UDF Port Other Value Hit Count
| | . | |
1. Admin Mode?2| Disable 2= Enable 2tC| 2 HHES METIL|CE,
22|X|2| UDP E2||0|E &d%totAHLL HIZd2tetL T 7|2 442 Disable LT

2. Server AddressE AtESHO UDP 20| MY FAE xxxx YA E X|HeL|C}.

o>

3. UDP PortE At23810] UDP CHA& ZEE X|™HEtL|C}

XY= ZE= Ot 25 Lo

+ DefaultSet. UDP ZE 0 I 22 &0 L|Ct. o] A ‘44 A| UDP ZEE
MENSIX] g2 42 XI"ZELICH

« dhcp. DHCP(UDP ZE 67) T2l 2 &g 0o|gtL|C}.
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« domain. DNS(UDP ZE 53) I Zl & 23|0|EtL|Ct.
 isakmp. ISAKMP(UDP ZE 500) I 7l & 22 0|EtL|Ct,
*  mobile-ip. ZHIY IP(UDP ZE 434) IjZl & & 0|gtLLCt.
* nameserver. [EN-116 O| & AH|AUDP ZE 42) IiZI S g O|gLCt.
+ netbios-dgm. NetBIOS G| O|E{ 13 AMH(UDP ZE 138) IijZl= Eaf|o|2tL|LCt.
* netbios-ns. NetBIOS O| & A{H{(UDP ZE 137) IjZl S 0| gtL|Cf.
o ntp. HEKIA AZt ZZEZ(UDP ZE 123) A S 20| 2rLCt,

« pim-auto-rp. PIM A}5 RP(UDP EE 496) IfZl-2 2a|0|gtL|LC}.

« tacacs. TACACS(UDP ZE 49) 12l S &2 0|gtL|C}.
 tftp. TFTP(UDP L E 69) I{Zl-2 Z8|0|TtL|Ct.

« time. A|ZF MH|AUDP ZE 37) 113l S 2ajo|gtL Ct.

4. UDP Port Other Value2 AHE3I0| 0~65535 AHO|2| UDP L&t ZEE X|YBtLC},
5. Add HHEZS SEgLct.
J3{™ X e Fd2 2 uDP Za|o] Ho|20 g=0| M EL|Ct,
6. UDP 20| HO|20|M ZE &= E& XYE =2 M2 Delete HES S 2ITFLICH
7. Apply HEZ ZEgL|Ct
AOO|EE 70| AQX|2 MEELICEL 714 BZE Arg2 ZA| A8 Lt

Hit Count 2E0{|= UDP ZEO0| =23dl= UDP T{Zl =7} EA|EL|CL.

M=z 2HE 57| 2I3iM = Refresh HES 2E5HMR

ubp Zd|0] AE{T oA 28 4

> UDP Zg||0] QE{H|o]A BE S /g5l H:

System > Services > UDP Relay > UDP Relay Interface Configuration.
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1.5cm
+ [ e | & Refresh: |
UDP Relay Interface Configuration -

Interface Server Address UEP Port UDP Port Other Value:  Discard Hit Count

LIl | | T L]

1. InterfaceE AFESIO] UDP Ei|0|0f| CHol 2 otet QIE 0| A S MEdSHL|C,
2. Server AddressE AFE3I0] UDP 20| M FAE xxxx AISZ X|™HetL|Ct,
3. UDP PortE AM23}0] UDP LA ZEE X|™EtL|CL.

Lt ZE7F X[ @& ULt

DefaultSet. UDP ZE 0 I{ 2l 2 O|LICt Eai|0o] M 44 AluDP ZEE

MEHSIX| @42 A< K| ™ E Lo,

« dhcp. DHCP(UDP ZE 67) T2l 2 g 0o|gtL|C}.

« domain. DNS(UDP ZE 53) IjZl & 22| 0|&L|Ct.

+ isakmp. ISAKMP(UDP Z E 500) Ij 2l 22 0|&tL|Ct,

«  mobile-ip. ZHIY IP(UDP ZE 434) IjZl S 22| 0|gtL|C}.

« nameserver. [EN-116 O| & A H|A(UDP ZE 42) Il 2 20| gfL{C}.

* netbios-dgm. NetBIOS Gi|O|E{ 13 MH{(UDP ZE 138) T2l E2f|o|gtL|Ct.

* netbios-ns. NetBIOS 0|5 AMH{(UDP ZE 137) i 22 20| L|C}.

o ntp. HIEYI At Z2EZ(UDP ZE 123) {2l S 28| 0|EtL|C},

+ pim-auto-rp. PIM XIS RP(UDP Z E 496) Il 2l S 2!8j|0| & L|C}.

+ rip. RIP(UDP ZE 520) Izl S & 2| 0o|gL|C}.

* tacacs. TACACS(UDP ZE 49) Izl 2 g|0|gtL|Ct.

« tftp. TFTP(UDP ZE 69) I Zl-2 2g|0|EtLLCt.

« time. A|Zt MH|AUDP ZE 37) I{ZlS 22 0[&LCt.

« Other. 0| M S MEHSIH UDP ZE 7|E} 240| 2 BHEILICE O] M2
AHESHH AL XI7F UDP E E 7|Ef 40| XAIQl UDP ZEE &Y = ASLICL

4. UDP Port Other Value2 A3 0~65535 AHO|2| UDP CHA&t ZE & X|YBtL|C},

5. DiscardS ArESH0] LX|5t= T2l AFH| & 2d=l/H|2gstetL L.

2dst= AEAZHIP 4 0.0.0.05 YHS 2202 WA o+~ ASLICH ALERILIP
F27b00| Ot M 55 F710ts 8% 4H RES Hjgtdetz 28 + AgUt

6. Add HEZ S&/gfL|Ct
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23 X8 E 7322 uDP 20| B0 S0 &=0] 4-dE LTt

YHOIEE 80| AKX 2 HESELICHL 714 HE Argd2 FA| §EELCH

O Lod"™

Jia
=
rir
A
o
ol
0ot
Jia
mjo
=
N
o
2
O
@
@
D

UDP 22j0f 2IHH 0|~ 7+ HO|S0M 2E &
=

Hit Count 2 =0 = UDP ZE0f =&35t= UDP IHZl =7} EA|E L|CH

M=z 1S 5t7] fI8i M= Refresh HES SE/5HM 2

KM IPv6E 58 SAE 1 T2 EF(DHCPvE) M dHE 7+ & Q&LIC.

.|
S
YXl= 1pve 2EI0|AEQ HERR +8 YEE &E5tE H =F0| &= DHCPv6 AH
L= DHCPv6 20| O] E Hets & = JUSLIT

DHCP AMH|A S g3} £ = H 2 d9lst2{ H:

System > Services > DHCPv6 Server > DHCPv6 Server Configuration.
o | @ Refresh
DHCPvE Server Configuration 5

Admin Mode ® Dizghie L’ Enable

DHCPvE Server DUID

1. Admin Mode?| Disable == Enable 2}C| 2 HHES MEHSHL|Ct
O|= DHCPvV6 AlH|A 2| ZEo| 2ot fE = H|ghd3t & & K| "L CH 7|24t
Disable® L|C}.

2. DHCPv6 A{H DUID ZE £ A}23}0] DHCPv6 A{H{2| DUID(DHCP 118 AlEXhE
X gL Ct,

3. Apply HEZ S&letL|Ct

YHOEE #90| 29X 2 HEELICH 79 HE Arg2 A HEELICH

— o Lo d

DHCPv6 & T4

X 3 E DHCPv6 MM 25 = & AS £ OfL2t F= F7t A MAY = ASH .
% o

=
DHCPv6 MH 22 HEE QX dl= DHCPv6 E2I0|AETI AT £ = HEYA 74
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v

U-I-F5010HPA

F2 AUt

DHCPv6 & S 7452 H:

System > Services > DHCPv6 Server > DHCPv6 Pool Configuration.

| L | o Refresh |
DHCPvE Pool Configuration
Pool Name Select Creafe v
Pool Name i I (¥ to 31 slphanumenc charscters)
DM S Server Addresses '
Domain Mame ¥
Pool Name Z =0 = 7| & £9| 0| Et Create &M 0| EA|E L|C}

Note: 217| & #H?HO| Y= AHEAIE 2019 A2 Pool Name EE0|=

7|E 2 0| BA|ELICE 2 45128 &7)/27] Aol U=

1. B2 HA01IB CreateD HEGHT A3 DHOPVG Al B2 Aot 1R%H 012
eptLct

o
o
rlo
bot

|CH 31AtS| A=At EAE = ASLICH

2. Default Router Address ZEE ALESIO E9| 7|2 22 H T4 552 X|FgL| O
MEXHE MTSHE CHE X|C§ 8712| 7| & 2t H FAE X[™¥e = Y& Lt

A
AHE510 Z0f| Q= DHCPv6 20| A E 9|

3. Domain Name ZEE
X ggtL|Ct.

L@l O] 59| X|C Z0|= E=X} 255X} 2 L|LCt.

A QX0 M MEISHZ S ALK SHE ™ Delete HEZ 2 2I5HM K.

4. Apply HES SEIgtL|Ct

YOOIEE 0| 29X 2 HESELICE 714 B8 A2

g[p!
>
ikl
o
il
-
il

DHCPv6 MEAF 92 714

DHCPv6 ™ 5FAl 21 S #/d52{H:

System > Services > DHCPv6 Server > DHCPv6 Prefix Delegation
Configuration.
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|*
[
L

DHCPwE Prefix Delegation Configuration

| o Refresh |

]

] PooiMame Prefic/Prefix Length DD Client Name Valid Lifetime:  Prefer Lifetime

v | | | | ||

1. &l Pool Name S & 0j|A] MENBHL|CY,

Prefix & Prefix Length ZEO0|A A El IPv6 T FALE XL CH.

> @ D

L= =X™0f| 2t 823 Client Name= K| ™ g L|C,
O|E2 ZICH 31Xte| =Xt XY == USLICH
5. U=l BEALQ| Valid Lifetime(X)S X|& gL CL.
Qs 42 0~42949672952) L|C}.
6. U=l HE=ALO| CHBY Prefer Lifetime(ZX)S X|™HgtL|C.

LB f2 0~4294967295 2 L|Ct

=
HEioh Z0f ois ?l el BFAPE F7HE L EL

8. IEiot Z0f| CHol Y& HFALS AKISH2AH Delete HES S =SLIL

YHOIEE 80| 29X 2 HESELICHL 714 HE At 2 FA| §EELCH

Lo dJ

DHCPv6 QE{HO|A HH 1/

DUID ZE0f 22t0|HEQ| 13 DUID %/ Al YSt= O| AFHE &|= DUID A/ HXtHE X|- et Ct,

DHCPv6Of| CHot QIHEO|AY H™Z fA8E = UESLIEL. DHCPv6 2HEO|A EEE=

o= BEH YL O 2tFHMAM Fd8% &+ A= EE

T

> DHCPv6 QIEIO|A B S /g5t H:

System > Services > DHCPv6 Server > DHCPv6 Interface Configuration.

57
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o | o Refresh i
BHCPvE Interface Configuration -
Interface Admin-mode Pool Name Rapid Commit Preference
L ~ w

= | =]
i
I
o
i

P

n
i}
A
i

n
w
m

@ | o

1w
w

i

o
i e o de id
g0 og o.a o
in in
o i}
o) o | e -
i it

pel
n
i}

1. BEAL A8 HEIL U= QEL0|A S MEH Eﬂ—l':f Efo = OtLIE
a. Go To Interface ZEOf| S/ =
|G El Qe o] A0f o Eot

o =
b. DHCPv6 AlH{ 7|50] T T4E SIEjH 0|2 SE0|A check boxS
Mesuc,

2. #2| ZE SE0|A DHCPv6 2 E 243} EE&= H|ZHE MESIH MY 7|52 gL Lt
DHCPv6 A{H{ 2} DHCPv6 2 20| 7|52 A% HYEFA I L|C}.

3. Pool Name ZEO|A AEf HIME W/EE HEAF QI 0170 Ha7F 2ot =
DHCPv6 2 X|dgtL|C}.

4. Rapid Commit2 MEA Of7Ht#H = L|C} Rapid Commit SE0|A S2I0|HEQ} MH Zto| Etx
wekS 5| 85H= Enable &= DisableS ME4gHL|C

= 2% ZE0|M S2t0|Y ETFDHCPVe AH 2to| 7|2 dd g 28 5t= O
8ote 7= 28 #s A gL

QB st 4H2 0~42949672952 L|CL. 7| 222 0L C}.

YHO|EE #90| 29X 2 HEELICH 79 HE Arg2 FAI HEELICE

o

DHCP Hi2IE HIO|S0AM &5 & 5 AFLICL S2t0|AETH DHCPve AMHO|A IPv6
T3 LS P2 T AMHE IS HIO|HH| 0| A0 =5 FItELICH =5 HIF0[2t
L CE.

DHCPv6 HIQIE HEHE HE{H:

System > Services > DHCPv6 Server > DHCPv6 Bindings Information.
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el DHCPvE Bindings Information - List i
DHCP Server » T
Q" Search By Binding 1P | Search
DHCP LZ Relay b B -
Chient Chent Client Prefin/Prefin Prefix Exgpiry Valid Prefer
IP Relay Agent b Address Interface. DD Length Type Time Lifetime Lifetime
DHCPWE Server Confi 100
= DHCPvE Relay
MEZ 18Z 17| fIsiM = Refresh HHES 2EI5HM R
ChE B0 = HEAlRle e = 2le ZE0| ofs 2Lt
Table 38. DHCPv6 HIQIT HE
e dy
Client Address HEQI Gt e ZE Sato|lE S IPve FAYL|CH
Client Interface Z210|QE HEQIF0| BBt QIEHo| 2 M QLLt
Client DUID =2t0[P1EQ| DHCPv6 117 AIHXKHDUID)YLICL DUIDE
SE0|HEQ| StEQ 0 FALL SEI0|HE AlHXo| o YL|Ct
Prefix o HIRIY M HAHE YT HFALL| IPv6 FALIC
Prefix Length Of HFQI STt IS 2IQIE FEALS| IPv6 OrAZ Zo| LTt
Prefix Type 0| BFRITTt QIZE Ipv6 TFAS SEQILITH
Expiry Time HEQISI Tt GIZE HEAPL BHRE M7EK| 2| AIZHE) YLt
Valid Lifetime S2L0IET HTALE AL £ Uk Ao AIZHE) LT
Prefer Lifetime SCI0|HET BEAIE AF2SIEE S8+ 7|2
AlZHE) Lt

Pvé MH 7| 7|

2t I HO[ A0 TE, =4 Bl &

T — X
A CHs DHCPv6 AlH EA S
=l Oyt 7L EE LIEHHL|CE,

A
=2 A
=

DHCPv6 AMH SAH E

System > Services > DHCPv6 Server > DHCPv

Hp{H.
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1.5cm

) < ‘Refresh
DHCPvE Interface Selection 5

Interface ALL W

Messages Received M

Totzl DHCPwE Packets Received

(=1

DHCPwE Solicit Packets Received

(=]

DHCPwE Request Packets Received

=]

DHCPwE Confirm Packets Received

(=1

DHCPvE Renew Packets Received 0
DHCPvE Rebind Packets Received (4]
DHCPvE Release Packets Received 0
DHCPwvE Decline Packets Received o
DHCPVE Inform Pachets Received 0

DHCPvE Retay-forward Packets Received

=1

=1

DOHCPwE Relay-reply Packets Received
DHCPwE Malformed Packetis Received B

Received DHCPwE Packets Discarded

[=]

Messages Sent 2
Total DHCPwE Packets Sent
DHCPwE Advertisement Packets Transmitied o

DHCPvE Reply Packets Transmitted

(=]

DHCPvE Reconfig Packets Transmitted o

DHCPvE Relay-forward Packets Transmitted 0

=1

DHCPvE Retay-reply Packets Transmitted

1. QIET| O] 20 CHet XtM|et DHCPve SAIE 224 Interface == 0| A H[O[E 7} EA|Z

AllS dEiSHH 2= QIR T O] A0 Cigh HIO|E 7t A E LI,

rir

StLE O] &b 2| QI I O| A0f TSt DHCPvE 72 HE THAES2{H I EAESE S 7 U
7+

2t QIE|H|O| A S MEYSI D Clear HES 228HL|CL

M2 nHE 57| fIsiA= Refresh HHES ZE5HM| 2

m

e B0 M= BEAEE 798 =+ 8l 2E

=)

| ol 2 efLCt,
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Table 39. DHCPv6 At S4|

b |
Yc

nx

g

Messages Received

M E HAIXOf et 2 QIEEHO|A =5 SA o A YLIC

Total DHCPv6 Packets Received

OIE{H|O| A0 A £=AlEl DHCPv6 HA|X| 2= L|Ct DHCP v6
Z210|ME0|M DHCP v6 MHZ2 ™A &= DHCPv6 HA|X|0= QK
7%, 2ol A, 2[HelE, SiH|, A X FHE 2F HAIX| 7t
ZohElLICE 3 DHCP v E2[0] Ol0| M E= 20| MY HAIXIE
DHCP v6 AMbE TEe &= ASL|CH

DHCPv6 Solicit Packets Received

QIE{H| O] A 0| A £=AlEl DHCPv6 Solicit HIA|X] £=QIL|C}. 0] SO
HAIX|= DHCPve MHE %7 Q8 E2t0|HEA & E LTt

Lod

DHCPv6 Request Packets Received

2% =YLt

DHCPv6 Confirm Packets Received

QIE T O] A0 A =4l E DHCPv6 2
HAIXE o 80| AZE A0 F=EHX| 221517 26
S2t0[HEO|M ZE DHCPv6 MH 2 TS EL|CH

2ol HAIX] =Lt o] el

DHCPv6 Renew Packets Received

QB O] 20 M =41 E DHCPv6 4! BIAIX| = QILIL} O] R2|
Bl AIX|:= DHCPv6 MHOIM XSt 78 YEE =Fstn
YEOIESHY| 2I8 S2t0|AEMM HESELICE

Lo -d

DHCPv6 Rebind Packets Received

QIE|T O] A0 M ==41E DHCPv6 2|HFQIE TAIX] =RiLICt O] 72
HIAIX[= AL HAIXIOf CHEt SES Al Zot 82 E0iIM

DHCPv6 MHZE ™E&EL|CH

DHCPv6 Release Packets Received

OIE|H 0] A 0| Af 4415l DHCP6 #& BIAIX] iLiCt. O S
BRI BEHEl FATHC] 0|4 TR %8S LEHE7| $1%)
Setol=0|H HE LT

DHCPv6 Decline Packets Received

OlE{H|O| A0 A =A%l DHCPv6 & OA|X| =
HAIX & ZEE $¢7r 30N o]0 AHE
E20|HE0| A DHCPv6 MHZ M EL|CT.

YLICE o] Rl

SYS LIEHH 7] 28l

DHCPv6 Inform Packets Received

QIE{T| O] A0f A # |=l DHCP v6 HE 28 HA|X| =Y L|LC} O
SO HAIX|= IP A &2 0]Qo 11 FEE QBBH7| 2k
Zeto[HEAM H

e
(M)

o

I—| C}.

DHCPvV6 Relay-forward Packets
Received

OIE{ T O] 2 0f| M
el HAIX|=
ol MEELICt

21 DHCPve 20| HE MAIX| =&L|CL O
HIAIXIE MO TESE7| ?{8h Eejo| of o] HE0

DHCPV6 Relay-reply Packets
Received

QIE{HO| A0 A =41 E DHCP v6 20| S HIAIX| = LICt O]
7O HAIX|= MHOM DHCP v6 EE0] OO ERZ HEEH
20| OO ETL SEIO|AE TEE HAXE

ZatetLlct
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DHCPv6 Malformed Packets
Received

IE{H|O| A0 M A= AKX 2 HA 0] ZREIO AR E DHCPv6 D A[X]|

Received DHCPv6 Packets Discarded 7| € T2l 2=QIL|C}.

Messages Sent

HEE HAX|of et 2= AED0[A =& SAHS HAYLIC

Total DHCPV6 Packets Sent

OIE{H|O| A0 A 2 H DHCPv6 HA|X| 5=QIL|Ct DHCPv6 AfH O Af
DHCPv6 S2I0|HE 2 MEE|= DHCPv6 MA|X|0 & Advertise, Reply,
Reconfigure 5! Relay-Reply MIA|X|Z7} Z=BHE L|C}.

DHCPv6 Advertisement Packets
Transmitted

QIE|H| 0| A0 A 2 HH DHCPv6 Advertise HAIX| =QIL|Ct. O] R&9|
ARl @8 HAIX|Of Ciet 8B 22 MHO0|A DHCPV6
SCHO[HE R TS0 MH| A0 AHBE &= UASS LIEFHLICE

DHCPv6 Reply Packets Transmitted

8%, 2%, 44, eHolE, e 2F, =0l oiX| EE= HE HA|X|0f
QIE{H| 0| A0 A| DHCPv6 EEI0|AEZ & El DHCPv6

o=
SE AKX =L C

DHCPvV6 Reconfig Packets
Transmitted

SIE{H| O] A0 M 2 'H DHCPv6 X 7d HIAIX| =R LICE O] Rl

HIAIX= MEO| A =Lt FHOIEE 27t AZE SEH0|AE0
2a2|7| ?5i MHO|A DHCPv6 22t0|HEZ MEE LLE O3 ths
SCiO|AEE LYo 2 HHO|EE ZEE 43| I3 AH Lt

WA/ EE e 28/8Y EWYNS A

DHCPvV6 Relay-forward Packets
Transmitted

SIE{H| O] A0 A 2 DHCPv6 &0 HE HAIX| = ILICt O] &2
HIAIX[= HAIRIE ME{ O TIESEZ| /s Z2f0] ofo]HE0 23}
H&ELO

DHCPv6 Relay-reply Packets
Transmitted

SIE{H|O| A0 M 2 DHCPv6 E2y0-SE HIAIX| =Y LIC} O] FH2
HAIX|= MEOM DHCPv6 &2{0] OO|HERZ TSEH &Heyof
OO HET} SE0|AEN HEEY HAIXIE ZetetL|ct

QIE{m|o] 20 CiTt DHCPve EE| 0] 7

QIE{H|0] 20| CHSH DHCPvE E

glo| S /g5t H:

System > Services > DHCPv6 Relay.
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v | @ Refresh |
DHCPvE Relay Configuration ¥
interface  Admin Mode 1oAY Desfination [P Address Remate 1D
Interface

| vl ] v] | ||

2 Diisakte
3 Disabee
4 Disakia
W5 Disakbia
g Disabée

i Disakfe

(L] Diisabie

HAL g ETL Qe QIHE|O|AE MEdStL|CH O & SHLE 5=
*  Go Tolnterface ZE0| SH/E&/ =
X|HEl QI I 0| A0 S StH=

o
« DHCPv6 20| 7|52 ?loi & 2AHHO|A ZZ0M check box= &R LILY.

Admin Mode 2 =0 A| DHCPv6 2 =5 g3} = H|2-d 251 0] X|F35+0 DHCPv6

20] 7|55 FIELItt.

rlo

>
ot
=S
m

bl
o
-
_|TI_

7|2 242 Disable & LICt. DHCPv6 A{H{Qt DHCPv6 22 0| 7|5
Relay Interface S5 0|Af 22{|0] ME{ O HZAY QIHH|O|AE MEASIL|CE

Destination IP AddressOi|Af &2{|0] ME{0f| AZAS7| 2|5t IPve F=AE X|FHELICL
Remote ID 2 E=0f E2f0] 0O|HE HE M2 X[ FLLICE

A4 ID= DHCPv6 A DUID & 20| QIE{HH| 0| A B Of M IHl E| AL AFZ X} HO
A EE X8 = ASH L

Apply HES SEIgL|Ct

YHO|EE #90| 29X 2 HEELICH 74 HE Arg2 FAI HEELIL

DNS ™ 11/

H A0 AFZ S DNS AH{0f Cigh HE ot A21XI7t DNS S220|9ER X Sots
Ng 7HE 4 AL,

63



U-I-F5010HPA

1.5¢cm

=1

=2H pDNS 4™

=22 DNS 271 DNS M HEE e 5= A& LT

> =ZEZY DNSs 2d™S #/d5l2{H:
System > Management > DNS > DNS Configuration.
e | | o i Refresh
DNS Configuration s
DNS Status @ Enable () Disable

DNS Default Name (0 to 255 characters]

Retry Number |2 (0=7001
Response Timeout{secs) !

Source Interface [None A4

DNS Configuration - DNS Server Configuration 3

[ ] Serial No DONS Server Preference

1. DNS AHEl| Disable EE= Enable 2IC| 2 HES MEHSHL|C}
* Enable. 22| X|7} DNS % 2| S DNS MH0| £Lf DNS =02l O|E &
SOISIE E S| 2THL|C 7| 222 Enable®! L|C}.

— HA
+ Disable. 22| X|7} DNS #2| & EL{X| Zsl=& TrL|Ct.

2. DNsS HZ|0f Z£etet DNs 7|2 =02l 0| & Y=L Lt

1l

o 2!
240t

AAHIO| H2te|X| 22 2AE O|F0f Oiot 23| =¥t 49 0| ZE&=
OlE2 N3ELILCE A E &0 7|2 =02l O|F0| .comO| 11 ALEXIf testE YU
0| 201517 2|3l test7t test.com2 2 HZAELICE ). 0|2 ZO0|= 255X+5 =

[e)
=

= 1
A
ol&LE

ru|o ru

BN

-

_

NumberE AFE3H0| DNS AH{ 0| DNS 2| &S A =5t= S5 XL Tt

ry
O] =Xto| ¥2l= 0FE 1007HX| F L Lt 7|2 gf2 2 LT

OI'

FSES 7ILhEl s AMZh(=)S

o

4. Response Timeout (secs)E AHE 50| DNS 72| 0f CH
X|7ggtL|ct.

r

0| A|Zt M8t ¥l = 0~3600 L|Ct. 7| =242 3QIL|C}.

5. DNSO| AF2& Source InterfaceS X|™HgtL|LCt.
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tset U2
*  None

* VLAN1
* Routing interface

* Routing VLAN

ChZar 25Ut

* Routing loopback interface

¢ Tunnel interface
e Service port

72X OoZ2 VLAN 12 &AA

6. 22|X|7tDNS Hz2|E EL=

A QIE{HO[ A2 A ELICEH

= DNS AHE X|Z435}2{™ DNS Server Address Z E0]

HEFEIP4E BEI|HOZE IPFAE Y8st Add HES S=IgL L.

Me 7t £ =0 LIEFELICE

Z|CH 87112 DNS MH E X[ FE = ASLILE H=%l=

ddE =Mtz 8L

7. =E0|A DNS MHE XA
SHA|

8. Apply HHES SEE LI

DNS A HE MEd L
AHIO|EEl 40| &

Mz 1

| P E=2
o=

Ct2 #0l=DNS MH 74 &

Table 24. DNS AMH 14

s

RS

st o2 check box EHSED Delete HES S2/3L

E

Delete H{ES S &/5H 2= DNS MH 7t APH| & LT

HEFLICEL T WY A2 S H

Lo d

SElLIL}

St7| QIS M = Refresh HHES S 25tM &

B 7F BAIEO] Lct

ze uy
Serial No DNS MH{ 2| A|HA H LICE
Preference

DNS AlB{o| 7|2 452 EABLICL 7|2 8%e e

=AJ0f et

2L

2Z DNS Ho| =0 HH T= F7}

SAE Q|

o

ZZ DNS HIo|20] X g5

2 P F20) 252

2 085t L SX DNS O EE = & AL

g F71sk:

System > Management > DNS > Host Configuration.
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+ .. | [ | @ Refresh

Host Configuration - DNS Heost Configuration

| | Host Name IP Address

Host Configuration - Dynamic Host Mapping

Host Total Elapsed Type Addresses

2Ol 255X =ute = plon T4 BEYLCE
2. IPAddress HEO| ZAE O|Eut AAY IP FAE HFE IPv4 E HI|Yo =2 Y=L Tt

&=50| 2tHO| ZZ0f LIEH LT,
4. ‘Y™ DNs HIO| SO0 &= M52 3 check boxs
=E0M 25 38 S2E 0|8 &=S X2 H ClearHES
M=z 1HE 57| fI8iAM = Refresh HHES 2 E5HM| 2
SN = 2E 08 HO|S0|= 29 X|7t stgot S AE O|&-IP & &=0| EAIFLIL CHE

HOME S8 =2E LE0 Ofs 2 FHCH

Table 25. DNS SX S AE Of &

1= 2%

Host ANYE P F20| 2Edts SAE 0|28 LIESILICE

Total X 50| H 0|20 HS F7te o|F ZutE A|ZHYL|CE
Elapsed SX ot20| OX|Uo 2 AO|0|EE 0|5 ZIHEl A|ZHL|C},
Type 55 &= FQLIth

Addresses SAE O|ED A=l |p FAE LpESHL|CH

231X Hlo[E{H|o] £ Ee| HES 7| 2873 18

[

SDM(29IX| BlO[E{#[0|2 BHal) BRI AQIK|Lt BLLE{ 7 CHYS 7| 50) AL 4 U
£|H 2] 2 20] CHeH B LT} T SDM BB T

2|2 Q40 RO R YA AE HYO| Mt 2| aAF CEA 2 - AS UL F,
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SDM HZ3IZ ALE5IH A|AH” 2| AAE WSSO HERIT @+ Ao et ChFst
o

System > Management > DNS > SDM Template Preference.

1. SDM Next Template IDE AtE&St0] Ct3 2 HIESZ F4gL|CE

ChE MEE =02 2 detg L Chg MR 2 7= B3R K=2|3HH
7|2 S8E MESHAIR. 7tset ¢f2 Chadt Z5 LICH

e Dual IPv4 and IPv6

IPv4 Routing Default

* |Pv4 Data Center

* |Pv4 Data Center Plus

e Dual IPv4 and IPv6 Data Center

LS #0l= 29 YE7F EA[ELICE

Table 26. SDM HIEE! 7|2 M 9

nE ay
SDM Current Template ID 7Y 24 SDM BS2ALICh TH5 3 2k The Tt 2L Ch

e Dual IPv4 and IPv6
e |Pv4-routing Default
¢ IPv4 Data Center

SDM Template HIZ 2|2 AlWstL|Ct 7St 7k Crtear Zha Lot

A= T —_ E
e Dual IPv4 and Pv6

e |Pv4-routing Default

IPv4 Data Center

ARP Entries 2t 2 &l OIE{TH| 0| A0f| CHSH IPv4 ARP(FEA 0l T2 £ 2) 7 A|Q| |}
82 e,
IPv4 Unicast Routes Pu4 RUZHAE Y El0IE B0l Hrh $QLc
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IPv6 NDP Entries IPv6 NDP(Neighbor Discovery Protocol) ZHA| &=9| X|C§ 4= L|Ct,
IPv6 Unicast Routes IPv6 FLIFHAE HE HO|E &=2| Z|CH +=QL{C}
ECMP Next Hops IPv4 S IPv6 RLIFHAE HE HO|E0| 24X = A= 2 OS2 &
S Ch
IPv4 Multicast Routes IPv4 BE[FHAE HE HO|E &=2| Z|CH +=QLIC}
IPv6 Multicast Routes IPv6 BE[FHAE HE HO|E &=2| =[O =LIC}

SNMP 74
SNMP V1/V2 % SNMPv30|| CH3 SNMP A ™S 8% = Q&L L

SNMP V1/V2 HSL|E| 7
J2HMO 2 T 7)o SNMP R LIE|7} EXEHLICt,

e Private, A7|/AA7| HotO| QL0 HEfZL EnableZ2 ™ E|O JUESLICEH

*  Public, 47| ME H3H0| Y2 MENZ} EnableZ HAHE|O J&LICH

o

Q%ﬂﬂ9%Hﬂﬂuq7ﬁﬂ%E%&HMQ%%%HH%$7H$

=2 = =
gLt galgt A7 LIE|ZH SNMP V1 5L SN 2 Z2EZS AFESI0] 22X 0f
BM AT = ASLICE 71127 =58 HM A ?_3_ I U= HFJLE|IZ SNMPE AHE5H
TdS Hgohs O AH8E = A LIC

Note: SNMP v3& ArE5t2{H ALEAL A'S T 7 & ALE0HH Al L.

> SNMP V1/V2 AR LIE|E /4512 H:
System > SNMP > SNMP V1/V2 > Community Configuration.

| ¥ | = o | ‘o Refresh |
Community Configuration - SHMP W12

3

[ Community Name Client Address. View Mame Access Mode Status

| - | || T
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Community Name= AHE5t0] 7| 77 LIE|E G0t M =LIE|E 2L Ct

=

HARLIE|I O|E& F7I5tM 2. =t &52 X0 16At2] LHAEAL

—

O] Hj7& AtEdt 7| & 7L E| 0| F & dtLtS AEBIALE 2 S 7|
=]

AT
MO
>
e
a

Client Address. 220|HE A9 E2I0|E |P OtATE ZESHH SNMP
S20|AHETL ST HFLIE|E AFHRSIY] O] X0 BN AT == IP T HRE
LIEHH L|CF,

(2EO0|HE FA E= P OrAF) gL T 5tL17F0.0.0.00|H 2E IP FA0M BMATt
SI8ELCH OHX| 2 42 2 E S20[QEQ| FA = S20|UE FAL OMEIIX| 2
OFAS QL ANDE HAE|D /0] S YUSHH MM AT ZEL|CH O E 50 2E0|YE
=2 9 Z20|YME 1P OFA3 0§74 7t 192.168.1.0/255.255.255.001 AL F247t
192.168.1.0FE{ 192.168.1.255(Z )7t X|Ql 2= SEtO|AE0| M AT S EE L|CE
ot AH|O| MO MEH AN AF 5 2{H S2I0|HE |p OtA 3 gk 255.255.255.2555

FE5t0 S20|AUE FA0| ST AFEH| IP FAE AFEFLICH

e

Client IP Mask. 220|HE T4t 22I0|HE |p OIAT E FTSIH SNMP
S20|HETL S HFLIE|E AFR3SIO] O] HX|Off BN AT = A= IP T HRAE
LIEHH L|CF,

(%EfOIEE FAEEIPORAT) L T SHLE7H0.0.0.00|H ZE IP FA0A HMATE
|AEQ| FA= ZEI0|HE FAQl OHIIIX| 2
nrﬁaszr ANDZ WﬂEIEH 7*OI SUSHH MM A7 S EELICH O E 50 S2t0|HE
F4 3 SEH0[YE P OpA = 07 ¥ 4=7} 192.168.1.0/255.255.255.021 &2 IP F27t
192.168.1.0~192.168.1.255(Z &) 0l 2 E S2t0|HAEOf WM AT S| E LTt
AH|O[MO| M B UM A S 55T S20[HE IP OtA S {f 255.255.255.2555

Aot S20[UE 40 siE HREH IP F2E AASELIC

Access Mode M| 7+0f| Al Read-Write =& Read-OnlyS MEiBtL|Ct.

Ol = O] L E[0] CHot AN s=F= KL CH

StatusE AFE35}0] Enable fE= DisableE &S0 O] H R L|E|2| HEHE X[ F R LI LY.

HH 7L El O|§2 2= 7=t HFLIE| 0|5 SOIM 1273l0F 5tH

EnableE MEiS
to M MM QH0| HEEL|C}H DisableE MEfSIH B L|E| 0| 20| & }X|

:,_E-le

[
I
re
rx
iz
Of
N
30

LIE[7F 22| X|off Z=7HE LT,
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7. dEot A7 L E| O[5S AAISt2{H Delete HE= 2SI K.

SNMP V1/v2 Esf MH 1M

> SNMP V1/v2 ER4 43S st H:
System > SNMP > SNMP V1/V2 > Trap Configuration.

| o Refrazh

SHMPw1/2 Trap Configuration - SNMPv1/2 Hest Configuration

[ Community Name Version Notify Type  Protocl Hostname | Address Filter Retries

Timeout UDP Port

?

| v i 4 ||| I I

1. Source Interface SE0| A SNMP E& =27|0f| AR A A OIE{H|O|AE MEHSHL|CL,
tsot 242 L2t 25 L Ct
* Routing interface
* Routing VLAN
* Routing loopback interface
e Tunnel interface
e Service port
VLAN 12 7| 28O &2 A4 QIHHO| AR AMHEE L|CE
2. SNMP EBS $48He SAES F71S12{ B CHS EAIS $8SHIAIL.
a. CommunityName. EZ 22|X2 E'Y SNMP E& TjZI2| HRL|E| EXAtE 2
U= StL|Ct O] O| &2 Z|CH 16XI7HK| 7tSSIH CHAZALE F28 LT
b. Version. T=2IXI7t A2 E- HHE S MEISIMAIR,
¢ SNMP V1. SNMP V12 At&310] =417[0f ERS EHL|CH
¢ SNMP V2. SNMP V2E AtE310] =417[0f ERS EHL|CH
c. Protocol. =4I 7|0A At ZEES S MEHSL|CH =4MX} AT} IPv4 240
AL IPv4E MEISH AKX FATLIPveQ! B2 IPveS M EISHLICE
d. Address. O ZX|0|A| SNMP E#Z F=AISIE H xxx.x HAOE |Pv4 FAE
A EISF{ LE XXXXIXXXXEXXXKXXXKXKE XXX XXX XXXKCXXXX DA O 2 [Py TAE

e. Status. =4AIXHO| MEfE MEHSIM| R
* Enable. T=XXI0|AH ER S EHLICE

* Disable. =1IXt0{| A EES EUWX| BTt
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4, $TMIHE MAISH2H ST =M K9] check boxS MEiTH Z Delete HES S 2I5HAM| 2.

YHOIEE 0| 29X 2 HESELICL 714 HE At 2 FA| §EELCH

Lo dJ —

SNMP V1/v2 E&{ Zg|1 M

E/S g dostA L B2 dote = JSLICHL 29(K|0M 2d ERoz AMEE =70|
UMSH EW HA|X| 7 Mol 2E SNMP E& =472 ASE| D HAIX|7t ER
230 7[ZE L}
> E# ZgqE pMsais.
System > SNMP > SNMP V1/V2 > Trap Flags.
o & Refresh

Trap Flag - SHMP Trap >

Authentication Traps (2} Disable ® Enable

Link Up!Down ) Diisable ® Enable

Multiple Users () Disable ® Enabie

Spanning Tree CF - Disabie ®  Enable

ACL & Disabie 3 Ensble

Power Supply Module state trap 2 Disable #®  Enable

Temperature trap ' Disabie ® Enable

Fan trap ¥ Disabg ® Enabie

EBGF Traps % Disabie Enable

1. Authentication Trap2| Disable == Enable 2tC|2 H{ES MEHTIL|CE

ol
—

oM
nx

o Eol 2HH3tE 2datst ALt Hlgdatet Lt 3% 72242 Enable LI Ct.
2. Link Up/Down2| Disable S+ Enable 2tC|2 HES ME{SHL|CH
Ol 23 dEf ERQ| 2ol E & datst 7Lt g datetL|Ch 38 7| 2442 Enable L C}.
Ol= O ALEXI ERY Q| 3t E 2datst ALt Hlgdatet Lt S8 7|24

Enable I L|C}.
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S ot ALE AL ID7E SAIOf = o]y AX|of 202 MH(’EN £ AE

o =
H
EE 5o 2/ Lt

o

| E2H

el

YHOIEE 80| AKX 2 HESELICHL 714 HE At 2 FA| §EELCH

O Lo Hd

X El= MB 27
> 2A91X|7} X|}5H= 22 MIBE E2{H:
System > SNMP > SNMP V1/V2 >Supported MIBs.

& Refresh

Supported MIBS - List 3
Name Description
RFC 1207 - SNMPYZ-MIB The MIB modiie for ShMPYZ entities

s MIB, published as REC3I27S.

HC-RMON-KIE

HCHUMTC A MIB module containing te

The oniginal versi

nventons for hi N capacily oata types:

SHEP-COMMUNITY-MIB This MIB module defines ohjscts to halp support cosxistence batwean SHNMPY1, SNMPYZ, and SNMPvA.

The MIE for Messane Processing and Dispstching

The Tanget MIB Medule

The management information definitions for the View-based Acoezs Control Model for SNMP.
sFiow MIB

-

i andard Descovery Protocol MIB

The Broadeom Private MiB for FASTPATH Box Services Feature:
The MIE module defines the AddressFamilyMumbers efual comention
Defines & portion of the SMMP MIB under the Broadecom Corporation enterprise Oi0 pertaining 15 DNS Client control configuration

The Broadoom Private MIB for FASTPATH Keying Uity

Information Base extension modite for IEEE 8023 organizatinnally defined discoverny information,

The LLOP Managen

The Broadoorm Private MiB for FASTRATH Link Local Protoca! Fitering

5
S X -PRIVATE-MI
Total 41 items. Showing 1 10 45, Entries per :Egs ” el = n z |3

CHS EO A= SNMP X| & MIB & Bl ZE=0f Cish A FghL c,

Table 43. SNMP X|2 MIB

=l
Ze

nx
()]
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Name H

Description RFC X2 == MIB AHQL|Ct

Configure SNMP V3 Users
> AMEXF Ao i SNMPv3 ¥ E #Ad5HE{H:

System > SNMP > SNMP V3 > User Configuration.

+ | - 4 Refresh

User Configuration - SHMP V3 -

Engine |0 Type @ Local ) Remote

Engine IO S000113D03CE390D015BC0

User Name | |

Group Name | | Local grou a::l_-

Authentication Protoeol Hone

Password

Confirm Password

Encryption Protoool None v

Encryption Key

Confirm Encryption Key
User Configuration - SHMPy3 User Security Model List 2

Uszer Name Group Name Engine 1D Authentication Erm’ypﬁbn

1. User Name SS0|AM & ALEXL AHY S MEiBL|CH
SNMP v3 Access Mode ZE+= ALEX} A 0| CHE SNMPv3 M| A HoHS LIEHALICE,
XL A™HO| = H7|/MT] HMA HSHO| YO CHE ZE AFHOE 97| M8 AMA

—
Asto| BT

2. Authentication Protocol 2}C|2 HHES MENSHL|C},

S 3ot ol

—

0|>|
I=

EZEE

]2l

2 218, MD5 EE= SHAQ! L C}.

+  None2 ME4sH

2

AFEAt= SNMP E2H2 X 0| M SNMP H|O[E{ Off M| A5 == @iE LTt

MD5 = SHAS Mot B2 ALEA 22 H|ZH =7 SNMPv3 215 HIZH= =2
AMEE|RE RS S X|°38l{OF 5t 20| = 8RO OF B LCY.

MEHSE AFR X} A Y Of CHS SNMPY3 Q15 Z2 E 2 A4S X[ et Ct
3. Encryption Protocol 2tC|2 HES MEiBHL|C}
TR Y=ot Z2EZ2 None £ DESYLIL}.
- DESZZEZS MEISH A2 Encryption Key Z =0 7| & Y 3|{0fF ThL|C}.

« IZZEZ0 Nones XI'3otH L=t 7|7t FA|ELICL
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MENSE AFZ AL A Z 0|l CHSE SNMPY3 223t Z2EE 47 S AP o

o
4. Encryption Protocol 2 E 0| A DESE &S A2 SNMPv3 Encryption Key HEO| 223} 7|

i il
rE
o rr
Ot
[mE}
re
>
©
©
<
(@)
>
D
0O
Q
lon
@]
x
mjo
>
iz
2t
o
o
-
n L

YOIOIEE #80| 29X 2 HEELICH 78 HE Arg2 FA| HEELICE

Lo d

LLDP 72

|[EEE 802.1AB 82| X Q| LLDP(Link Layer Discovery Protocol)S At-235}H 802
LANS| AHO|MO| =R 7|5t S2|8 4Y S 0 = JASLCH HESRT B2[Xt=
x

= o= M
Ol §EE B AL EZZX|E Aot LANS| X E 42 dA[ L

LLDPE CHde Z2EZYLICL 2/SE AL BlsH O B2 TS 7 ss
THSHE AH| 0|40 QS k|1, =4 7| 5S FeddhE AH|O[M0| 25 =41 B
Melguch & H st 7|s2 REER 22 SdahHgdata = ALt
2oz BE ZEO )

rir
fim}
ojo
N
or
njo

LLDP-MED(Link Layer Discovery Protocol-Media Endpoint Discovery)

HdE LLDPO| e E 7| S Y LICt.

« LAN A (0f: VLAN, 20|00 2 M =2, DiffServ &) At5 AME El|l E{ M
E040| HELZAO| 7tsTLCt

« X HolEH| o[ Ed= et YX| AKX AM

o M A2 -HER B2V HEYT HXE FHotD SYMZYH, 2ZEY O

=28 LLDP 2™ S #/d5I2{H:
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Y

U-I-F5010HPA

System > LLDP > Global Configuration.

Global Configuration - LLDP Glebal Configuration
Transmit Interval |3Cl | {5 to 32768 secs)
Transmit Hold Multiplier |4 210
Renitialization Delay |2 | i1 to 10 zecs)
Motification Interval |5 | {5 1o 3800 =ecs}

HR|= 5~32768= A L|Ct 7| 24f2 30 Y L|C}.

2. Transmit Hold Multiplier 2ZE0| & 2+40] S+8 250 TTLS &€&

HP= 2~10=QL|Ct 7| 242 4 LT

3. Re-Initialization Delay 2 =0f {73 ™ X|AH AlZh=2 gL CH
Hele 1~10=QLCE 7|23t 2= YLt

4. Notification Interval ZE0] &3 M& 2t 2 = T2 AHBL|CT.

HP| = 5~3600= Y LICt 7| 242 5 L|C}.

i Refresh

U O|EE 740 AQXI2 MSELICEL B A SA| M EX|T XS 8|
e ot S AL AR FRIE K| gL
LLDP QIE{H|O] A 14
LLDP QIE{H[O|A S F/d5}2{H:
System > LLDP > Interface Configuration
1. GoToPortE 0|83t FH/ER/ZE Aoz ZEE QT S Go HHES SEGHMR

XEE ZEOf sffEst= %*EOI MEREIL|C},
EE AM23}0] LLDP - 802.1ABS ?* S JAe TE

B 2E= 2371 &E SUX BE SAIE A=A

= Al gL

=
S LIEFRLICEH

o
3. M&2 AtESHY MENSE QIE{H|O| A0 CHSF LLDP - 802.1AB M& R EE X| gLt

S
A
r=
mjo
Pl
ol
Ot
2
rx

5. Y2 AtESHY MENSE OIE{m|O| A0 CHSH LLDP - 802.1AB &2 ZEE

75

EHSE OIE{ | O| A0 CHSH LLDP - 802.1AB =4l R EE X|™HBtL|C}.

K| ggrLCf.
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6. MEHE TLV(s):

A. Port DescriptionS AF2310] LLDP Z2| Q0| ZE MY TLVE Z&stLCt,
B. System NameS AF23}0] LLDP Z2| Q0| A|AH 0|2 TLVE ZEetLC,
C. System DescriptionS AF23H0] LLDP Z2{| Q0j| A|AE A TLVE Z&etL|C},
D. System CapabilitiesS AF235H0] LLDP Z2f| 0| A|AH] 7|5 TLVE ZE&HetL|CL

7. Transmit Management Information=S AFE5H0] MEASH QIE{IH O A 0ff CHSH 22|
ZFA7FLLDP Z |0 &S E=X] O £ 8 X|F LT

LLDP &4 E7|
> LLDP S E H2{H:
System > LLDP > Statistics.

® o o Refresh
LLDP Statistics - LLDF -

Last Update 0 days 000000
Total inserts o

Total Deletes

Total Draps o

Total Ageouts

LLDP Statistics - LLDOP Interface 3

Interface Transmit Total Receive Total Discards: Errors  Ageouts  TLV Discards: TLV Unknowns TLVMED TLV 8024 TLV 8023

ChZ #OM= LLDP &4 EE0]| tHof 23 gLt

Table 44. LLDP S 4|

=c 4y
Last Update Q74 A|AEIDL GIZAE E|O|20|A SH20| MM, £ e ALK El
Azt
Total Inserts E75 MSAP(MAC AH|A G| A mOIEYO|A D8t MK HE MET}
AZ A AZE B0 20 Y FA+YLITH
Total Deletes S% MSAP(MAC MH|2 AN~ & O_Em NS N Y2 HET
I.

A AL AZE H O[S0

_l ~

Total Drops 57 MSAP(MAC AfH| 2 K& ZQIE)O|A Dok TH BE
HEE 242 BZ02 ols) 917 A28 AZE E oS0 YT
= = sl YUt

Total Age outs HE HAlY 2t70| SR EIUA7| H20| S MSAP(MAC A{H| A
UM ZOIE)OM Fact TH YE MEZH @A A|LEnt AEE
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HIOIS O A AR E Sl=ILIC

Interface

CIEH O]~ HA/2R/ZEYLILE

Transmit Total

Receive Total

e ZEO|A LLDP O|O|HEZ} &S LLDP =2 & =& LILCH.
o

[OIHMEZ gdstEl S 3T ZEO|A O] LLDP Of| 0| E 7t
L

Discards

Errors

Age outs

£ ZEOA Ldst ot SIQAL|CH 2 |72 HE HAlY
2tZ0| BHREAT| 20 £ MSAP(MAC AH|A M A
(0]

ZOE)O|M Faot TH FE MET JF 51 HZE HOIS0M
A

TLV Discards

o3
on
Hl
[m
1o
—
—
Q
v
2
o
ol
|m
N
<
re
=l
Ho
HU
rin
Q
N
rot
=
=
9
v
_|
r
<

TLV Unknowns

Sie ZEO| LLDP Of O] ET} QIMBIR| Rot 22 ZEO|M =4 E

LLDP TLV #=¢lL|Ct.

TLV MED 22 ZEO|A $AIEl LLDP-MED TLVS| & £=QlL|C}.
TLV 802.1 802.1 §8o| 2Z ZEOM A=l LLDP TLVE| & +QIL|C}
TLV 802.3 8023 §8o| 2 ZEOAM A= LLDP TLVE| & +QL|C}

LLDP 23 &X| & H7|

> LLDP 2 TX|

HE HPg{H.

System > LLDP > Local Device Information.
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1.5cm
 Refresh

Local Device Information - LLDP Interface Selection

Interface

Local Device Information - LLDP

Enable Mode
Chassis ID Subtype
Chassis 1D

FPort 1D Subtype
Port [

System Mame
System Descripion
Port Description

System Capahbilities Supported

o W

Di=aabée LLOF

AT Address

S 280001 58:C0
Interfzce Mamsa

(g ]

23-port Managed Switch, 1.001.2

bridge, router

System Capabilities Enabled bridge
Management Address 21621012
Management Address Type Pud

1. Interface 20| A LLDP - 802.1AB Z2{| 0| M&E 4 Q= ZTEE MEHSHL|CY,

CtE #O|M= LLDP 22 X 2 20| Cfof 2L Ct

Table 45. LLDP 2% XX| M &

gc L&

Chassis ID Subtype

Chassis ID 22 AlAEI HZE MA| T 225 AYsE O ABEE 2Rt
greucr

Port ID Subtype EE Adxio| 222 HYshs BRI

Port ID EE AERte| 225 HYshs BAIYLCH

System Name 27 Al2ol AlAE ol g YLc

System Description 27 A2 HFE HYE TEO| o3t YLy

Port Description 27 A2ED AZE MY ZE0) s 9L

System Capabilities Supported 2 A|AHO| A|AH 7|5 QlL|Ct

System Capabilities Enabled X Q|0 EM3lE|s 28 A|AHIO| A|AH 7|5 QLT

Management Address Type g =A0 SE L}

Management Address 2 A|AHO ZX| = 22| FAQILICE

—
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LLDP ¥4 &X| HE H7|

= iL (o] = & S A A
old ZEO| HZzE A KXo YEE =l = AS LI
LLDP ¥ EX| RS He{H
System > LLDP > Remote Device Information.
Remote Device Information - LLDOP Interfzce Selection
Interface: (17| L
Remote Device Information -
Chassis ID Subtyps
Chassis 1D
Port-ID Subtype
Port D
System Mame
System Description
Port Description
Sy stem Capahilities Supported
System Capabilities Enabled
Time to Live
Management Address
Management Address Typse
. = o it O AA|ISE A [ TE= S
1. QEHO|AE AFESHY LLDP ZHYE =4l = U= 2Z ZLEE MES

CtE #O|M= LLDP |4 X §2 20| Cfof gL Ct

Table 46. LLDP 22 k| M &

» Refresh

BE 2y
Remote ID 27 IDgiLich
Chassis ID Al~got A ZE MA| 74 ALt

Chassis ID Subtype

Port ID o/ A|AH

Port ID Subtype

System Name

System Description

£ ZE0 ool 2FYL|ct
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1.5¢cm

Port Description 7 A2BI HPE £F TEO ot My

System Capabilities Supported Q|74 A|AEIO| A|AH 7|SQlL|C}

System Capabilities Enabled X Q5|0 EMSIE|= 97 A|AHIO| A|AH 7|5 QIL|C}

Time o Live M el 27 $20| TTL(Time To Live) 24(&) YLt

Management Address Type g =40 o¥QlL|Ct

Management Address + ManagementAddress. &2 A|AEIO| ZX|El 2| FAL|CE
o Type. 2| FAO| FHYLICE

LLDP ¥4 &X| CIHIEE| H 7|

> LLDP #H EX| QHIEER S Eo{H:

System > LLDP > LLDP > Remote Device Inventory.
o Refresh | |
Remote Device Inventory - LLDP 3

Port  Remote Device ID Mariagemeant Address MAC Address System Name Remote Port 1D

CtE 2O M= LLDP 214 FX| QeS| TE0f oish et

Table 47. LLDP 22 ZtX| QI £ 2|

L k)

Port LLDP Z2j Q0| #A31El R E mEO| 22 QLC,
Remote Device ID 9174 RbX| IDQIL|CF.

Management Address Q|74 A|AHI O] ZX|&El 2| =AQL|CE

MAC Address 212 A28 G AE MAC FAQL|CH

System Name 27 gxlol 2 o|§g XIWEct

Remote Port ID A7 A 2B AZE EE 74 24U

.I

LLDP-MED g 2% ¢4
A2 X|0f| H&Ek|= LLDP-MED Oj/f H==E X8 &= AS LTt

> LLDP-MED MY d™d 2 3/ dsl2{H:
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System > LLDP > LLDP-MED > Global Configuration.

7 o Refresh |

Global Configuration - LLDP-MED

Fast Start Repeat Count 3 1t 10

Device Class MNebwark Connectivity

1. Fast Start Repeat Count(t#ifE A|Z} Bt5 3l=) HEO| Z2EZO0| 2-oE If MSE|=
LLDP PDU =E = grL|Ct.

HPl= (1~10) YL T WE Bh= S0 7|=gt2 3L

Device Class 2#E+= 22 &X|9 3] SR X7t A2 H
A3 M Me M SEES LIEFYLCHE e 1 EHIP A HEEZ 5], Saia 1
ojCjo[AmH2A 22]|X] 5, i AMip Mzt S22 2F) o). Wl HM ¥X|=
QHtH o 2 | AN 22| X|/2t%H, IEEE 802.1 E2|X|, IEEE 802.11 M UM A EZOIE

= = el
SO HER3 A& X YLCt.

=
m
O
AL
-
i
>
o

Qt
I
n
i
d
>

LLDP-MED QIE{mjjojA

> LLDP-MED QE{H|O|AE F/45l2{H .

System > LLDP > LLDP-MED > Interface Configuration.

Interface Configuration - LLDPAIED

= Trargmit Type Langin Vaives
Il interface Link Ststus MED Status.  Operational Stafus  Mofification Status

MEDCapaliiiies Netwoik Policy LoGaiion dentification  Extented Powe vis MDI-PSE Exiened Powet via MOLPD  iventony Information

v | | W | v | W |

Link Status ZE0|= L E Q| 213 AME(E}

ofn
A
rir
bal
ofn

SX)7t HA|E LT
Operational Status @ =0 LLDP-MED TLVZ} O] QI O] A MEE|E=X| O £ 7}
HA|IE LT

1. GoToPortE 0|830 RR/ER/ZE A o2 ZEE QT T Go HHES S E5HM K.

X8 ZEO| s Fot= 50| dEfE LTt

o

2. InterfaceE AF23}0] LLDP-MED - 802.1ABE 1AM 4= Q= E 222 X|HEHL|C}
3. MED StatusE AHESH0{ O| QIE{L| 0| A0|A| LLDP-MED
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X’ gghL|Ct
4. Notification Status& A23t0] QI HO|A9| LLDP-MED EZ2X| &2 R E X|™ehL|C}

5. Transmit Type Length Values2 AH&35}0] A ERSH OIE{If|O| A0f| LS LLDP PDU
T J0IM MSEl= LLDP-MED2| M A R4 20| Z4(TLV)E X|HELICE

« MED Capabilities. LLDP Z&{| 0| M TLV 7|52 A& LI

¢ Network Policy. LLDP Z&j| 0| HEQ|T FM TLVE ME& Lt

+ Location Identification. LLDP Z2{| Q0| A 9| X| TLVE M &TL|Ct

+ Extended Power via MDI - PSE. &% =l PSE TLVE LLDP Z2{ Qe 2 &gt Ct.
+ Extended Power via MDI - PD. &% =l PD TLVE LLDP Z&| o2 M&TtL|C}

* Inventory Information. LLDP Z2{ /0| A| QI E2| TLVE ™ &TfLILCt.

LLDP-MED 2EZ &X| HH H7|

> LLDP-MED 2Z HA| §E S Ha{H:
System > LLDP > LLDP-MED > Local Device Information.

& Refresh
LLOP-MED Local Device information - LLDP-MED Inierface Seleclion 3
Interface |_D."'T i
LLDP-MED Local Device Information - Mebeark Policies information 3
Media Application Type VLAM I Priority B&CP Unkrown bit Status Tagged Bit S'ra'h. (S
LLOP-MED L ocal Device Information - Inventory Information 2
Hardware Revision
Firmrmware Revision
Softwars Revision
Sernal Mumber
Manufacturer Name
Model Name
Asset kd
LLOP-MED Local Device Information - Local Information 3
Suby Type Lecation Information Value
LLDOP-MED Local Device Information - Exiended PoE »

1. InterfaceE AFE5I0] LLDP-MED =8| Q0| & E = Y= ZEE MEiBEL|CT
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Table 48. LDP-MED 2% XX| HH

gc b

Network Policies Information: LLDP Z|2l0f| I E|3 EM TLVZ| Q=X £ E X"t

Media Application Type OfE2|AH 0| FHALICE ofE2|AH0|M FH 82 2 =+ gleH
S8 AT HAE 84, HALAE 8 MT AZEE 84, 3t 9|9,
AEZ|Y H|C|Q, H| | Mz LT}
A= ZH O ZE2|A 0| S¥0= VLAN ID, M =2/, DSCP, Ef 1=
HIE AEf 8 & == Ql= HIE AEf7t YSLICL ZEE O2f3t

Inventory: LLDP =2 0f| QUHIER| TLVZ} =X £ E X|'ERLIC

Hardware Revision SE9|0 M-S x| ™S T}
Firmware Revision HQo| ™S X| ™ et Ct,
Software Revision ATZEQO HAS X|™BHL|C}
Serial Number QS E K| ™S L},
Manufacturer Name HZ=QHN 0|2 X|™THL|C}
Model Name od 0|22 X|&sL L},

Asset ID HAHIDE XFEHLICE

Location Information: LLDP Z2{| 2 0f /x| TLVZ} A =X £ E X|’dgL|C}.

Sub Type 9%l Heol R¥g XL
Location Information EX o80| 9X| IDO| CHSH 22Xt Z =l QX MEQIL|C}

LLDP-MED ¥4 EX| H& H7|

> LLDP-MED ¥Z ¥X| EE B2{H:
System > LLDP > LLDP-MED > Remote Device Information.
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Ll DP-MED Remote Device Information - LLODP-MED Interface Selection

Interface o t

LLDP-MED Remote Device Information - Capability Information

Supported Capabilties
Enabled Capabilities

Device Class

LI OP-MED Remote Device Information - Network Policies Information

Media Application Type VLAN ID Priority pscp

Ll OFP-MED Remote Device Information - inventory Information

Hardware Rewvision
Firmware Revision
Software Revision
Serial Number
Manufacturer Name
BModel Name

Asset kd

LI OP-MED Remote Device Information - Loacal Information

Sub Type Location information

LI OFP-MED Remote Device Information - Extended PoE

1. InterfaceE AF23}0] LLDP-MED7} &3l ZEES

Unknown bit Status

oy Refresh

Tagged Bit Status

CtS HO|A = LLDP-MED &4 X & ZEof Cio A
Table 49. LLDP-MED ¥ Z XX HH
= k)

Capability Information: O] ZE°| MED TLVO|A] =M El x| 2

Supported Capabilities

Enabled Capabilities 0| ZEQ| MED TLVOIA 2=AlEl

Device Class TE Yoz HAL AHK| 7} L|C},
Network Policy Information: O] ZEQ| LLDP Zg|of|M Y EA EH TLVZ| =ME[=X] o

X|gg .

Media Application Type ofZ 2|7 04 RHYLICE ofZ 2l oM | o

|
VLAN ID, M #=%|, DSCP, Ef &l H]
7b AELICH ZEE J2{5t 0§ Z2|AH0|M 2

VLAN Id EX M o8 o tg

i

VLAN IDQIL|CF,
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Priority S Y QYN BAH M2

DSCP S3 YN 39t HZE pscpYLct

Unknown Bit Status SN M QM BAE ¥ 4 g HEYUC
Tagged Bit Status EX MM o ;AE E| A7} X|HE H L|C}.
Inventory Information: O] ZE2| LLDP =40\ QHEZ| TLVE FMEX| R E X|FRLICT.
Hardware Revision ol A AtX|o| SIEQ|O NS K| ™St L},

Firmware Revision 9|74 RrK|o| Yol M-S X|™SHL|C},

Software Revision 9|7 RHK|o| AZEQ O HME X|™EHL|C}.

Serial Number 974 AtK|o| U HSE X|HSHL| L],

Manufacturer Name 7 RHX|O| MZESH O|2S K|S},

Model Name 7 Hx|o| =Y 0|2 XHBL|C

Asset ID 22 Zx|o| xHiH DS KIFFLC

Location Information: O] ZE 9| LLDP

ZH A0IM X TLVZ} 45| =X| 62 E XLt

Sub Type O|X| MEO| ©¥ S X|™THL|Ct.

Location Information £ 89 /X DO ChEt EXtERE E X FEYLICE
Extended POE: 2 ¥X|7} PoE FX[QIX| 0I5 & X|FetLIC}

Device Type Ol ZEOf AZE &7 &K PoE &A| RS X|FgLCh
Extended POE PSE: &% PSE TLVZI 0| ZEQ| LLDP Z2{| 0| M =2 E|E=X| IR E X|-EHL CL.
Available Y7 LE pSE M Zt2 1029 12tE th|L|Ch
Source 9174 mE pSE M.

Priority 7 ZE pSE MY M9 Lt

Extended POE PD: €% PD TLV7} O] ZEQO| LLDP T 0]l A El=X| R E X|™ELICH
Required YA ZEQ|pD MY 27 A L|CE

Source 7 mEO| pp M.

Priority YA ZEQ| pp MY M &= L|Ct

LLDP-MED & 4 EX| QIHIEZ| H7|
> LLDP-MED ¥4 &X| QIHIEZ|E H2{H:

System > LLDP > LLDP-MED > Remote Device Inventory.
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LLDP-MED Remote Device Inventory - LLDP-MED

Port Manapement Name: Aszeild System Model Software Hevision

Table 50. LLDP-MED & Z ZHX| oIt £ 2|

o Refresh

ze 4y
Port LLDP-MED7} £H43El 2 E ZEO| S 2Q|L|C},
Management Address 974 A|AHIO| ZX|El 2| F=AQIL|CE

MAC Address 7 A 28T AZE MAC T2 LT

System Model 27 ZX|ol 24 0|Fg XIFE

Software Revision 27 Ko 2ZEY O HHG XIHE LIt

ISDP T+
ISDP M &l QIHHO|A AHE 9 = JUSL L.

M

ISDP 7| & MY AH™d 1

-

> ISDP 7|2 HY ¥ S 735 H:

System > ISDP > Basic > Global Configuration.

o | oy Refresh

Global Configuration - 1ISDP "

Admiin Mode ® Disable 2} Enabie

Timer E (5254 socs)

Hobd Time [180 | r¥0-255 sa0s)

Wersion 2 Advertisements () Digaie % Enabie

Heighbors tabde last time changed 8 days 00030200

Device D RTLE301-28

Device |D format capability Senal Mumbsr, Host Mame

Dievice |0 format Sernal Mumbar

1. Admin Mode2| Disable == Enable 2}C| 2 HE S MEHSHL|C}
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ISDP A{H|A0| 23t o £ & X eLICH 7| 2af2 3t Lt

2. TimerS AFESIO A ISDP L2l H& AtO| Q| A|ZH ZHAS K| gLt
HR| = 5~254 = L|Ct 7| 242 30 L|C}.

3. Hold Time2 AMESH0 AQX|7} M&SH= ISDP IjZlo| 27 A|ZtES X|HSIMA| 2.
HR NS =4 X 7HSDP I 22 AHH|SH?| Mol MSE Q2 E NES|0f ot=

7|Z2t2 X|™HgtL|C} Q= 10~255X QI L|C} 7| =222 180X QI L|C}.

[@=|
4. WA 2 Advertisements2| Disable EE+= Enable 2}C| 2 HHE S MEHSHL|C}
Ol= EX[0|A 1ISDP H{7TH 2 TiZl M&S 2ot ALt H|ZHd 2t etL|CH 7| 24f2

Enable 2! L|C}.
CS HEO M= ISDP 7|2 MY 7 ZEof CHoll Ay etL|Ct,

Table 51. ISDP 7|2 X< 114

" ek

Neighbors table last time changed Neighbors H|O| 20| O}X|2to 2 HZAE A|ZtS EA|EHL|CE

Device ID Of 29|X|°| HX| IDYLICH.
Device ID Format Capability ZHX| ID HAl 7|5 QL)
Device ID Format XHK| ID EAlQIL|C}

ISDP Y 2% 738

> ISDP MY 2™ E #/d5|2{H:

System > ISDP > Advanced > Global Configuration.

- o -Refresh
Global Configuration - ISDP ) ) »
Admin Mode ® Disabie ) Enabée
Timer !3'3 | (5-254 secs)
Hobkd Time 180 | (#2655 sace}
Version 2 Advertisements (¥ Disabia 8 Enzhis

Meighbors table last time changed

Device 1D RTLEE01-28
Device |0 format capability Serial Musnber, Host Mamea
Device D format Sarial Mumber
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1. Admin Mode2| Disable == Enable 2tC|2 HES MEHSHL|C}
ISDP A{H|A0| 243t Of £ & X| - LICE 7| 272 Enable & LICE
2. Timer 2EO0|AM M ISDP T2l H& ALO| Q| A2t 7HA S K| gLt

H| = 5~254EF QI L|C} 7| 242 30= QI L|C}.

3. Hold Time 2E0|A AX|7t M&sh= ISDP THZI Q| 25 A|ZHS X|H &L Ct.

287 AZE2 =4 X7HsDP WS AASH| Mo HEE §E2E X Zolof o

o
r
o

7|2t XYL L #H Q= 10~255X QI L|Ct 7| =222 180%
4. Version 2 Advertisements2| Disable E= Enable ZIC| 2 HES MEHSHL|C},

Ol= ZX|0|A I1ISDP H{F 2 T 7l ™
Enable® L|C}.

of>

= =

S =M SIS AL H| =M SISHL|C 7| 222

CtS BEO|M=I1SDP g MY 714 ZCof CHel A et Ct.
Table 52.1SDP 11§ ™Y 114
s 4y

Neighbors table last time changed Neighbors Ef|0|£0| OIX| 20 2 HZAE A|ZHS HA|SL|C}

SE 2
Device ID O 29|X|2| ZA| IDYLICE

Device ID Format Capability ZHK| ID "HAl 7|5 QlL|Ct,

Device ID Format K| ID "HAlQIL|C}

ISDP QE{m|0] A /4

> ISDP QUE{H|0|AE F/4d5|2{H:

System > ISDP > Advanced > Interface Configuration.

88



1.5cm

>

U-I-F5010HPA

i Refresh

Interface Configuration - ISDP Configuration

Ll Port Admin

o ] (=] - [ o |
1] I G P r
o | s [N o . )
in il in 1 i
(11} [T} [T} (i1} i
oo B || B O
mom m ® W

o
on
]
i
fu
"8
m

-

1. PortE AHBSIO BE| BEJ THE EES MEBLCE

2. Admin ZES M85 ZEO|N ISDPE E-d%}5tA Lt H]

7| 222 Enable Q) L|C}.

ISDP 0| H 7|

ISDP 0| RS H2{H:
System > ISDP > Advanced > Neighbor.

ISDP Neighbor - IS0P Meighbor

=13
=

St

Refresh |

Device ID Interface Address Type Address Capability Platform PortID Hold Time Advertisement Version Entry Last Changed Time Software Version

Cts #O| M= ISDP 0|2 EEO Lo 2 FetL(C}.

Table 53. ISDP 0|2

e Trans Bridge
e Source Route

e Switch
¢ Host
* |IGMP

* Repeater

ze ek
Device ID ISDP 0|29| K| IDYL|LC},
Interface oIy B0l AMEIE QIEH 0|2 QLICh,
Address 0|29 F=ALCH
Capability 0|29 8. 30| X| & ELICE:
* Router
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Platform 0|29 28 FHLICE (0~32)
Port ID 0|29 ZE DYLCH,
Hold Time 0| 0| &t ISDP 22| 7 AIZFL|CE
Advertisement Version 0|20 M ELi= ISDP A QlL|LC},
Entry Last Changed Time OpX| 9t &2 0|= 0| A|ZH0| HZA | Y& L,
Software Version 0|29 AZEQ|0 A,
ISDP S4| E7|

> ISDP 84 & E&{H:

System > ISDP > Advanced > Statistics.

ChZ HO|AM = ISDP S 2E=0]| Cish 2 dgfLCt.

Table 54. ISDP £ 7|

|
Yc

ek

ISDP Packets Received

ISDPv1 % ISDPv2 TH A2 Z &S0 =2l =l ISDP T 21 L C}.

ISDP Packets Transmitted

ISDPv1 3 ISDPv2 T A2 &S0 MEE[= ISDP T2l Y LTt

ISDPv1 Packets Received

ISDPv1 T{ 20| =2l A& LTt

ISDPv1 Packets Transmitted

ISDPv1 T{ 20| MEE|&LICH

ISDPv2 Packets Received

ISDPv2 IfZI0| =M | Q&L T,

ISDPv2 Packets Transmitted

ISDPv2 T{ %0 M& & &LICH

ISDP Bad Header

ISDP Checksum Error

ISDP Transmission Failure

ISDP Invalid Format

T E ZRE HA 2l 1sDP 1Al =Y L Ct.

ISDP Table Full

ISDP E|0| = 2| E|O]& 37| YL|Ct.

ISDP Ip Address Table Full

ISDP IP F=2 H|O| 22| H|0| = 37| Y L|C}.
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U-I-F5010HPA
1.5cm

EfO|H &7
22 efo|o T etojo] YPS 7Y 4 AU
==2'H Elo|H 278 4

> ZRYEEO|H 23S /35 H:

System > Timer Schedule > Basic > Global Configuration.

+ n= | o Refresh

Global Configuration - Timer Schedule

Admin Mode ¥ Enable ® Dizable

Global Configuration - Timer Schedule List

| Timer Schedule Mame: Timer Schedule Status

1. Timer Schedule Name2 AM&5}0] EtO|T 27 O| 5= X|EEfLICt.

2. Add HES Z&/stLCt

—_—=2 =2 d
EtO|T{ 7t =7HELICE T+ HE A
3. MEich EfO|H 2¥S MA S Delete HES 2 E5HM K.

M B MBS SAl M8,

-4
>

Configure the TimerSchedule

> EO|H Y™ S g5t H:

System > Services > Timer Schedule > Advanced > Schedule Configuration.

= | i | & “Refresh |

Schedule Configuration - Timer Schedule Selection 3

Timer Schedule Name | w

Timer Schedule Type |:I

Timer Schedule Entry I:l
Schedule Configuration - Timer Schedule Configuration ?

Timea Starf | | {hh:ny

Time End | | i mimy

Date Start | 3
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U-I-F5010HPA
1.5cm

1. Timer Schedule Name =& 0{A EfO|H AHES MESIN K.
2. Time Schedule TypeO| Al Absolute &= Periodica M &g L|Ct,

3. Timer Schedule Entry S0 A T+ G3SFALE F7te BHO|H 28 &=2 8
MEHSHM| 2.

4. Time Start(A|ZH A|Zh) ZEO| AHE 20| A|RE|= A|ZE2 HH:MM "AIC 2
Aot T},

O EE= EYLILE AlZhS X 8okA] 2 20| 2 K| HELIL

Daily mode. Every WeekDayE MEHSIH 2 QAL H ZQ
HAE LICE Of 2 (Every Day)S Z 2
olo|YL|Ct, Y5 X|-HStK| &

©  Weekly. E}O| 2H2 O F H=E| =5 XSS CL

Every Week(s). 2780| E2|/ &= & & oYU CL F 8 X[ F5HX| 2

Of 3 L7ZO| E=|AHE L.
WeekDay. 27| £0| 28kl= 2 LS X FSLL.
*  Monthly. EfO|H 27Y2 2E Hh=0 2 XFoL|C}
Monthly mode. 27| Z0| A k|= &O| IR E HAISLICH g HE= FolE
W& +=0tct L7Y0| ER[AE L= ofof Y LLt.
9. Apply HHES SEIgLICt

YHOIEE 90| 29X 2 H&SELICH 714 HE Ared

o

rlo
g[p!
>

bl
op

tn
-
_|TI_
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U-I-F5010HPA
1.5cm

EE 4% 7Y
29X e] 22|18 AHHO|AE F Y = UG LI

- EE 4¥E THS:

Switching > Ports > Port Configuration.

Pt Liitk Config - Por Confgualic

Pomt | Pt Type  Admi bldode Bute-riegutintion ALiTnpall £0,100, 16,04 10 e8] Fodce Boeset  Maxkouin Fraims Sia= P Cantrol Lin Sty

1. PortS ArESH0] QIE H[O[AS HETHLICY,

2. STP ZEE AME3}0] L E = LAGO| Oiet 2T d E2| Z2EE &2 RES
MEHSHL|CE,
7tset 42 CHE3at Z2&L )
« Enable.O| ZEO| s AT E2| Z2EZ S 2d3lsl2{H 0| MEiBIL|CE.
- Disable. 0| ZEOj| Cigt ALl E2| Z2EZ S H|gdatstz{ ™ 0| MEiTL|C
7| 2242 Enable LT,

3. Admin Mode S-S0 A Enable = DisableS A EfSHL|C}.
ZE NO 2| REE AESYLICEL ZEJHHEYI O 052 H EnableE M EHSHOF
Lot 3% 7| 2442 Enable LT,

0

4. LACP Mode 2 Z0{ M Enable EE= DisableS MEHSHL|C.

Ol @3 A MO Z2EE &te| REE MEISHL|CH ZEJF AT Ao Zosie{H
D E E Enabled{OF StL|Ct S & 7| 242 Enable® L|C}.

5. Auto-negotiation F-Z0{ A Enable &= DisableE M4 BHL|C}.

Of ZEOf| Cfigt its e 2= FL|CH 7| 2442 Enable® LI CF.

i

X8

ot



1.5cm

6.

10.

U-I-F5010HPA
Note: A& Yo RES HE0 2 A 2790 §8E= S H = 5

2 QX|0f AN ASHR] R 4= ASHEL

Speed RO M ME{OE ZEO| K= ZrS AEHILICH

Jtset BE U2t Z5 L.

—

o Auto. ZE HT 7t X E L CE
* 100. 100 Mbits/second
*  10G. 10 Gbits/second.

Chfet £ = gts 2307 flet +& EAt= g E(,), OFEE() R SH()YUCH XS
dd 55 2E5IHE XS @Y REE EnableZ 2°FH{0F & LICEH 7| =42

Link Trap objectE AFEot0] B3 SE{7t HEE [ ERE 2 2X| 6|5 2FeLICt.

3% 7|27%2 Enable| 0] AELICE

Frame SizeE A&510] O|HH &5, CRC X TO|2EE Z&l5t0f QIE{L| O] A7}
K| 4Bt AL A-ESHEE g & 2|0 OHH Z2 Y 27| S A" ggLCh.

HR|= 1518~12288 YU L|C}. 7| & =[O =& 3 7|= 1518 L|C}.

Debounce TimeS AFR3I0] 100~5000 H|O|A X E C|HFAI0| CHSH EFO|T
1002 2| =X (msec) EHRI2 X|7F gL CY.

mjo

A
A

o\J

7|2 ClHb2 2 EHO| 42 0”LICt O] = ClHt2 A7} HiZ gt A S-S 20| gfL Ct.
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U-I-F5010HPA
1.5cm

11. Flow Control 22 0| A IEEE 802.3 &2 X|0{ Enable &= DisableS ME4SHL|C}
7| 2442 Disable Y LICH. ZE HIH7} 745 XHH AKX &= LAl SX| =5 S ELHX]
USLICH SE MOz ZEJ Matz|= =2 & et 2 4= 92 I 40|y &4 2
2 X|5h= Ol =20 ELCH 2date| M ZEO| IfZl0| AHE St Ol AtH
THE JALE 206t THELH HX[o| YAl BX| 28N SESHE 42 2/K= LA

X T2 Yg 2 ZEQ EBTS
X
—

Zof ol XY E AlZt St i AlE HESHA]
BASHALE AL E0| X8l ®2 BAULE SO07HE 22X = ZEIF 28| )IS CHA
&g = A=F L LAG 2 HH 0|29 42 SE MO E 751%%* T ooz 3sE

mjo

A9 X= gt 22 YHOIEE L 2AX|7F HE S ALt A= S M &
X

O

ChE HOM = BAIRE 782 5 Sl HIOo[H o CHo) 2 =L Tt

Table 107. £E AMH

Zc a9

Media Type OjCc|o S¥lL|Ct.

Port Type Yot ZEO| ZR O] ZE& Normal¥LICH JHX| 42 HL 7tset
¢ o2 ZEL o

e Mirrored. ZE= B E EZ|EO| ZZE T EY EALLE

O e ZEYL|CE
e Probe. O| ZEE AE5I0] O|HAUE ZEE D L|H L CH
e Trunk Member. ZE7} 23 TAH EHI | L HAYLICE

XiMH L& 2 LAG 2t 2 EZSHM Q.

Admin Status ZEO| M2| ZET} D-Disable?® ZP 0] ZE& 0[RS LIEFHL|CE
Jts%t Ol f& 23t Z& Lot

o STP.2I1d EEZ| Z2EZ 9t

+ UDLD.UDLD Z2EZE ¢/

+  XCEIVER. X| 21| X| &= SFP/SFP+7} & = &Lt

Physical Status ZE £59l 0|5 REE LIEPWL|CE
Link Status 3%t &5 FOX| &E FXEJ =X FEE LIEFHLICH
iflndex 0| ZEQ} MTHEl OIE| T 0|A HO|E S29| ifindex! L|C}.

96



1.5cm

U-I-F5010HPA

ZE 4% 714
X2 2= ZEO| thet dF S 5t EASHE:

Switching > Ports > Port Description.

Port Description - Port Dezcription

| Port Description (Max: 64 characters) MAC Address PorilList Bit Offset  CLI Name
1 | 0w CB:38:00:01:58:02 1 0
| mez 838000 1:58:C2 2 B2
7 | i 3 o3
[ o4 4 04
[ 5 C8:36:0001:66:C2 5 5
] | o8 B30 0E-01:68:C3 i 08
[ | o CB:38:00-01:56:1C22 T T
£ | s CE:38:00:01:58:C2 8 08

1. 2E B2 AM8510l ZEO| dZY 28 ZAE S YL o Z0|= Z(T]

64AMIHX| 7ts = LICE
2 HEOM= 2t BA|E = #dE &= 8le L0 tisl 2 Fe Lt

Table 108. £E M ™

nc k)

Port HOIHE HEAISIAHL g AHE|O|AE MBS}

MAC Address g elEmolaol alH FagLn

PortList Bit Offset MIB ZiX| R PortlistE AE3H0] SNMPO A e[ [ ZEOf
SiEst= HIE =4 gt Lt

ffindex EEQ ZE QIET 0|2 ol AQLTH

EE EfiA|H HE H7|

S B= dd7 ZEO Ofet EMAH HEE 2 + ASUL




U-I-F5010HPA

1.5cm
Switching > Ports > Port Tra

nsceiver.

Port Transceiver Information

Po Vondor Name

Link Langth &0um | Link

Langth b2 5um | Senal Numbar | Pat Number Nominal Bi'Rata | Hevision “Camphance

1. MEf3 AX|o] B2y ZES EAISHH Unit DS M=sin, BE X0 22|y EES
HAISHZH AIIE MEfelL|

2 Q|X[0f Ceh 2[4l YEZ otHE M2 DX|2{H Refresh HHES 225t R
CtE2 EAIE= 82 5 8l HIO|Eof| CHal 2E L
Table 109. ZE EHA|H

ue 4y

Port CIOJE17F E A2 QIE{T O] A QL.

Vendor Name srPol SZ @M oSt

Link Length 50 ym 50um Q0| X|gl= 23 Zo|YLct

Link Length 62, 5 pm 62, 5um RO X YEE Y3 Zolyuct

Serial Number SFPO| U3 HBQIL|C}

Part Number SFPO| HE B QlL|Ct

Nominal Bit Rate SFPol 3 M H= Lt

Revision SFPel 35 AX Y LCE

Compliance SFP ==

PoE

PoE 4 1

N

r

PokE 7’3 ¥ H|O|X| S & A|S}

System>PoE>Advaced> Po

2{™:

E Configuration
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U-I-F5010HPA
1.5cm

O] H[O|X|:= PoE ™ A& AAIZL, PoE H KMot RE, At IAF, 712F AlZh

s MEE, e WAs 89S E9EU L

Switching Routing QoS Security Monitoring Maintenance @Save Logout

Management Deviceview Sarvices DNS  PoE SNME LLDR 1soe Cluster Thmer Scheduie

PoE Config fon - Globel Cor ion

?
Basic b = =
_ PoE Power Usage Threshold |9{l (1260 99 9%}
oF For Conmuieten. . i PoE Power Limit Mode | class-based v
Fo format
Auto Reset, Period Time |0 (D40 10000 minute. G-cizable euto-reset function.)
Auto Reset. Minimum Packets |1UEI (100 1000000, The minfmum number of recefved packels in @ perod of time.)
PoE Configuration - Unit 7
Total Supply
: PSE Firmware  Power = Threshold  Consumed 3
I tmic Model Hose inrte Staws o cion e Pns:;r P Wett) B (Watt) ml{zge
O 1 PoE~ | POE240W 8Pord | 8 OFF 0. Main AC 2068 241 55255 582

PoE ZE 1A

> PoE ZE 7’4 ¥ H|0|X| S EA|5I2{H:

System>PoE>Advaced> PoE Port Configuration
O Ho[X[of= e 25, #H HMt(mw), 18 R, Its W2F0| EAIE LT

Minagermeni  Deviceview  Sereices | DNS  POE SMMP LLOP SDP Cluster  Timer Schedule

B v |
ok Por Canfiguration '

7] Pout Adenies Made Max Pomes (mW) Powes Limit (] HighSomwer Mode Class Output Vollegs [Volt) Distpue © { tonet Power (Wart) Tem Tl Status AutoReset  Timer Scherule
— [ o
0000 i i3 WA 55255 5555 -
0000 = A L]
0000 55.2 RA
Joed 55X WA
30000 55.2 LS
WK 5.2 WA
W00 8.2 na
10000 52 W

PoE ZE HH
> To display PoE port information web page:

System>PoE>Advaced>PoE Port Information
O| H|O|X[0fl= AHHO|A, mps £X, RXRE MF, A HE, 2t&3}, ShortCounter?t

HA|ELIL.
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U-I-F5010HPA
1.5cm

M System Switching Routng QoS Security Monitoring Maintenance @Save GLogout

Management Deviceview Sarvices DNS PoE ENMP LLOP |SDP Cluster Timer Schedule

b

o Refiesh |

?

Basic 3
Interface mps Absent  Invalid Signature  Power Denied  Overioad ShortCounter

oA
PoE C.Urrgu ation el

(i}

BiEal &

2 oe e e e e ala

PUI: F‘JI’ ConTlgu El'll{)l‘l

o4
s

e

o7

= =TI | =T = =T - =
(=1 == | =~ T~ T - T 6 — 1 O~
SO || e | E | &
&S sl e ] | &

O

oa

LAG QIET|OAE BHOLE SHY 4 UK|BH S T} 4= YSLICH LAGS BE R4S
SUBt TR E20) Hoiolo} FLITL HH ZEM Y IEHO| A0 AE THEL AARO| T B
ZES AL 4 USE RFGHK L

o LAGZ A R E L ZEVHLAGH 8 T E @22 FI7HE[H LACPDUE T &3t L =454

A EAE StLt olde| HOo|F O|HW FAE AFote] ZE ®EO2tNE dt= 3
A 2ES 98 = A ULH 290K = LAGE T 232 AXME M| gL(Cf

> LAG A2 1/d5lz{H:

Switching > LAG > LAG Configuration.
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1.5cm

U-I-F5010HPA

e | % Refresh

LAG Configuration - LAG Configuration

W EEE YT T ¥y
(o R L R =M (= N [+ 0 1= NN - S 1+
=l R ol A - -
(R R T 1 1 A R T T et

LAG Name Description 10 Admin Mode Min Links  5TP Mode Siatic Mode Link Trap Configured Ports Active Ports  LAG State

I:I:II =

Enabis Enable

1 Enablie Enabla

il

m

[

&
1

mom m
| e |
W WA W W
T
]
o
i
1
3

A A
[
o
i

il
i
vl
(L

m om omL
o o
(TR TR
-l e -
i 3
i i
-~ o -

W
m

|
ul
1
I}
i
[
i
i
=)
o

Z|CH 15Kte| =it EXE S LT = USLICH LAGE HMdlziH R=2% 0|E2
X|’gsH{OF B L|Ct.
Admin ModeE At23}0 Enable B = DisableS M EHSIL|C,

LAG7} H| 23t E| 3 EBf Tl S 20 LACPDU7L AHM| | K| %X|C LAGE P St
2|3 = SN EX| Q&LICH ZX 7| 272 Enable® LT},

Hash ModeZE AHE510] LAG(ZE X '2)0f| AHE E|= load-balancing ModeE 1 EigtL|CE,
EE WZlE A& 2l A FSLHE MENSHO ZE X 2(LAG)MAM EzfE o
TYO| Y ELICHL 3= ozl MELE HEO|M HHo|H2| THHS -5t 0 i T
IjHE £ 23 AZASH MESE LT

Src MAC, VLAN, EType, incoming port. Iff 2l 0t HZA = A A MAC, VLAN,
EtherType & =41 ZEQL|C},

« DestMAC, VLAN, EType, incoming port. I Zl 1t 214 =l CH& MAC, VLAN,
EtherType % =4l LE QIL|C}.

* Src/Dest MAC, VLAN, EType, incoming port. Src/Dest MAC, VLAN,
EtherType ! I§ZI2f 2HAEl =41 L E IL|C} Incoming portZt 7|24t LI CH

« Src IP and Src TCP/UDP Port fields. Z{Zl2| &A |p & AA TCP/UDP ZEQL|LC}

+ DestIP and Dest TCP/UDP Portfields. Iff 2/ 2| CH2f IP S! CHA TCP/UDP ZE
Ze ot
*  Src/Dest IP and TCP/UDP Port Fields. Tl Z1 9| AA/CHA P 81 A A/CH4 TCP/UDP
ZE ZeQlL|o
« Enhanced hashing Mode. LAG2| ZE =& 7|89 2 &= MODULO-N %5, &ut
SHAl ¥z | 2 FLINAE EcfT S, FO{
|

= =
EEHY 95 A Iz R0 TE w2l 4 MEo| EFYLIC.

- L2 IfZe] B &4 ST MAC 27t Al ALHOf| At &l LICE



U-I-F5010HPA

1.5cm
- L3TAQ AR AN P, e IP F&, TCP/UDP ZE7F ALEELIC}
4 ST Mo deE r 6+04L Get 2HE AN EE| Z2EE 22| ZEE

+ Disable. O] LAGOME AI{'d E2|7t H|ZHd 3t E| Q& LICH
+ Enable. O| LAGO|= AIf'd E2|7| &3t J}ESLICE.
EnableZ} 7|2 2f & LIC}.

5. Static ModeE AF23}0] Enable EE= DisableS MEASHL|C,

2
>
>
il
—
>
0
0
O
C

LAG”} 23t £ MESHHLE H2|5HK| $ELICH F, M ZE
LACPDUE ™&SIX| (o Alg = Qe B E LACPDUE A E L CH 3% 7| 24/2
Disable & L|C}.

6. Link Trap= AEot0] B3 JEi7t A E [ ERS 2K 0|25 X[FLICH.

S 7| 24t2 EYO| & E|= Enable® LI C}.
7. Local Preference ModeE AHE5I0] LAG QEEHO|A0| 24 7|2 4 R EE Enable

L = Disable®fL|C}.
7| 242 Disable QLI C}.
8. X MEH=El = LAGE X752 ™ Delete HE S 22l 2tLICE.

O| LAGO| #+M2I0|9E BE ZTE = LAGOM HAHED 7|2 VLANO| Z&HE|L|C},

ChE EOM = =t3H0| BAR= 98 + Bl 20 ol 2 F Lo

Table 110. LAG T+

ze uy

LAG Description LAGO] MRS 4% 2XIAS YLITH Lol Z|Tf 64XIIHA
7tsgLtt.

LAG ID LAG AlHd

LAG State Y37} &S FOUK| X5 SR YK LS LEEHHLITE

Configured Ports Ol ZE X Ho| PO EES LIELICH,

Active Ports ZE XE0) ¥IHOZ Fojstn Y EES LIEFYLICH,
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1.5cm

U-I-F5010HPA

,_
>
@A)
o=
T
i 2
-1
0x

2 EAY F 70 ol¢e TOo|F oA IS HE5I0] ZE x{ Z0|2t 1 : St=
A A8 EHEY = UASHLCEL 290K |= ZE MES T 32 AN XN2lg ==
Az L.

LAG HH &S Tt/ d5l2{H:
Switching > LAG > LAG Membership.

o (e Retresh

LAG Membership - LAG Membership

LAGID IE'

= his

LAG Mame |l:'.h1 | (Max: 15 characters)

L&E Deseription - 64 characiers)

m
et

Min Links | 1 |

Admin Mode Enable w Link Trap Disabla
STF Mods Enable Static Mode Enabile

Cument Active Fors Empty

Port Selection Takle

Bl units "

Z|CH 158t SA EXAtE S YT = ASLICH LAGE ddot2iE 2 O|ES

X[ g8l OF 2f LICt.

4. LAG Descriptions AFE5H0] LAGO| R 2438 ZAES YL

20| = 2|t 64XHK| 7t LI

5. Admin ModeS A23}0] Enable EE= DisableS MEHSHL|C

LAGZ H| 2ot Ef g SEutL CPDUW”HIEIXI AX| 2 LAGE 5=

3= oM =X EsHE S +7| £ Enable ) LI T},
6. 3 E™S AIESI 23 eV HEE [ ERE 22X 6|5 X'ZLICH.

DX 7| EZ7HS EBO| ML= Enable® LT}

7. STP ModeE AtE3S}I0] LAGRE 23 E Al d E2| Z2EF 2| RES 2oLt

H| 2 skt Lo,
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1.5cm

U-I-F5010HPA

Jtset ok

—

rlo

ChS 1 &L,
Disable. O] LAGO|M = AT d E2|7t H|Z-dotE| Q& LTt

* Enable. O| LAGO|= 21 E2[7} g0 ASL L

2dst7t 7|2 4L LIE

Static ModeE AL23}0] Enable == DisableS MEHSHL|CL,

LAG7H 244815 B 4-A1E| LACPDUS M517{Lt ME 51X &LICH 5, Bl ZEE
x| ol BE LACPDUE M ELICH 3% 7|23t2

Hash ModeE AE50] LAG(ZE *{'2)0|| AHE E|= load-balancing ModeE M EHBHL|CY,

SYYIUS MY ML Y3 F OHLIE MYSto] EE HLLAG)OIA EHTO)
FHO| ZHELICH Y& T3l0] M Do) bro|Lf2] THHS Mafotn of
ES 7Y Y0 HASto) MY LT

Src MAC,VLAN,EType,incoming port. Tf 211t A A El A~ A MAC, VLAN, EtherType
X =4l ZEQL|CH

« Dest MAC,VLAN,EType,incoming port. T{ 2l 0t & Z =l O & MAC, VLAN,
EtherType X =41 LEQIL|LC},

« Src/Dest MAC,VLAN,EType,incoming port. 22 /CH & MAC, VLAN, EtherType
SO Zlaf #AE =4 ZEQL|CEH O] FMO0| 7|24 LI

« SrcIP and Src TCP/UDP Port fields. T§Z12| &A [P 3 A A TCP/UDP Z = QI L|LC}.

« DestIP and Dest TCP/UDP Port fields. T Zl 2| C{&F IP % CH 4 TCP/UDP ZE
Ze Lt

« Src/DestIP and TCP/UDP Port fields. T§ 21 2| &2 /CHAH P & A A/CH4 TCP/UDP
ZE HEQLCH

« Enhanced Hashing Mode. LAG2| ZE =& 7|8t2 £ &}= MODULO-N %5, &tt
SiA| €0E|E S AHESH= HIRLIFHAE EcfHE Sl FLIFHAE EiE A, FH Ot

LAY 45 WA 7o IE w2l £4 98 7|S50] ASLICE

- L2TZe B & Y MAC 27t ofjA| Al Lhof| A+E-E L E.
o
HO A

- L3 Tjzlol A AP, CHA IP =2, TCP/UDP ZE 7} AFR ElL T,

10. Port Selection Table2 AIE310] ZEE LAGS| 7 HR|ICE MEHTHL|CE
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U-I-F5010HPA
1.5cm

VLAN £

0] 2 29| X|0f VLAN(ZI LAN) X| @S F71otH E2|dat 2t 8o 0| & €75
= UL T BEE|X|Qt O 7LX| 2 VLAN 22| X| = thE 20]0] 2 ST & 7|8te =
IS TESHH, 2t DI 2 HEEYIE =28 MAHER EE5}0]

E E2iHo oigt of Li2 22|, 2ot 8l 22| S M ST

JE2HoR ARIXS HE ZEE SYUH EREWAE O Q0 JAEFLCH VLANS SLT
MO HREIWAE CHQOZ MI|FHOoR BE3l02 HEEIHAE

Xo| 2= ZERZ MEEX| BELICH VLANS ALEoHH AEALE S2[H
bS|

|
|
FotEl =2[H 7| s 82 gt &+ ASLICE

HEXA2S| 2t VLANO= VLANYM &=

Zlol 200 2 &0 Q= IEEE 802.1Q
Ef 10f| LIEfL}= 23 VLAN ID7F S EHEIL|CH 2l E

AHO|M2 Ef == Ef19| VLAN

ot A HM 29X ZE= T3S
ols

Ij
gl

fa2s dEg + AgLCE 0l 32 1A

=
HESIALE 7|2 VLAN IDE AHESHO] Ef O
VLANO] Cliet EefElE Meg = UX|TH 7

]
4l
2 4 4 UBUCHL EY ZEE 50|49

= d =
|2 VLAN ID= StLp2H X| g 4= QL Tt

VLAN BH A HO|=0| MEE VLAN 152 Holg = YSLICH MEZQ 24 A/K|=
X|CH 102471 2] VLANS K| ISL|CEH VLAN 1L 7|EXo2 MMl RE TEJF 1420l
7|2 VLANQ L|C}.

7|2 VLAN Ad d

LH 5 VLANZ ZE 7|2 2t & QI HO| A0 2fsh 0 =[O /2T £|F AHEX| A= 2O

S LICE Ol2{et LHF VLANS ZE 7|Ht 212 F IHH0[ A0 2|5 LS E|H O o[ Arge =+
I:IAI:ILll:I-

2t 8 VLAN QI E{H| o[ A 0f g &l LTt

> W5 VLAN 23S 7/d5l2{H:
Switching > VLAN > Basic > VLAN Configuration.
1. VLAN 2382 7|24z M2Est2{® 79 27 check box2 M Ef LT,
I 7|22 ohga 2L
|2 VLAN 10f =& ElL| T}
VID 12 T+dE LIt
dmitAll Frames2| 5| & 7ts%t =8| /d #42=2 &Lt
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. E mEL A ZEZ0| H|Z A Bl AFEjE T El L C}
. E ZEL B0V} XA K| S Dy ot MESIEE A E L CH
« B= ZEOM GVRPZI HIZERE Y B S &=0] X[ T LIC

7|2 VLAN2 N2t 2= VLANO| AFX| & L T,

L& VLAN 2785 | g L.
L{ = VLAN 744 M H0]= W2 VLANS| 29 7|&10 2 2271 mA[E L

a. Internal VLAN Allocation Base= AF25l0 2t 8 QIEH O| A0 CHEH VLAN
gtet 7|1E2 X|ggtL

Wi 5 VLANS| 7|2 7|2 # 9l 1~4093 2 LTt
b. Internal VLAN Allocation Policy2| Ascending &= Descending 2tC[2 HES

MEHSHLICE L2 VLAN ZHEHof| Cf

%

~ XH% Xl St |__| |:|-_

o od

VLAN IDE AFESIO] A VLANO] CHSH VLAN A EXHE X| "L T}
VLAN ID2| ¥ 2|= 1~4093 2 L|C}.

=

VLAN Name (ME8 At HEE AFESH0] VLANS| O| 5 X gL C.
X 2R = ASLCH 7|22

= —
b DefaultEt= O| =2 AME gL Ct,

gl.
>_9
ﬁ
i}
w
N
Pal
_o

VLAN O|E2 %H”% T
_._HHOI|_|[|. 1

VLAN Typeré'EE 4 5¢l

7| VLAN(VLAN ID = 1)2| a2 HEe = Q& LICH 2 7|2 YL Of
2HZ AHESH VLANS M Aot H T a2 oty AHEYLICH GVRP &2 2
M= VLANS Z£7|0] Dynamic 32 AFESLICH S& VLANS 78 M s
FYS StaticC = HAT = YELLCE

YOIO|EE #90| £29X|2 HEELICEH 79 HE Arg2 FA| HEELICE

Lo d

1= VLAN 3+
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> 11§ VLANS 71d5l2{H:

Switching > VLAN > Advanced > VLAN Configuration.

§ W= - | - Refresh
VLAN Configuration - VLAN Resel
Reset Configuration ]
VLAN Configuration - intemal VLAN Configuration ?
Internal VLAN Allocation Base =4ﬂ93
Internal VLAN Allocation Policy %) Descending () Azpending
VLAN Configuration - VLAN Configuration -
1 WLAN D {likes: 2, 5-10) VLAM Name{Max: 64 characters) VLAN Type Make Static
| L | —
| 1 default Defauit Dizable

1. Reset Configuration - 0| H
X

EZ MESD O 2HOAM MEHZ <HOI5HH 2 =
VLAN T+ O§7 H =7} S & 7

= |
|2Zto

Hu
=
nx
o
il
-
il

LS 7|2 VLANE A28t 2= VLANO| AMH|El LICH S8 7| 2442 ChSat &L C}.

b b b b b R
rin
HZI
r|r

rln

E &= 7|2 VLAN 10| 2=l L},

rin
HZI
r|r

PVID 12 &Lt

AdmitAll Frames2| 51 & 7tsot 2| G 42 #-EE L L

rin
Hl
|m
rir

4 2RO H2detE e 2 S ELICH
A

rin
HZI
r|r

Ef7F XEelX| 2 =t HEot=T HdELICh

rin
Hl

EOoM GVRPZ} HIZdotE| D RE S8 &=0[ X @& LCH

L5 VLAN Tt

Li = VLAN AlM0fl= LH2 VLANS| 2 7| &0t 2T R E7F HA|E LICH LHF VLAN2 ZE
7|9t 2t &l QI O] A0] 2fs O A0 AT %|F ALEXIO| A= EO|X| R&LICE
O|2{3t L5 VLANS ZE 7|8t 2t & QIHH| 0| A0 ofsf 2 E|H 228 VLAN

I mo| A0 e = S&LCE

= O =T HAH
> W& VLANS F/dst2{H:
Switching > VLAN > Advanced > VLAN Configuration.
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1. Internal VLAN Allocation Base ZE0j| A 212 & CIE{H O| A0 CHSH VLAN & 7| &2
X ggtL|Ct,

£ H 40937HX| 2| ¢f2 Y = UGS LT
2. Internal VLAN Allocation Policy@| Ascending 5 Descending 2tC| 2 H{ES MENSHL|CE.

Li £ VLAN 20l oot 8= X g &L C

VLAN EHZY 74
QIEHO|AMAM A9X|ZE BE AF S Fde = UASLLL 29K ZE RE= HEL =
A RO et ZEO| =X 5 oot 0]0f w2t ZE O] VLAN 7d & MetetL Cf.
HETH AQXZE DEE SESIH VLAN 7142 Thedtsld @ B8 Z[435H= O =&20|
ELICt
VLAN E-Z S 7/d352{H:
Switching > VLAN > Advanced > VLAN Trunking Configuration.
- | ok Refresh
VLAN Trunking Configuration - Switchpor Configuration y
| interface  Switchport Mode  Native VLANID  Trunk Allowed VLANs Trunk Except VLANS
2 || || || |
vz Genaral 1 All
5 O'= FErers) Al
[ e G;r'= al All
1. QIE{H|O|AE MERtL(CE
o MENGHEX[O) Ciot 22X ZE FEE HAISIHH Unit ID EEE MESLICH

+ GoTo Interface(2IE{HO| £ 2 0 5)8 ALSH0] o T =S Y2{otol QIE{T|0|AS
MeistLc,

* InterfaceE AH83t0] HIO|H 7} HA|Z| AL T E CIHEHO|AE MEASHL| T
2. Switchport Mode S = 0| M CtZ & StLIE MEAGILICE

* Access. 0| ZE& X|T AH|O|HO[L} X[F AL HEE ZEO| HetetLCh



U-I-F5010HPA
1.5cm

J

MM A 2 E = StLEO| VLANO|BF ZHOi gL f EH17P A= 20 Ef 7} gl
{27l 25 585X 2t & Ef 7t Y= T HSLL

* Trunk. O| 2E=CHE A9X|0f| HZE ZEE 9[ot AYLLL EYIA ZEE=
O 2 VLANO|| Fofeh 4= o Ef a7} X|'g &l 2l Ef 70 X | K| @2
ozl 25 51 8&gLrt

« General. 0| ZEE A&}

o TEZ ALK} MOo| TASH A QSL|CH ZE
otHO| HHE ARSI HH

O N
o, PVID, Ef X E, =4l EH &
VLAN £d2 FdetLCh 7| 28e2 B & EEE X220 General ZEZ
TN E LT
* Host. 0| 2E &= AFE VLAN 7280 AM2E L|CH
*  Promiscuous. 0| 2E= A& VLAN 72 40| ArEE LICF
3. 220 A MEISEL0] Access VLAN IDE A EHL|CL.

B TEO CHSH AN A VLANSZ, TE AQX|ZE T ETJ} Access®l Z20)TH S3535tL| T,
4. Select from the list to configure the Native VLAN ID.

This is the native VLAN for the port, and is valid only when the port switchport mode is
Trunk.

5. Trunk Allowed VLANS A3 gtL|C}.
Ol EEdaREZ FMHE W ZEJI FHR0| E &= = VLAN M EQL|C}
J2XMOZ O| S20|= oA MM E|X| 42 é$O1IE sttt 2
VLAN ID2| & Q= 1~4093 QI L|C}. S}O0|Z(- )%
AH23L0] 220 M VLAN IDE FETL L} S
VLANS X|-ZLICH All 242 &9|(1~4093)2| 2 & VLAN% A-dgLCt,
6. Apply HEZS =TTt

YO OIEE 90| 29X 2 HESELICH 714 HE A2 FA| §EELICH

o -

Native VLAN Tagging EE0f|= Enable &= Disable?} EA[& L|C},

« VLAN B2t 2dotel 49 EE3 ZEVHE|OF XY E[X| §2 =2 &
VLAN Eff 1 §{0] 7|2 VLANOA sid Z2f| &l T L Ct.

njo
1
>
of
g

« VLAN Ef X|HO| H|2-dalel 4@ EYE ZETHEfD Gl =S AIotH
st mf VLAN Ef 10 7|2 VLAN ID7t Z8HE LT},
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VLAN HIEH A 34

1.5cm

> VLAN HH M2 7452 H:

Switching > VLAN > Advanced > VLAN Membership.

f@ sSystem Switching Routing QoS Security Monitoring Maintenance # Save o Logout

Ports Mgmt LAG VLANs AddressTable 5P Multicast MVR Auto-VolP upLD Loop Protect

VLAN Memberghip - Static Configuration

7
Basic »

Lr1 N Cc ;L.ra on HE LpeEhon ljl

.-'Lf-h T urﬂ'}; Conf

e WLAN Name default
—'-:.r‘ F' .-I_‘l .,or"lg;r:ﬂcn

WLAH Type Default

Port Selection Table

B unitd

1. VLAN ID 220 VLAN IDE ME#SL|C},

2. Group Operation SE0M EE ZE

mjn
rx
qm
e,
kl
0o
0x
o
-
il

« Untag All. O] VLANO|| CHol|f M& = 2E T2

MERSHL|CH @& ZE = VLANG| ZgHE L
*  TagAll O] VLANO|| CHsf M&S =l 2 E T2 Qo EfA7 X| Q&= ZEE MEfTEL|C}
DE ZEE= VLANO| ZEHEL|Ct

+ RemoveAll. GVRPE &3l 0| VLANO| 83X 22 S&8Y = U= BZE
ZEQL|CE O] MEH2 MENGH VIANS| 25 ZEES HeletiCt.
3. Port BA|O|A ZE IS E ME4SIOY Of VLANO| F=7HbLCt
4 HEEOS M 7HX| 2E S StLE A8 & AU
. T(Tagged) OIVLAN01| CHsy & E%E I°'01I EiO7t X 8el= ZEE

+ U (Untagged). O] VLANO] Chis| H& & 2= Zof (0 E§2 7 X F [ K| @2
ZEE MEHRL|C MBSt X E EVLANoﬂi & L.

* BLANK (Autodetect). GVRPE &4l O| VLANO| S&H o2 S5
ZEE MEASIL|CE O] ME42 MEHGHVLANOIM ZEE X Q2L Ct.

Cta 20N = =30 BEAILl= 9T = Qle L0 s 2Lt

Table 77. 12 VLAN T H A
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e Static.

+ Default (VLAN ID = 1). &4

* Dynamic.
VLANO|2 2 GVRPO|A RAHE = AELICE

VLAN Name MEiSHVLANS| O| S 2 L|C S S Z=Estof X|Cf 32Xt2| F=Xf
EXY 4= 9ELICEH VLAN ID 12 &4 DefaultZt= 0|22
At StL|CE,

VLAN Type MEfSHVLAN R:

AHEXETE Tl B VLAN.

NPOZ HASHK| A2 GVRP 5522 MM E

VLAN MEl H7|
X Y&l ZE VLANS| MEE & 5

VLAN &EiE E2{H:

UL Ct.

Switching > VLAN > Advanced > VLAN Status.

VLAN Status - Curreni Siafus

Houting

I

VLAN Name VLAN Type

Intesface

Untagged Member Ports Tag Member Poris

default Defauit

ChE BEOAM = =30 BAIZ=

Table 78. VLAN AtEH

(as]

"c Hy

VLANID VLANS| VID(VLAN A/ 2XHQIL|CE VLAN ID2| 2 1~4093 2 LI C.
VLAN Name VLANS| 0|2 LT VLAN ID 12| 0|22 B4} 'Default Y L|L}.
VLAN Type VLAN S3:

« Default (VLAN ID = 1). &t Zx{etL|C}.
* Static. AFEXAt7} g8 VLAN.
e Dynamic. 1O 2 HSISIX| ¥

o
VLANO|2 2 GVRPO|AM HAHE = A& LICH

Routing Interface

VLAN 2t 80| Of VLANO] Es 8 & &2 VLANZ HZE
OB O] A Y L| T,

Member Ports

VLANO| =&l mEQIL|C},
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ZTE pviDAH™ M
ZE pvID 4HE F/d5lo{H:

Switching > VLAN > Advanced > Port PVID Configuration.

o Refresh |

Part PVID Configuration - PVID: Configuraficn

Il Interface SwitchportMode Access Mode VLAN - Accepiable Frame Types  Ingress Filtering

:zl

1 General Admit A Disable

[ o2 Genersl 1 Adrmif A Dizabnle
O | oz General 1 S rriif A Disable
[ oy General 1 Admit & Disabie
]| g Geners 1 Admit & Cisabie
JE Genars 1 Admit Al Disanie

| o7 Geners 1 Admit A Disable
GV Geners 1 Admit Al Disabie

1. 2= =28 ZE U LAGOH Ciet §2E HAISHHH Al HES SEELICHL

2. InterfaceS MEASIL|CY,

Interface €0l Q= Interface check boxS MEHSHL|Ct O QI HO|AE
A& L|CH ZE QEHO|AE MEist2{H XS oA Interface check box

3. PVID 2E0|M Ol ZEO|AM =4I &l Ef A7 RIS E[X| ERAALE 249 =2|71 K|

=g 2o ==& VLAN IDE X|™gtL|C},

¥

Port Priority

4. VLAN Member ZEO|A B ZEO| VLAN ID EE= VLAN 228 X|™EtL| Tt

VLAN ID HH%|= 1~4093 & L|C}, S 7|24t 1 LIC} SIO|E(-)2 AI8S
X ESHAHLE 2 H()E AHE 30 SE0|AM VLAN IDE FE2%L|CH S8t 02 5|8

S
5. VLAN Tag ZEO|A E}7t X|HE

VLAN ID B9 = 1~4093 L|Ct. HE X|YStHH 5}0
VLAN IDE T2t H & () AFESHA 2. 81t 02

5E
dE 72U 2 MEE5H2{H None 7| ¥ EE AFESHIA| 2. VLANO] CH

[=]
X8 ZEJ O] VLANS| T+ 0l A0t B- T 4= A& Lt
6. Acceptable Frame Type S50 A O] ZEO|AM 4Igh = Q= T8 FHEES

112
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Aot
M2 VLAN Only 3 Admit Al LT},

© VLANOnlyCZ MHE ZHQ 0| ZEO|M A= E} T X|HE|X| Q2 =3 F&=
SM=Q Ef27F XY E = 0| AFHIE LT

Admit Al 2 H7FSHH O] ZEO|M =4I1E B gl= =2 E£= M Ef 7}

= ZY0| 58|11 O] LEO| CHSH LE VLAN ID 240| 2 HELICHL & M

SILEE A SHH VLAN Ef 17t X8 & =2 210] 802.1Q VLAN AHof [t

gLk

ra o ;_

ua

7. Configured Ingress Filtering & Z0{A| Enable EE= DisableS 1&gt L|C}.
o Zd3te|H Ol ZETLO| = Yat HZAE VLANS| T 0| OfH A2 = Yo
AMAEUCH Ef 27 X8 2 Z2 /0 VLANS VLAN2 = & FL|C}
Ef 20l IDZF A& LICH Ef 27 X ZE K| 2 Z2f| J0|A VLANZ O] =S
2 AlsH ZEO|| CH8 X[ ™= ZE VLAN IDY L|CF.

o H|EABIEH DE T 20| 802.1Q VLAN E2|X| AF0|| [} M EHElL|CF 2 &
7| 27te HgASE|of Q&L )
8. Port Priority ZEO|A ZEO| EAISH= E§ 27} XM E|X| &2 TjZI0) SHete 7|2
802.1p M =2|E K| gtL|Ct.
S 771X Q] XS e 4 Q&L )
MAC 7|t VLAN 3+
MAC 7|8t VLAN 7|58 AFR3SIH Ef 27} K| E|X| %2 4=Al T{ZIS VLANO| Eetsto]

oj7lol &2 MAC TS 7|He R EE S /e + UASLHICL

MAC-VLAN H|O| 29| & =2
FA9 |5t= VLANIDE &

SREUCLHE, MAC F2-VLAN ID Of 0| =&l A|A" FA| H[O|S0] ASLICH.

B 27t X E|X] pAALE @MF = Ef 27 X E I 20| AL(X|0f| =%5t 0 MAC-VLAN
HOo|20] &=0| Y& 2| AA MAC FAE X3P L|Ct 2=0] AZ™ ST VLAN
IDZF o210 ZEEL|CH 1§20 0|0 M=% EjA7 X[FE U™ O] 2 FAIRLICH
O8X| o™ &7t 02z dFE L CH &2 E VLAN ID= VLAN H|O|Z0] CHsh
2HOIE LTt VLANO| 2%t 42 T 210f Ciot =41 X2|7t AL E L ch "X o™

—/
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THZO] AR EILITE O AFSREZE AIAROIA M45IX] %2 VLANOY CHEH MAC 2
HYS THE 4 ASS oot

= T MmmOo=2

MAC 7|2t VLANS T/d5}2{H:

Switching > VLAN > Advanced > MAC Based VLAN.
MAC Based VLAN - Copfiguration =

MAC Address VLANID

1. MAC Address Z 0] VLAN IDOf| H}QIE gt R 25t MAC TAE T CH

O] 2E= MAC 7| VLANO| d-g & Z202 g = A LI

2. VLAN ID 2E=0f 1~4093 #H2|2| VLAN IDE X|™HgtL|C}.

MAC 47t VLAN O{Zoff =7t LT},

4. VLAN OfZ0|M MAC T2 A K|SH2{H Delete H{E= S BLICH

ZTZEZ 7|4t VLAN O 8 714

ZEEE 7|8 VLANS AHESH0] Ej 2 7h X|IFE(X| 42 TH2lof Cist EHE 7|&E S Folg
= UELICHL 7| 2Mo 2 ZE J7|BKIEEE 802.1Q) =& Z2EE 7|8t VLANS 785X
o™ Ef 7 X|ZE|X| 42 TfZI0] VLAN 10]] S ELICH ZE 7|8t VIAN £ Z2ES
7|9t VLANE 2|35t0] 0| &2 MFele &= A& L CH = Ch Ef A7 X[ FHE T2l 24

|IEEE 802.1Q EF0f 2} X220 T2 EF 7|8 VLANO| Z3HE|X| Q& LT

n

EYZ=2EE0 EHi ZZEZ 7| VLANG| ZEE 2Eot= ZR 1T Z2EZ0| ofish
C=

o c =
StekEL|CE ErE ZTZEZS0 EHoHiEOﬂM FAE E 7 X™EE
VLAN ID, 7|2 PVID(1) EE= Z E VLAN 714 SIHE A23810] ZEO| EHS| Tt
PVIDZ} 2 E L T

=
7tX[H, 1~37 2 EEE% ’SQIE _3.:.*%F = A1, 0 ZES 2oty &+ A HLL AES
92 I o|§= X FotH A& ID7t Ats2

ZZEE 7|8t VLAN 152 /462 H:
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Switching > VLAN > Advanced > Protocol Based VLAN Group Configuration.
Protocel Bazed VLAN Group Configuration -

Group 1D Group Name Protocel Other Value VLAN 1D Ports

| I I ~]

2. Protocol 2EO|M 10 QAT T2 EZS MEAGL|CH
T 7tset ZEEEE2 M| 7HX| 7 LS LICE
¢ IP.IP= GOl ME2 S H|HA MHIAE MSdt= HESRA AS
TREZYLICH
« ARP.ARP(FA O EZZEZ)= UEYJI AS F2E
o) Fa0 M= O HSt= 59 =& Z2EEZS YL
« IPX. IPX(Internetwork Packet Exchange)= U ERIE &3
MESH= ¢ = OO HE/I AES ZEEZYL|CL

—

3. VLAN ID 2 =0|AM VLAN IDE MEHSHL|CY,

1~4093 B 2|0 =AY = JSLCH AFS EE ZEE= 0| A5 X2l T2EE
CHo =41 = E§ 71 X| ™ K| 42 TfZl0] O] VLAN IDE & SHetL|Ct,

4. Add HEZS S&EgL|Ct
TZEZE 7|8 VLAN O150| AQX|0f F=7tE LTt

5. Group ID 2EQ| o2 MHEHE T2 EZF 7|Ht VLAN J1E2 M752{™ Delete HES
e

Ctg oAM= =tH| #AlEl= 8T & Sle 20 tisi 2L

Table79. T2 EZ 7|Ht VLAN 108

£ Ek
Group ID ABRZH M3 IS Alete O AL ElE He YL Ch 18 DE
A8t 18-S MY I RHE 02 SEHELTH

Ports Jg0 Sot 25 Yo ZES BAIGLCL
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T2EE 7|8 VLAN 18 HHY 74

ZZEZ 7|9 VLAN & HHHMS ¢

1.

0x
St
ir
e

192.168.10.0 A2 YIS 1 IP F2A(0: 192.168.10.101)5 A0 HREE
ZH| gLt

HFH O|HUl ZEO| 0| A Ol =& £%|X|2| O|HH ZEO| AZGL|CE,

|I-|0

BEtRME AlZFetL| ot
Y HIIRKN FA Lo AQK|Q P FAS QS CE
AKX 7|2 IP FAE 192.168.10.12 Y LT}

=719l &}@0| BA|EL| O},

AHEAO|E0t | 2= S YHTLCE
7|2 B[R} ALE X} O] 52 adminO|1 7| = Zt2|At H| 2 = H|O JASLILCH F,

| =)
PHS S YEOHA| OHYA2,

Switching > VLAN > Advanced > Protocol Based VLAN Group Membership.S M E{SIA| Q.

1" System Switching Routing Qo5 Security Monitoring Maintenance # Save O Logout

Ports Mgmt LAG VLANS AddressTable 5TP Multicast MVR Auto-VolP UDLD Loop Protect

Basic

I Lo
Protocol Bazed VLAN Group Memberzhip - 3

Group 10 | L |

Advanced ¥

_ G-DLO r‘afni |

’.-’,-:\F‘ :ased -'..r-'\.

I':'Ebee‘ Based

|
Port Selection Table

-'—'ru oo Based "._AN r' ralp - Unit 1 '

-_,-D"I"g' ration

8.
9.

Group ID ZE0|M Z2EZ 7|8 VLAN 1.F IDE MEiGLICE
ZE tH;c“z(1, 2,3 5)E MESIo] Ol ZEEE 7|8 VLAN &0 7t ZEE

1—

SIHIO|AE &8 Z2EZ 0 CHofl StLte| DE0 2 £ & AS UL IPE AE0

=]
F7tet 2 IPXE M A80l= =7t = AKX IPE 25}
A
=]
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Table 80. T2 EE 7|% VLAN 18 HHA
e My
Group Name Ol Wei& Mehst ZRE S 7|4 VLANS| 0|28 AletL|ct S
=0l &|of 32K12] QAF 2AHY 4 LT
Current Members Ol HES ST MEtst TR E 2 7|4 VLAN 182 $7f H ot
HEA|E LT
IP A =4l 7]8F VLAN 7+
IP MEU.VLAN OiE2 IP MEU.VLAN HIO|Z2| &52 783510 HolgLch &
AP F2, HESQZR 0AF 8 J5k= VLAN IDE S8l X[ E LT VLAN 740
MEHI2 X 2E ZEOM SFELICH
IP MEUY 7|8 VLANS /452 H:
Switching > VLAN > Protocol VLANS > IP Subnet Based VLAN.
IP-Subnet Based VLAN - Configuration
[T1 1P Address Subnet Mask VLAN ID
| | | | | |
1. IP Address Z2E0{A VLAN IDO|| HFQIS =l 23t IP FAE X[7det LT
HoZ A= M+ RHI|IHOZ P FAE YHTLICH
2. Subnet Mask 2ZEO|M IP 22| 2ot MEUl OtATE X|7dtL|Ct
Hoz FEE MA+HI|IH MEUH OrA3E YL O
3. VLAN ID ZE0f|A (1~4093) H2[2| VLAN IDE K| gL C}.
4. Add HEZS S&E/etL|Ct
IP A Eull 7|dt O| =7t LCt.
5. MEiSH P MEU 7|8 VLANS AK|SH2{H Delete HHEZ2 &2 LICE

I E DVLAN T+
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ZE DVLANS T/d5I2{H:
Switching > VLAN > 802.1Q TUNNELING > Port DVLAN Configuration.
1. Interface check box2 M EHSIY E2|X QB O|AE MEdSFL|CE,
DE ZEE MESH{E G MOl Interface check box2 M EHSHM| Q.
2. Admin Mode Z E0j A Enable &= DisableS M EfSHL|C}.
O|= O|F VLAN 24 S 2d3lst AL Hl2hdete &= A= 2| REE XEEH .
7|2 2t2 Disable® LIC}.
3. Global EtherType @ =0{|Af DVLAN Ef 12| & 16H|EE X|HEtLILC.
« 802.1QTag. 0x8100= LtEfLf= LHtX O = AL E|= Ef DY L|CH
« VMAN Tag. 0x88A82 LIEtL= YEIH o2 AL E|= Ef 1 QIL|C}

« Custom Tag. 0~65535 H2|0| A EtherTypes T+ tL|C}.

GARP 29X 27 18

Note: GARP 7t B4 ASt0| ML= O XL 10271 28 &= ASLICE

GARP 2 %|X| 42 1/d5l2{H:

Switching > VLAN > Advanced > GARP Switch Configuration.
GARP Switch Configuration -

GVRP Mode I Disabie 3 Enable

GMRP Mode W Disahie () Engble

1. GVRP E.E Disable = Enable 2}C| 2 HHE S MEHSHL|C}

AQX|Of L3t GARP VLAN SE TZEZ 12| REE MESH|CH ZA 7|22
Disable® L|C}.

2. GMRP Z.E Disable EE= Enable 2IC|2 HES MEHSHL|C}
AQ|X|Of LSt GARP HE|FHAE EE2E T2 EZ I T EE MENSHL|CH 2%t 7| 272

Disable® L|C}.

GARP ZE 3 M
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Note: GARP 7+ B4 At20| 8L O X|CH 1027t 28 &= JSLICEH

GARP ZEE 7/d5l2{H:
Switching > VLAN > Advanced > GARP Port Configuration.

GARP Port Configuration -

Interface  Port GVRP Mode Port GMRP Mode Join Timer{centisecs) Leave Timer {centisecs) Leave All Timer{centizsecs)
v ] = =]

sable 20 80 1000

£

s3ble 1) 60

e 5, oo SRR v Y o I v |
q in in

Lo SN v SR o |

1. InterfaceS ArESI0] H|O[H & EA[SHALE - de =2[H QHT|0|AF HEEL T
A

2. Port GVRP Mode Z E 0| M Enable EE+= DisableS M EHSIL|LCE.

= ZEO i3 GARPVLAN S8 T ZEE 22| ZEE XL
1EHSIH T2 EF0| 2 MBE|X| $on &0 AlZh TE A2t A et BF A|ZHO]
S| X| ASLICH & 7| 242 Disable® L|Ct.

— HATT

3. Port GMRP Mode & E 0| A{ Enable EE= DisableS MEHSHL|C},

= ZEOf| Oist GARP HE|FHAE SE Z2EZ 2| REE XYY LICH HE M2
oM Z2EFO0| Sdste|X] ol HO AlZh BT A7 X &Y EE A
g Ct.

E|X| &L & 7| 2Zt2 Disable® L|Ct.

0|'J

4. Join Time(centiseconds) 2 =0{A VLAN == HE|FH|AE OF0f Cfot B MU S

SE (L= MSE)S= GARP PDU & ALO|Q] A|ZtES ME|X THR| 2 X|™HTtL|Ct
10~100(0.1~1.0%) AtO| 9| =AIE USIN Q. & 7| 272 204 E[ZX(0.2%) Y LICL. O

Eto|He| QIAE A= 2 & E O ZF GARP & 7HAHO]| CHSH ZX{etL Ct.

=

5. Leave Time(centiseconds) 2E0|A VLAN EE= HE|FHAE OE0 Lot 5 #4282

U2 = AZE 5= AASt| K] 7ICkEl = AMZHE|ZE)S X[F R C

=

o
L

AH
HA

rir

=
S

= MH|AE |X[5t7] I8 CHE AH|O|MO0] St £40f ChSt S &2
ZFae A|ZH2 5|8 TtLICt 20~600(0.2~6.025) AFO| Q] =XIE YUESIM L. &
7|24t 60ME|X(0.6X) LT} Of EFO[HO| QIAH A = 2} I E Of ZF GARP & 7HALO]
CHal Z=XHetL Ct
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6. Leave All Time(ME|ZX)E At2310] LeaveAll PDUZ MM E|= HIZE X O{ gL Ct.

LeaveAll PDUE ZE SE0| = FAE AYS LHEIHLICL SE2 FXI5H T &7t
CHAl ZFRIBHOF LI ™A |7 7[ZF EHO|T{ = LeaveAllTime ~ 1.5*LeaveAllTime
Heo| Aol grez A ELICH EFO|H &= 10022] 1 thel2 X|Ig E Lt
200~6000(2~602%) AtO[2] Z=XHE YHSIM 2. 3T 7|22t 10004 E|Z=(1028) & LI}
O| EfO| Q| QIAEHALE ZF MEO| 2 GARP & 7HAt0] CHs =XetL|Ct.

VoiceVLAN

=8 VLAN 70| gt o7 S 79 5 ASLICE §471/227] M2 ASHo] e
AHEAHEH O] BtEHO| HIOIH & #HAE = ASLICE

> 24 VLANS /d5}e2{H:

Switching > VLAN > Advanced > Voice VLAN Configuration.

Vioice VLAN Configuration - Global Admin 7
Admin mode ® Tissbie Enable
Vioice VLAN Configuration - Ports Configuration .
Interface Interface Mode Vian ID/Priority Co5 Override Mode Operaticnal State
[~ ] [ ]
[H3 Disskia Disatle Disabled
[ mez Disakie Disabig Disabled
| ov3 Diizakée Dizapie Disabled
04 Diisabéa Disable Disabled
1| o5 Diizakbiz Disable lisableg
)] Diizzbia Disable Disabled
2 BT Ciizakbia Disable izabled
[ ms Disakia Disabie Disablad

1. Admin Mode2| Disable =£-= Enable 2tC|2 HES MEiSIL|Ct
22| X2] &4 VLANO| CH3E 22| ZEE X|FeL|Ct 7| 222 Hlg gt Lo,

2. InterfaceE AHESH0] S2|& QIHI|O|AE MEdSHL|CY,

3. Interface ModeE AHE5H0 MEHSH OIE{ O] A0 CHot &4 VLAN EEE MEHSHL|CY
* Disable. 0| Z40| 7|22t L|C}.

* None. IP T=t7t AtH| £ = AFESH Bt X' EX| @2 S8 EfjEHE 22 =
S EL L.

* VLANID. Bt X & 88 EgH s EWES T | & I L.
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1.5cm
« dotlp 24 Ec|Z0j CHH 24 VLAN 802.1p M =2| Ef1 5 st C}.
O| & MEHst AL 7f ZE0f dot1p 242 YHTHL|CL.
« Untagged. Ef 17 X|HEX| A2 S ERfEHES ELHEE M3V E A 8TLICH
4. ValueE At23510] VLAN ID EE+= dot1p /S Qe C.
VLAN ID EE= dot1p /2 AHESIY 4r2 Y=Lt
5. CoS Override Mode Z E0f|M Disable =+ EnableS MEHSHL|CT
7| 222 DisableQ! L|C}.
6. Authentication Mode = E0{| A Enable EE= DisbleS MEHBHL|LCY,
7| 2452 EnableQL|Ct 915 ZEJF SM5IE|H SQX| A2 S VLAN ZENA
24 Egfjgo| 5| &L Er 015 D EJHIZ M 3le| ™M K| &= dot1xE Edlf QIFEL|Ct
Note: dot1xE S 2152 dot1x7t 2/d3t=l AL 0|2t 758}
7. DSCP Value ZE0|A ZEO|| izt 24 VLAN DSCP 242 gL Ct
Sast = 0~64QLICH 7|25t 0 LY.
Operational State(2f& & Elff) ZE0f|= 8| E QB 0| A2 S/ VLAN & SEN7F HA|E LT,
b < =
MAC =2 H|O| =
MAC 2 HIO|E8 EZALL 18 4= QELICH O] HIO| &0 A X[0f] MY &= ZHE
HEIF Qe FUIHAE S50 Tt 27 ZoE[0 QYELICH O] HEE= AR Dy S
HMujste dies Z2Hg i £ 22 7|50 o8| At E L|Ct

MAC =2 H|O|& +/d

> MAC F24 HIO|&& +/d52{H:
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1.5¢cm
Switching > Address Table> Basic > Address Table.
Ports Mgmt LAG VLANS AddressTable 5TP Multicast MVR Auto-VolP uDLD Loop Protect
AddressTable x o ¢ Refresh
Address Table - MAC Stalus 2

Total MAC Addresses

Advanoed b
VLAN ID MAC Address Interface Status

DGEXAC:36:01:51 oia Learmed
DO-ED: f o5 Learnad

oig Leamed

0485 E8 52525 oig Learned
1C:AB:0D:21-6C:50 oita Lesmed

40:80:5C:61

bi1o Learned
4(r80-5C- A E3:08 g Learmed

BOBAAC.OF DS g Learmned

@
B8
mlrug_
11T
FHTJU'>
IO‘;
H1J>
4 0
Hr »
rﬂg:
n g
o
=2
H O
|11ru:5
[0 o
g
L v
i
ot
- |
il
=
e
N
w
N
(6)]
(o))
\l
m oo
©
>
Z

« Searched by VLAN ID. VLAN IDE 41 Ei5t11 VLAN ID(Y: 100)E 3t L2 O| &
HES S FA7 EMSts 4R S =32 A UM 22 BEA|FD

1 5o LIHX|(H &) MAC F4&7

Hl
>
il
-
n

« Searched by Port. Port& MEistn H
A S| CHOll: 2/1/1). O3 CI2 Ol HES
diE 252 X UK 2522 HAEFR 1
HA|ELCE

Che BO|M = otHO| BEAIRl= 9 &+ Qle Lo tish 2Lt

Table 106. 7| 2 =2 H|O| &

uc g3
Total MAC Address SHEEAL THE & MAC F4 8 BAIFLCH
MAC Address AQUK|o) MY s BEHY BRI As

SLIZHAE MAC
E

FaYUCL M2 S E22 72 E 6HIO|E MAC 2 LIEHO:

O
= |

01:23:45:67:89:AB).

VLAN ID MAC A2 HZEZl VLAN IDYLICE
Port O A} & El TEQIL|CH
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Status O| eh=o| AEfQIL|C} Zfo| o|O0|= Chent 2Lt

AO|EZ ChA| ah5d &= lE LT
o Learned. 8% QAAEA0| 742 SH&SL0] ALRSED U LT
¢ Management. S QIAHAO| g2

7|E QAAEA 07| = gLt

53 4 ofo]F 2HH MY

A8 e ME HO|EH| 0|20 Cist =4 of 0] ZHd s 28E + ASH L.

—

Switching > Address Table> Advanced > Dynamic Addresses.

Dynamic Addresses - Aging Configuration

I
Address Aging I'30ﬂ | (zec)

1. SHez oo ME YEO| Tz 7|Zhs = TR 2 X["35I24H Address Aging

Timeout(seconds)= AR EfL|CY.

802.1D-19900| M= 7| 24t2 2 300X E HESHLICH 442 10220 Al 10000002 AtO| 2|
A2 X8 = USLCH & 7| 2442 300 L.

o

JE-II-I MAC _7I<_A _—I.l.)k-l

> ™AE MAC FAE F/d5le{H:

Switching > Address Table> Advanced > Static MAC Address.

Static MAC Address - Intarface Lisi 5
Interface
Static MAC Address - Configuration 5
[l static MAC Address Value VLANID Sticky
| | [1v [ ]

1. InterfaceS AFESIY =25 QIE 0| A/LAGE = gtLICH.

2. Static MAC Address Z E0| MAC Ta2E ¢ &
123
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1.5cm
3. MAC A2 ¢ZE&l VLAN IDS MEHBtL|CL.
4., Add HEZS Z&lgtL|Ct
X MAC 274 A X0 =7 L|CL,

2L(X[OM 7|E 78 MAC 25 A K|St Delete HES 2O K.

AU Eg| Z2ES

STP(Spanning Tree Protocol)= 2= E2|X| B E0f| Ciot EE| EEEX|E M-S L L
STP= Eot HEYA Q| £|F AH|O[M ZHo]| THY HEE I1|—3-3P04 FZE MAGLIC
X egs A1 E2| 0= Common STP, Multiple STP X Rapid STP7} Z&HE! L| T},

24 STP= A= AHO|M 2| THY B2 8 MESotd RS List HAYLICL S&

STP A0l TH3H XpA|3H L{ 82 236T0|X|Q| CST ZE A% PAS HESIAIL.
MSTP(CHS AT E2| IR E ) AT
I m| O] &

IEEE 802.
+%30] ¢

-9
M

02
rot

ro
[>
rm
[>

Ir

C

[m

u

lo

2

]

- [o

| >

|'l'|1

| >

mjn

Rl

[Ho

O
=2
Ir
19
r

lor

rullu
| >
£
I
[m
i)
10
\

il
c
>
|0

Hu
bal
n

Ot

=
bal

e

P(Rapid Spanning Tree)di| X|H

o

S

ST S

T 2l QlEL(EN S 718 S A2 ZEJ HE
|

I

A

—

I

=

> mo mY me JU OHﬂ
[ T

j_\
=
u
=

IL|C}H). . RSTP2t 7| = STP(IEEE 802.1D)2| At

2| LEE P35I QIAISI0] ZEE Forwarding A Ef 2 B2 A Mztsta
X 5t= 7| s YLICH S, 0|23 7|52 pointtopoint & edgeport

AME LT MSTPE= RSTP X STPRF 25 Z 2t/ LCH STP X RSTP E.2|X|0f

HHSHA EES L CH MSTP E2|X|= &S| RSTP E2[X| £ STP E2|X| 2 & &3t &

2 m |>

= Wy J

T o

+ XAz

g =

Ictl oY e N
o
oz
o To
=
o
ofy
e
[N
|
2
[N

Note: & E2[X|7} S &ot X[F0| A4 H LA|
ofid 8 O|F, Bo[MAE 7] 5708

0] 802.1s0] Of S}
LX|sf{OF 2fL|Ct.

H
A=Q
T
(=)

N o] «
XYt HEYI EE2X|0 O|X|= Fekof et =7t HE = IEEE
802.1Q EE 2 HXTIM K.

712 SsTP AN

> STP 7|2 ™S 7452 H:
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Switching > STP > Basic > STP Configuration.

STP Configuration - Configuration

Spanning Tree Admin Mode Z Disable ® Enable

Force Protocol Version OV IEEE80Z9d % [EEE 3021w EEE 52

Configuration Name |C8-39-0D-01-56-C0 |

Configuration Revision Level 0 |

BPDU Guard ® Disabie ' Enable

BPDU Filter ® Disable ¥ Enable

Configuration Digest Hey Dac 3517 T FA0283e04b3 382 148 2b208den2

Fast Backbone %) Disabie () - Enable

Fast Uplink ® Disabie L} Enabie

Max Update Rate 150 {0 b 32000 packets'second. Defawit 150)
STP Configuration - Status 2

MET I ViD FiD

1. Spanning Tree Management Mode2| Disable t£= Enable 2tC|2 HES MEfSHL| T}

AQIX|O]A ALY E2| XQ1S S BIEHX| O] 22 X|HEL T}

2. Force Protocol Version2 AHE5H0] AL X|0f CHoH ZX| Z2EE HA OZ7fHSTE
XI’S?J L|C}.
M2 |IEEE 802.1d, IEEE 802.1w, IEEE 802.1s, PVST % RPVSTYL|LC}.
3. Configuration Name= At&510] AX AL S 8= AES= O AHEEl= MEXIE
X[’ ggrLCt.
Z|CH 32Kt9| ==Xt EAHE AR S = USLICE

4. Configuration Revision LevelZ AFESI0] 21X ALE SOl T2 AlE5t= O AFBEl=
AHALE X|E L ot

SI8 &= 2f2 00| A 65535 AtO|ULICE 7242 0 L|CE.
5. STP7Z| H|2d3}El SOt Forward BPDU2| Disable SE+= Enable 2IC|2 HHE-S MEHSHL|C}

Ol= AQ XA ALY EC|7} H|ZESHEl S0 ATflY E2| BPDUZ} MEE|=X]
~

6. BPDU Guard?| Disable EE= Enable 2}C| 2 HHE S MEiSHL|C}

oz
%
s

|C}. STP BPDU 7tEE AIRSIH HEQA

BPDU 7tE 7|52 &/d3t 2 E
£ M85t 2 EZEXE LD O F 7SS FAIE

ZE| A= STP = Q1 ZA|



1.5cm

10.

1.

U-I-F5010HPA

A& LICt STP BPDU 7HE7t S SLEl O X| ZE §|9| AQX|= HH| STP EZZ K|
€ 0| X|X| ¥&LICH BPDU $=41 A| BPDU 7tE S22 0| SMOZ2 I MEI ZEE
detstn ofiet ZEE H|g g3t AE 2 MetetL|CH O|2 Qs ZEJt #2|Xo 2

=

= LTt

R >

[=13
S
=1

.,_
L

T

=
2y

T o

ot

P
P

BPDU Filter2| Disable EE= Eneable ZC| 2 HHES MEHSHL|CL,

BPDU ZH 7|52| &dst & E X|FgLICt. STP BPDU ZEHE 2 2= £F Of|X|

ZEO HEELICEL &5 B2 X ZE= YHH O = BPDUE A1 A5t ZAE0
AZZ|0{OF BtL|Ct. 25 F0l 0 X| ZETJ BPDUE $=A8tH SA| 25 MEfE A&L|ct

0| 4% O] ZEO|M BPDU 2HYO| 2d=tx|H O] LEO|A =4l E BPDUS

AL T

Fast Backbone Mode?| Disable = Enable 2tC[2 HES MEISL|CL (PVSTPO 2F S S E L Ct)
UE A7 AIE ER M UE 3 E MESIE T O] SHE AFESHUAIR. A[2HZ
802.1d0f MK & 32| BPDUE FAISHA| & LITH 232 A|AE2 BPDUE AHESHY

BPDUE =4It ZEE DtEA|ZL 9

Ral
okl
fial
Ral
'_I"r
rlo
il
ri
H
[m
2

n
[m

0

Y3 Y2l 2T SES VMo 15 Hojs X9l S EHO)
AoB ME2 71 YIS MEPLICH WE W2 SEE 2N O HY Y E o
eSS

Ol SdS A8otE 7|2 RE ZEVILIR2E 49 M RE ZEZ {dH5t= 57 A[ZH0|
Ch=ELCH 2 YEa ZE= 72N o= H2Eote|0of /S LTt

2 A3 27 2ot A2 fof O 2ZE7F &Mt E LICEH S 8&|= 4/
22 0~320007H2| THZI Y LICH 7|24k
Apply HEZ S=2tL|Ct

YO OIEE 40| 29X 2 HESELICL 714 HE Argd2 FA| HEE LIt

Chg #OM= 82 & Sl 220 ths 2Lt

Table 85. STP 7+

ze ek
Configuration Digest Key STH ALS T FHE Algohs O AHBEE A ERtYLICE
Configuration Format Selector BPDU w30 AFEE|= A HAlo| A QIL|C},




U-I-F5010HPA

1.5cm
MST ID MST QIAEIA(CST ZIeh G Zt QIAEAQL HZAE| ST VLAN IDE
T = H o2 )L
vID ID VLAN ID & 2} Dt ZE sie FID2 F4E Holg Lot
FID ID FID & 2 FIDQ HAE 3T VLAN IDE T E Bjo|2QL|Ct
o |
g SsTPE™ e
> g STP 84S 1+/d45I2{H:

Switching > STP > Advanced > STP Configuration.

STP Configuration - Configuration

Basic
Spanning Tree Admin Mode

Force Protocol Wersion

,5_ Cc"n ;n..ralor‘ Configuration Name

=':ur' g gl. Stion
Configuration Revision Level
BPDU Guard

EPDU Filter

Configuration Digest Hey

Fast Backbone

Fast Uplink

Max Update Rate

STP Configuration - Status

MST ID

e ¢ Refresh
]

T Disabie ® Enanie

) IEEE202.1d W |[EEES0ZAw (O EEEBGETs

|c8-38-00-01-58-C0 |

0 |

® Disabie Enable

@  Dissble Ensiie

(eeac2617 TH02E3cd4n8 382 1d85h20deb2

® Disable ) Erable

® Dissbie ) Enabie

T

i150 (0 o 32000 packeizizacond. Default 150]
VID FID

1. Admin Mode®| Disable == Enable 2tC|2 HES METHL|C}
2QX|OM 20 d E2| XS 2dote k| o2 E X ELIC 7|2 4f2 Enable LI Ct.

2. Force Protocol Versiong AF&3t0] AL2|X[0f| CHot M| Z2 EZ BT Oj7fH=F X[ LT}
=M 2 IEEE 802.1d, IEEE 802.1w, IEEE 802.1s, PVST % RPVSTYLI|C}. 7| 24/ IEEE
802. 1w L|C}.

3. Configuration Name= AFE3HY] S A ¢ 1S Al Eot= O A8 El= MEXE
X°dgf LT,

Z|CH 32Kte| At ZXIE ALY = USLICH
4. Configuration Revision LevelZ AF&510] PAXf AL S0l 71 & AEdt= O AF8 &=



U-I-F5010HPA
1.5cm

5|25 = 22 00| A 65535 ALO|QL|CH 7|25t 0 LY.
5. STP7| H|2d3}tEl 59 Forward BPDUO| Disable £+ Enable 2tC| 2 HHES MEHSHL|CT.

Ol= A%X[O|M AT E2|7} H|2HdztEl S0 A E2| BPDUZF MEE[=X]
O£ £ X| ™| Ct 7| 24f2 Disable 2 L|C}.

— HA—
6. BPDU Guard?| Disable EE+= Enable 2}C|2 HES MENSHL|C

BPDU 7tE 7|&52| gd3t £ & X|ELICH. STPBPDU 7IEE A l

ﬂJEIXrE STP =02l ZAE M85t &d EZZX|E Y| 0| F 7tsoHA FAIE
4= UELICL STP BPDU 7HE7t /4%t E O X| ZE F|o] A2|X|= TH| STP EEEX|0
AskS O|X[X| %ELICH BPDU =41 A| BPDU 7= S&2 0| Mo 2 A HE ZES

oot ofld ZES HiZ ot JEI = HRELICE 0|2 Qo ZETL BHE|Ho 2

BPDU ZH 7|5
ﬁ‘;Eoﬂ I—i_E?_EIL|[
A Z £|0f OF gL Ct. Us
Sl&LICE O] 42 O] ZEO|A BPDU ZE 0| Ed3}x|H

ArHIghL o,

J

8. Fast Backbone Mode?2| Disable EE+ Enable 2tC|2 SHL|CH (PVSTPO|TH S &l L|CH)

= E
rim
mjo
rx
12

i)
o
rz

o

ZH 237 gt 22 A
802.1d0{| A{ B
BPDUS *t@ TEEZ OIZAIY

AESHUA L. A|A”—2

2t
o
ot
d0

r >
el
Ral
52 T
o>
-
1
to
Of
AN
>
> 0
oz

o Tlo
oy}
v
)
c
mjn
>
ol
O
kel

Ot Tlo
-

9. Fast Uplink Mode2| Disable = Enable 2tC|2 HHES MEISHL|CE (PVSTPO)| 2F i 2HEl LI C})

0] 848 ABSID 7|2 22 mEJLC12E A2 M 2E ZES Metsls 27 AZH0]
CHSELICH W2 YT BEE JIRHOE HgNSEof ABLIC

10. Max Update Rate ZEE AEStO] 2 A3 A0} YHO|E £ E FL |t

bt
o
Q
oo
S
S
S
<
=
10
=‘.==
IIQ
I~
i
N
rT
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1.5cm
11. Apply HES SEIgL|C}
HOOIEE Fd0| AKX 2 HMEELCH 74 HE A2 SA| HEE LT
CHE B0 M= 2t 0| BAIRl= 8 5 Sle SO CHo 2HetL ot
Table 86. STP 74
zce ek
Configuration Digest Key HIY AR E01 LA S AHSE O AFR &= MST 74 H|IO|E(VLAN
ID-MST ID Of&)0f| A 444 =l HMAC-MD5 2| 16HI0|E ML},
Configuration Format Selector BPDU mZH0f| AFRE|= 1M S Alo| A QIL|C},
STP &Ef
MST ID MST QIAEACST Zg}) U 2t QIAEHAQL AZE SiE VLAN IDE2
TEE HolS LT
VDD VLAN ID % 2} ID9F S ZE siE FIDZ Fd & Hoj2L ot
FID ID FID & 2t FIDQF S ZAE 81 VLAN IDE T4 =l B 0|2 ¢l L|C},

CST A%

A 2| X0 A CST(Common Spanning Tree) X

2
=

L Ct.

(o]}
A

CST @¥= T/dsiz{H:

8l L& A1l d EZ|(Internal Spanning Tree)S +

Switching > STP > Advanced > CST Configuration.

by x=3
HA =

1. oliet 20| CST

Bridge Priority.

FeHEIL|CH BPDUE
ZE Ol LjE A

ot
ot

[

0 ™ n
-
OP

Mo 4> fot
0

?
(o))
=
S
B
o

N 0omn
i

2 nf

o F

=
Ho r|r
>
nxz My
o
Rl

4> rC do
Mo oo i

o
2 AL

x
~ 10
> 0
o Hu

To
N oA
=

09

o

Bridge Max Age (secs). &
AMUZ2 EEEX|HEE T

g

.

|0

hu

M

INESIHEE
2RK[LF EEIXIW STPE

nstst =

—

Isl
-

=

Of

|Ct. of

ZE gl

o
e

o
515

-
Ec

n

. 40969]
oICZe R
b2 5t
£ 327682 L|LCt,

i M= |T
4o

FAIld E2(CsT)0f tigh 22| x| 2o =3
71 ol E2[X|7F i 7|5t= AlZh(Z=)S LIEH LT
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oF Hel= 6~400|1 gt2 (2% E2|X| M= X|H) - 120k &AL 23 2% (B[]

) -
2 AlZt +1)E2CH 37{Lt Zrotof EHL|Ct 7| 2742 209l L]t

2 o
fu for

Bridge Hello Time (secs). 3& X L{F AIf'd E2|(CST)0| Cigt EE2[X]| =22

AZH2 RE HE|X|7F 4 BIA|X| ALO|Of| T 7| St= A|ZH(ZE)S LIEFRLICE €4
2X 2 DYELICEH g2 (Bridge Max Age / 2) - 12 CF 2Lt ZHOtOf ShL|CH 7|2
PHESIM| R AlZH 2f2 2 LT

L= HATT

N

Bridge Forward Delay (secs). E2|X| A& x| A|Zt2 E2|X| 7t T2l S S|
Ho| 5 X o5 JEE |FXISt= AlZh(ZE)S LIEFE LT 2H2 (Bridge MaxAge /
2) + 1ECH 3Lt ZOFOF ©FL|CE AlZE R 4X~30XYLICH T[22
152 Y LT},

Spanning Tree Maximum Hops. S’ CST QIAEHA| Ciot HEI AX| E| 7] MO
Oleet = A= x| E2[X| § =Y LICL F2ot Hel= 6~40QYLICH 7|22

===
= L HATC
ol
=

2032 YLt

k

Spanning Tree Tx Hold Count. Hello A|7F & L0 A E2[X|7} MES 5= U= Z[CH
bpdus =& AT LICL f2ot Hel= 1~10RL|C 7|22t 6 LICL.

L HA T

2. Apply HES SElotL|Ct

YHOIEE 90| 29X 2 HESELICHL 714 HE A2 FA| §EELICH

Lo dJ"

A Q| X[0]| CHo M HERE otHE ME 10X 2{H Refresh HES 2 EI5HM| Q.

Ch=

HO|M= BAIZ|= CST MEf| 2O Cisf Y otL|Ct

Table 87. STP 112 CST 4

e k)

Bridge identifier csTOl 22X AYRLICH Ha|X| M=ot 22|X|2| 7] MAC
FLE MESHY FYE L

Time since topology change CSTS| EEZE2X|7} OHX|ate 2 HMZAE 0] 9| A|ZHZE)YL|Ct

Topology change count CSTOf| Lol EZ=X|7F HEPE S LT

Topology change CSTO| EeEl mEo|M EE2X| B0 MM FOIX| {25 Letfe

2QX|o EEEX| WY Of7) H= LRI True EE= False?! 2%

US FE UL

Designated root E2E H7|X|o| HE|X| AlEXQIL|C} O] HE|X| @M2Q|9F EHE|X|Q|
7|2 MAC TA 2 A EILCH

Root Path Cost CSTe| XM E ZE0 thet Z2 5|8 YLch,
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Root Port Identifier CSTO X|H REO| H2817| st ZEQIL|C},

Max Age(secs) CSTO| X & REO| gt =2 HIEYLICE

131

Forward Delay(secs) ZE ZE 22|X| MY X[ Of74=0f Tk 2RIt
Hold Time(secs) T4 BPDU M3 A0 2] &|4 A|ZHeiL|ch.
CST Regional Root CST XY 2EQO| 2Ma9| U 7|2 MAC T2 LLIC}
CST Path Cost CST E2| x| REOf tidt = H| YTt
CST ZE MH 7
AK|O EF ZEYAM CST(SS 21id E2|) X LHFE A0 E2E & =
USL|CL,
DOT1SO| Al Ztst 5 ZHO| LstH L E = FICHY O 2 H|Z M 3HD-Disable)® &
UL L|CEH 7FE LM Ol 21012 DOT1S AZEQ|0{0] BPDU Z2{ 0| 2Mst= 22|}
Z2{Y 7|F2 DOT1S7t 3Zx ZtA2 =2 1571 O|4& 9| BPDUE +=4I5t= A YUL|Ct. DOT1S D-
Disable2| CI2 912 33| EFL|C}
CST ZE HH™E /452 H:
Switching > STP > Advanced > CST Port Configuration.
5 : “:':Inu‘_mm?\mm. F:ﬁm:.:?mmmn i E‘:: ul P m:u :m.m:unw ...... L e ,‘: .'Wr\l'h:-. ﬂP.:::\iluu.u M,‘: ,_5‘": M‘G".: rt"‘”":l Porif
1. InterfaceS MEHSHL|LCY,
CSTR A=l VLANDt HZAE E2|X E= ZE A9 QI I|0|AS MEHT &= QI&L|C}
2. Port PriorityE AMESI0] CST L{2| £ ZEO| it @M =2 & XIEL|CE
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10.

U-I-F5010HPA

nx nx H
ox [m
n  OF

oA

= LICt 16-1) 1622 ™ KO YESLICH 7| 242 128 LI}
Admin Edge PortE AHESH0] X|H &l L EJL CIST W2l Of| X| == E QIX| X| g gtL|Ct,

0 ‘+E AtES}H0] Disable BE= EnableE ME{SIL|Ct 7| 242 Disable 2 L|C}.

OI:I

Port Path Cost= AH&310 AUFE 20d ESOM RIS E ZEO Lot 32

HIES M etz 28 L Ef

1~200000000 H[2| ¢t AFEELICH 7| 242 0 LICt.

External Port Path Cost2 AFESI0] AT 'd E2|o X|FE ZEO Cfet F Z2 H|E

M 2re 2 d™etLCt.
1~200000000 EH2[o| ¢+2 AFEELICH 7| 242 0L CL.

BPDU FilterE A& 35t0] o| EO0|M STP7} 2-dot=|™ O] ZEC| BPDU EdfH S
282 5h=BPDU EHE #EEHCH

7t 22 Enable == Disable ¥ L|Ct. 7| 272 Disable® L|C}.
BPDU FloodE At23510] O] ZEO|AM STPZt HIZMHSl=l AL 0| ZEO| E&Hst=
BPDU E2f|E 2 £2{Y3dt= BPDU FloodE T2t LICt.

7t 22 Enable == Disable ¥ L|Ct. 7| 272 Disable & L|C}.

Auto EdgeE AMESHO] ZEO| Xt& O|X| RES -_r“‘*é.“—l Ch. 123 ZE7 273 7|
&t BPDUZt HAIE|X| Gi= B2 OfX| ZE7F & = UG LCH

7+t 242 Enable == Disable ¥ L|Ct. 7| 2722 Enable® L|C}.

Root GuardE AFESI0] ZEO|A 4ot 2 E M HEE T

KXo REV HALX| AR ES5= FEJIE R E :rL 4oL C,

EZE= 7| JEf7F £ O THZI = MESHK| RS LICH 7ts53F 442 Enable =
Disable® L|C}. 7| 24t2 Disable 2 L|C}.

Loop GuardE AHE3t0] 0|0 2 HE FZE B35} s ZEQ| FZ 7=
EnableSt 7Lt Disableg L|Ct.

ﬂJIﬂJ

2O eV 2HE3tE|H T E = S A/sE/M Y ME CHA STP 2 X 5 Y K| KT 4
HMSHEIL|ICH 7| 2452 Disable Y L|Ct.

FH=elE 162 B2 2FELULL 0§ S0 =S 0~15 AFO[2] g2

el ot 022 dFELth 16~(2%) AtOlel Zte=z HEFsle{ ofFH 02

Zt

mjo

Ej 2
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11. TCN GuardS AFEStY| ZEJt3lE ZES Soff +4lel EZ2X| HE JES TS|
ot & H|otsh= ZEOf T3l TCN GuardE T+-d = LTt

7ts3t 442 Enable SE= Disable ) L|Ct 7| &

r|o

Disable & L|C}.

12. Port Mode 2 AF83810] LE F= I E XY} 23S Al ER| Z2EE 22| ZEE
EnableSt 7Lt Disable®f L Ct.
7+s%t 242 Enable= &= Disable ) LICt. 7|2 ¢t2 Disable® LIt

13. Apply HHE=2 Sl L|C}
YHO|EE 70| AKX 2 MEELICHL 74 HE A2 SA| HEFL|CE

Lo 4 o

22X0f theh 2|4 Y22 otHS M2 10 X|24H Refresh HE= S &0t 2.

Cta #O|M= otHO| BEALl= 9T = Qle L0 ol 2Lt

Table 88.CST ZE 1M

ze Ek:

Auto Calculated Port Path Cost AE H80| A}E O 2 A AE|=X|(&AM3}) E A A K|
REX(HIEERh)E BEAIYLILH ZE F2 B &0 o) T8 440
00l 3L Z2 8|82 BEQ YA $EE J|FO2 Mg

Hello Timer CSTO|| CH#h D70 4 ZteiLict.

Auto Calculated External Port Path | 9|2 A2 H| 20| AtE 02 A AT =X|(&AS}) £ A AE[ |

Cost
REX(HZEEHE BAILLICL 2F ZE Z2 H| &0 ] 8
2001091 B 9% F2 H|g2 ZEO| YA £EE J|FS
ALHELEL

BPDU Guard Effect BPDU 7tE 2 ItE HA|SHH BPDU T3S $=Al6Hs OfX| ZET}

HlghgetE ULt 7tset k2 2det = gty ot
Port Forwarding State 0| ZEO| FMEH AFEfQIL|C}.

CST ZE AEj H7|

A2|X|9l EH ZE 0| A CST(Common Spanning Tree) X LIE ALjjd E2|(Internal
Spanning Tree)E& & == A& LICL.
CST ZE AEfE HE{H:

Switching > STP > Advanced > CST Port Status.
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1.5cm
e 35 A e pioe S ooy e gt SR lewena fp Sipiedecesisl Lyl bboreie  neno
ALK O CHSt XA HEZ 3IHS MZ 11X H Refresh HES SE/51M| .
CtS BEOM = 2t HO| EA|Z[= CST &FEf HEOf CHol & FH LT,
Table 89. CST ZE AHEj
Zc My
Interface CsTet AIZE VLANIF e 22|H £ ZE A QEH0|~E
Al .
Port ID CST WO K| Q= ZEOf Ciot ZE AHXIQLICH ZE M+t

EEO| QIEH 0|2 B2 TYELITH

Port Forwarding State 0| ZEO| T ME|QIL|C},
Port Role 23LE 2t MST 22|X| ZEO|E 2 AnjY E2|of i3t ZE %gtol
SEELCH ZXE 982 RE XE X|YE IE N ZE W ZE

Designated Root CSTE 2 E EHE|X|. BEE|X| &Ma=2|9F EE|X|9] 7|2 MAC F=AE

Designated Cost XY E EETHLANO HSSHe F2 HIg YUt

Designated Bridge RYE ZETH Qe BR(X|Q| B2|X| AEAtL|C B2|X| @M &gt
H2|X|2) 7|8 MAC F4E AHE S0l FYELICE

Designated Port LANG| 712 22 Bl 88 MBSt X1 =2xel ZE YR,

Topology Change Acknowledge Ol ZTEO| s M= CHS BPDUO| Cis| EZ2X| HZA &0l

=

227 2FE UK AR E ML LI True £= False @ LICH

Edge port EEJHOIX| ZEZ SY3lE|UEX O RS LEtLICH 288t EE
|2t 2te Arg LIt

Point-to-point MAC K| & ZF ALEjO| I ZFQIL|C}.

CST Regional Root CST X|of 20| =2|x| A|gRtQIL|ct 22X @M=2ot =2[X|o|

CST Path Cost CST A% 2 E0] st A2 v geLch,
Port Up Time Since Counters Last | 7} 2 {7} OFX|2t o 2 X|Q Xl 0|Z 9| A|Zt0| Y AL B X2
Cleared

HA|EL O

134



U-I-F5010HPA

1.5cm
Loop Inconsistent State Of i ZEJF 2T 2 AK| AEfo Y| Of2E A@etLch
Transitions Into Loop Inconsistent O] QIE|IO|A 7} Bx EQUX| ME|Z M=l 314Q/L|C}
State
Transitions Out Of Loop O| OIE{HO|A 7 2m B aX| AEJO| A MSHEl S14=Q1L|C}.

Inconsistent State

MST &A™
AKX M CHE AT E2|(MST)E 8 &= S LICL
> MST QUAHAE J/45i2{H:

Switching > STP > Advanced > MST Configuration.

MST Configuration - Configuration
MST 1D Priorty VLANID Bridge identifier Time Since Topology Change Topbiogy Change Count  Topology Change - Designated Root RockPath Cost - Root Portidentifier

.
Jle 32768 14083

1. MST ¢+ 7dgL|Ct.

o MSTID. MM MSTO| IDE X|H™$tLICT O|0f CHE 28t ZF2 1~4094 QL | C}.
O|= MST ID MEH AXto| MEH ZM0| MEHEl Z 20| Bt HA|ELICE
X

Priority. MST2| E2|X| M &= 2t LICH A9

B2 24240 S 2|7} B ELCE BPDU

I
El
rio
rot
ot
4o
rx
H>
(¢
N
ie)
N
0z
AL
rlo

|T
u
Jo
rx
Ay

2R[X7F RE 2| X7} gLt I ?l= 40962 Hi 4= LICt. 40962
Hi==7F OfH =2l AI'EotH 2 =?lE AHE2 2 40062 B2l CHE2 2

mjn

fo &2
rx
My mx

H2 M= E 4T ELILL O E 0 M=
0~4095 AO|2| Zf0|H o2 =2 A& L|Ct 7[&
Q= 0~614402 L|C}.

o
o
Q= 32768QL|CH L& B

* VLANID. O|= A%|X|2| ZF VLANO|| CHet 2 & &XHE NS SHL Tt VLANIE MST
QIAEHACl AAZ T HSH7| Yol O| & MEHSHAHLE MEH Fag = JASLICE

a. QIAEA Aol check boxS MEASHL|CE (4 7H9| check box2 M E43}0]
= ot
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4. MST QIAEAZ AK[SI2{ B 8E QA EAO| check boxS MEABIT Delete B E-8 2213
AQIK|Of ThSH £ A HE R SIS MZ DX 2 Y Refresh HES S2USHA 2.

Tdz 2 elAEA0 Col ChE 2O 28 e Y27t =t HO| EA|ELICH

Table 90. MST /4

zc Bk
Bridge Identifier MEHSE MST QIAEI A 0| B3| X| AlHXIQIL|CH E2|X| LM2=2| 9t
H

Time Since Topology Change MEESE MST OIAEIAO| EZZX|7} OFX|BtO 2 HZAE 0| nx7}

Topology Change Count MENSE MST QIAEAQ CHS| ES2X|7 HEE 3I4=QL|Ct

Topology Change MBS MST QIAE A 2 E ZEQM ESZ2X| HEO| Ty
SOUX| 6 FE LIEtH= 22(KQ] E22X| B1F D7 #H 4 gt LI
True = False® 4% 42 FUCH

Designated Root 2E =22|X|Q E2|X| AlYXIQL|CH EE|X| M&Q|9F 2a|X|Q|

7|2 MAC A2 AMEIL|CH

Root Path Cost O] MST QIAE Al X| ™M ZEO| [t ZE H|EL|C}

Root Portldentifier O] MST QIAEHAQC| X|H REO| HMASL7| QB LEQL|CE

AT EB| MST ZE AEf 17|

AQX|Q EH ZEO| L3t CHE Anf 2|(MST) 282 7+t BEAIZ = JASL|CH
DOT1SOf| &l Ztot @ 7 ZHO| YMSIH T E = ZIEHH O 2 H|2/d2H(D-Disable)& =+

QUL L|CH 7HAt LHIA Ol 2012 DOT1S AZ E Q0|0 BPDU Z2{Z/0| EHAiSI= 22 Q1L |t
ZY 7|F2 DOT1S7t 3x 7tAS = 157| O| 42| BPDUE =+4I5t= A LICt. DOT1S D-

Disable?| CtE {1212 53| EFL|C}

201'd E2| MST £E HEfE H{H:

Switching > STP > Advanced > MST Port Status.
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o ¢y Refresh
MS5T Port Configuration - M3T ID Selection -
MST Port Configuration - MST Pord Siatus 5
I interface Port Priority Port Path Cost Port Mode

Note: A2|X[0| MST QIAEATE FIEX| B2 8% =HHO| No MSTs
Available HA|X|7} H#A[Z| 1 Chg B 23 HOIS0| BAlE =7}

HA|Z|R| S LT

1. MSTIDE 0|&3}0] 7|& MST QAEHA T LIS MST QI AEHAE MEAGHL|C
2. InterfaceE AHESI0] MEISHMST QIAE AR AAZI VIAND A= S2[H £ ZE
e CIEL|O|A & SHLIE MEfSEL|CY
3. Port PriorityS AE3}0] MEHSE MST QIAEA O] EY ZEO| Cist @M &=2I&
X ggtLLCt,
HE M= 169 Hi=2 H™ELICL OE 80 SM=E 0~15 ALO|Q] {22
MYote{n oM 022 MAHELICE 16~2%) AO|Q] Zto=2 MHdlz{l SIH 022
MHELCH 16-1) 1622 MY Q&L|CL.
4. Port Path Cost= AM25t0] MEHSHMST QIAEAO| X|HE ZLEO| Cist ZE HIE2 Al
o2 MMt}
1~200000000 H|o| 2+ AFETtL|Ct,
5. Apply HEZ S LICt
AHO|EEl 40| AQX|Z MESELICH 74 HE Af2 ZA| HEE LT

CtS HO| A= Spanning Tree CST Configuration(A I 'd E2| CST 74) 3HHO| EA|Z|=
7| M8 MST ZE 74 HEOf CHall L Ct.

Table 91. MST E E AtE||

zc Ck:

Auto Calculated Port Path Cost ZZ H|20| XA}= o2 HAtg Xl(%“é'*f) =0 PNI={DN|
H|&Of CHo T+ & 240l

EER LS §|$ogmuﬂqq
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Port ID Mefst MST QIAEIA LjoA| XIYE ZE0| Ofst ZE A gRtelL|ch
ZE 249t ZEO| QIHHO|A M2 G ELCH

Port Uptime Since Last Clear FLE{ 7t OIX| 2o 2 X|Q Al 0|Z 0] A|ZH0] Y, Al &2, X2

Counters
HA|ELCE

Port Mode A0{d E2| Z2 & Z(Spanning Tree Protocol) 2| BE&= ZE E&
ZE MEn AZELC 7tst A2 293t Ee Hlgdet Lok

Port Forwarding State O] ZEO| FMEF AFEJQIL|C}.

Port Role Zd3tE 2t MST 22X ZEO|& 2t A1) E2|0f Cf3 ZE AFO|

PEILICHL ZE o222 RE ZE X|FPE ZE UK ZE, #Y

1

DRAE| EE £ HZN2E ZE 3 5 ShLpLIC

Designated Root o3 MST OIAEMon fhet £ Bax LTk 2alx| SM29le

Designated Cost XHE ZEJ} LANO| MBSt F2 HlgLct

Designated Bridge XPE ZEJ Qe HaX|e| Ha|X| AEtgiLct 22X
SM&Qot H2|X|2| 7|2 MAC FAE AFBSIO LAHELICH

Designated Port LANOI| 7}a &2 H|8S HBste XY 22X ZE AL Tt
ZE daglet ZEQ| QIEH 0|~ 2 THELCE

ZEOM TS 8 +4lE= BPDU(E X Z2EE G|0|H BHel)2f =2 R0 Lot
Ct.

=i

Toview Spanning Tree statistics:

Switchi 21j'd E2| A& E2{H:ng> STP > Advanced > STP Statistics.

STP Satistics - Status 2
ety STPBPDUs STP BPDUs RSTP BPDUs RSTP BPDUs MSTP BPDUs MSTP EPDUs
Received Transmitted Received Transmitted Received Transmitted
o 0 a g D i o
vz il a 1] D o il
o3 0 il i} 0 o i}
4 J g il D B 0
£ i a 1l T8 o 0
i) 9 a 0 o ! 0
o7 a ¥ a o 0 0
wa il il 0 0 i} 0

22/X[0f oot =M HEZ ofHE Mz DXHE M2 1H HES SE5HH K.
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LS B0 M= STP &4 2ABOM A8 = A= FE 0| tidh 2L
Table 92. STP 4|
zc Ek
Interface AQIK|o SalH E ZE MY QAEHO|A F 5L MEALICE
STP BPDUs Received MEHSE I E O A £AIEl STP BPDU 4=l L|C}.
STP BPDUs Transmitted MEHSE TEO|M MAEl STP BPDU 2-Q!L|C}.
RSTP BPDUs Received MEHSE T EO|M 2=AIEl RSTP BPDU 2=Q!L|LC}.
RSTP BPDUs Transmitted MEHSE T EO|M MAEl RSTP BPDU 2=QIL|LC}
MSTP BPDUs Received MEHSE TE A 4=AlZl MSTP BPDU 2! L|C}.
MSTP BPDUs Transmitted MEHSE TEO|A MEEl MSTP BPDU 2= Q! L|C}.

H A E

HE[F|2E

HE|F|AE P ER|EHL S AE 1%9; kSt ERfEQILICH BAE QIE2L
=3
= |

224.0.0.00| A 239.255.255.255

MFDB H|0|= E 7|

HEFHAE HE HOIHHO|A= RE 2 BEPHIAE 2 o500 Ciet ZE BHY JES

ERELCL ¥52 7|= VLAN |Dszr MAC =& 822 F e &=0& = 0¥
D2 EZO0f tHet HIOIE7F et 5= AZ LT

> MFDB H|O|22 E2{H:

Switching > Multicast > MFDB > MFDB Table.
MFDB Tabie - List 5

MAC Address VLANID Component Type BPescription Forwarding Interfaces

1. MAC FAE ZAMZ ALESI MAC A2 ST .

6712] 2Xt2| 16Tl =AtE EELE T 2510 &SN 2(0|: 00:01:23:43:45:67).

Fat AW oS =0 HA|E LT FetotA LX|SHof gL T,
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1.5¢cm
Table 96. MFDB E|0| &
= Y
MAC Address HlO|H S K3t HE|F|AE MAC T2 LCH,
VLAN ID HE|FHAE MAC FAL B E VLAN DY LICH
Type =0 0| EAIELLCHL & g52 XS AR 745
SEYLICEL otE TENAL ZE2EEZS A2 58 &=0|
HO|E0f =7t LICt
Component Ol= HE|ZHAE MH HO|HH|0|A0N O] =S BHYSI= 74
QAJLICE 75T 22 IGMP 25T, GMRP, §& ZE 2 8 MLD
AEERIL|CE
Description 0| HE|FHAE HO|E &20f L3t HIAE MHQIL|CEH It 22
o2 74, HERA 4 & HESA XJAYLICH
Forwarding Interfaces 2t MY =52 BE MY QHOO|IAE AYstn X HHE
PIHIO|AR LIEEl QIE{EH 0| AF K| 7{5H0] THY & L|Ct
MFDB S4| E7|
> MFDB SHE E2{H:
Switching > Multicast > MFDB > MFDB Statistics.
MFDE Statistics - Status 5
Max MFDE Table Entries 1024
Most MFDE Entries Since Last Resat G
Current Entries g

CHS HO|A= MFDB 4 ZCof CHol AESHL|Ct

Table 97. MFDB S 4|

g2c 29

Max MFDB Table Entries HE|FIAE FSF §O|E{HO|A E|0|20] oS 2 9= |} &2
gL

Most MFDB Entries Since Last OFX| 2 R A 0|= HE|FJAE FMEH GO|E{H| 0| A 0|20 U

Rese! |0 &= 4=QL|Ct O] 4t MFDB %1 =9 EA|2tD & $HLCt

Current Entries YUE|FHAE HZ 0|0~ EolZo] HAf H8 SULct
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2R(K[7F 29X M BEFHAE EfHZ

Ch YE|HAE P EHTL sAE 1E0=
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22X7HGMP izl & A+ 835 5185t A2 0| =X E S Z5t7| flet 2/
=YLt ﬁ%l*l% HE 2

HEE= Izls sot= M

HEIZIAE Ef4of Ciet WE 55 2dot= Hl AFE &= IGMP 280 Lot

o=
D75 79 - ASLICH

Note: Of 2tHO| C|O|E{ S HASIH §7|/247| ATHO| s E2[Xt2
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1.5cm
20l ofF tL|Ct,

> IGMP 2%E S /d5|2{H:

Switching > Multicast > IGMP Snooping > Configuration.

Configuration - IGMP Snooping Configuration -
Admin Mode ® Disable ) Enanle
Validate IGMP IP header ) Disatke ® Enabie
Proxy Querier Mode W Disabie [} Enabla

Multicast Control Frame Count G
Interfaces Enabled for IGMP Snooping Mons

Diata Frames Forwarded by the CPLU

Configuration - VLAN 105 Enabled for IGMP Snooping >

Mone

1. Admin Mode®Q| Enable EE= Disable 2tC| 2 HES MEHSIL|CT,
Ol = A%|X[0f CHSH IGMP AFEH 2 fo 2| REE X|™HELICH 7|24t2
Disable® L|C}.

2. Validate IGMP IP header 42 At&310] 2= IGMP HTOf| Ciot 8|5 R2d AAE
Enabledt7{ Lt Disablegt L|C}.
IGMP IP &f| 2QI0| 2N 5tEl AL IGMP IP 8|5 = 22 H 21 M, ToS U TTLE
2tolBtL|C}, 7| 242 Enable® L|C}.

L HATT

3. Proxy Querier 2 =9| Enable &£ Disable 2tC|2 HHES MEHBHL|CE

O|= A|AHIOIMN IGMP Z2A| F2|7|2 TS} AL B =SSOt H| 2 SHE HL
2 IP7}0.0.0.09! IGMP Z2A| #2|= IGMP 25| TjZ0f thst SH o2 M& g X|

UL LICH 7| 242 Enable L|Ct.
4. Apply HES SEIgLICH
AHO|EZl 40| AQK|2 HEELICH 74 HE A2 FA| HEE L|CE

o

22[X0f oo 2| A HEZ otHE M2 DX|HEH M2 0 HES SESHM 8.

O2 Ee =229 IGMP 25738 &Ef X SH 0| TSt YEE o HO| EA[HL T
Table 98. IGMP A+3 /g

ac L

Multicast Control Frame Count CPUOIM NE|2|= HEIFHAE MO = = L|C},
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1.5cm
Interfaces Enabled for IGMP ST IGMP A+ Z 0| E431E BE QIET0|A ZEQLCH,
Snooping
VLAN IDs Enabled For IGMP IGMP A5 TZ0| =A3}El VLAN IDE EA|SHL|C}
Snooping

QE{m[o] 20 CHEt IGMP 25E F+d

> QUE{HO| 20 CHTHIGMP 25T S Fd5t2{ H:

Switching > Multicast > IGMP Snooping > Interface Configuration.
Interface Configuration - IGMP Snooping Interface Configuration

; Group Membership Max Response Time (1-  Present Expiration Time  Fast Leave

interface  Admin Mode (o1 19 2800 secs) 75 secs) {0-3600 secs) Admin Mode

=N | || | | E—-—E
1 Dizabi= 280 a 0 Diz=ble
vz Dlisabds 280 g 3 Cissble
3 Clizabie 280 2 d Dizable
o4 Disakbia 280 o o Disable
| w5 Disabie 280 al 0 Disabla
| ma Disakie 260 10 0 Dicabie
| o7 Disabée 260 a i Cissble
e Disabis 280 3] i Diz=ol=

StHOl= 2 & S2|H QIEHO|A, VLAN X LAG QI E{ T 0| A7} LI ElL|Ct,
Interface check box2 A&t QIEI|O|AE MENSEL|CH

Admin Mode  E0j| A Disable == EnableS ME{SHL|CT,

AKX IGMP A+H S @[sl MEISH QIH I 0| A Q| QIHI|0|A REE K| gLICE.
7| 2742 Disable®! L|Ct.

Group Membership IntervalE AHESL0 A(X[7F 10| M di'E QI I|0|AF ATH|5H|
Mo £ QHmo|Ao £ AE0 gt EXNME 7|CtE| = AlZHE XIER LI

1~3600 ALO|Q| £f2 UEHSIAM K. 7| 24t 2602 Y L LY.

NESEE I

120 3AG 20

10 YL|Ct #ME 420

i
-
0x
Y
=)
N
B+
HL
n
12
rlo
£y
mjo
K]
JE
el
>
>
to
N
rhr
£N
ro

]
0

Present Expiration TimeS A3}
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1.5cm
=Z 0| A QAL O|AE HMAHSH7| ™of| QIE{L[O|A0 CHot FHE2[E =4I5H7| f/5)

7IEt2| = AlZtE RIS L

0~3600z= AtO|Q| gf= UESIMR. 7| =22 0= /IL|Ct 0 242 7o AlZh Alet, = 2tz
gE= LIEF-LICE
6. WE Li7t7| 2| RES AFEot0] £ QB 0|20 gt #hE L7ty RES MEftLT),

7| 222 Disable® L|C}.

7. Proxy Querier ZEE ArESH0] £7 IEHH|O| A0 Ciet ZEA| 27| REE HEigL(CY,

HZH3tEl B2 A2 IP0.0.0.02 AFESH= IGMP ZEA| FH2[& IGMP Z E| 1 Zl0f
Lot SE O 2 MEL|X| UELICH 7| 242 Enable® LI C.

20| 22 X|of HEE L g HE M2 FA HEE L

o —

VLANO|| CHSt IGMP A 53 1A

> VLANO|| CigHIGMP 258 M S 45l H:
Switching > Multicast > IGMP Snooping > IGMP VLAN Configuration.

IGMP VLAN Configuration - Configuration »
Group 2 Multicast
COVLAN ﬁ'.ifu"&?‘é? Fastieave  Membership ’F:E:g:;“e Time Router Expity  Report
10 Filbstin Mot Admin Mode  Interval {2-3600 {1-25 secs) Time {0-3500 Suppression
b sE03) [ 2805)
| || v Il v i || 1 | |-

DCizable Floodirg Dizzble 260 10 o Désahle

1. VLANO|A IGMP A+4 2 &42}5t2{H VLAN IDE LSt IGMP 2 FE 4t
Tt .

mjo

«  Admin ModeE AtE3t0] X|"§ &l VLAN IDY| CHSH IGMP A% 2 Enabledt Lt
Disable®f L|C}.
* Fast Leave Admin ModeE ArE35H0] X[J &l VLAN IDO] CHet IGMP &+ HhE
L7}t7| 2 E& EnableSt7{Lt Disable® L|C}.
+  Group Membership Interval2 Ar23t0 x|
g BHY ¢4 e 2dEguch szt H
1~36002= QL Ct,

o X8 %Z VLAN IDOf| CHSH IGMP A& of Z|CH S& A7t 442 A5t Maximum
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2. VLANO|A IGMP &A5FH

|> ng
m

oA
[m no ol 4r

i

U-I-F5010HPA
Response Time= AFESLICH R HY= 18 I8 & 2t4 - 17HX[ L T}
MY U2 A8 T8 24 L0 HOF LT
«  Multicast Router Expiry Time= At&3H0] X[ El VLAN IDO]| CHSH IGMP A5+E 9|
HEIFHAE 2t E T2 A2 S A E YL Raoh #el= 0~36002 & L Ct.

* Report Suppression ModeE AE35t X[ E VLAN IDO|| CHSH IGMP A543 210
AN REE 2 dslstALL H| =R LICH IGMP AT EAM AN E AL SHH
0|0 3 M4 HO|ES #5575t HAE SAEJHU IGMP EOME
A = A2 HEIHAE EfHE S =457 Qo) & 2ot 2 0 MBHIGMP

2tREO| EYL|CH AR O 2 IGMP 2t HE MSE= HEFHAE BN
EzfHg0| E20{SLCt
« X|d =l VLAN IDOf|
He|7| ZEJt H|

ojZlof et SE2

CH%t Proxy Querier 22 Enabledt7{L} DisableStL|CH T2 A
HotEl AL 24 1P7H0.0.0.0Q) IGMP ZEA| #2|= IGMP £ E|
2 MSE[X| AELICH 7| 24f2 Enable YL CF.

L HATC

ot=|
mjo
o

g delotn ZE0|A H A5k H:

a. VLAN ID €2 check box= ME#SL|CY,

—_

b. Delete HEZ S&/gLIC

. VLANO| CHSH IGMP AT M™ME X352 d:

mjo

rx
JE
Il
r
o

a. VLAN ID €2| check box
b. #4/2 YOO|EgtL|Ct
c. Apply HEZ S&E/gL|Ct

2780| 22X 2 HSE L.

o

ZE[FHLE ctRE 18

IPHAE 2t E 7t AZE AHHO|AZ QHIO|AS 788 = USLICH 22|X|0f 25}
& 2= IGMP Ij 22 O] AHHO| A0 HAE = U= BEFHAE 2R HE

R LICH 29X 7L HEFHAE 2R HE RS2 2 XISt 00 W2t IGMP Tzl S
StEZ HFE 2| 4% 7+90| ERotXA| FELCh BEFHAE Bt E7F S8

A3 AKX 2ZHEH & IGMP I Zl S 4ot ot2{= 2202 2R eL(C}

YEIHAE BHREIS TSR :

Switching > Multicast > IGMP Snooping > Multicast Router Configuration.
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Mutticast Router Configuration - Configuration ¥
| Interface Multicast Router
0t Disable
O | oz Disable
(] | -or3 Disanle
o4

25

0

1. InterfaceE ALESI0 S2[H QIEHHO|AE MEHSHL|CE,
2. Multicast Router 2 E0j|A{| Enable =+ DisableE &3t L|C}.
3. Apply HES SE/etL|Ct
HHO|EE #d0| AKX 2 MEEHL|CH 7 HE Arg2 SA| HEE LT

HE|7|AE 2} E{ VLAN 1+

VLAN ID(<VLANID>)0| M E0{ 2= A+ HE IGMP I§ZITF O] QI m|o| A0 HAE
HE[FHAE 2R HE MYSIEE QHEO|AE A 8Y &= JASLICHL 2K 7 KSR 2
HE|FHAE 2R HE ZX|5tD 0|0 [t IGMP T2l S MEYSIE 2 CHE 20| AL 74 0|
HQotX| FELCH HEPHAE BIRHI SR HEYA AKX 2ZRH &4 IGMP

IS IS E 2 sl2fs AQ0|2 Tash|ct

HE|FHAE 2}2E VLANS T/8512{H:

Switching > Multicast > IGMP Snooplng > Multicast Router VLAN Conflguratlon

Multicast Router VLAN Configuration - Interface Zelect

interface 01 »
Multicast Router VLAN Configuration - Configuration 3
[T WLANID Multicast Router

1 Dlisabia

1. InterfaceE ALESI0] QIE{HO|AE MEATIL|CE
2. VLAN IDE AM23}10] VLAN IDE MEHSL|C},
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3. Multicast Router & E0f|A{ Enable == DisableS MEiSHL|C}.
4, Apply HES Z&/gtL|Ct

YHOIEE #90| 29X 2 HEELICH 74 HE Arg2 FAI HEELICE

IGMP A2 ALESI{H StLe| Y AL(X| L= 2t HI HI|Ho 2 HEQIAS BE
ZE KXo #Helsto] HE|IFHAE M4 Y2{0F gLt o] Y HAX[= IGMP
FHe|7| YL ch IGMP 202 LT PRp| Scte TEME SIX| HE|FAE 12
?“‘A XANALE AKX E ¢ 1|0|56+L| r AQX|7t A0 HHOIEE HHY HEE

MR ZSHH 2T FX|7F A= ZEZQ| HEFHAE ME S SX|LCL

o

HE2 3 S VLANOIM EE 2 IGMP 23 FH2|7|0f CHet MEE 745t BEAIE 5=
US L.

IGMP £25+& #2[7] 748

IGMP A& 2| 7|0 Ciet o7 H+E
AFEXIZH O] 2t HO| HIO|HE BAT 4= JAELILCY.

rir

SLICE Q17|/M7| WA A HSHO|

1
0x
i
N
30
30

IGMP 2+ H2[0] 2 S 85I E:

Switching > Multicast > IGMP Snooping > Querier Configuration.

Querier Configuration - IGMP Snooping Cuerier Configuration M
Guerier Admin Mode ® Disable ) Enable
Guerier IP Address |0.CI.CI 0 |
HGMP Version |2 |
Guery Interval{secs) !ECI | 1-1500)
Cuery Expiry Interval|secs) |125 | B0-300]

VLAMs Enabled for IGMP Snooping
Gurerier

1. Querier Admin ModeZ& AtE5H0] AL{X[0f Ciet IGMP A+=E & ot 22| BEEE
MEASHLICE,

7| 222 Disable® L|C}.

2. Snooping Querier IP Address ZE0] IP A5 23tL o},
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Ol 7|0l IGMP H2(0I M A& FAZ AFSE AT H2|0| FAS XIYLICE O
FAL F2|7k MBES VLANG FA7H TAE0f X 22 0 A E LT,

3. IGMP Version2 AFESI0] H7|X 0l IGMP 2|0 AF_E|= IGMP Z2EZ HE S
X ggtL|Ct,

0E

= 1~2 Lt 7| 242 2 LT

4. Query Interval(secs)2 AH&SH0] AW F2| X7 B F=71& 2] Ato[2] AlZH
HA(X)S XLt
He| 742 1~1800 H?|2| 2£0[0{OF RHLICE 7| 2442 60 LICE.

5. Querier Expiry Interval(secs)S AH&5t0] OHX| 2 27| FEIL HAE Fo| AlZt
UA(X)E AEgH

el JMA}L o R 72H4 2 60~300 B 2| 440|0f0F BtL|Ct 7|2 4t2 125 LI T}
6. Apply HES S=8tL|Ct

YHO|EE 90| 29X 2 HEELICH 749 HE Arg

Lo d

I

Al I—I%EI |_| [:|-_

= =

rlo

2tHO= IGMP A& FH2|7|of CHsl 2d=t=l VLAN ID7F EA|E LT},

VLANO]| CHst IGMP A 52 F2|7] 3+
HE3 9| VLANID} 871 At IGMP H2|7|& 8 4 &L L.

Helo VLAN 278 S /g5t H:

Switching > Multicast > IGMP Snooping > Querier VLAN Configuration.

Querier VLAN Configurafion - IGMP Snooping 3
Chrerier Last t siat Operational
3 Election Guerier VLAN Opeﬁ'atlonal Operational i 2 Max
| VLANID Admin Mode 7 Querier Guerier
Participate  Address Version Wik ke | ran ?_esponse
ime
| v [ | |

1 Dizable Disable oD Disabled 2

1. IGMP 25E & 2|t M VLAN IDE 4432 VLAN ID 2 EO0| A New Entry2
MEdSHY Chg HEE 2bdetL Tt

+ VLANID. IGMP 254 F#2|7| & &3t VLAN IDY LY,
* Querier Election Participate Mode. 2|0 0] & EZ EnableSt 7L} Disable®f LIt
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- Disabled. VLANO|[ A 52 H{7HO| CHE HE2|0| & L HSHH AT
H2lols 2|07t gl= SE 2 Ol ST L.

- Enabled. 2% F{2|0{= F2|0f MEiof HO{SL|Ct o] R 71 H2 P
FA7F S VLANOIA 2|0 2 2 s . CHE F 2| Xt 2l XH7F ot
HENZ O] STLICE.
« Snooping Querier VLAN Address. X|'d = VLANO|A M& &= F7|H Q1 IGMP
FH2oM AA FAE AT AT F2(0] IP FAE X|FL O
2. Apply HEZ S&lgtL|Ct

2780| 29/ X|0f §EELICh g HE A0

o

A
=

o
0

in
C
Il

3. VLANOIA] A% #2|0|2 Bl 24815123 VLAN IDE ME51T Delete HES
S2guct

ChS HOAM = =tH0| BAZ = 88 - Bl 20 o) 23 Lo

Table 99. # 2|0 VLAN 7%

L= gy
Operational State VLANOIA IGMP 2458 2217|9) 55 A EfYLIC CFS 8| 5

StLEE & ASH L

*  Querier: 2% % AQ[X|= VLANS| FH2|0| YL Tt AFH
22K = FdE FHelof HE| HH SLs AT THHe =
HIIHQl A2 E 2L CH AFE AQK[7F VLANOIAM O LE2
HE|oE oM H 2o REZ MetEL|C

* Non-Querier: 254 A 2|X|= VLANO| A innNon-querier
oot #ejof THE 7t EfO|0 7} TR EH ARY
22X = H2lof REZ MEHE LT

« Disabled: 252 FZ|0{= VLANO|A ZHS5HX| Q& L|CH
A LT 2| 7)= VLANOA IGMP A% 0| ZE38}X| QAL

X}
Hel 7| Fa7t YRR JJAAL HERT 22| FAE

TR @2 e HEEe 2E2 Mt U

Operational Version F2lofo] &5 JHseIGMP ZREE HE L|Ct.
Last Querier Address VLANO| A F2|7} ATl 0tx|e H2|7|of 1P Fa Lo
Last Querier Version VLANO| A 2|7} AXTE OFx gt F2|7|Q IGMP Z2ES
HH L.
Operational Max Response Time o 22|07t B R2|0f AFRE KO S8 A|ZHS EA|SHL|C}
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=/ o
CAH722T] M| A H O] Rl AFEALEE O] 2t EHO| HIO|H S

MLD 25 4HE 7513 H:

Switching > Multicast > MLD Snooping > Configuration.

MLD Configuration - MLD Snooping Configuration

MLD Snooping Admin Mode ® Disatis 2} Ensble
Proxy Querier Mode ¥ Disahis ) Enable
Multicast Control Frame Count

Interfaces Enabled for MLD Snooping Mom=

Data Frames Forsarded by the CPU

MLD Configuration - VLAM 1Ds Enabled for MLD Snooping

Hone

1. MLD Snooping Admin ModeE A&3t0 AL(X|0f| TS MLD 24 22| ZEE
MENSELICY,
7|2 %42 Disable® L|C}.

2. Proxy Querier Mode2| Enable tE-= Disable 2tC| 2 H{ES ME{TL|C},

Ol= A|AEI0IA MLD ZEA| F2[7| S Zd=lotALt vl datetL(r). HZdstE 3%
o

AAIP7}0::09 MLD Z2A| H2|= MLD EE| T{ZI0f| i3St LEfo 2 M| K|
AELCH 2ot 42 MLD ZEA| 2|7t TS E L 71242 Enable® LI

3. Apply HEZ S&letL|Ct

YOIOIEE 0| 29X 2 HESELICL 714 HE A2 FA| §EELICH

Lo d o
2 QX0 Ciot =AM FEZ tHS ME 1X|2{H Refresh HHES 2 E/5HM Q.
Ohg #0Me #8Y 5= Sle MLD 2538 7 ZEof ofsi gL ot

AL
T
Table 100. MLD A+ 1M

EE Ck:

Multicast Control Frame Count CPUOIM X2|E|= HEIFHAE MO =3y = L|C}
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Interfaces Enabled for MLD S| MLD A5Zl0| A 3lEl @ E OlE @ 0| A 22 QILC},
Snooping

VLAN IDs Enabled For MLD MLD A5 Z0| A 3HE VLAN IDE EA|SHL|C}

Snooping

MLD A3 OIE{T|O]A 7

MLD 254 QIEH0|AE F/d5|2{H:

Switching > Multicast > MLD Snooping > Interface Configuration.
Interface Configuration - MLD Snooping Inferface Configuration

5 [ A SRR | s ek T o ST Rt
— | il | | m—
J| o Disskiz 280 ] 0 Cesabie
oz Disabie 260 10 ] DEsanie
0| aa Disabée 260 4] i Disable
! 04 Disakia 260 0 il Cizable
l (£ Dissbie 280 a ] Dizable
oo Disable 260 7] ] ksable
| o Disable 260 o Disable
L ova Disabla 260 10 o Dis=ble

2| &, VLAN % LAG QIH T O| A7t HEA|ELICE,
1. Interface check box2 AH250{ QIEHH|O|AE MEHTHL|CE

2. Admin ModeE A2

St
OIHO|A REE MEHSH|C}

- g

J|=are Hlggst Lt

T HATT

3. Group Membership Interval(secs)2 AF&3t0] AL[X|7F OAF0|AM s QAHI|O[A
AXSHZ] ™ol £F QIHmO|ASl £ &0 et EUME TJICiEl= Azt

X ggHct.

A9X|2] MLD 2585 flof MdEfst QAHT|O|A0 Tt

7ot HelE 2~3600= Y LICE & 42 X S AIZTELE HOF gL Ch 7| =gk2

4. Max Response Time(secs)2 AME3t0] ST QIHEO|A 0| £ A F0| Cigt EAME
FASHA] 27| WZ0f ARIX|7F QI O] A0 2| E il = 7|Ct2|= AlZtS
INESEeiEny
1B 3AG 2D OE

10=YL|Ct #ME 420

g
T
>
=)
N
\|:>/+
HL
n
1A
rlo
£y
mjo
o
JE
el
>
to
N

o

]
o=
T
>
=)
N
HI
1A
ko)
fe)
o
-
|
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5. Present Expiration Time= AFESHY A{X|7F BE[FHAE Bt2E 7t A E QI 0| A
SE0|M AHHO|AF MAHBE7| THof| QAE T 0|20 gt H2|E +4l5t7] <l5H
7|EtEl= Al E XIE L .

0~3600E AO|Q| 242 QBB R, 7|23t 0XYLICE 0 2H2 B3k A2t M3 5

H =
=Tt gl5S LIEHE L.

6. Fast Leave Admin ModeE AIE5t0 £ QIEHLO|A0 CHSH WHE LI7LY| REE
MEASHL|CY,
7| 222 Disable®! L|C}.

7. Proxy Querier ModeE ME{SI0] A|ABIO|A MLD ZEA| 32| 7|E Enabled}t7 Lt Disable®f L|Ct.

HlghgotEl 89 &4 1P7F0:020 MLD Z5 A H2[= MLD EE| 1{Zl0] Ciet SEe=
HMEEX| fEUCH BEIE 42 MLD ZEA F27b MSEUCL J|2ae

LS = L-O H
Enable® L|C}.

MLD VLAN &% 3/d

MLD VLAN 2% & T’d5}2{H:
Switching > Multicast > MLD Snooping > MLD VLAN Configuration.

MLD VLAN Configuration - Configurafion [
Group Multicast
o VIR s ":::"m“:t‘ Fastlesve  Membership ’;E:'mgg“e Time Router Expiy  Report
D Eiftering Mode AdminMode  Interval {2-3600 i EE‘;&@I Time-{0-3600 Suppression
ng SECE) BECE)
I o | | v JilH o || ||| 1R | v|

1 Drzzhle Fleoding Cizable 260 10 0 Dizable

1. VLAN IDE AFE3510] MLD 2 5+20| gd35t=l VLAN IDE AL Tt
2. Admin ModeS AFE3I0 X| ™=l VLAN IDO]| CHS) MLD A+ S 2 ststL|Ct,

3. Fast Leave Admin ModeE A23510{ X|d &l VLAN IDO|| CHSH MLD A& W2 L7t
D = Z EnableSt 7Lt Disable®tL|C}.

4. Group Membership Interval& AH&SH X|"dEl VLAN IDO| Ciet MLD 2+E2| &
U 2+ 22 -

QBB MOl (KT S AIZH+ 1) ~ 36002 L|C}.

5. Maximum Response Time= AF&3H0] x| El VLAN IDO|| Cigt MLD A+E of Z[CH

SE AlIZHgt= 28euct
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[uY HAS 126 (1 THY 2F XYL A S 1E 7Y
7t
HA

6. ZE|FHAE 2t2H BtE A|ZH2 AFHESHY X3 = VLAN IDOf| Ci et MLD &2 5E Q|
HE|IFHAE 2t H TtE A7t 442 HETLCHL K23 ¥2= 0~3600 2 LI Ct.

7. Apply HEZ S&gtL|Ct

YHOIEE 40| 29X[=2 HE&ELICE

QIE{T0] 20 M HE|FHAE 2} E E/F3} £ = H

= e

ik
0x
Lo_}

QE{HO| 20| M HE|FHAE 2} LE|S /G357 Lt H| 2Hg S5 H:

Switching > Multicast > MLD Snooping > Multicast Router Configuration.

Multicast Router Configuration - MLD Configuration 5
[ ' interface Multicast Router
B Dizahle
o2 Diszble
ERE: Dliszble
L) o4 Bisable
) o Dizable
O m Elizabla

-1 @ o

isanle

[e=]

=

g
L

—.

=)
]

Disable

1. Interface: Q| E{I{|O| A S MEHBHL|CY

o

24

2. Multicast RouterS At&ot0] A1E4GH QIHHO[ A0 HE[FHAE 2t E & EnableStALE

Disablegf L|C}.

3. Apply HES SE8tL|Ct

>

ZOolE=

—

40| AQIX|2 HAELIT

Lo d™g

0

HE|FHAE 2} E VLAN 8 1+

HE|7HAE 212 E VLAN 2782 #4512 H:

Switching > Multicast > MLD Snooping > Multicast Router VLAN Configuration.
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Multicast Router VLAN Configuration - MLD Interface Seleci E)
Interface o1 ik

Multicast Router VLAN Configuration - MLD Configuration 7
LI VLANID Multicast Router
[ Digabée

1. InterfaceE A8SH0] QIE{I|O|AE MEHBIL|C,

VLAN IDE A0 VLAN IDE MEHSHL|CE,

Multicast RouterE AH&3H0{ VLAN IDO]| Lot ZE[ZHAE 2R HE Enabledt Lt Disablegf L Ct.
Apply HHE2 SEIgLICt

ZHOIEE 40| £29X[= HEELILE

A 0O DN

MLD 254 FH2|7] 4

<

LD &+& FH2[7|of thet Djrf 5 5L
AFERIZE O 2t Ol HIO|HE BHEe = ASL

> MLD 254 H2|{E F/d5I2{H:

Switching > Multicast > MLD Snooping > Querier Configuration.
[i‘ System Switching Routing QoS Security Monitoring Maintenance # Save  © Logout

Ports Mpmi LAG VLANS AddressTable 5TF hl.ilir.aﬁl MVR Auto-VolP uoLD Loop Protect

— £ e
Querier Configuration - MLD Configuration

T ?
lMFDB »

Querier Admin Mode ®  Disabée  Enabie
IGMP Snooping »
GQuerier Address | |

I ... f |

MLD Configuration

Guery Interval{secs) |60 | (1-180G1

Guery Expiry Interval{secs) |6€l [BO-200)

VLANs Enabled for MLD Snooping
Querier

Cuener VLAN Configuration

1. Querier Amin ModeE AHE5H0 AL X0 CHSH MLD A5E Ol CHet 22| 2=
MENSHL|CY,

i
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2. 7|52 MLD He|0|M &AL FAZ AL ART 2|0 T=AE X|H5HH
Querier Address= A& 8tL|CL.

L
—
IPv6 & A2 xoxaxoxaxaxixix H xox L T

H2| 7t HE &= VLANO| =27t 5|0 AUX| HE M AASELICH X -E =

3. MLD Versiong AHESHY d7|& QI MLD 2|0 AFHEE|= MLD Z2EZ B2 X[dgL .

4. Query Interval(secs)= AHESH] AFT 2| X7 EH F=7[H F2| AtO|Q] A7t
A (X)S X-GgL

H2| ZHH2 1~1800 A (2| gtO[O{OF RhLIC}. 7|2 4f2 60 LI LY.

5. Querier Expiry Interval(secs)& AM&30] OHX|9} 2|7 FEIF MAE 2| A2t
HA(X)E AEgu ot

el HMAt 2R -4 -2 60~300 B2 440|0{0F B L|CL 7| 242 60 LI Lt

2tHO|= MLD 2+ F2| 7|0 CHell 2/d=2tEl VLAN ID7F EA|E L L},

MLD 254 Z{2]0{ VLAN 8™ 1/ d

MLD A5 F2|0f VLAN A™ S 1 Mdsl2{H:

Switching > Multicast > MLD Snooping > Querier VLAN Configuration.

Querier VLAN Configuration - MLD Configuration

Last
Guierier
Version

~ VLAN
ID

Graerier Election Querier VLAN Operational Operational Last Guerier

AdminMode o icipate Mode  Address State Version Address

1. VLAN IDE AH83t0| MLD 23 #2|7|7t &2 o /g%t VLAN H|O|E H| 0] A0
VLANO| EXH3H= VLAN IDE MEBtLICE

2. Querier Election Participate ModeE AH&3t0] ME R E0|A MLD 24 2|0
£ E Enabledt7 Lt Disablegt L Ct.
O ZET} H|2 g3t k| H VLANOIM S Lot Ol CHE F2| 07t X[ =[H A%H
He|o{7t #e|of 7t ot AEfE MBHELICEH O] ZETF 2t H AFE 2|0j=
N REIPFA7L 2O MEIO|M 5251 siE VLANOIA F2|0 2 & S5H=
FHe|of MEfof FofgtL . ot HelXk= FHE2| X7t OfE AEf 2 O] s L o,

3. Querier VLAN Address& AF23510] X| M= VLANOA MEE|= F7|M Q1 MLD
20| 24 FAR AEY AL 2|0 FAE XL/
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CtS BEOM = 2tHO EAIL= 7O = gle ZE0f s 2 EeL(C.
Table 101. #2[0 VLAN %
£ g
Operational State VLANOIM MLD 28 #2]7|2| 25 Mef LIt tha dEf & Bt 5
UASLILCE

*  Querier: 27T 22| X|= VLANS| H2|O{YL|Ct A5E A9X[=
TIE HEof FHE| AN S AT Ao 2 FHU|Hel A E
EYLCH A5E AQX|7H VLANOIAM O L2 F{2|0]E L 7ASHH
HH2/0| REZ O|FgtLC}

* Non-Querier: A5 AKX VLANOIA H[FE[0] ZEQL|CH
Ha|of T2 7+ EFO|H7f BHEEH ALT AQKlE FE|o RER
MetE Lt

+ Disabled: 24 F{2|0{7} VLANO|N X-E5IX| SEL|CH AFd
22|7]= VLANO A MLD AT O| RE=8FX| LALE F2|7| Z=ATt
THEX| BFUAAL HEHR 22| FAE TR G2 2 HIE Y%t

= OoT = O
ZEz MetEL o

Operational Version #2lofo] &5 7Hs B MLD Z2EE HAHYL|Ch

Last Querier Address VLANO| A F2]7h A 0tX|gf H2|7|2f 1P FaLc

Last Querier Version VLANO|A 2|7 2% EE OFX|9 #2]7]9) MID Z2E 2 HH QLT
Operational Max Response Time o Az of7F B 2|0 AFRE AT ST A|ZHS EA|SHL|C}

MVR £

712, 0z, 1=

=, g, SIHHO|A = OF HHY 488 14 + A&HLL

7|2 MVR AH 4

> 712 MVR 4™ E 74d5l2{H:

Switching > MVR > Basic > MVR Configuration.
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MVR Configuration -

MVYR Running ® Cicable 2} Enable

MVR Mulficast VLAN 1 {1 - 4034

MVR Max Multicast Groups 255

MVR Current Multicast Groups E]

MVR Global Query Response Time 3 {1 - 100 2econds)
MVR Mode ® compatiole ) dyreamic

1. MVR Running2 AFHE30{ MVR 7|52 Enabledt7{L} Disable® L| C}.
S 7| 242 HZ gL

2. MVR HE|FHAE VLANS A+E3I0 MVR R E|ZHAE O|O|E{ 7t =2 &= VLANS X|&ghL|C}.

AA LEE O] VLANO| &£THL|CH 2H2 1~4093 HRIO|M ™ o~ USLICE

3. MVR Global Query Response Time2 AF&3I0] =417| ZEO|A IGMP E11A
UH S 7ICHE|= Z|CH AlZHS 278 gu ot

Of A|Zt2 =X ZE LEZH7| X 2| of 2 HE L f. IGMP F2|7} =41 7] ZEOf| A
HEEH 29X = BEPHAE OF HHAUNM ZES HA3H7| ol IGMP &

HH A 200 Cfst 7|2 £= 2 E MVR FE| A|ZHS 7| CHELCE 22 171022}
ZELCH Hel= 10|M 1007HX| YL CEH S& 7| 24f2 5/10 EE= 172 LT}

4. MVR ModeE A3 MVR 25 R EE X|™gtL|Ct,

YHOIEE 40| 29X 2 HESELICHL 714 HE At 2 FA| §EELICH
2 QX[0f CHot 2| S22 otHSE M2 DXHH M2 1Y HES SEOHM 2.
Ctg oAM= =tH| #AlEl= #8E + Sle 20 tis] 2L

Table 102. MVR 4

e 4y
MVR Max Multicast Groups MVRO| X|38}l= A|C} HE|F|AE 02 2T},
MVR Current Multicast Groups SIX| STEl MVR 129 &2 HA|SHL|C}
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I MVR AH 3

I8 MVR M E Hdsla{H:

Switching > MVR > Advanced > MVR Configuration.

MVR Configuration - ¥
MVR Running ® Disabie L} Enabie
MVR Multicast VLAN i (= 4054

WMVR Max Multicast Groups 258

MYR Current Multicast Groups o
MVR Global Query Response Time IE 1 - 100 zeconds}
MVR Mode i compatibie L2 dynamic

1. MVR Running?| Enable SE+= Disable 2IC|2 HHES MEHSHL|C}

S 7| 242 Higdet gLt

2. MVR Multicast VLANS AtE350d MVR B E|7HAE O|O|E{7} =41 &l = VLANS
J(|7é> LIt
BE AAZEE O VLANO| 2L CH 2H2 1~4004 B QIO A AT 5= JASLICH
7|22 19Uk

3. MVR Global query response time= AF&3t0] =417| ZEO|A IGMP 210X BH 4
7|Ct2|= Z[C A|ZHS AE LI O] A|ZH2 =AXH ZE LEZET| He2|of 2t M E L

=
IGMP F 2|7t =417| ZEO|M MEE|H A(X|= HE[FHAE O&F HHYUOM ZE
HAok7| Fofl iIcMP L& ®E{ A E0M0f et 7|2 = FdE MVR HE| A4S
Z|CHEILICH 282 171022t 25 L T Hel= 101 1007t K| (I LICH S 7= 242 51
= 12 Lt

M

4. MVR Mode 2IC|2 HEZ MEHSIH MVR 25 R EE X|FgtL|C.
7

YHOIEE 0| 2K 2 HESELICHL 714 HE At 2 FA| §EELCH
22[X0f cheh 2| YEZ ofHS ME X243 Refresh HES SEOHM K.

ChE H#OM = o0 EA = 78 + Sl Y20 oo 2FLICh

rir

Table 103. & MVR +4

El
n
nx
()]
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MVR Max Multicast Groups

MVRO| X| ¥5t= Z|CH HEIFHAE OF LT

MVR Current Multicast Groups S

»

MVR 15 £

MVR &2 7/d52{H:

Switching > MVR > Advanced > MVR Group Configuration.

KVR Group Configuration -

| NMVR Group IP Statiz Members

1. MVR Group IPE

2. CountE Ar&3tY A& MVR & =8 A|ELIC

28510 o2 MVR &2 4
SO A 50| SpLfet

HAIE

AESH A MVR &2 IP FAE X|H¢E

Count{1-258)

-
n

L|Ct. HQ|= 1~256 %] L|C}.

4. MEiSE MVR &S AH|5t2{ 2 Delete H{E2 S =0 2.

CHE BOM = 2HHO| #AIRl= 14 & §le FEOf tisf 2L ot
Table 104. MVR 1 & 7+

ic ay

Status SFMVR 282 HEgiuct

Members SEMVR IE0 Hojsts ZE S ct

MVR QI E{5j|o| A&

MVR QIE{L|O|AE F/d5l2{H:

Switching > MVR > Advanced > MVR Interface Configuration.
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MVR Interface Configuration - -

| Interface Admin Mode Type Immediate Leave Status
| v | I v | v]

mEE: Diizable none Dizsbls MACTIVESNVLAN
] |02 Disable nons Di=able MNACTIVEIn'YLAN
O |:ma Disabile nione Dizshis FACTIVERRWLAR
1 | ‘o Dicabia nors Dizsble NACTIVERNVLAN
=R Disanle rHIfe Diz=hle ACTNWENRVLAN
[ |“ova Diszbile nons Dizable MACTIVERn\WLAN
1| o7 Disable iR Diszbis MACTIVERVLAN
[ | e Diisahie none Chzable MACTIVEERWLAN

2} ZEO| HEf7F HA|ELIC,

1. InterfaceE AFESI0] QIE{L|O|A S MEdSHL|CE

2. AdminE A% ZE 9| MVRE Enable EE = Disable® L|C}.
S 7| 23f2 Disable® L|C}.

3. Type2 MBI ZEEMVR A7 ZE FE= AA XEZ QgL
712 ZE Y2 noneYL|LCt

4. Immediate LeaveE A2 E E 0| A MVRE| Immediate Leave 7|5 Enable EE=
Disable2fL|C}.

OH
2
ﬁ

2712 Disable®L|Ct.
AHO|EZl 40| AQK|Z2 HEELICH 714 HE A2 ZA| HEE LT

22{X0f oieh 2| A HEZ otHE M2 DX|HEH M2 0 HES SESHM 8.

MVR 1& BH & 748

MVR 1& HHHS 452 H:
Switching > MVR > Advanced > MVR Group Membership.
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< Rafresh

W
N ... contrsion

Basic

_ =

Port Selection Table

MWVR Configuration
Fation
E e —— Rode A 3 & 1.8 U B B ¥ 18 e 2
.HHP%HHHF%H-
e H-------'----hiﬁ
o 2 4 a & 1012 %4 49 14 20 22 24 25 26 27 28

1. Group IPE AH&3I0f MVR 1&2| IP HE|IFHAE FAE XL

O ZE ZEZ A0 Eiot LEZ O] MVR AE0| 7Kg 5= ASLICH

3. Apply HES S=gtL|Ct

YHO|EE #90| 29X 2 HEELICH 79 HE Arg2 A HEELIC

Lo d

MVR E74| E7|

> MVR &4 & E2{H:
Switching > MVR > Advanced > MVR Statistics.

MVWR Statistics - Status »
IGMP Guery Received 0
IGMF Report V1 Received ]
IGMF Report V2 Received D
IGMP Leave Recenved 0
IGMP Guery Transmitted o
HGMP Report V1 Transmitied i
IEMP Report V2 Transmitted 1
IGMP Leave Transmitbed o
IGMP Packet Receive Failures 0
IGMP Packet Transmit Failures 0

ALK 0f cHet XM "HEZ 2tHZ ME X2 H Refresh HEZ2 SEI5HM K.
LS BEOM &= 2tHO BEAIL= 7dT 5+ 2= Z20| sl 4oL Ct
Table 105. MVR S 4|
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zce ek
IGMP Query Received 2AEGMP R 2| £QlLC},

IGMP Report V1 Received AEIGMP ETM 2= V1.

n

IGMP Report V2 Received 2AE IGMP BTN 2= V2.
IGMP Leave Received LAE |IGMP LR QI £=QlL|C},
IGMP Query Transmitted MAE |IGMP HE| 29 L|C}
IGMP Report V1 Transmitted MZE IGMP EIM 9l 2= V1.

IGMP Report V2 Transmitted

Pl

ML E IGMP E1A Q] 4= V2.

0

>

IGMP Leave Transmitted

Pl

MEE IGMP 2| LT}

IGMP Packet Receive Failures

IGMP Packet Transmit Failures

Auto-VolP

v

DTZEE 7Bt ZE MY Y oul BHE 748 = ASLH Tt
ZEEZ 7|4t ZE M™H 1M

D2EZ 7| ZE d™ES 7512 H:

Switching > Auto-VolP > Protocol-based > Port Settings.

162



Port Settings - Prolocol based Global Configuration »

Pricritization Type
Class Value i, =

Port Settings - Profocol Based Port Setfings ’
[l Interface Aute VolP Mode Operational Status
| o Disabte Diowm
g W2 Disabke Down

[J| o Disabie Down

)| are Disabla Do

| os Disabie Ciown

| e Disable Diovavn

| w7 Disakea Diowm

] s Disabls Dowin

1. Prioritization TypeO|A] Traffic Class ==+ Remark= M EBtL|C}.

2. Class Value S =0f|AM Remark CoS7t &dotEl 42 374 VLANOIA =21 & TfZ10f| CHsH
M Cos Ef 242 K| gfL .

22/ K= YEet g2 2 YU O|EELCEL 2 X7 P S 2Lt HAE S M WS
2
=

=]
Ao E MY

Auto VoIP OUI 7|8t =4 719

> XI& VolIP OUI 7|it £4 &8 /g5t H:

Switching > Auto-VolP > OUl-based> Properties.
Properties - CUIl based Properties Configuration 3

Auto-VolP YLAN 1D |ﬂ | {0 fo 054

Oll-based priority T ™

1. VoIP VLAN ID ZE0f| A2[X|2| VoIP VLAN IDE Y& gtL|Ct.
XtE VolPOl= 7|2 VLANO| gioB 2 HA VLANS 4 ddl{oF gtL|C}.
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2. oul’|gt RMEel SFUAM £9(X2] oul 7|E =2 S ML L

rir

2 Al 2!

mjo

A2 X= e ¢2 2 YU O|EF L 22 X7t HES 2L A
o
=

&K oF o L Ct.

oul 7|gt =z E A%

> XIS VolP OUI 7|8t ZE HH™ S #/d5I2{H.

Switching > Auto-VolP > OUl-based > Port Settings.

Port Settings - OUl Port Settings 3

It interface Auto VolP Mode Operational Status

B |G

2 Diisakée Diom

'3 Diizabia Diowm
R Disakbéa Chomn
(] | -0 Disabie Dl
(b0 Disabée Doy

RHE Dizabea Dicwwm
03 Dizabie Dlowe

Operational Status 2 E0i|l= 2t QIE{H[0| A Q| TiX| 2t AEf7F FA|E LICH,
1. QIEH I O|A check box& AFESHY] QIH{H|O|AE MEAGHL|CE,
2. Auto VolP 2E ZE0j|A Disable &£ EnableE MEiEHL|CE
XS VolP= 7| 2% 2 2 Disable| 0 Q& L|CH
3. GoTo Interface(2 HH[O| A2 0| F)E AFESHY o 2 E 50 QIHI|0|AE MEASHLICY,
4. Apply HEZ E&|tL|Ct

29X Yot gt =2 YH|O|EELILE A9X|7F HHS UL 7

2 A S M =
Ao B MY S +doiof gL Ct.

—

rir

164



oul o] = +/d

> OUIH0|ES F/d5l2{H:
Switching > Auto-VolP > OUl-based > OUI Table.

OUI Table - Canfiguration 5
I Telephony OUL [Xx:cxx) Desmipt"ron (0-32 characters)
1 | po:niER SIEMENS
000368 c15Cod
O0:12:43 S0
DO:0F:E2 HC
o-80-52 TSL

(=1
e L B
C

c

m

[ | ‘ooEDTS JERILIMK
00EDEB 3C0OM
00:04:00 AR

| gaiBar AU AZ

1. Telephony OUI EEO|Af AABB:.CC HAIL 2 FI1e VolP OUI HFAE K| ERLICE
Z|CH 128742 OUIE 4 E = ASLICH.

2. Description 0] oulof CHot HH2 YL CL
HYO| |0 20|z 32Xt LICH 7|2 ™Mo 2 fL40= TS OUIZt LS LIt

* 00:01:E3 - SIEMENS
* 00:03:6B - CISCO1

* 00:12:43 - CISCO2

* 00:0F:E2-H3C

* 00:60:B9 - NITSUKO
* 00:DO:1E - PINTEL

e 00:EO0:75 - VERILINK
* 00:E0:BB-3COM

* 00:04:0D - AVAYA1

* 00:1B:4F -AVAYA2

3. Add HHE=S = LI
Hat s4 oul &=0| =7 L L.

4. Y9 d=2 HHSHEHE HH HES S EHM K.
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Auto VolP El| &7

> XS VoIP HE{E Ho{H:

Switching > Auto-VolP > Auto-VolP Status.

Aute-VolIP Status - Sialus

Auto-VolP VLAN 1D

=

Maximum Mumber of Voice Channels Supported 18

[

Humber of Vioice Channels Detected

A QX0 CHSH M FEZ otHE ME 1 X[2{H Refresh HHES SE/5HAM 2.

O 20 Me= e &= Sl AHE VolP B HEOof sl d LT

Table 81. XI5 VolP &El

zc Ck:

Auto-VolP VLAN ID

Detected

Maximum Number of Voice XY= | 24
Channels Supported
Number of Voice Channels VolP o] M

IS = AS LI,
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O] MM CtS F=H|E CHEL|CT,
. FEZE

E}REH IP 7

AGX|0f LBt B RE YA H 24

* IPv6

s VLAN 7R

. FLAPOEZFEZfQ
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a2 &

2teE HOlE2 8 2ot 22 42 5 08 220N Z2E 3L 228
HOIE2 02 £20|M ST iR ofot= O] =& ohad &= ASUL 2R E
HOlE0= 2& d27t LIEE LT

7|2 4z 7Y

> 7|2 BRE 7853 H:

Routing > Routing Table > Basic > Route Configuration.

Route Configuration - Interface Configuration »
| Route Type  Metwork Address Subnet mask Mext Hop P Address Preference

T | | || | || il

Route Configuration - Leamed Rouies Status

-

Route Type  Network Address © Subnet mask: Protocol  Next Hopinteface  Mext Hop IP Address  Preference  Metric

1. Route Type SE|M LIS H2 7 & otLtE HETLIC.
* Default. 7| = 325 4Jota{BH L

. Static. 1 ZEES AM3lH T HEYI
28 XEgH

A, MEYORAZ, TS & 54 2 7|2

+ Static Reject. 88 H&E F=2E Yd53{H HERI =4, 2l opA3 3
7|2 482 X ggLo

2. Network Address Clil &/ 2| IP ZE TFAZ HA|E LT
3. SubnetMask SZE HESQIE AEst= IP QL O|A FA £F2S LIEFHLICH
0|2 MEUY/HEQA oAzt A E St L},

4. NextHop IP Address [ A0 2 Sist= 20| [+ BI2H (YL A9)2 Eajme Hug
0 ALRSH Livhe 2HQE| P R4S BASL|CH
Che B E S &4 QIR 02 & BHLIO|7LE AF A7 E Y = S0 Cfgt 22

o O —
OIE | O| A9 IP F=AQIL|CE.

M
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5. Preference 152 2557t X|2| M= 4+ BAISLICH
e 8 d2o 7|2 4 i Azl2tie: ghe K-S = YELICH S Lot
EXMXZ I EE T HSE 40| 71 H2 Z27 T Ho|HH|o| A0 YHE
HA2ULICH ArEXE XN F2o| 7|2 BEE X880 WX 427t 85 28
MofetL|Ct =3 7|2 Y2 5L Ao

ZIR2EEO ZEHCI M E|=X| EE
.|

o
A C
CHotCHE 8N Z2EC0H 8N Z28 M=5t=X] o FE M ofgfL
6. 2T MB350 d2E HESt= 0| Z20f Ligt S X[FLILH.

22 AL, OFO|E = EE A= F9E|0{0F St ETf 31AMHA| Zhs gL

8. 2PXOM 7|E 0F B2 =S AHSHA T Delete HES S =TLILH.
YCIOIEE 80| AKX 2 HESELICL 714 HE Ared2 FA| §EE UL
22[X0f thieh =4 S22 otHS M2 1X|2{H Refresh B E= S =0HM 2.

ChE HOM = BAILE 782 5 Sl HIOoIHof CHo) 2 =L Ct.

Hl

Table 121. 2} HO| = 7|2 B2 7148

zc Ck
Network Address CHANO| |p ZE FEAFQILICT
Subnet Mask MEY/HEQS 0tATEl DG o0 AAE HEYIS At P

CIEHO|A =4 2SS LIEHHLICH

Protocol ol BEL XYE F2E YNS TREZS YAFLICL s O S

S OfLI LT

* Local
e Static
Route Type ol e n2EZ0| e AAY, ¥Y =& SHY 5 YL
Next Hop Interface Efjze Moz MEE [} AF2E LI7H= 22 H
QI E{H| O] A ) L|Cf
Next Hop Address fiao= S3te 2ol kg 22 ((YUE F)= E2jLg HeY o
MEY LI7hE 22 H 1P FAYULCE O BHREE o A8 0|




U-1-F5010HPA

Ot

FLEOIALE X AHZE WESRZO tiet 22 QHT|o|29] 1P
2L Ct

41 of
>

Preference 7 0~255)2 M= ZHULICH AFRAHE i 1™

L2l Aeletne ghe X8 ¢+ ASHLEL S

ox
Hu

9|

ne
&

_l
o
SHAZ 7t 32 S U2k g0 7t RH2 27t =4 E

HiolEfe|o| A0 Y= E B2 YLICE AHEAE X BR2| 7|=

H = o1 o

8HE XFstol YN Y27t SN oY ZREB0| F2uC)

Mz L =X o2& MOk E£ot 7|2 42 S Yo Ciabof oyt
CHE 38 280 8§ 428 M3st=X| 8 E K ofetL|ct
Metric SHX|NXC| ZEO| CHP 2| HE. 2f2 YHSIK| A2 42
7|22 1YL #HflE 0~255Q LTt
=1 74 A
sE 18

- 13 Z2E Py

Routing > Routing Table> Advanced > Route Configuration.

Route Configuration - Inferface Configuration

[} Route Type  Network Address Subnet mask Next Hop IP Address Preference

KT | | || || | |

Route Configurafion - Leamed Routes Status

RoufeType Nehunrkﬁddregs Subnet mask Protocol Next Hop Inl_'el‘a;:e Next Hop IP Address  Preference Metric

1. Route Type EEE ALESHY 7|2 £= 8 AR Z=2E X[FE UL

JER-EX-PIC R TR -1

T

A0t X|gsljof gL Ct DX gfo™ 2t &
At sfjof ghL|Ct.

2. Network Address CH&2| IP A2 HEAZF EA|EL|CE

3. SubnetMask @Z =l HEQIE MEHSHE IP QIEHHO|A =4 BE2S LIEfHL|CE,

O|F MEUWHERA btA3Etn e BHL(CH,

i

4. NextHop IP Address Ll & 2 = 2fot= 22| LHF 2R H(UE 492 EAH S TET

o o
M A+EE Li7te 2t H IP =25 BEAIRLIC

ChE 2t HE g 28 O & otLto| AL 2 A& WEZO Ciet 22
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Ol O|A 9] IP F=AQL|CE.

5. Preference 15 E 2557 X| 2| H= 4t2 HA|SHL|CE
e A H2ol 7= A
SN2 /= dE2E S M
ZEUL|CEH AFEXE X

ZRES0| FREC} MBEER RS
C 1

6. 23S AL85I0] Z2E MESt= 0| Z20f Liet @S X[FLIC.

—

1F 27t 29X[of FIHELICE
8. 2PIXO|M dEiot N F B2 =S AKISH2A T Delete HES S LIC.

=2
AQK|of ChEH M HEEZ IHE ME 2X|2H M2 18 HES SE5HM Q.
ChE EOAME =30 AR = 98 - Bl 20 ol 2L

Table122. 22 M . S& 5 A=

L ek
Network Address CHAtO| 1P A2 HEAFQILICE
Subnet Mask MEYHESI 0tATEIIE 5l0 HZAE HEYIE Adste P

CIEHO|A =4 2SS LIEHHLICH

Protocol 0|

=
S otHteL Ef

e Local
e Static
Route Type Ol ZE&= 7|2a0|AHL A Y 5= ASL O
Next Hop Interface EPe (Ao MY O ABE LiTts 22
QIE{mH O] A Y LT}
Next Hop IP Address [Hggg gsle A2l OHS Bt Qs A2 EgjEe Must

SEE By
£ sfLiolZiLt 5 @28 U=9a0] e 22 QIEHol A0l p
FagLct
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Route Preferences - Configuratien 3

Local 1]

Static | 1 | ¢t to 258
RIP [120 | (140 258
OSPF Intra |11u | (70 258
OSFF Inter | 110 | {1 to 255
OS5PF External | 110 | ¢4 258
BGP External 20 | (r10 285
BEP Local 200 | rrio288
BGP Internal |2f.m | i 255]
Configured Default Gateway 253

DHCP Default Gateway 254

1. Static2 AFESI0 2t EHC 07 A2 7|2 878 42 X[ ™t
7|22 1YLICH He= 1~255Y L}

2. ZIRHOMRIPEZ 7I% 273 o= A EgL.

7| 2402 120 LICH #9| = 1~255Q L}

3. ZH*HOIM OSPF LR d& 7|2 47 a2 AIEe Lt
71222 110U LICH Hel= 1~2552 LICH. OSPF AZH(RFC 2328)0f (2™ OSPFE

Soll stsE B20| tisll thg =M= 7|2 23S Moo gL,

r
0

4. CI2EO|M OSPF LR Z2 7|2 M Zf2 X[-¥g ot
7| 2252 110Y LICt He[= 1~255Q LICH OSPF AFZ(RFC 2328)0 (HE™H OSPFE
SOl StEE 20| O3l CtE =M 2 7|2 282 M-S0 2Lt

5. 2t EO|A OSPF & 42 7|2 47 42 XIFTL ot

7| 24r2 110YL|CH HR= 1~2552 L|Ct. OSPF Arot(RFC 2328)0] =
typel/type2/nssal/nssa22t 2= 2= OSPF 2|F A2 SO CHsl 7|2 7 240
&S Ll OF BFL|Ct.

6. Apply HES S=gtL|Ct
ALO|EEl 40| AK|2 MSELICH o HE At 2 SA| HEE LT

Lo d o

BEHLUC= 2ZH A2 7|2 M /0| EA|=EL|C
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o
et E IP 17/
I mo|AQt | AX|of Lt 2t O/ HL-E FHY = ASLCL

> EBIRE IPE Td5I2H:
Routing > IP > Basic > IP Configuration.
1. Routing ModeE AtE3t0] Enable = DisableE MEBHL|CE
QIHHO|AE Sol 2t S0t EH HA A9|X[0f it 2t 8-S 2-d=toOF gLt
7|22t Disable® LI L.
2. ICMP Echo Replies2 AH&3t0] Enable = DisableE MEHgHL|Ct.

HEiSHH 2t H P ECHO SEE E2 & UASLILE 7|[2H 22 ICMP 0 2

=
= = -
SE2 02 2730 tis) S Lt

Moo 2 121 QIE{H 0| A £E0| A ZAISHE| T Bt E B ICMP 2/ C|2N S

- 17
22 ASLIC

OID
Ot
g
T
[>
[m
r\J
N
o
of
o
ﬂ
c_)
<
T
Fo
4>
i

4. ICMP Rate Limit IntervalS At
X|’gst0] ICMP 27 I3l Mo = JASLICH
J2Ho 2 £ Kot 100 2/ JLICHHAE 7H242 10002 2| =), ICMP £ =
XHot2 Hi2datstei™ 0| HEE 0 Z
0~2147483647 Y L|C}.
5. ICMP Rate Limit BurstE AMESHH HAE ZHAY S{EE| = ICMP 27 IHZ =5
X|’gst0] ICMP 27 I3l Mo = JqSLICH

J12HeE HAE 37|= 1000 Z Y LICH HAE Zv240| 00| O] HEE Td5t=
A2 7asct 2ol OtgL|Ch RS HAE 37| M= 1~200 2 LI}

6. Select to configure Global Default GatewayE A&} Global Default Gateway
HEE HAYLIC

7. Global Default Gateway& AF&3t0 22 7|2 H[O|EQ0|E =322 71 d&E U2
gL Ct ol 3oz 1Y E 7|2 A O|EQO|= DHCP ME{ 0| M St& &l 7|2
AO|EQIO| 2Lt & Mz ELICL 7|2 HO|ERO|= SRt e o= UAE LT O]

Y= oy H = =0t 2t FFHO| o] ¢S CHMIR LT
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Cta #O|M= otEHO| BEAL= 9T+ Qle L0 ol 2 gLt

Table 123. 2t & IP 7+

)

gc 43

Default Time to Live HE AS ZRESOM TIL U2 HMSSHA| e 22 2UX|o)A
4 HolH™el 1P G0 U= TTL(Time-To-Live) EEO
MU= 712Ut

Maximum Next Hops AKX 7t X|St= X} 5 =Lt O|l= AIY EFQ A=l L|Ct.

Maximum Routes 2X7F X @ots 2O B2 @Y HOolE AZ)YUCE o=
o

t
Aute Bty gLt

SA 27

O o}™0| £ & A= RFC 121301 X|H & Ch= LT,

SHE Eo{H:

Routing > IP > Basic > Statistics.
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Statistics - Sizlus

IpinReceives 26085 lempln SreQuenchs o
IpinHdrErrors o lemplnRedirects o
IpinAddrErrors o lempinEchos [}
IpForwDatagrams o icmpinEchoReps o
IpinUnknownProtos o IempinTimestamps )
IpinDiscard o
ol lemplnTimestampReps O
IpinDelivers 25085
lernpinAddridasks [H]
IpOutRequests 20344
2 lempdnAddriaskReps o
IpOutDiscards o
IpOutNoRoutes o lompOutilsgs o
IpReasrm Timeout o lempOutErrors o
IpReasmReqds o lempOutbesilinreachs 0
IpReasmOKs o lempCufTimeExcds O
IpReasmFails o lempOutParmProbs o
WkEragits ad lempOutSreQuenchs o
fpF il o
s lcmpOutRedirects 9
IpFragCreates o
lempOutEchos o
IpRoutingDiscards o
= lempCutEchoReps [}
lemipinbsgs: o
lemplnErTors o lempOufTimestamps o
lemplnDestUnreachs o lempOutTimestampReps o
fcmipinTimeExcds o lempOutAddriasks o
lempinParmProbs o lempOutfiddriaskReps o
Cte 20| M= B0 BEAEl= 4T + Sle 20 ois) 2 =L
Table 124. 1P 7| 2 &7
2c 2%
lpinReceives OF2 +41% Ho|E 1S Teksto] OlE{H0| A0 A $AIE 2
Holeazel & =Lt
IpInHdrErrors Z2RE MIY HE Ho S LXK, 7B FA F, TTL(time-to-live)
Zh PS8 ME| T HUE 27 2 XS P &EHe LFE
oI5 AfHE 2 HO|E 2 ~L|Ct
IpInAddrErrors IP SICIC| CHA TEO| QUi 1P A7} O] AEEIOIA 41T 4 Sl
T2 FATF Ot 7| E0f AXE 23 Ho[H 2™ Y LCt O]
0= ZEXE F2(0: 00.0.0)2F X A=K @= S E A2 B2
F7b ZEELICE 1P AIO|ERO|7} OlLIE2 HO|H 1S
USR] = AHE|Q| 42 O] 7I2E 0= iy 27t 24
F47F OfL| 7| IHE0f AA|E CoJE{ 20| =otE LTt
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IpForwDatagrams

O| AEE|7t X|F IP CHO| OtLIOfA BT %|F 2= TEDLY|
23 ol LTt IP
AEJE[Of A O] ZFH2E 0= IP

b= obE LT

T B2E Hogid Aot
AOIEQIOl &S BHX| Ye
=X |O}
= [

of
AOIEH O] AetS ot mjzl

IpInUnknownProtos

of
it}
|0
I
+
r=
i
2
Ral
=
o

= QAL X R/EX gt Z2EEZEE
= OjO|H 3ol =Lt

e ox

ot
1z
>
rn
HU
my
M
B>
N
Pl

bl

IpInDiscards

Ral
lo A
ro
Ras
L]

= E'IXI3P7I Ui EH7F EYSHR] UKD I SZF
A 1P HIOIHJ:.” LICt O] 7H2E0f=
tel= 5 J_11I7I5| HO|E{ 20| 2K HESLCH

4r
By b
i
o
=O=|'
1z
=
rﬂ

=
o
fujo
N

[l

IpInDelivers

=

[

i

= ol
S =

IP AFA ZZ2EZ(CMP Z8hHo| 43Xz ™
Cloje Oz =L|LCt.

IpOutRequests

2ZIP AR Z2EZ(ICMP ZEh0| F& Q& Al IPO| HlEst &
IP CIOJH 138 £=IL|Ct O] 72 E0fl&= ipForwDatagramsOf| A
A A= Ho|E O3 0| R K| Q& L|Ct,

IpOutDiscards

theezol &S YX[BH7| ?I8) M7t ZYHA| QK| T H 1
7% 52 olf=2 H7|E £ P HolH~e| =Lt 0|
7H2HO|= siE 2ol of (o) 17| 7|Es §5F5t= 8

ipForwDatagramsOl| A{ | AHEl HJO[E{ 124 0] ZotE L|C

o

_

IpOutNoRoutes

Ao 2 MASt H2Z XS £ Q10| ALR|E |p CO|E{ 12

FL|CE O] Z}REO= O] B2 QIS 7IFES
ipForwDatagramsOll A A 4HE 2 & mizl0| =otE LT o 7[0]=
BE 7|2 HO|EQ0|7} Ct2E|0] SAETL 2R EE 4 Qs BE
HiO|E 1240| =&k LICt.

IpPReasmTimeout

Al E =270] o] AHE|M =S 7ICt2|l= SO 22t=l= =]

IpReasmReqds O AEE|OA RYEEIZ|Of =M El P 22 = L|C}

IpPReasmOKs MIHMoZ XY E Ip OO 2o $=QLCt,

IpReasmFails IP X =T YN2|E0 oo ZX[El A =070 A BI0l: AlZt
X, 2F 5) €8 Ln2EF2 40| fAE I 2ZE At
X2 =2 F=HX| 2 4= o2 o|l= H 7| = Ip 229 =Y
2o+ glsLLt

IpFragOKs O] AEE[OfA =ZStEl IP HO|E{ O =&IL|C}

IpFragFails

O MEJE[O M =Zotelof HX|Th ZZoPotA| EE S 27 28 =
A

52 0|72 =Ztstet 4= §lof A E P HIO[E O~ =Y LC
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IpFragCreates O] AEE[L =23t Zt2 MMEN Ip HO|EH O™ =z =L

IpRoutingDiscards SR =75t AN E 2t E a5l =L|Ct o2 &=S
MXste ot 7HX| 7t O|fe CHE 2R E 52 913 H
SIS 25t AY = ASL T

lcmpInMsgs ME{E| 7} =28 5 |ICMP T A|X| $=QIL|C} O FI2E 0=

tu
hv)
R
rn
]
rin
0%
Ao
=}
Hl
i
it
i
n

icmplnErrors

IcmplInErrors

AEE|7F = LRAX T ICMP 2E 2LEFZE ICMP M3 Y, 2R E
P

20| 5)7I /e A2

=
ICMP &0 2@ = Bl= HIAIX| S RL|C.

IcmpInDestUnreachs g

lemplnTimeExcds 2 AEICMP AlZE AT HAIX] 29fLct,

lemplnParmProbs 2AE| (CMP Of 744 25| HAIX| $L|ch

IcmpInSrcQuenchs 2AE |CMP AA 2IK| HA|X| 2L},

lempinRedirects S A EICMP 2 EI A BIAIR] ST,

lcmpInEchos +AE ICMP O 2(2 %) BIAIX] =g L|C.

lempinEchoReps SAIEICMP Ol R SE HIAIR] +QLCh

lempinTimestamps 2415 ICMP EFQAS (R 8) HAIX] $2LICH

lemplnTimestampReps SAE ICMP AT SE BIAIX SQLICH,

IcmplnAddrMasks SAIE ICMP =4 OFAT QF HA|X] 2QlL|C}.

IcmpInAddrMaskReps 2AEl|CMP T4 OpAT S8 HA|X] £=QIL|C}

lcmpOutMsgs O AEE|7} B2 D A|E3 Z ICMP HAIX| $=L|C} Of
7I2H0l& icmpOutErrors2 AAtEl B E &50| ZEHE L|CH

IcmpOutErrors HI & 5 ICMP L{O|M EAE X Z Qlsl O AEE|7F ELYX]
@2 ICMP HAIX] =& L|CE O] gtoll= 1P7F 21t GO O™ S
Ef—?—%‘%‘ T Bl S ICMP AT R oM EAHE 2F= ZHEX]
HEELt 28 FHME O] 7h2H 2o dgS OlX= 2F
20| g8 + A&

lempOutDestUnreachs MEE ICMP THAO| X2 4 gl BIAIX| 2L Ch

lcmpOutTimeExcds

HEE ICMP A[Zh =3t A X] 4= LT,

lempOutParmProbs HSE ICMP Dl B4 2H BAIX $ LTk
lcmpOutSrcQuenchs MLE |ICMP AA 2AX| HA|X| 2=QL|C},

IcmpOutRedirects

H&E ICMP 2|C[3 M HAIX| +=LCH S AEQ B SAET}
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2IC[HME 2UX| B2 0= g 0L,

lcmpOutEchos HEE ICMP 0| 2(27%) HIAIX| =L|Ch
lempOutEchoReps HEE ICMP O 2 SE BAIX| =gLC.
IcmpOutTimestamps ICMP EtQIAEHI(QX) HA|X| 4= L|C},
IcmpOutTimestampReps MAE |CMP EFQUAEBHT Sk O A|X] 2=QlL|C},

IlcmpOutAddrMasks MLE ICMP =4 OFAS QX HA|X| 2=QL|C},

221 X[of chet 2t j7HEH 18

OIE{H| O] Aot HiCH2 A2|X[0f CHot 2t S 7 H+8 4T + UASLIC
221 X0 ciet 2t o7 H & S35t E:

Routing > IP > Advanced > IP Configuration.

IP Configuration - 7
Default Time to Live B4
Routing Mode . Disable () Enable
ICMP Echo Replies () Disabie ® Enablé
CMP Redirects ) Disabie ®  Enabie
ICMP Rate Limit Interval | 1000 | (g 2147455647 ms)
ICMP Rate Limit Burst Size | 100 | 146200

£
3

Maximum Mext Hops

Mlaximum Rowutes 2043

Maimum Static Roules 28

1. Routing ModeZE AH&3H0] Enable &= DisableS M EHSL|C}.
QIHIO|AE Sl 2t Yot T HA ALX[0f Cht 2t E S 2/ 2tsl{oF 2 L(Ct,
2. ICMP Echo Repliesg AH&3t0] Enable === DisableS M EHgHL|Ct,
MEHSIH 2t E{0HECHO 8H2 2 &= USLICH 7|[2X2 2 ICMP o2

=
= = =
SH2 02 2F0 tis ©&E Lt

3. ICMP Redirectsg AF23}0] Enable B = DisableS MEHSHL|CL.
179



U-I-F5010HPA

e

HAXMOZ QHLO|A +=FOA 2 MdatEl 42 2tEHPHICMP 2[C|HMHE 2 B 5=
&

4. ICMP Rate Limit Interval& AFESIH HAE ZHAE 5{8E|= ICMP 2F IiZl =&
X’85t0] ICMP 27 {22 N[O = _}SLIC
Jl2No 2 £& N2 1000 /R LICHHAE Z2tA4 2
Hoh2 H| 2 d3}sl2{d O] REE 092 MHSIMAIR. S8t £ 7t 49_I
0~2147483647 Y L|Ct..

5. ICMP Rate Limit Burst SizeE AFESIH HAE ZtAY |25 = ICMP 25F T{7

£ X|™sl0 ICMP 2F T2l 2 HOo{& = JAELIC.

JEMOZ HAE J7|= 10002 Y L|CH HAE 7t 0| 00|H O] ZHEE L H5=
A2 fast &0l OfHLLCH a3t HAE 37|E 1~2009 L| C}.

6. Select to Configure Global Default GatewayZ AF-&3}0] Global Default Gateway2EE
HygL o,

7. Global Default Gateway= A%t =229 7|2 H[O|EQ0|E =822 T+ & U2
AL

Ol 3FL= #d& 7|2 AO|ERO|= DHCP MH O A ct5E 7|2 A O|ERO| 2Lt
M= L 7| = AO|EQIO| = BtLtEt 79 =+ ASLICE 0l 3EE o2 H = =513
2t EO0| 0| Zt= CHAIR L Ct.

8. Apply HEZ S&lgtL|Ct
OO EE 40| AKX 2 MESELICEH 7o MY A2 SA| HEE LT

Cta 20N = otHO| BEALl= 9T = Qle L0 ol 2 gLt

Table 125. 2t & IP 4

uc L

Defaliit Time to Live & 3 ZRES0IM TIL 32 FMBOHK s 32 A9K|0A
ddE HolE ™ol 1P SHM R TTL(Time-To-Live) EEO]
HeEE 72U YL

Maximum Next Hops AQX|7F X|YSt= X &5 £=QL|C} 0|= ADIY EFQ Arg=QlL|LC}

Maximum Routes £AQIX|7t XYUSte Hoh B2 @Y Holg 7)Yt ol:

I-I_
Aot Ebe gL
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Maximum Static Routes

QK7 K| @Bt £

IP E4 H7|

O| 3tHO| 20 &l EA= RFC 12130 X|H =l CHZ L,

> IP SHE B2{H:

Routing > IP > Advanced > Statistics.

Statistics - Sialus

Chg #OM = =t3H0| #AIE= #EE

Table 126. IP S 4|

lplnfReceives
IpinHdrErrors
IplnAddrErrors
IpForwDatagrams
IplnUnknownProtos
IpinDiscards
IplnDelivers
IpOutRequests
IpCutDiscards
IpOuiNoRoutes
IpReasmTimeout
IpReasmReqds
IpReasmKs
IpReasmFails
lpFragOKs
IpFragFails
IpFragCreates
IpHoutingDiscards
lempinMsgs
lcmpinErrors

lemipinDestlinreachs

75

v B = R = ]

75
26534

=R -]

e G o~ L e G RO G~ T B G~ B ]

@

IcmpinTimeExcds
lempdnParmProbs
Icmpin SreGuenchs.
IcmpinRedirects
IempinEchos
IempinEchoReps
IempinTimestamps
IcmpinTimestampReps
IempinAddrMasks
lcmpinAddriMaskReps
IempOutisgs
lcmpCutErrors
IempOutDestinreachs
lempCutTimeExcds
IempOutParmProbs
lempOut SreCluenchs
IempOutRedirects
lempCutEchos
IempOutEchoReps

lempOutTimestamps

IempOutTimestampReps

lempClutAddrasks
IempOutAddriMaskReps

SEOf| s 2 FE L

»s L
IpInReceives ©F=2 +ME HO|EHIHS Tafotol olEH 0| A0A FAE 3
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IpInHdrErrors ZXE MY HE Hz 22X, 7[E 4 2F, TTL(time-to-live)
i PS8 ME| T LHE 2F S ZEOI0 IPHIEHe 272
2l

of o7l = YU o1 =

AT

IpinAddrErrors IPSIEel e BEO| AUz IP FA7E O] AHE|OM 4l = A=
FETHFATL O Y| IR0 AfME 2 Co|E 2 LTt O]
= BXRE F20: 000002 X HEX| = 20 S~
StEILICH IP AIO|EQO|7t OfL| 22 HIO|H 1S

S| b= AEE[Q| B2 O 72HO= et T4 22
FA7t OotL| 7| W2 0of AKE Cjo|Ef 30| =g L|C

IpForwDatagrams O| AMEE|Z} %= P CHAIO| OFL|O{ A ST X|Z CHAMOZE MEHSLY|
2ot dEE #odn Azt 4 oMol =R LICE IP
%= AEE[OAM O 7H2E 0= O] AEEIE

—
= —
%BH a2 2RYEAelH 248 F2 4 ME|7 5o Al

P

IpInUnknownProtos 4BNo2 SNUEUAKE L & QAL NIYEX| G Z2ERE

L= —

e
2
1>

e 22 =270 X gE HojE el #YLLCt.

IpInDiscards

Ral

Ho J>

X M LXISH| ?lof EM7F AR EUKT HIH
SOl O|RZE H7|E YUY Ip HiO[H 1| =L Ct. O

g

2t

—

4

U
—_

BHol= AMzES 7|t 52 H 7|2 0| 1-0l 2 &R

&2
EI>
E

IpinDelivers IP AFEAF ZREZ(CMP ZEH0| ¥3Hoz MEH & 4

HlolE 23l == LICt.

IpOutRequests 2ZHIP AR Z2EZ(ICMP ZEhH0| ML @& Al IPO| &3 =
IP ClO|H O3 =& L|Ct O] 7} 2E0f|l= ipForwDatagramsOf| A}
AAbEl ClojE O 0| et X| b& Lt

IpOutDiscards Ao 2ol Hag WX|B17| S8l 2H 7p LASIX| QUK O Y
SZ So| 0|92 H7|E 52 P G0|E 10| +L|C, 0]
L2 Eols shg Tjzl0] of (o)) 7| 7|ES SFE AL

ipForwDatagramsOfl Al A|4HE H|O|E{ 1240| =3HE L|C}

_|

IpOutNoRoutes EHAFOE M&e H2E 32 4= g0 AR |
A

=
|pFoeratagram501|A1 74|*._F | B & mf2lo| =ZgHELICE o 7|0 =
ZE 7|2 HO|EYO0|7} CIRE|0 SAET} 2R EE £ gle 2E

HlO|E 23 0] =g LICH

IpReasmTimeout S48l £20| o] AE{EIO|A HEES YIckel s S0t BREE A

182




U-I-F5010HPA

IPReasmReqds O AME{E|O M THZEISHOF Stz =4I E 1P =22 =RIL|CE

IpReasmOKs MIHOE MEE IP HOIHIMO| =Lt

IpReasmFails P 2lojd el ue|Eo ols) ZX|E M =O|F: AlZt =1, 2 F
S). Y8 AdNB[E2 ZZ0| fAE I ZE TSty x4 =5
FHSIX| 28+ ooz ol H7|E 1P 2 4 E2E=
l&Lct

IpFragOKs O] AEE[OAM =2tz Ip Cjo|E O3 =L},

IpFragFails Of AE{E|O A Z=Ztztsljof X[ T Z2tztetr o= QIO ALK El P
Ol =Lt o|E S0 =23t o & Szt d- A7
IjE20f o]z Yo walg = ASLCt

IpFragCreates O] AIEE[o =Zt3} Zutz MM =l |p HO|E & =z =¢iL|Ct.

IpRoutingDiscards SR STt MM E 2R E &5 =LCt o2 &5
AHste ot 74| 7t O|f& CHE 2t E 52 fsh HY
SIS e AY = ASLCt

lcmplnMsgs OllE{ E| 7} 2= A5} —i§— ICMP T A|X| =i L|C} O] 7R E{ 0=

[

rl
Hj
rin
gt
o
o
Hl
Qt
I
-
n

icmplnErrors2 7|

IcmpInErrors

AEE|7F =X ICMP 2E LEERE ICMP M3, 2XE
P

Z0[ §)7t U= A2 O AIX] 2= LT

=
ICMP il &0 Zgt 5= @l HIAIX] = LIC.

IcmplInDestUnreachs g

lemplnTimeExcds 2 A ICMP AlZE AT HA|X] 2@fLct,
lemplnParmProbs SAE ICMP DR7H 4 2] BIAIX] £ LT
IcmpInSrcQuenchs SAE ICMP AA K| BA|X| 2=QIL|C},
IcmpInRedirects 2AEl |CMP 2|C|2M D A|X| 2=QIL|C}.
lemplnEchos Mg ICMP O Z(R%) BIAIX] =QiL|Ct
IcmpInEchoReps FAEICMP O 2 & HAIX| = ILIC.
lemplnTimestamps SAIEL ICMP EFRIAB (@) BIAIX| $LIC,
IcmpInTimestampReps 2AE| |CMP EFQUAEBIT S8 HA|X] £=QIL|C},
IcmplnAddrMasks 2AE|CMP =4 OpAT QK& WA|X] 2=QL|C}
IcmpIinAddrMaskReps 2AE |CMP =4 OFAT ST IA|X| £=Q1L|C},
IcmpOutMsgs O| AMHE|Z7} EL2{ A|=TH = ICMP HA|X| =R L|C}. O]

7}2E 0l & icmpOutErrors2 A/ AtEl R E 20| ZsHE L|CH
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IcmpOutErrors HEH 25 & ICMP LHOA| 2AE EXZ Qs o] AEHE|ZL ELYX|
22 ICMP DIAIR| = LICE O] gtofl= I1P7F 21t HO|E{ 1S
et Y + Gle S ICMP AS 2R oM ZHE 27 = LK
RSLCHL 27 Fe0ME Of 7h2E o SF2 DXls 27
70| glg = AsLt

lompOutDestUnreachs MSE ICMP RO A 2 gl TIAIX| SYLICk

lempOutTimeExcds MEE ICMP AlZH 21 BA|X] =QL|C,

lcmpOutParmProbs MEE ICMP OH7i 4= 28| DI AIX] =L Ch

IcmpOutSrcQuenchs MEE ICMP AA K| OA|X| 2= L|C}.

IcmpOutRedirects

2|CjAME HLIfX] Yoo E 0] o L|C}

MEE ICMP 2|C[H M HAIX| S SAEQ| B2 RAET}

M-S %o
lempOutEchos MEE ICMP O R(RE) HAIX| £YLch
IcmpOutEchoReps MEE |CMP O 2 S O|A|X| £=QlL|C},
lcmpOutTimestamps ICMP E}QUAEHI(Q ) HA|X| 2=QL|C}
IcmpOutTimestampReps MLE |CMP EFQUAEBI T SEF O A|X| 22QIL|C},
lcmpOutAddrMasks MESE ICMP T ObAT 28 HA|X] =Lt
IcmpOutAddrMaskReps MLE |CMP A OFAS S O|A|X| 2QIL|C}

IP QUE{H| O] & 13
Of 29| X|0fl TS+ IP QIE{H 0| B|O|E|S IH|0| =St %

=

IP QIE{H|O|AE +1/d S} ™:

Routing > IP > Advanced > IP Interface Configuration.

IHE M FELZ HA|E LT}
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IP Interface Configuration - Configuration B
[ Interface Description }g-‘"'" :f'::c;?ﬁg:::icn 1P Address  Sibnét Wxsk ﬁ‘;‘é‘;"g aﬂﬂrg;"‘_’im‘" ’g]tg:‘e
od
| L~ I |1 4 | | o
O o Mane Disakie Enable 3CHvE
13174 Momna Disatia Enabie
L V3 e Disabie Enable
[ | oes one Disabée Enable
O o5 Mone Dlizabls Enable
e o Disabie Enable
a7 Mane Diisabie Enable
BE Iane Disabie Enable
e hgne Disabée Eriable nackive
[ 10 MNone Disabie Enable nactiv
o1 Haone Diisabie Enszble ity
e [ Pl Endsia Aok
1. Go To InterfaceE O|&5t0] FH/ER/ZE &A0| QIE T O|A0 EIDH = Go

HES ZalstL|C}

X gE A1 O] 0] of Ft= eF=0| MEE LT,

=
IP Address Configuration Method& AHESH0] QIE{ I O| A0 A IP FAE Fd5t=
S AL
None, Manual, DHCP2| A Z}X| 20| A L(Ct 7[2F 22 O &2 None & LILC.
DHCP 232 TH 47 5t2{ T None W H 2 ALESHAA| 2.
Note: 74 20| DHCPO|A NoneL Z HZAE|H SHO| M2 DMX|7| Mo
OFZto| X|HO| ‘gL C.

IP Address& AM&ot0] QIE 10|29 IP =25 YHT L CE

Subnet MaskS AF&ot0] QIEI 0|20 MEU OtAS S ETHLIC

Ol MEU/HEQI OtATZIIE St AR HEJIE AMEHSH= O A8 L=
QIE{H|O|AQ| IP A 22 FolgL| Lt

Routing Mode = & 0f| A| Enable =£-= DisableE MEiBtLIC}.

7| 272 EnableL|C}.

L HATT

Administrative ModeE AHE5H0] QI T 0|A Q| 22| EE & EnableSt 7Lt Disable®! L|C}.
7|2 %f2 EnableLCt. O] ZE+= =2|& VLAN QI O|A0 &= K| E|X| &L|C}.
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10.

1.
12.

13.

14.

15.

16.

17.
18.

U-I-F5010HPA

Forward Net Directed BroadcastsS A23510] L EQA X|&F EREIHAE IS
Melshe g s MEistL|Ct

C odH=

2dstE MEoH HER/A X BEREAET HEE L L
HIZdelE MEotE AXELICH 7| 242 Hlgdst Lt

Encapsulation Types AFE0H0] A|"Y &l QEHO[A0 A &L= TiZlof Chiet B3 AF
st rgs dELCL

—

7t

or
F9l

%/ 2 Ethernetdt SNAP ! LIC} 7| 2442 Ethernet & LI},
Proxy ArpE AFESHY X|HEl QIE{ T 0| A0 CHS == A| ARPE DisableSt7{ Lt Enable@tL|Ct.

Local Proxy ArpE AHESI0] X|HEl QIE I|O| A0 CHs 2Z T = A| ARPZE DisableStHLt
Enable®L|Ct.

Bandwidth(kbps)S AFE3H0] Of QIE{mf| o[ A0 & CHY =S K| Ct
O| D7 Ei== QIHHO|A S EE O =2 2=Fo| T2ZEZ0| MHTL|CH OSPF=
Y =S AHESHY 23 HIE 2 AldtgLct 22 H2= 1~10000000 & 1| C}.

ICMP Destination Unreachable= AH&35H0{ O] QIE{I|O| A0 A ICMP CH A =&
E7ts2 B REE X|HgtLH

=MolEl AL 0| QIEHMO|AE ICMP CHAO| AZE £ gles EUX| Z&L|Ct
2O Z & £ 27 RETL 23R 0] Q& LICH

ICMP 2|C| 2 MZ ARSI ICMP 2|C|2 M 2 E £ EnableStZ Lt DisablegfL|Ct.
SEH= HAYXMO 2Lt QI 0| A0 Al 2|C|2M0| &3tz 42202t
EHHO|A0 A ICMP 2|C|HMEZ E-LICH 7| 28O 2 ICMP 2|C|3lM B ETt
F ot Of *_SLICE.

fot

IPMTUE AFESHY 2IEH[O|A0|AM &&= IP DAL X[ 27| 5 X|F L Lt

QB M9 B3 MTUS| 68HI0|E LI 7|23 0YLICt 3 02 IP MTUZ}
TAHE|X| 4ASS LIEFALITE IP MTUZH T4 iR =/ B ar%e 213 MTUS IP

MO =2
MTUZ AFEELICE IPMTUE Z[0H Z2| & 27|10 2010 2 3|2 ZO[S
ALt

MENSH QIE{H|O| A M IP FAE AKN|SE2H Delete HES £
Apply HEZ S &2t C}

YOOIEE #90| 29X 2 HEELICE 78 HE Arg2 FA| HEELICH

Lo d™d

Ju

SfLCY.
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A QK|of CHot 2|4 HYEE 3tHES ME 0 X[2{H Refresh HHES S 2SI |,
ChE #OME EAEE 782 & Sl= HIO|&0| CHol 2 FgL

Table 127. IP QIE{H|0]|A 7

zE 4y
VLAN ID OIE I 0| A 9] VLAN IDY LICE.
OSPF Admin Mode OIE{H|0| 20| OSPF 2| BES HEAIZL|CE 7|23t2
Hgd ot LTt
Link State R ClEHO| A0 MEjE B4 wE HENYLICH Z3T} BE
Ol HE JEfQ B2 AHIO|AE B JEl= ZHFE LD
Routing Interface Status 23 AMEf7 A s =QIK| Ahs =X|QX|E LIEFHL|C}
BExXIpPFx 1Y
> HXIPFAE FdsE{H:
Routing > IP > Advanced > Secondary IP.
Secondary IP - Interface Select 3
Interface 01 W
Secondany IP - Rouling Interface 3
[l VLANID Primary IP Address Secondary 1P Address Secondary IP Subnet Mask

1. Routing Interface S5 0| A QIE{ 0| A S MEHBIL|CY,
2. Secondary IP Address EE 0| A MERSE QIE{IHO| A0 H X IP FAE F7HLIC
3. Secondary IP Subnet Mask B2E0| X IP FALL HAHE MEU OIATE
gL ot
Ol= MEUWHER A DpAFEt 1L St HAAE HEQAE A/EH5l= O AL8 &=

=
IEHO| A0 P =2 RES Yo LI O] g2 78 =0 87| & YLIL.

MEHSE OIE|H|O| A Q| B |P FATF ZRIFEILICH

5. MESH QI O|AMM B 1P FAE AH|SHE]H Delete HES S = LI,
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ChE BOME BAIRE 78

Table 128. EX IP

= Bl= CIOlEof Chsl 29

2Lt

=l
.léI:

nx
()]

VLAN ID

HAE| AL Y E QIE 1 0|29 HZE VLAN IDYLICE

Primary IP Address

SIE{H|O] A 0| 7| IP T2

YLIC}.

IPv6

A
Pve M M 7Y
QIH MOl ALt HE| AX|0f CHt IPve 2t E Oi7fHE e = JASLICH
> IPve MY BH S F/dol2{H:
Routing > IPv6 > Basic > Global Configuration.
Global Configurafion - IPvE Global Configuration »
IPvE Unicast Routing ® Disable ) Enable
Hop Limit ia4 | {255
ICMPvE Rate Limit Error Interval |1|’.]CID | ({-214T42384T mazecs)
ICMPvE Rate Limit Burst Size | 100 (=200
Maxisnum Routes o
1. IPV6 unicast Routing ZEO0f|A] IPv6 RLIFHAE Bt Y2 MAYX O Z Enable &£ =
DisableSt= &M= MEiSHL|CE
2. Hop Limit 2E0| =E0|AM A|ZHE [Py THZI0| AFR = QLIFHAE 5 S
UEELICH
O ¢f2 et &0 = =& EL|Ct 2| f&%t 242 1~255% L L} 7| 2242 8 E[X|
RS YULICEH O] = 2t H 10| 0 (0] ME&E S 2lO|ghL|Cf.
3. ICMPv6 Rate Limit Error Interval 2EO0M HAE 7+ AE S &&= ICMP 2F T{Z

42 XFec

O| 242 ICMPv6 25 THZI2 M O{EtL|Ct 7|2 S & Hph2
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HAE 7t240] 10002 2| =2 o|0|gtL|C} ICMP £ & HoHS H|ZHd3lste{™ O]
ZLCE 0oz MAHETLICEL Q&3 & E 7142 0~2147483647 22| 2= H Q|0 QL0{OF
S| ct

4. ICMPv6 Rate Limit Burst Size ZEOA HAE 7HAS §{ &= ICMP 25F I3l
=2 K| gLt

2
r|o
§
o
FO
Il
=
>\u
ru|o

|01§. '—IEf 712 HAE 37| = 1000 2 Y LT HAE

YHOIEE 80| 29X 2 HESELICHL 714 HE At 2 FA| §EELCH

Lod™

IPv6 A2 EH|O|E H7|
> IPv6 2t & HIO|ES E2{H:

Routing > IPv6 > Basic > Route Table.

Route Table - 1PvE Roule Table ?
Routes Displayed | All Roules »
Mumber of Routes 4
IPvE Prefix Prefix Lengih Protocal | Mexd Hop Interiace Mext Hop 1P Address Preferance

2001:DEE: G 4 1 0 2001 DB T =0

1. Routes Displayed =& 0| CtZ & StLHE MEAGL|CE,

+ AllRoutes. 2= 24 |Pv6 B2 & HA|TL|C}.

¢ BestRoutes Only. 7}% £2 2 Z20t HA[EL|CL,

« Configured Routes Only. AtEX7} -dot A2 E HA|RL|C}
AQ0X0f CHet A HEZ SHHES M2 1X|2{H Refresh HES 22/6IM 2.

ChE 20N = BEAEE +d2 = Sl HIOIH oo 2 gLt

Table 129. IPv6 A2 H|0| 2

mE gy

Number of Routes F= Elo2ol 5 By F= 2t
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IPv8 Prefix 2y P20l YEY3 FEAYLL

Prefix Length M A2 0| MEAF 20|l L C}

Protocol 2y Y=ol =2 YUY

Next Hop Interface A=t gyete QlEfmo| AL AR FRO| A2 TS B2 Nullo
OIE{mf| O] A7} FL|LH.

Next Hop IP Address 24 Z20| O3 08 B Ipve FALITH

Preference T4 Y20 Y= 7|2 MF Y

IPvé QIE|H| O] A 27 19

> IPv6 QE{HO|A M /.

Routlng > IPv6 > Advanced > Interface Configuration.
ST s ey DB ] U | (N || pcan 0| e it i | el
1. Go To InterfaceE 0| 83l0] FR/ER/ZE YAO| QIHH|O|A0 ZIYSt = Go HHES
SejetLict
X8 & AE 0| A0 sl Y= e=0| MR E LTt

2. Interface 0| U= check boxS MEHSIO] MEASHL|C},

= =2/ N AHL 0| A REEL(C].

=

3. IPv6 Mode 2Z 0| Enable EE= DisableE MESIL|CY,

IPve RE7t 2ot H QIHHO[A= MY =4 §l0] IPve Y s AT -+ ASLIC
.

O] Z2 EUI-64 7|Ete| &IF-2H F 47t ArEELICH 7|2 4{2 Disable® LI Tt

L HATT

4. DHCPv6 220|HE B E ZE0j|A QHL|O|A2| DHCPv6 22I0|HE EE Enable

L = DisableE MEHBFL|CY,

AKX EX| otLtel QI O] A2 Z 20| E

12

512 8} £ QIAL|C}H 7|2 22 Disable®! LT},
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10.

1.

12.

13.

U-I-F5010HPA

Stateless Address AutoConfig Mode(&EH H| K& =4 XH&
OIE{1H| 0| A O] Stateless Address AutoConfig (2 EH I=|| MNEF
IE = DisableE M E4StLICE.

B
2o

7| 2242 Disable @ L|C}.

Routing Mode =5 0| A QIE{ IO A 2| 2t & 2 EE Enable ==+ DisableSt= =
MEASHLICE
7| 2%t2 Disable 2 L|Ct.

Admin Mode 220{ M IPv6 2. E Enable = Disable2 MESHL|C}

7|23t2 Disable @ LICH. IPv6 257+ EA5HE| B QIE{T0| AL XS F4 GO| IPv6
xS 283 4 YA LICH 0| AL EUM64 7|tte] 3.2 F47t ABELICH

MTU ZE0f A QIE{T|0| 0] A|TH R ErPIS XIFBHLICH,

O| 00| ™ O] QIE{IO] A& 2t E0f| CHo ZHdot|X| &L Tt 2t 20| Zd 3t
20| gt2 022 285t= A2 725k &Lt MTU 8 %l= 1280~1500 & LI Ct.

7|%ats 1500 4 LI C}.

Duplicate Address Detection Transmits = S0 A| QIE{ I 0| A Q| DAD(E & T4

LX) ME =5 X[FLct,

DAD & 42 0~600 /0l A0{OF RLICE 7| 22t2 1RILICEH
QIE{ I O| A0 M &l router advertisement Life Time IntervaleS X753 &L Ct.
O 2t =|Cf &1 7+AKECH 7L} ZH0tof ZH—IEP 02 2t HE 7|2 2tRHE
AHESHXA| EZE clnjgLct 2t H =8 #H?l= 0~9000 % LTt 7|2 ¢f2 18002 LI Tt
Adv NS Interval 2E0|AM QIHL|O|A0AM EH 2R EH Z 1O TS A7t HEE
XEgct.

240| 00| & 2} E{0f| 7t 0| X|H &

|X] &AUSS 2O|TtL|CH 91 @ 7t 0| H
1000~4294967295 A L|Ct. 7|24t 0 LIC}.

Adv Reachable Interval 2 =0 2t E &0 A|ZtS X|-F L C

‘tset 0lR= ne{s5t7| ¢

i SHetEl A|ZHQIL|CH E 2
3600000 YLICH 7|23t

o= ND gHol & z gt
Thssh Al Wl

0~
Adv Interval 2=5 AtE5H0] QB H 0| A0 M 2t H &1 & ALO[0f 51 &&= Z|CH
AZbE X gLt

191



U-1-F5010HPA

EN

=]
o
o
N

7tZ4 0| Q= 4~1800Q LICH 7|2 ZF2 6002 L|C}.

14. Adv Other Config Flag &5 0f| Al Enable S£= DisableE ME45I0] 2t H &1
7B B ME 7 EHE XL

7|8t T+ 22f9| 7|2gt2 HIZ gt YLIL.

15. Adv Suppress Flag SZ20j|A] QIE{ T 0| A0 CHSH 22 E &1 AKX S Enable
EL = DisableSt =& MEiBEL|CE

OIXl 229 7|24+2 Disable L|Ct.

16. Destination Unreachable SE 0| A O] QIE{H|O| A0 A ICMPv6 CHAN| AT == Ql=
st=2 2 Hill= B EZ Enable BE+= DisableSt == MENSHL|C}
HIZHH31El 42 0] QI I O|AE ICMPYe 0| EE 2715 g2 2 HLYX|
USLICH 7| EXOZ |Pve CHA RS 271 RET} EnabIeE|01 A& LICE.

-

17. Apply HHES S LT}

YHOIEE 0| 29X 2 HESELICHL 714 HE A2 FA| §EELCH

OP

Che #O|M= BEAIRl= 8T o Sl HIOIEof CHa 2 gtLCt.

Table 130. IPv6 112 QIE{Ho|A

= oy
Operational Mode OIE{T 0| 20| ZtE MERS XIFYLICE 7|2k BB ESeILICH
Link State Y37t BE SUX AE FAEJAEK| o £ LhErd LTt

IPv6 HFAF 78

> IPve BEAI E 2 F/det

Routing > IPv6 > Advanced > Prefix Configuration.

Prefix Configuration - 1PvE Interface Selection 2

nearface 0i »

Valid Life Peeferred Life
Time Time

Autopomous  Curm
Flag Stafe

| - | |l v v]

IPwE PrefiniLength EUIG4 Omnlink Flag




U-I-F5010HPA

1. Interface SFO| A QE{HO[AE MEHSILICE.

MEH AtHO| HE [ ol H AGO|EV Llsto] Mz MEioh ZEOf CHs 25 EE7t
YOOl EELCL B& S2|H QAHHO|A7 FaEL O
IPv6 Prefix 2= 0 M QIE{H O|A2| IPve HFALS K| Y EHL|Ct.

Prefix Length 2 Z0{A QIE{TH O] A 2| IPve TFAL ZO|E X|HEL|CH

EUIB4 22 0| X|HEl 64H|E SLIFHAE HEALS Enable EE= Disabledt == MEASHL|CE,

o » @ Db

Valid Life Time ZE0|M HFAL AIZHS 2t H 15 X|FHeLICL
Ol 283 Z2F & fsh 8% MFOE nefdtes O 5{8&l= A|ZHYLICH 23 =8 AlZH2
0~4294967295 2 L|C}.
6. Preferred Life Time HEOAM HFAL A|ZtEZ 2t H 0 E X|7FgLCt.
O] HEAOIM M El Xts & FAIF M ELCH 7|2 =8 A[ZH2 0~4294967295
Helol| A0joF ShL|Ct.
7. Onlink Flag 20 A Enable S== DisableS M E4BHL|CY.
MEdSHHFOE 283 ZH- ALY = UsA| & E X|F UL 7242
Enable & L|C}.
8. Autonomouse Flag 5Z0{ Al Enable = DisableS ME#SHL|Ct,
MEASH HEALE A2 T4 00| A

Enable 2 L|C}.

0o
mot
>
0
rir
Ral
2
4r
mjn
Ral
oA
o
-
i
N
i
N
rlo

9. Add HHES &[T}

IPv6 =47t QIE{IH| O] A0f =7HE LT
10. QI O[ A0 M 7|E IPve T &H=2 APH|SHE{H Delete HHES S 2/ LILCE.
11. Apply HHE S S&lgtL|Ct

HOO|EE #d0| 22X 2 MEEL|CH 74 HE A2 SA| HEE LT

L O dJ

= IPV6 F20| SEi7F HAIE LCH 2t S 0| B2 g3t E[7{Lt DADZt

|
St B9 JEi= TENTRLICH QBT 0| A7t 20| 1 DADZt ‘d&¢t 8% dEl=
o
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> IPv6 QE{HO|A~ SH & He{H:

Routing > IPv6 > Advanced > Statistics.

Statistics - 1Pvo Slatistics
Interface
Total Datagrams Received
Received Datagrams Locally Delivered

Received Datagrams Discarded Dus To
Header Errors

Received Datagrams Discarded Due To
Ll

Recefved Datagrams Discarded Due To
No Route

Received Datagrams With Unknown
Protoicol

Recetved Datagrams Discarded Due To
Inwalid Address

Received Datagrams Discarded Dut To
Truncated Data

Recetved Datagrams Discarded Other

Recsived Datagrams Reassembly
Required

Datagrams Successiully Reassembled
Datagrams Failed To Reassemble
Datagrams Forwarded

Datagrams Locally Trasmitted
Datagrams Transmit Failed
Datagrams Successfully Frapmented
Datagrams Failed To Fragment
Datagrams Fragments Created
Multizast Datagrams Received

Multicast Datagrams Transmitted

1. QHEO|A 55

— 17

ME AtEHO] HAH o M2 DHO| HASHo] M2

AL ¥

ca

=

=

Statistics - ICMPyG Stalistics

Total ICMPvE Messages Received
ICMPvE Messages With Errors Received

ICMPvE Destination Unreachable
Messapes Received

ICMPv§ Messages Prohibited
Administratively Received

ICMPYE Time Excesded Messages
Received

ICMPvE Parameter Problem Messages
Received

ICMPVE Packet Too Big Messages
Received

ICMPvE Echo Request Messages
Received

ICMPVE Echo Reply Messages Received

ICMPvG Router Solicit Messages
Received

ICMPvE Router Advertisement Messages
Received

ICMPvE Neighbor Solicit Messages
Received

ICMPVE Neighbar Advertisement
Messages Received

ICMPwE Redirect Messages Received

ICMPvE Group Membership Query
Messages Received

ICHMPvE Group Membership Response
Messages Recetved

ICHMPVE Group Membership Reduction
Messages Received

Total ICMPYE Messages Transmitted

ICMPvE Messages Not Transmitted Due
To Error

Ol M QIE O]~ S AdEBHL|CY,

- "1k

194
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ICMPvE Destination Unreachable
Messages Transmitted

ICMPvE Messages Prohibited
Adminisiratively Transmitted

ICMPvE Time Exceeded Messages
T itiad

ICHMPvE Parameter Problem Messages
Transmitted

ICMPvE Packet Too Big Messages
T itiad

ICMPvE Echo Request Messages
Transmitted

ICMPvE Echio Reply Messages
T itiad

ICMPvE Router Solicit Messages
Transmitted

HCMPvE Router Advertisement Messages
Transmitted

ICMPvE Neighbor Solicit Messages
Transmitted

ICMPvE Neighbor Advertisement
Messages Transmitted

ICMPvE Redirect Messages Transmitled

ICMPVE Group Membership Guery
Messages Transmitied

ICMPvE Group Membership Response
Messages Transmitted

ICMPy6 Group Membership Reduetion
Messages Transmitted

ICMPvE Duplicate Address Detects
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ool EE L Lt

22[X0f theh 2|4 Y22 otHS M2 10 X|2{H Refresh HE= S &0t 2.

Che B0 M= ALl 79 = Sl OB of CHol 2 efL(Ct,

Table 131.1Pv6 112 AE{H0| A S|
"c ek
Total Datagrams Received QEZ £ AME OO|E 1S LESI0] QIE{H 0| AOA 2=AlE Q3

E1|0|E1JE”9I & YU

Received Datagrams Locally IPv6 AFEAI Z2EEZ(CMP ZEH0| MEXMoz MU= = Ho|H1Y
Delivered
=YL O] 7h2E = Of2{¢t E1I0IE1:1=. | X QT O] 201 A

S7totH, Ol 25 CIOJH 1~ Cish 23 QIE{HO|AT} OtY =
AL CH
Received Datagrams Discarded | Wi s 2UX|, 7|6t HA @&, & + =1}, IPve 34 X2| 5 L2E
Due To Header Errors . R N
27 5= ZUSH0 IPve S|HS| 2FE Qo AXE 2 Ho/H 1™
= 2L
Received Datagrams Discarded 7|7} L}7H= QI M0|A Q| 213 MTUS X1t5t0] Mutsh £~ gl ol&
Due To MTU
GIOJE| 13 2L,
Received Datagrams Discarded | (o2 Hag 222 ¥ 4 2{0f AHE U3 0|61y et

Due To No Route

Received Datagrams With Unknown | M2 & o & _/FAI_|E|9+AX|:||_+ Q& o QUL XX s Z2EZEE QI
Protocol

J
Eal
rn
tu
my
-|>|

7t A8 E G| 7l = L|Tt O] 72 EH = Of2{st
HIO|E 1340] X|FZ & 2N HO|A0A S7t5HH, Ol &5 | O|H 2240

o
Chet 25 CIEm|o[A7) Of2 & QUSLICL

Received Datagrams Discarded IPv6 S||C| CHA ZEO| |pye A7) O AEE|OAM AT = = Qgol

Due To Invalid Address o o N el L
FATEOIL 7| W20 AMHE 23 Ho|H 13 +=YLICt O £=0i=
EHRE FA(0:0) R XX e FAO: SR ZS HFALZE
U= F2)7F ZotE LT IPve 22 E 7} OtL| B2 HO[H 1S
TIESHA| b= AEHEIQl 4% O 7H2H 0= CH& FA71 §7| &0
APH|E MOl 23 0| ZetE LICEH HX| Fa

Received Datagrams Discarded Dut | G|o|E{ 212 =8| Q0 =53+ [|O|E{7F MEHZ|X| Qof ALK El Q&

To Truncated Data o
ClOJB{ 13 =L Tt

Received Datagrams Discarded | X| 450l 2| X|3}7| 93] 2H| 7 AR SUAKI D HEH 7

Other
2X 59/ 0|g2 H7|E 2™ IPve HIO|H 12 =L|CL O] 7+ EHO0jl=

=
Mz=EE 7ICtels St 17| & HIo|H 30| Z=et|X| Gl




U-

I-F5010HPA

Received Datagrams Reassembly
Required

Of BT O|A0A RHZ=BSHOF Ot= =4I & IPve =2 =QIL|CL O]

7t2E= ol2{g =Z0| XM2|El 2AHH 0|20 M S7t5tH, Ol UF
ZZo| Y QAHHO|AT} OtE = JUS LY.

Datagrams Successfully
Reassembled

43Xz M=EE IPve HIOIEH I =Y
HIOIE{ 2 =40] M| &l QI H O|A0N S5, Of

Mo~ Y ERE

L|C}. O] 7+2H

= I

[

= A
- HAH

L Ct.

Datagrams Failed To Reassemble

IPv6 2|0l g2

AlZH =3t o=
F=AE W x2S
H 7| =l |pve Z=2to| T
Ne|E AHHo|AM 57
otd

E
=

T AFLICH

Datagrams Forwarded

A Ol
o T -

°.i|E1 [0 A O] Z+2E{0f= O] AMHE|E

~ 3

B2 L7te AHI 0| A2 FH2E 7t

o= MUt £ §o|E2Y 4Lt

2 Me|7t d&e ozl ZetE L Ch

EHO|
= —

Datagrams Locally Transmitted

O AMEE|7} O] £ CAHHO|20HM SE

YL

Mo MBS Ho|E

Datagrams Transmit Failed

Of AEE|7} §&H 22 HESHA| 2ot HO[HI )L CH

Datagrams Successfully
Fragmented

O £ AEH 0| A0A Z=Zt2tel IPve HIOJE O3 =L T

Datagrams Failed To Fragment

o]
HA

O QIHHO| A0 =2ttt =9 HolHaY =Y Ct

2 =
e (=

Datagrams Fragments Created

WM

CIEI o[ A0 M =Zzto| Atz =9 HolH1y =7

Multicast Datagrams Received

OIE| T 0| A7} 4418 HE|FHAE T2 ST

Multicast Datagrams Transmitted

CIEHO| A0 HEE ZEFHAE T2 LT

ChS HOM = EAD & 8 4= 9= GIO|H o CHall A etL|Ct.
Table 132. ICMPv6 57|
£ g3

Total ICMPv6 Messages Received

QIE{T| O] A0 M =4
IPv6lflcmplnErrors 2 A AHEl

Iot & ICMP TA|X| = LICt. O] 7|0 =
2E HAIX|7F 2 E LT O] 2B H 0| A=
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ICMP B A|X| 7t X{2| €1 QIEE|0]20]0] BIAIX|2| 212 ©
otd $& UsLich

OIE{ T O] A 7F

ICMPv6 Messages With Errors OIE{H 0| AT} +AISHX|ZH ICMP B3 R (R2E ICMP K34, B2
Received N

20| §)7t A= A2 =HIE ICMP HAIX] =L CH
ICMPv6 Destination Unreachable OlE{T|O| AO| A £=AIBH |CMP CHAOY| ST 2 o= MA|X| 2=QlL|C},

Messages Received

ICMPv6 Messages Prohibited
Administratively Received

OIE{ T 0| A0 A 4413

SHICMP Ti& = E7H/S4
A K] =@ L|Ct,

i

2ld =Xl

[

ICMPv6 Time Exceeded Messages
Received

QMO A0 M =4ITH ICMP AlZH ZR3F BIA|X| =Lt

ICMPv6 Parameter Problem
Messages Received

St

O

SIE{H| O] A0 A =4 MP O{7H#H 2= ZH| HIAIX] == QLT

|_

ICMPv6 Packet Too Big Messages
Received

QIE| T O] A0 M =412k ICMP THZIO| L2 & BAIX] =L}

ICMPv6 Echo Request Messages
Received

QIE{ I O] A0 M =ABH ICMP 0| 2(27%) BIAIX] =QIL|C}

ICMPv6 Echo Reply Messages
Received

I H O] A0 M =4I5H ICMP O 2 S & TIAIX| =Lt

ICMPv6 Router Solicit Messages
Received

_._

0

QIE{T|O| A0 A £=AlSH ICMP Router Solicit HIA|X| £=QL|C},

i

ICMPv6 Router Advertisement
Messages Received

QIE{H[O[ A0 A =4I ICMP 2t E L& TAIX| = L|C}

ICMPv6 Neighbor Solicit Messages
Received

OIE{T|O| A0 A £=AlSH ICMP Neighbor Solicit HIA|X| £=¢iL|C}.

ICMPv6 Neighbor Advertisement
Messages Received

QI H O] A0 M =4l5h ICMP 21 &1 TA|X| =Lt

ICMPv6 Redirect Messages
Received

QIEHO[ A0 M =4ITH ICMPv6 2|C|2M AIX] = L|Ct

ICMPvV6 Group Membership Query
Messages Received

QIEH O] A0 M =4I ICMPve & BH Y F2| HAIX| = LCh

ICMPV6 Group Membership OIE|H 0| A7} +AI3H ICMPV6 18 HEI4 ST HAIX| $L|Ch

Response Messages Received

ICMPV6 Group Membership QIE{H|O| 20 Af £=41%H ICMPV6 18 HH{A 24 HAIX| LTt

Reduction Messages Received

Total ICMPv6 Messages Transmitted| 0| QIE{H|O| A7} ME S A3 & ICMP Al X| =QIL|C}. 0]
7I2E0& icmpOutErrors2 AlAtEl 2 E SE0 EE. IL|C},

ICMPv6 Messages Not Transmitted
Due To Error

HI £F S ICMP LHO|AM EHE EXZ Qlsfi 0] QIE{H 0| ATt

&S| 2% ICMP OIA|X| =QIL|C}, O] gtoll= IPveZt A1t

HOIE IS 2t Ed 4= gl Ant 20| ICMP AT R0 EHE
Re =X AELCH Y8 FHOME O 7R EH ol FTS
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OX= 2F R0 glg = ASHLL
ICMPV6 Destination Unreachable OIE{T|O| AO| A EH |CMP CHANO| Q1T 2 9l= BA|X| 2=QlL|C},
Messages Transmitted
ICMPV6 Messages Prohibited HSE ICMP Aol 128 4 gtg/RelNoR 3R E S4l AX|
Administratively Transmitted .

YL,

ICMPvV6 Time Exceeded Messages | QI E{TH|O| AO|A] 2 [CMP A|ZF X1 HA| K] =QIL|C}.
Transmitted

ICMPV6 Parameter Problem OIE{H 0| A0I A BtH ICMP DA7H 4 2R BAIX| 2= @ILICh,
Messages Transmitted

ICMPV6 Packet Too Big Messages | I {0 A0 A HiH (CMP THZ0] 142 F BIAIX] Lk,
Transmitted

ICMPV6 Echo Request Messages OIE{H|O| A0 A ELH ICMP O 2(2F) HA|X| $QL|Ct
Transmitted

ICMPV6 Echo Reply Messages | IE{H0| A0 A &tH ICMP 0 3 & HAIX| $@L|Ch.
Transmitted

ICMPv6 Router Solicit Messages OlE{H| 0| AO| A B ICMP 0|2 Q& HA|X| £=QlL|C}.
Transmitted

ICMPV6 Router Advertisement OIE{HO| AN ELH ICMP 2t E L& HIAIX] =Lt
Messages Transmitted

ICMPv6 Neighbor Solicit Messages | OIE{I|O| A0 A EUH ICMP 0|2 2K MA|X] 2=QL|C}.
Transmitted

ICMPV6 Neighbor Advertisement OIE{IO| A0 £ ICMP QI 23 D A|X| £=QlL|C},
Messages Transmitted

ICMPv6 Redirect Messages FMAE g|C|aM HA|X| 29},
Transmitted

ICMPv6 Group Membership Query | XM£El [CMPve 18 HH A 2| OA|X|] $=QlL|C},
Messages Transmitted

ICMPv6 Group Membership HEE ICMPve 18 MY ST HAIX| $=QLICh
Response Messages Transmitted
ICMPv6 Group Membership FMZE| |CMPv6 12 B A ZEA HA|X] £=QL|C},

Reduction Messages Transmitted

ICMPv6 Duplicate Address Detects | Ol E{m|0| A7} ZHK|SH T2 Z=A 2QIL|C}.

IPvé 2175 E|O|E E7]

> IPve 21 HIO|ES E2{H:

Routing > IPv6 > Advanced > Neighbor Table.

198



U-1-F5010HPA

MNeighbor Table - IPv6 Neighbor Table

Total Count of Learned

Heighbors
Search By Interface Interfzce it ﬂ
Mesahbo =
Interface 1Py tddress MAC Eddress st el o
Siate Updated
o1 2001-DB&:C189/84 DO0:E2A:CE-0A:C0 Stale Incmp 00:32:02

1. Search By Interface ZEE A5t IPv6 T4 = QIHIO| A2 |Pve A2 E AL CH

o IPv6 FTAZE HMSIHE HM 7|E I F0|M IPve TAE MEISHM| K. 128HI0|E
A =

[
1671 IPv6 TAE EEC 2 YL Cho:
2001:231F:::1). 18 Ot Ol HHES SESHM . FA7 Y2 B T &=0]
HA|EL|CE H2StA YX|sof gL Ct

o OQIEIO|AYE HMSIH HM J|E EE0|AM QIHL|0|AE MENSIT QIE{H 0| A
IDE FHR/ER/EZE YA o2 AUHTILICHO: 2/1/1). 1H CHS 0|8 HES
2 FATF QO BT 25 0| HA|E L|CE.

£ QIHH0|A0A IPv6 Q1T SE2 X|R2{H Clear HES EE

SIHE ME nX|2H ME 03 HES SESM 2.

—_ 0

ChE #OME EAEE 782 & Q1= HIo|&0| CHol 2FgL

Table 133. IPv6 11 0|2 E[O|&

c oy

Interface 1 B0 Holl 470| A= QIE{m O] A LT,
IPv6 Address 0|2 = QIE M 0| A9 IPve TAQLICE

MAC Address QIR o| ALt HAE MAC FAE X|FSLICE

isRtr

0|20| 2t2EH QX O E LIEFHALICE 0| 20| 2t EQl FL 72
True® L|Ct, O] 20| 2t E{7} Ot AL Z+2 FalseRLICE

Neighbor State QI FHA| B2 0| MERRALICE T2 1Pve T ZA FHAIS SX

=]
e AEfL|cH
¢ Incmp. &=0|AM FA 20l0[ =
E

BE[D ASHCE O] 28 HIAIX| 7t
CHatel @FEl == HEIF A 2

HEEART 8 o] &1

=
>
~
N
)
B
4
>
0
-
)
9
>
I
=]

* Reach. O| X0 tiet M =7t MU 2 &F5t10 UChs = 3H

AN [
2HQI0| OpX| 9} A Z T AlZh(>E|Z=) Wof = = S LT

=
REACH SE0f = SO &X|= mizlo] W&E I S8t =X S
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FoHR| S LI

« Stale. 12 HE2I} M2 2SSt UCH= OFX|Y SEE QI =0lS
22 0|= ReachableTime Y 2|2 0| &0] Bt AELICH STALE
HEfO| U S FHAl= A0 & E W] OFF ™ ZX| = FSHX|
ASLICH

¢ Delay. Mg ZE27t N2 2S5t UCH= OHX| 2 SFH QI 20l
22 0| = ReachableTime Z2|= O|AH0| ZutE| &L C}. OFX| B
DELAY_FIRST_PROBE_TIMEZ L{0f I{ZI0] &R &LICt.

DELAY &EfZ ISt = DELAY_FIRST_PROBE_TIMEZ O| L}
A 7tsd =Qlo| ALK o™ 0|2 QF HAIX|E 2D
AEfE PROBEZ HZATL|CH

+ Probe. ¥Z 7t5d &I10| =& W7HX| RetransTimer 2 2| 2=0FC}
O 278 HAIXIE CHA| EY A8 Jtsd &olE 8oz

HEHCh

Last Updated A0 H

At

bt A= =QlE O|= o] AJZHYL|C}

[

IPvé 8H 3 18

> IPve 1 A2 E gL Ct:

Routing > IPv6 > Advanced > Static Route Configuration.

Static Route Configuration - IPvE Route Configuration »
Prefix Next Hop IPvE :
IPvE Prefix Length Address Type Mext Hop IPvE Address Interface  Preferet
] |1l | | | =

L4

1. IPv6 Prefix ZEO|AM FEE Z20| Cigh IPve TFALE X[ LICH.
2. Prefix Length 220N & B20f Cist IPve HFAL ZO|E X|d gL Ct.
3. Next Hop IPv6 Address Type S&0|A Cts &4 & StLIE MERSHLICE
* Global IPv6 Address.
¢ Link-Local IPv6 address. X|"Z & L& & IPv6 T2t 2 3-2Z IPve F40 82
(o]

23-2Z IPv6 Lt & F20f Cet QIE T 0| AF X|7gghLCt.

Static-Reject. [l &f T FALO| Lot Y HE Z2E ddot2{BH I HARS

MEHSHLICE O] 4R O3 & FA7F X E X Y& CH
4. 74E= AZ0 tH$t Next Hop IPv6 AddressS & BtL|Ct.
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EH=

ol M =4S

Interface S &
X ggehL|Ct.

O] ZE X Link-LocalO] M

reference A7
erLCt

t.

T =
Add H

B2t

129

IJJ

P
2|

rim oM

=

o
=
1

7ty

1t
L

EH
=1

rx

=2 8=

g
o
mjn

1z
)

IPv6 A2 H|O|F 7/

IPv6 2t HIO| =2 /35t H:
Routing > IPv6 > Advanced > Route Table.

Rotrte Table - 1PviE Route Table

Routes Displayed | All Roules

Number of Routes 4
IPvE Prefix

2001088

1:DBE:C

18 g4 1 0

1. HAE E2 EQ|CIE &
« AllRoutes. == 2
+ Best Routes Only. 7% £2

« Configured Routes Only. At X7+ 714
o4 O

AQIX|0f CHSH A HEZ SIHS M2 01X 2{H

= Sl HolHo

(=13
=

Chs ®#OME
Table 134. 1Pv6 112

HA &= 4
ZEHo|=

o

SN 2.

CHol A

3-ZZH IPv6 LIS 8 T4

Preferance

i

ml
Ze

Number of Routes

IPv6 Prefix A A

o o

2ol HEY3

HEAY

L|LCY.

Prefix Length

i
0x

BRo| ZFA ZO[LCH

!

>

Protocol

utot

M ZAZ0o Z2ES

7 YL
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Next Hop Interface BE2I} 2d5tE

[

CIEHO|AYL|CE HE 22 2 g &2 Nullo
QI8 H| O] A7} & LTt

Next Hop IP Address oY Z20| i3t ohS B IPve T Ch
Preference IMEl Aol A2 7|2 MFQILC]

IPv6 A2 7|2 &A™

o BHBIS ArgL0| 2t mEE 20| Cfe 7|2 7|2 HHS RABLICH 0|2{e 32 1-255
#9]0] 90| ZHo|n Y= HEM LAFLIC (R L0 BIRY ZRERL = He2S
AHB SOl 2 ZRE2T 22 g0 ZRES0| YT AT FRE AWYLICL Mt
30 7K e PRE MeEjolol SHXTHK| AN 0| YRS MY CH SHX| MK
H27HOIE Y FR 7l MY 28 AgC0l 7|2 B2 AFPUCE oiNs| SHel
A2 32 0=20| 7Y 2 FRIH NYIUCH HES 2UKX 2XS YK/ T 2}
Z2E 20| il AE CHE 712 M7 342 PAJeOF BHLITH

IPv6 A2 7|2 28 S gL Lt

Routing > IPv6 > Advanced > Route Preference.

Route Preference - IPvG Roule Preferences »
Local 4]
Static | 1 | Fits 255)
DOEPFvd Inira |11IJ 1o 255
OSPFV3 Inter 110 | (1 to 255

OSPFv3 External | 110 | 1:t0 255)

ot ™ 42 7|2 4™ 2F2 K| ™ shL|C}.

1. Static 220 A 2R E{0f Cf
Hel= 1~255QLILt 7| 242

M

2. OSPFv3 Intra 2EO|A 2tREC| OSPFV3 QIEZI Z 2 7|2 AH Zf2 K| ™t .
HY = 1~255QUL|C} 7| 2452 110 L C}.

L HATT

3. OSPFv3 Inter ZE0|A 2t2E 2| OSPFV3 Inter A2 7|2 M 4F2 X|HgtL|C}.
HA= 1~255L|C} 7| 2482 110 LI CL.

L HATT

4. OSPFv3 External ZE 0| 2t2EH2| OSPFv3 2|5 Z2 7|2 MH Zt2 K™ et .
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H= 1~255QL|Ct. 7| 2Z2F2 110 LT}

Q
jin]
o
m
ol
-
0x
2
E
Hu
r

>

o
-
il
-

L
_>':
0o
rlo
g[p!
>
ikl
ol
il
-
a

Local 2E0|= 22 7[= 2°80| BA|E LT

HES 44, 74 X A4ME = ASLICH

> IPv6 E{'2E Fd5I2{H:

Routing > IPv6 > Advanced > Tunnel Configuration.

Tunnel Configuration - Tunre! Configuration

Tumn= D | Made 1Py3 Mads Py Unrzachables | [PvBAddress EUIB4 Sourse Aderazs Soures Irerisce | Desfinsfion Afrass

e —— | —

1. Tunnel ID 2E2| At 7hs¢t B2 ID SF0| M dEigtL(Ct

=
2. Mode =M X|kl= REE HEIgL|CE
*  6-in-4-configured
* 6-to-4

3. SE0|M IPv6 ModeE MEABILICE,
4. IPv6 TAE AHR3}10] O QIE{TH| O] A0 A IPv6S Enable®tL|C}.

O S92 BAIHL IPve FAE X8 WNHX| 2 A8 = A LCEH

5. IPv6 Unreachable &5 SS0{|A| Enable = =DisableE MEiStL|LC}.

Ol= O] AHWO|A0M ICMPVE LY HE 27t d=52 Elle ZEE A
HZdetE MEiSH O] QAHMO|A= ICMPve CHYO| AEY + QS ELUX
EELO 72822 IPve o =5 =71 ZE7} EnableX| 0] RS LICH

6. IPve FA/ETA 20| ZEO| Meist OIE|H 0| A0f Chef PHE IPv6 T2
eBiLcy,

o

FAk HEAZO HAOE ARBHOF BLIC

7. EUI64 =E0| X 64H|E =& 07 AEXHEUI-64)E Enable == Disable ot=%
MEdSHL|CE,
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6tod E{'29| AL 2002:tunnel-source-IPv4-address:/48 &A10| A HHWY 48H|EZ IPv6
FaE P L

8. O| E{'20f ol /St= oA FAE XFgHL|Ct,

Ol Z42 o2 TRE MTls B7|HoE Y =sf{of ghLCt.
9. O] E{99| Source InterfaceS MEATIL|CE,

MENSE QIEH|O| A9t HAE FAT AN FAZ AR E L
10. L2 &2 dTls 77

11. Add HEZ S =/gtL|Ct.

IO

2 0] 0| T4 FAE Bt

12, MESH E) 22 ARISHE B Delete HES S2LICH
13. Apply HE S S8

Lo d™g

YOOIEE #90| 29X|2 HEELICH 78 HE Arg2 FA| HEELICH

Interface Link Status 2E+= B2 HI 0|27} 2E SAX| &5 SXEA=X G FS LEFRL|CY,

VLAN 7 &

VLANZ K|St L5 ZEQ 2R 2 X|)dte YE ZEZ ATEQINE A8
UELICH VLANS| E2{ & 0| OHX| VLANO| 2t2H ZE
FAMs ST &L

A H

ZEt et g0l ot = EI"'( |2 20)0fl CHOH 2ot M QIH2 = T 2L0f Tl 2= L

— =2

22X H2|7} =~ = CHS VLANZF HZ E LTt MAC CH4 4 (MAC DA)2t VLAN ID=
MAC T4 HIO|£& AMSH= I AHE-EILICH VLANO]| CHsl 2t 80| 22tz QIHR =

SLIZIAE I§Zl°9| MAC DAY} W& E2|X|-2}2E QIH L 0|A 2| MAC DAQ! 4<% 1jZl0|
2tREIEIL|CH QIHIRE HE|FHAE T{ZIS VLANS| R E T EQ} LjE HZ|X|-B}H
OIE{ 0| A(ZHR E &l VLANOAM $=AEl H)2 MEE Lt

BEL £ 0|49 VLANO| $351E5 742 4 YO0R BEO| BE VLAN Ei 549 o
Choh VLAN 2H2 50| ZH8HE 4 ALLICE VLAN 2t 2 AF8otE & 0[40| S|
EETF S YT MEU0| 4T 4 UL LITH VLANO| 013 B2|F UEI0| N YL
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Tt = E2H0| R0 BR0E AFEY = AS LI Of MMM = VLAN 2t E S

EH L
o d
2= UX|0F £ O} == Q& L|CH O2 L} VLAN ZE = 212 E ZE QI VLANS| YHE 2l 4=
ol
A

VLAN 228 ¢
VLAN 2} &S F/d52{H:
Routing > VLAN > VLAN Routing.

VLAN Routing - Configuration 7

[ [ WLANID Port. MAC Address [P Address Subnet Mask

A |

1. VLAN IDE MEHBFL|CY,

O ZE0f= O] 22[X[0f F+-d& ZE VLANS| ID7} EA|E LT,
2. IP AddressE ArE3t0] VLAN 2t 2 2B H[O| A 0f Lo 8L IP FAE FHE LI,
3. Subnet MaskE AFE3H0] VLAN 2+ & QI 0|2 0f CHa g2 MEX D23 S AHTLIC

4., Add HEZ Z&=gL|C}

>~

B SHVLAN DO CHSH VLAN 242 & QIE{H| O] A7t Z=ThEl LIt
5. VLAN ID ZE=0|A MEiSt VIAN 228 2IHH| 0| A S K A5t Delete HES SEELIL.

Che BOM = 2tH| #AlEl= #4E & Sle 20 ois 2L

Table 135. VLAN 2} E! 1M

—»c M
Port B2 ElS Q|8 VLANO| SHEHEl QIE{H 0| A Q] L|C},
MAC Address VLAN 2} & QIE{ @ 0| A0 SHEHEl MAC F=AQLICH

ARP (F2 QI Z2EE) /|2

>
pe)
9
-
B>
ot
ro
I=
Hu
HM
111

)= 2l0]0f 2 MAC F=4E 0|0 3 IPv4 F=Aaef HAZATL|CH AZEQ0=
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Y A 35 ARP 792 25 MSELICE =3 ARP 732 A5 ARP HIO| S0 52
VS

ARPE= QIEHU T2 EZ(IP)2| B BE0|H IP FAE O Ul 22 2AHZ| S4(LAN)OAM
HOo|5t= O|C|0{(MAC) FAE Hetst= O AFEE L CH IP If 2 S EL{OF = AHO[M2 1P CHA Q|
MAC =4 E= A0 5L AMEU0) Sl 49 OS5 2t2H2 MAC =AE Ootof gL Ct
Ol o= &l =AXt7t MAC Fa7F 23 El ARP SEH2 FLIFIALES0 SESHE ARP 88 A2
BEREIHAETOZ M S ELICL SEE MAC TAE IP IZ 20| F7HEl AE 2 8|Ho| ChA

ARP 7iAl= HER Al Zt AHIO|HOM EHZE FX| 22|xl= HO|ERL|CE ARP 7HA| =2 ARP
R IX| SERAXOf 2AHSI0| ARP IjZ] HO|2E EEQ| AA HEE AASHO] Sh& & LICH MH2tA
ARP 2H0| LAN MIOHE E= 7t LAN(VLAN)S| ZE AHO|M0| EREEIJAEL|H 2t =AMX}t=
LAXIel IP A MAC FAE ST ARP 7HAIOf HEE 5= ASLICH FLIHAEQ ARP 8FH2

YUt o= ARP A0 B AR HEE NYSt= QPO AT BAIELCH £|4 HEE= g4 ARP
FfAIQ] 7|1E 2HXE AL CF.

o

X ¥E= ARP && &= SHEO0| 2t CHELIC

A= HEYINN 0|5 4 UBLICE F, 3

Il £ MAC FAef HAE|UE Ip =47t OfF|
CHE MACE ALESHY YAL[ALE HESQAOAM &tHS| AletRE L CHO: X+, 98 A, E=
HRO0| TN AUS). 0|2 QS HEHAO HEAR= MER L0 Cist HHE32 2 &50|
HOHO|EE|AHLL, FATF OfFS| EXSH=X| &I5t7| 5 F7[Hez M2 AKX AL 2H=0| ARP
mfzlo| Hih A2tz AHE AL A0 ®AHEX] = ot ARP 7HA|O Qe &l FEIt
LS CE dutRo s 2 S X8el= HE 772t SHAL(CH

—

=]
=
(S|
(s
M

7|2 ARP 7HA| +/d
0| 3tH= AFESI ARP 7HA|2] ARP 252 HEA|THL| L.

ARP 7iA|0f| ARP &322 HEA|s}2{H:
Routing > ARP > Basic > ARP Cache.

ARP Cache - Siatus 3

MAC Address I Address Interface
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1. IP Address= A|AHIS| MAC =242 HZEEl |P TAE HA|SL|CY

ARQIX|Q] 7|& Bt E QIHL|O|A & LI HZAE MEU
L

>

=2
¥0
rir
0>|

FX|12] 1P F=4 O OF

2. Port ZEO|= HZS| 2EH YR/ X/ZEIF BA|ELICH

3. MAC Address&= &X[Q| FLI7HAE MAC FAE HA[GLICH F
1671 = L|CHO4|: 00:06:29:32:81:40).

22X 0f cH

>

= =222 7 EE 6712 2kte|

Of

FEM SEZ oS M2 DX[HEH M2 1Y HES SEoHM 8.

r

Ho|x| oi& B Ml

¢ Rows per screen — 2tHY HEA|L|= H|O|2 &= =& ME{SILIC} 7ts3t 442 50,
100, 500, 1000 & 2 =QIL|LC}.
Note: Z 5 MEISIH HEl2 X0 HEI BA|E= £ 27 = E = JASLICH

« <HO|Z HIOIH &=52| 0| 2 TS EAIZLIC}

< >HO|Z HOIH &=2| Ch3g =2t HS EA[SLICE

ARP E|O| &0 2= F7}
ARP(Z4 210l T2 E2) Bo|20f B2S 748t 2 QL)

ARP E|O| S0 252 F7I512{H:
Routing > ARP > Advanced > ARP Create.

ARP Cache - ARP Siaiic Configuration 5

[ 1P Address MAC Address

ARP Cache - Slatus

Part IP Address MAC Address Type Age

1. IP AddressE O|&310] 71t IP FAE YA Q.
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ALKl 7|E 2t Y QHLO|A F StLtof] HAE MEUO| e TX[Q] IP =2 0{0F
ehL|CY,
2. MAC AddressE AHE5H0 X[ FLIFHAE MAC A8 X|HeL|Ct
SE0=Z F2E 6719 2Xt2| 16T 2 A5 U HTHL|CHO: 00:06:29:32:81:40).
3. Add HEZ S&lgtL|C}
178 ARP &5 0| AQ{X|0f| =7+E LICH
4. AX|0|M MEdSE 17H ARP 252 A N|SH2{ T Delete HES S &S LICt
5. Apply HES S&lgtL|Ct
IPOj| CHSF MAC =2 OfHO| HAEEL|ICEH 7+ #HA A2t 2 ZA| HEE L|C
AQQX|Of CHSH XA HEZ StHE MZ 1TX|2{H Refresh HE S S22
CtS BEOA = 2tHO| EAIR= T = Q= ZE0| CHo dFerL|Ct
Table 136. ARP 71 A
»c Mo
Port GlZo| B MA|ER/ZEYL|C
IP Address IP Z=AQLICH AQ|X|Q| 7| = 2t & QIE{H 0| A £ StLto| PIZAE
MEU0| I &X|o| IP T4 040F BHL|C}.
Port Slzo| o MA/ER/EEQL|C
MAC Address R RLIHAE MAC FLYLICH Fos 2202 FEE 6742
2At2] 16¢!14= U LICHOYl: 00:06:29:32:81:40).
Type ARP &20| Q& QlL|C} 7t53h gte Chea Z&Lch
« Local. 29|X|°| 2t2El QIHI|0|A MAC T4 & tLEQ}
HAE ARP 2= QLICH
*  Gateway. IP F27t 2t E 2| F40 S5 ARP &= YL|C}
» Static. AHEXI7t 143t ARP &5 2 L|LC}.
* Dynamic. 2} E{7} S50t ARP &5 LIC}.
Age ARP E|O| 20|l A 20| Otx|ato 2 A2 X7l 0= 9| Zat
7|1ZhE) YLt

208




>

4. Cache SizeE AHE510] ARP 7HA|2| X|CH &

U-1-F5010HPA

ARP E|O|= 7| &&= 18
ARP(F2 20l Z2E ) Hl0| 20| 7Y 7|45 HAT + YL 0 3RS

AESHY HIOl=22 &S BEAlY = AS L

ARP E|0| =& /g5l H:
Routing > ARP > Advanced > ARP Table Configuration.

ARP Table Configuration - Configurafion

Age Time {secs} |‘|2CIEI |
Response Time {secs) |‘| |
Retries |4 |
Cache Size |2D43 |
Dynamic Rengw ® Disable 2 Enanle
Total Entry Count g

Peak Total Entries i

Active Sitatic Entries

=]

Configured 5tatic Entries i

Baximum Static Entries 256

ARP Table Configuration - Clear

Remove from Table [Hone v

1. Age TimeS AF23I0] ARP &= B2 A|ZH0|| AFRE A QX

£
o
Io
1y
et
-
Il

ARP &=0| F2E[= O Z2[= AMZH(E)S LIEtUE f22 5 Y=sH0F LT O

L o] HR|E 15~21600X Y L|CEH E&E A|ZHO] 7| 272 1200 L

2. Response Time(SE Al7hHS AHE S| ARP & AlZE 210 AFE S AX| 242

AQK|7F ARP QK0 Cist

o
o
Y2{sfof gLk 0| ZEO|

fot
o
2

= 7IthEls AlZh(ZE)S HEE 7

H=
= 1~10= LT 7|2 g2 1= YL

3. Retries& AE310] ARP 20| MAI =& = X R+E X|Yot= IS

YeBiLcy,

O] LEO| HQl= 0~10QL|Ct XHA|ZO| 7|27t 4QlL|C},

i

0| WEO| HO|= p4~6144 Q1 L|C} FHA| A7|2| 7| EZFL 20009 L|C}.
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5. Dynamic Renewa AHE35I0] ARP 74 A7t Bt El 55 FHC| ARP 252
AsC 2 AL A= X| o2& A ojgtLct.
7|2 482 Enable Lt

6. Remove from table2 AH8350] ARP H|O| S0 A AtK|S EFE=Z M AHELICH
Lt el MEf Atste AXE ARP &29| RS X| YTt C,

All Dynamic Entries
All Dynamic and Gateway Entries

Specific Dynamic/Gateway Entry. 0| &

[E | o
X8 = AF Lt
 Specific Static Entry. O| £ MEISIH AL X7 ot P FAE XS =
UAE L.
* None. AFEAI7LARP HIO| SO0 M 252 AHISHA| o= 4 e E LTt
Cte BOM= 2tHO| #AE = 7Y = @le 20| tis) 2Lt
Table 137. ARP H|O| & T+
L ek
Total Entry Count ARP E|0| 20| & 52 £¢/L|ct,
Peak Total Entries % 82 40| 22 A ZHQALICE 0] FH2E 32 ARP H|O|Z A
37| 2L0] HZE WOFCE CEA| A|ZFE LT
Active Static Entries ARP H|O|E0o| &£ &M M gt=2 £QlL|C}
Configured Static Entries ARP H|O|20| A&l & stEOo| = J2=QlL|C}
Maximum Static Entries Mozt 2~ Q= X0 HA &H2 4QIL|Ct
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M|~ BH 24

O] oM = Ct5 =X E CHELL.
° QOS 7/_&
o AMHAEF

. HEBIE AHA L
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1.5cm

o ol &&= 8%7 H&= ?lol ZEOf
CH71e O ME|AE = fS2E H7[E0| 7+ & S ZEO| CHE L7 B0 U= Eciy
S

ozl2 7| o 22t LT o7
2 RIK[0| A AFA|E L EE.

QoS= YAch EfO|E 2+ Ar0] A= AN KPS O & HE 5 Us WA= FHE50
e D 0= 7S¢ CIOIH HES MEohs s~EHYLICH AAst Eto[Y 27 Aol /l=
I Zl2 QoS 75 HIEH A0 S8t M| gLCh o] £ SF0 F1 HERKIS[ ZE
f24+E QoSS A #oliOF 2LIC QoSE X[ JSHA| = =71 5tLt O] QLB HERIR
B20| 20| 2ot TH L2l S E2| 950| Mot LI

MH|2 53

CoS(MH|A Z2i2) Hi7|E 7| 5S ALESHE 29X U782 £8 SHE Y #dE =
U LIL} Ol = DiffServe| S&90| 2R5HX| @2 B2 CHE¥ 2 HES

CHSH Bt QoS &= MSLICE AHT 0| A0 =A5t= I

CoSE ALE03H0] QE IO 20| MH|A SefA ME| RES APYLICE 29Xl 4 ZEE
o7l B E(802.1p E£= IP DSCP) & otLtE M2[otA L IjZle] 24 =2 XS LZ(5HA|
BEERRE S e 2E) F9E = AL ZEV MEg = s ZE2 2FE 3R
AME S Az = s HEo| HEtet 0fE HOo[ES AFERLCH O] 0fE HO|[E2 3l g
S ZENAM HZ0] MEE|= Cos 7| €S LIEtHLICE =22 0 HO| &S At&ot{ H
ojzlof Mzlg = s HEZF ojof stz K| f2 4% 7|2 &0l =& L L
of2iet X o= 2 802.1p OHE EIO| =0 2fsf Efm S0 OEE 7|E ZE 7|=
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M 9IS 7oz 20 ZE MHO| Cfo PYE S Cos +FOR WAL HLhE
xbei0] EHELICH

E EEJHARS 4 9802 THEW S0 I S 29 XS MK g
ChAI BE 7|2 24 29 22 ALBBILICE MRS 4 Qs EEQ| 40| Exfols BE
TS $A ZEO| RAHE 7R @M £ 9/0f thet HES $4 EEQ| 7 Cos 7| Z2
MEELIC O] ZRAAL IPDSCP 242 M2ISHE2 T4 E O HlIP 20| Z&BH:
Hooh 20 MEY 4 Ak EE TS MY 4 g F20|T AFSELIL

S2H Cos AN 1AM
=2 CoS ™S 1/d5|2{H:

QoS > Basic > CoS Configuration.

S| omatiy [ i | o5 | Sty | e | s
DiffSer
* Basic “~ @ Global All v Global Trust Mode frustdetip
= CoS Configuration Interface Interface Trust Mode
= Advanced i
Note: Ct5& MEHSIY] O 3t 2 0|5 =& U&LICt QoS > CoS >

Advanced > CoS Configuration.

1. GlobalE AFE3tX CoS 78 7ts SIHH|0|AE 2&F X FRLICE

2. InterfaceS AtE50] AEHHO[AREZ Cos 718 &= A ELICH.
3. Global Trust ModeS AF&o10] =4l Al £ T2l EAIS ME2IEX| AFE XFE L

=29 ME| REE O & StLEY
e untrusted

+>
£0
ry
I
n

e trustdotip
e trustip-dscp

7| 27342 trust dot1p & L C.
4. Interface Trust ModeE AFESIOY =4l Al 7 THZ] HEA|E L2 X| O{EE X|FgtLCL

RIHMO|A AME| RE= O & ofLtY = JASLICL
e untrusted
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1.5cm
* trustdotip

e trustip-dscp

7| 222 untrusted & L|C}.

5. Apply HEZ =& L|Ct

YHOIEE 80| 29X 2 H&ELICE

=

802.1p M =¢I= 7| E0f ofH

802.1p Ci CH7| E O4 & 2t HO= 21X 802.1p @41 = OIE HIO|E& HEA|ELICEL

[

> 802.1p M= E 7| Boll oid st H:

QoS > CoS > Advanced > 802.1p to Queue Mapping.

Interface Selection

Interface

802.1p to Queue Mapping

802 1p Priority 0 1 2

La
S
(%3]
o
-4

Queue 0 I T oawfl]| 2 » A I ] = 3 v

1. InterfaceS ArESH0] QI HO| A S A E4BLICY,

=
=
ofoff it} CHELICE 802.1p &M = AWof= ofE e 8712

7] Hs s S oS o

802.1p S 9| ZtZHol Cht E2T SahA M| 7t EHE|0f USLICH MRSl
L2001 M £8(3)22 RIYELCH 08 Sof 229702l E3T L fir &l
10| Ef E24T0j T3t 0|0 A1 MS ChY ML ELITE 30 20| LH29UT} T &2
Ezge
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R2 7|82 EajHo| HEE|7| Mo &2l 7|22l EfEO]

& T#g0| 29X = HESELICH

LO dJ

DSCP Z}= CHZ|€oj of &

X A E
Lo =2

M7k X| 7| Ctqof

i DSCP #i= i 2T L2 Ecfjd SAE XY = JASLICL
DSCP Zt= CH7| €0l ofE5}2{ H:
QoS > CoS > Advanced > IP DSCP to Queue Mapping.
IP DSCP to Queue Mapping
il Queue ol Queue P Queue Ly Queue
DSCP DSCP DSCP DSCP 3
0 1 | 1o 0 ~| 32 2 +|| 48 3 v
1 s I s 7 0 || 33 2 v 49 3 v
2 1 || 18 0 v| 34 2 v|| 50 3 v
3 1 +||19 0 ~ 5 2 |59 3 W
4 1 v~ 20 0 +v|| 36 2 w52 3 v
5 1 »|| 21 D v || 3T 2 v||53 3 v
IP DSCP EE0]= 0%H 637tX|2| IP DSCP 2t0| EA|EL|LC}.

1. Zt DSCP ¢(0f CH3H il S IP DSCP #t= OH 8 L& Efy 2225 XL/t

71 € o= 58 ot=qlofof e CHE LT

2. Apply HEZS S&/gtL|Ct
YOOI EE 40| AX|2 MEELICH 714 HZE A2 A

Lo d o

Ol E{ 1| O] A 0f| L% CoS QUE{H|O|A MM 7

g 20|20 QAT O] A g
215

HEgLICt



U-I-F5010HPA
1.5cm

> CQIE{D|0] 20 CHTt Cos A S /ot H:
QoS > CoS> Advanced > CoS Interface Configuration.

CoS Interface Configuration

1 LAGS All Go To Interface m

(] Interface Interface Trust Mode Interface Shaping Rate

v

[ 1/011 802.1p 0
£ 102 802.1p 0
[ 1/0/3 802.1p 0
1 1/0/4 802.1p 0
1/0/5 802.1p 0
1. BE LAG QIHI|O|A 253 HA[SI2{H LAGE ME{gL(Ct.

20| M InterfaceE MENSHL
&

M
540 QIE|HO|AS YIS

@ DN

2E CoS T4 7t HH O[22 QIEHO|A =
1L E

Go To Interface ZEE AtESI EX|/EE/E
SelgtL .

A& AEH O] A0 s = eF=0| ME LT,

5. Interface Trust ModeS AFEdH0] =41 Al £ TjA BAIE M2[EX] &
INESHEIS

IHHO|A M2 REE L & ofLEE & ASLILH

¢ Untrusted
e 802.1p
e |P DSCP

7| 222 802.1p L Ct.

Ol YUtM o= OFRHIRE ©& £ 2 F¥ote O AH8ELICH O] £

TEN ZEMO 2 KO LICH Ol = Ao & B =Fo| d 0|7 I—|

ORLICH 757 Hel= 0~1000|0 14 S7tgtL{Ct 2k 02 Z|CHZLO] FA|
7. Apply HES SEISLICH

PHOIEE 70| 29/X|2 HMEELICHL 78 HE A2 ZA HEH
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U-1-F5010HPA
QIE{H O] A0f CHSH CoS EH7|E 7 77

29X S U7IES 7900 £ 7| 0| +=ddt= s g2 + ASLIT

MEXE 8" & A= O£ U7 E0M ALEStE HYE2| &, 28 AlZt S2te
CH7[E 2O X ZEQ RE Cf7|E MM Th2l WS LFS MOfLICE 4 ZEO=
AbH| Cos Ei7| € &3 80| [Us L.

2t CoS 7| D f 42 HOKOR wE REWR TS £ 9002 T T2 AT
ChastEILICH MO 1Y B A A A0 RE ZEO| (52 MLt

QUE{H O] 20f| CHSH CoS LH7IE BE S 735l H LIS +YSHA 2.

QoS > CoS >Advanced > Interface Queue Configuration.

CiffSery

* Basic e | LAG Al

= Acvanced

Go To Interface

Interiace Queue D Minimum Bandwidth Scheduler Type Cueus Managemert Type

« CoS Configuration
3 i - -

* 802 1p to Quaue

Fii 11001 ( Weighted :I Diop
1oz 1] W TailDmop
1P DSCP Queue 11003 o 0 W TailDrop
Mapping = ; g ;
11044 ] Weignted falibrop

= Cof Interface 1/0/5 0 Weighted TailDro
Genatralion D.: 0 \eighted ;..I[ op
11046 0 Weighted TailDrop
0 Weighted TailDrop
1] Weighied TailDrop
0 Weighted TailDiop
o Weighted TailDmop

2, = 7|8hZ eS|t
3 SEE A HEY Y EE XF L
AE2 2 Z|CHZH0| s Yot UL R
ALICH = #?l= 0~1000/ 14 Z7hgkL|Ct 2k 02
olOjgL|Ct. ME#SE QIE{IH| 0| A 0| HE CHZ|Z0j| CHEH 7H'E
b &= glsut
4. Queue Management Type2 O| QIHIL{|O|AQ| CH7|HO| AFEE|= CH7[E # O] &2
71EE EASLCH
Ol ¥X7tCh7|gdE =8N HEE K| Hot= 40T AL E LICH 7| E 22| &

o1
S
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1.5cm

0| 7Ol Al TailDrop (2= WREDE =gt L| . 7|2 242 TailDrop & L},

5. Apply HES S&lgtL|Ct

m

Y Aol Al A-of HEELICEH

> CoS AN M =% @¥S 78512 H:

QoS > CoS> Advanced > CoS Queue Drop Precedence Configuration.

Co3 interface Queve Diop Precedence Configuration

Ca3 Interface Queve Diop Frecedence Status
Interface TEJII%:M Crop Brecadence Level WRED Minimum Threshold  WRED Maximum Thrashold WRED Diop Probability Scale

1 10

0 1 40 100 10
1/011 2 1 40 G0 10
1 a0 00 10

1 100 10

1 100 10

1 40 100 10

1. InterfaceS ArE0I0] CoS T4 7t5 QEL|O[AE 2&F X gL(Ct.
2. Queue IDE AF8SI0] AE 7hsTH ZE Hi7|E 2 ALt

T2 w2 0~6» LICt 7| =42 0L Et.

T HATT

3. Drop Precedence LevelZ AME5t0] ALE 7t5ot B E AK| M =% =&

XL,

mjo

Fao U2 1~4L L 7[=a2 18U
4. WRED Minimum Threshold= AFESH] oA A K| @4 = +=F0f Cisl I{ZIO]

X
YH =X B= 7FS X RED X2 CH7| & A4S RIS LICE

H|= 0~100ULICH 7| 24f2 40 LIt

— HA

0

5. WRED Maximum Threshold2 AH23510] Sixf| AHK| M =% +=F0] CHoll 2= T2 0|

MM &= 7SI RED 2O TH7| € A4S KIEE L

= 0~100Q L|C} 7|24/ 100 L CF.

218



1.5cm

U-1-F5010HPA

6. WRED Drop Probability ScaleE AF&3H0] S| A 24 =2 =F0f CHSH T2l AK|
5122 AXSIL|CY

= 0~100YL|Ct 7| 2452 10 LIt

SLICH 7Y #Z A2 SA U,

ChE 20 M = BAIE= 78 == 8l= HIO[Hof CHal 2 B &L
Table 198. CoS QIE{H|O| A~ CH7| & A{H| 24 =] HEY
zce ek
Interface CoS 74 7t5 QHH 0| A
Queue ID CH7| Y IDQIL|C}.
Drop Precedence Level AR M a9 2=FlL|LC},
WRED Minimum Threshold 7VE |7} 201 RED 24 0f7| Y 4A gL ot
WRED Maximum Threshold 7t %7t 20 RED 2/TH §7| Y A3t L Ct
WRED Drop Probability Scale oj 7l AN =S 7L Y,

AHERHE MH|2 712

QoS 7|50 E3jTig A= oz BReD HoE B S2to| W2t EX QoS X2
HEB% 4 9 DiffServ(HeistEl Mu|2) X 20| Zete|of gL|ch

EE P\t EYIE Mol HojE M MHAS IS EE AU M
3 AMH|AL BE2 QKT Y EYITE MA|0| HO]E S MTrSiHe A olojgLct

o =

Of = D20 | HE|AHL MEHo = MEL|ALE MM E = ASLIC Ol Y X ot

2 2N AHU S&§ T2 30| 2 AH|A9] oFZto| XoH7t S & &

o 87 &0l EX| EELICH B =, MH|A KMotz Q15 §90|Lt ZE[D|E[o{e Z0]
A

— [}
27 A0 FA OfE2|AH 0| M0l = BIEAISHA| §i2 Feks D|E LIt

QoS DiffServE AL

[
-
i

Ar

m

2 Tlot
O 4o ofp mF Jm r-IH
|

o2

ot H

E
Rl
|
mjo
OE
i
e}
els
on
N
MM
mjo
o
o
ot
-
i

2. Policy -
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1.5cm

71=0 wet 2 /FED M2 ELCHL 27 7|82 22

Yolg

M £ 40] oo YOI FLITL MM 542 B2
HFAHSH

=

>
(@)

o o =
M MErl= UL Ch Moll= o2 S =t

=
2ot H Sl = Y2 2o LX|ot= S0 mhat 2R LT

S 2 AEELC oS ZH Lo A

DiffServ OFIAHS E2HT 22AS MAsID E2HT SHAS HH0| 713 1S Mt
ct.

DiffServ Ot AtE CtS2

+ DiffServ ClassE ddot S0{2E EEfH0| 222 R0 &7] flet 2+
Atets S0 25| Q8 EHZ AFE = €A 7|2 el ULt

« VOIP. ¥X| 7|Z2 UDP Z2EZZ MHSIL|C}.

HTTP. 2X| 7|22 HTTP CHA IEZ MMBHL|CH

FTP. 2X| 7|E S FTP & ZE 2 HFEHTLIC}

« Telnet. 2X| 7|=2 Telnet L& ZEZ AHEtL|C}
e Every. 2 E2iToj Ciot €X| 7|&S AL

« Diffserv Policy2 ‘4-d5t11 4 £l DiffServ ClassOil =7+gtL|Ct,

*  Policing0| YESE M7 &l &2 DiffServ Policy AEt22 Simple 2 A g L|C}
ZelA Match 7| &8 &8s E2i T2 Outbound Priority M E4 0] 2} & 2| &l L|Ct,
Outbound Priority= Ct22t 20| Mot EfE X2|E T gLt
« High. 3% ZX|ZE markdscp ef2 &8 gtL|C.

«  Med. 8% XX|E markdscp af312 & gtL|C}.
¢ Low. E¥ FM ZX|E AFLLICL

¢ Policing0| NOZ2 278 E 4% Z& EfE2 Ct31t 20| EA|E LT
« High. 3% HA|Z ipdscp ef 2 &°d 2L}

o Med. 8% EA|Z ipdscp af312 M stL|C}.
« Low. H* HA|E pdscp beZ A BtL|LCt.
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DiffServ OFEH Al AL

> DiffServ OFHALE AL 5|2 H:

QoS > DiffServ > DiffServ Wizard.

Diffser Wizard

Traffic Type VOIP
Commitied Rate (Kbps)

Fohang 7
Cutbound Prarity Medium

B unit 1
Pods. 1 3 5

sssvssssvsEnS

-=AG 5

T 6 8 A
sesssssss s sssEEE TSRS S RN

1. Traffic Type2 AHESI0] DiffServ 222 & FolgtL|Ct.

==

JE

S8 M2 VOIP, HTTP, FTP, Telnet X Every & L|LCt.

2. ZEO|= DiffServ ME X JSt=& 78 = Jes ZEJL HA|ELCL
DiffServ Z 0| MEist LE O F=J+E L|CH

3. Enable PolicingE AtE3}0] DiffServ ‘ZH0f| A F=IgtL|Ct.
Hgg Kot Lt

4. Y HIEE X|EgHct.

*  Policing0| 2dat=|® HAUE H|E0| Ao § &1 Z2|d XY0| 0| 2

o

23

¢ PolicingO| Hlg-g2tz|H HO =7t HEE[X| &1 GHO| markdscp2
28 ELCh

5. Ol2HIRE 2M=2|E XYLt
*  PolicingO| 243}%|H Outbound Priority= 2[4 & &Y &S FolghLCt.
o 7| M High= 2 Y2 markdscp ef£ &783t11, Med= &2l 2 markdscp af312
AL, Lows HYS ME = AP LT
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Y

U-1-F5010HPA

21 Holg 7| Fo0| Mt e Y=l 1 Kelguch BHY |FL
S H £ 40] ofof YOI TLITE HH S42 YA AAE

|7h 2l i HEE= g YLCh

= S el 20 CHol stLt o] &2l ¥X| 7|=S Feldts

o — =
CtZ otLt Of &2 227t MO =7rE L Ch O3 B A 0] 20 YO F=7HE LICE

7 M2l TfZlo] LX| 7|=S HAESHE HOZ ARELLCHL RE S2ilA R8 M2
mfz10| s Sajaet XSt H S el 2F LX| 7|F0| true2 E7Hx[0{OF B2

a
Agech 25 2L 7 S92 20| 31 S22 LX[SHAH StLt 0] 2| EX|
7|=0| true2 BIHE[OJOF &S A FRLLIL. SeiLas MO F7tE =MU2 HAEELC

S YA LHOIM Sa A X7 2 AL sl If2lof F2o] HEE L.

1o 4

n

7| & DiffServ ™2 14d5}2{H:

QoS > DiffServ > Basic > DiffServ Configuration.

DiffServ Configuration
DiffServ Admin Mode sable @ Enable

Status
MIB Table Current Size = Max Size
Class Table 0 32
Class Rule table 0 416
Policy table 0 64
Policy Instance table 0 1792
Policy Attributes table 0 5376
Senvice table 0 226

ChE HOM = BAILE 782 5 Sl HIOoIHof CHo) 2 =L Tt
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Table 199. DiffServ 114
= gy
DiffServ Admin Mode DiffServe| &4 REQILICH 7|23t BagtelLict HjEstE ot
DiffServ 742 M & Al X2/ HAT = UX| T 2 3E| X =
&L CH 23R H Diffserv A H|ATF 2 SHE L T
Class table 22K[0f S &&= A oM 4 E DiffServ 22 =2 L|C},
Class Rule table 2QK[0f 5185l & 22 BA 5 THE 22 FE o YLt
Policy table AQAX|0f 5185 & MM T FHE HA SQuct
Policy Instance table AQIX|0 B8 EIE BA B THE UM Z2hL AAEHA LT
Policy Attributes table QUKo S8 ElE BA FoIA TAE Y L4 S~
QIAE A0 AIAE)O| QLT
Service table AQ|X|0| S BE= FH MH|A T FME MH|AX|HE QIE T 0| A9
Ao o:|715|) 2=QlL|C},
M piffsServ 4™ 3
jzl2 golE 7|0 et 2R MU EHE 7|E2 SefAagE Fo Lot
Mol M 40 olsl Holg LI HM 542 A AAHAR—E Fo|gh = Qo
X7t Llet I M= SdYLCh
T8 ZENAE= S A0 CHsl Skt o4 e YX| 7| &2 deldt= A2 E A ELCH OH
Ct= StLt O| & e| SefA7F FMof =7t L|CH O3 CHE QIE EH| O] A0 dA 0] =7H&! LY,

rlo

2 ME|l= oizlel €A 7|E2 HAESHs A2 AIRELLL & S22 R &4
AK| 7

A = T o —
ojZI0| o g St S5 EH S22 ol 2 LXK 7|F0] true2 F7tE| 00 &=
29 YX[St2H StLt O] &2l K|
7|Z0] true2 LL17PE|010|E 2te AU 2eias M0 Ve =AU = HAEE L,

SlE M LI M S A X7 B AT sl 12l ol F2o HEE LTt

2249 DiffServ EEE A 8}2{H:

QoS > DiffServ > Advanced > Diffserv Configuration.
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1.5cm

U-1-F5010HPA

DiffServ Configuration

DiffServ Admin Mode

Disable @ Enable

Senvice table

Status
MIB Table Current Size  Max Size
Class Table 0 32
Class Rule table 0 416
Policy table 0 64
Policy Instance table 0 1792
Policy Attributes table 0 5376

1. DiffServOf| CHEH Admin ModeS
« Enable. X} 3}El AH|AT}

« Disable. DiffServ 842

2. Apply

—= =2

270 A|~E0 o

Ct2 HO|AME DiffServ 7+ 3tHO|

Table 200. DiffServ 4HER

E9S 2l |C}

g ELIC}

SEf HIOI S0 A= SO0 Tl

AN
2 o AR 2t X

e L.

2Lt

|
=1

M
2%

Class Table

29X|0f HEEl= A SoAM +EE DiffServ 222

=L ct.

Class Rule table AQK0f 8{8ElE & Beja AK 5 RHE A FH
SeLt.

Policy table AQX|0f SIBEIE B YM F LY FM 2L

Policy Instance table £9IX0f S ElE B F PHUE Y A QAHAY
SeLt,

Policy Attributes table AQX(0] SISl B FoIM THE HH SHHY Seja

SIAEA0 AZE)| = YLIL.

Service table

29K S E5= WA MEA T FEE MBIAXIZE

CIEH oA FMo| HZE) +=LICH
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U-I-F5010HPA
1.5cm

DiffServ 2cA 74

M DiffServ 22 0| &2 F7I5HALE 7| & 2 22| 0| 52 HH AL A Mg o= UG LT
DiffServ 22l £t HAY J7|ES Fold == AFLICt 1f2l0] =41 =|H O] 2|2t DiffServ
S AE AESHA TiZle] 24 =9I & X|EYL L 2200 o2 €X| 7|ES AF8Y =
p=1a = EEIE O 7|=0f tict = =c| ANDYLILE == ddot = =% 23S
=E5IH ¢ otHo = O| SR LICE
> DiffServ 222 E /452 H:
QoS > DiffServ > Advanced > Class Configuration.
“Syson | Swicheg | Roung | Qe | Secoy | Morkews |
CoS
=Difiserv Wizard Class Name Class Type
Clasea Al
1. M2 2 E 452 Class Name2 & 25t 1 Class Type2 MEIoH £ Add HES
ZEISIM K.
0] WEO|i MElE 4 Y= BE J|E DiffServ 222 0| E LIAFLICH A%
Class Type @t AlIZH X| AgtL|Ct O|= S0 Co Fel& 2= Chyet LX| 7|=0|

=]
o2 LX[of ol S5 &= 2lole IEP REE 2E X 7|&2 =25 ANDE
LIEFRLICE Al S22 S 2 2oL RS dE Y = UASLICEH 22Tt

= =
YYER 2~ 9 BES THE 4 QU Fuich

2. 7|1E a2 0|52 Bt g 2L FOf| U= check box= &SI 0| F=

YHOIEE #90| 29X 2 HEELILH 79 HE Arg2 FA| HEELICH
3. 2EHAE MASIHH S22 O|Z check box= MEISIL Delete H{ES S 2IHLICH
A QX0 CHet 2[4 S22 otHs M2 DX Az 1Y HES SE0H 2.

4. 2244

ot

=i~ 35 SESHEH S =
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U-I-F5010HPA

1.5¢cm
5. 7|& Class?| 224 0|52 E=etLCt.
Class Name
Class Name Class Type
Class4 All
A O|E2 Sto|HEAYLICH O 82 Sefae 4 EEE EoFL[CH
6. =Y MEEEE #+d5t2{H Oz EEE /5t a

M 2eHAE Y9 ME L S WY & ASHH QLS 4Gt =
Of 20| S22 FHO| EAILX[Z O F HEY == YUSLICH

=
Q
(=
(2]
=
m
<
D
<
o
rir
Rl
o)
r
|-|-| Il
)
| >
o
lo
2 -
Ho
rin
='|==I
P}
o
il
L)
| >
=2
1B
el
rir
paL]
|0
Hu

Reference Class. 21Xl S2iA0 X A2 Setet = A= Sl
Lt et Ct,

|>

=
=

Class of Service. 01 7|0l = MEiSH 4= Q= 0~7 HR|9| MH|A SEeijA X 7|20



1.5¢cm

U-I-F5010HPA

Ot 2= 40| LEE & LT,
VLAN. 0~4093 #H (9| ZfL|C}.
Secondary Class of Service. O| {5l 2| Q] &||H 2| CoS(MB|A Sal2) 440]
XIHEl CoS 241t LX|SH=E 5t2{® 0] M S MEiSHHA| 2,
Secondary VLAN. I{ ZI2| VLAN ID7} ¢ He| LHo| EX VLANID EE= E=X
VLAN ID2} €X|St=E 2 75t2{H 0] M2 MEHTL|CH HRE A 45l= 22
Ij 719 EZX VLAN ID7} &€ LHO| 2 & VLAN ID2} S 8tH QX[ 7} ehAi st T},
Ol M2 MElTH 2 CIF ZEE AFESI0] EX VLAN 2X| 7|&2 -5 A 2.
- Secondary VLAN ID Start. 2 X|A|Z EZX VLAN ID =& VLAN B 2| LHOj| A
7 22 42 7H7 EX VLAN IDR L C
- Secondary VLAN ID End. VLAN 22| L{OflN 7I& =2 4/2 4= EX VLAN
IDRILICH YX| 7|=0] tHY VLAN IDQ! Z2 0] HE = ZQ5IX|
Ethernet Type. &St o~ QU= EthertypeOl CHet 7| R =7} LEZ ElL|CH
Source MAC Address. O| = S22 2 12 &l 6712| 2Xt2| 16T+ X2
X HE AA MAC FAQL|CH
Source MAC Mask. O|= Izl ZH X9 AX|St= H| AFHES &AA MAC T4
HES LIEIHl= MAC A2 St WAIo| H| E OpA 3 QI L|C,
Destination MAC Address. O|= 222 2 T2 & 6712 2Xt2| 16T+ X2
X HEl & MAC FEAQL|CE

Destination MAC Mask. O| = Lzl L £1} LX|St= O AFEE CHA MAC A0

FE S LIEIHE MAC 20t St E 49| H|E DtA3 YLt

|6

Protocol Type. 0 7|0f| = MEiS = QU= 20[0] 4 ZEEZ 0| CiTt 7| =7}
LI [0 ASLICH FE0|= LIHX| 240l Ciot S M2 & 'other' 7t ZZ3HE L T

Source IP Address. O|= O A 2E MEIF= Ao F2ot AA P FAYLLCH

Source Mask. O|= Izl ZHI X} A

LIEtLH= IP o 2 &= MRl Y@ AIQ HIE O
Source L4 Port. 0{7|0f= MEISH = Qs LT AA O[O 4 ZEO| CHBt
7|¥{ET LIEELICH SE0|& 0|E0|

'ZIEF7F 2RO AL

Destination IP Address. O| = F 22 T2 & MElIx Aol oot L&t IP
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U-I-F5010HPA

Fauch

+ Destination Mask. O| = I 2| 2H X9} AX|St= O AFHES THA IP 29|

HES LHEHH = IP o2 L2E 1074 HAIO| H|E OtA3 QIL|CH
» Destination L4 Port. 0{ 7|0 = MEig == Ql= 22Xl CH4F 2§|0|0f 4 ZEOf Cst
7|91 E7F LIEELICHL S520|= O|E0| X|ZE[X| U2 ZEO ot M2

'other'7t 28t E|0f Q& L|LCT
« IPDSCP. 7|0 MEdE = U=
SE0|= LIHX| 2o CHSH =

* Precedence Value. 0| 7|0f| = 0~7 H|Q| IP M =2 &
Lt &L

* IPToS.IPToS ZEE F/dgtLC}.

« ToSBits. B2 00~ff H?/2| MH|A~ 7 SEIgHRIL

* ToSMask.O|= AMH|A &
8. Apply HES SE/TLICt

gHolEE 80| &

CtE O M= DiffServ 15 e 9 oM S| i~
T Al 20 ool 2L

Table 201. DiffServ 22 714 - 222 2 F

U2{Zl DSCP 340l CHt 7| X =7} LEZ E Lt
MO Z 'other' 7t Z&HEIL|CE.

of chgt 719 =7t

X2 HSELILH 79 BE Al 2 FA| HEELIL

il
Ze

nx

C

Match Criteria X ™E SA0 Cheh FAE AKX 7=

YLIC}.

Values THE 9X 71ES YTk

(L

DiffServ IPv6 ScljA A™ 1M

M IPv6 DiffServ 221 A 0|22 Z=7}51AHLL 7| & A0 0|2

o
=
Sefaet ze

& LIC}. DiffServ = ot 7|1&=2 dolg

DiffServ 222 E AFESHY IfZlQ M =2/ E X|HEL|Ct 2
AtEY = QELCH =2|& O] 7|&E0f Uit B2

23 E SEstH = 2tHO 2 0|5 LLCY.
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4k QALICH T2L0]

S BRI MRS
PN ERER

ei 20 A O3] X[ 7|ES

=2 ANDRLICH £ 22 448 = ¢
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U-I-F5010HPA

> DiffServIPv6 StiA MH2 1/dsl2{H:

QoS > DiffServ > Advanced > IPv6 Class Configuration.

IPv6 Class Name
I"| Class Name Class Type
| class1 All
Mz SeAE 452 H Class NameS Y& 3t1 Class Type2 MEiSH 2 Add HES
SE5HM 2.
O] ZE0= MEHE &= A= 2 E 7|& DiffServ 222 O|E & LFFELICH AKX =
22 Type gt AITH X[ BHL| T} O| 200 Chal Ho|E 2& Chebet P X[ 7|&0|

iy

ozl LXjof oz S5 = 2lolgt
LIEFE LICE Al 227t Sd & g_?_oﬂnr Ol %EE £ EH7I ZEYLLh S 48

20 79 2L RS BAlSHE 714 275 227t FLUOL

7:

71E 222 0|5 HHF B P& 222 HO| check boxs &4t O|E&
Y HO|ERLICE

Apply HEZ 282t C}
AHO|EZl 40| AQKX|Z2 HEELICH 714 HE A2 FZA| HEE LT
22 E M A2 Class Name check boxS MEESH CHS Delete HES SEITHL|C}

2R(X0f chet 2 YEZ otHE M2 DX2HE M2 0 HES SEHM .

S MY = 7|1& 2242 9| Class NameS 2 &/8fL|Ct.

IPv6 Class Name

| Class Name Class Type

[ class1 All
Class?2 All

2oL o[F2 stolHP A YL L B 2

|;|ru
rlo

o2l 49

[N

£ EOoELC}

HJH
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U-I-F5010HPA

I I N O e e
CoS

Information

Match Critenia Values

IPv6 SeAE 745t H O 2EE b L|C

+ Class Name - 7' &l DiffServ 22| 22| 0|2 Q| L|C}.
+ Class Type - DiffServ 22i& S& LTt
Options: All

mx
o
s
=
>
=l
ot
mjo
Rl
oz
i
N
¥0
T
-
n

!
e

>
N

>
ot
o

DiffServ 2222t AZY 7|E S F2lg LIt

+ MatchEvery - O|= X|HEl SefA Fo|of 2= Ii210| A0 £ot= A2
2t gle QAX| ZHES =TS Lt

CISE A O
rge

+ ReferenceClass- 3| 2220 &=x SejA2
Lt gL Ct,

uot

ELES

rir
1]

*  Protocol Type- 017|0f|= MEHS o= QU= 2[00 4 ZEEZOf| CHBt 7| =7}
L e JELCH S50= LHHX| 24ofl CHet S M2 2 'other' 7t E2HE LT

» Source Prefix Length - O| = IPv6 TfZl 0t H{ S 20t AA |Pve © FAFRQ L|CH
HEAE &4 5A 202 X|FELLCH §5F0 =
0~FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF-FFFF 892 28g 4 olon, HEof
Z0|= 0~128 HRIO|M YT = JSLICE.

« Source L4 Port - 017[0f| = MEig = Q= LE{Tl &4 0|0 4 ZEO| Ot
7|HE7t LHEELLCH 550 0[50 XHEX| %2 ZEO st SHN2E
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U-I-F5010HPA
1.5cm

'other'7t Z2tE|0] AELICH

« Destination Prefix/Length - O|= IPv6 TIfZl1t H|IE 4= U= Sast ChAl IPv6
L

YFARULL "HFAE ¢ FEFAF Zoz XEEUH  FFRO=s
O~FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF-FFFF Q2 YAHE = lon, FF

Z0|= 0~128 B0 M YT = JUSLICE

« Destination L4 Port - 0]7|0]= MEigt = Q= 2T OfA 20|0f 4 ZEO| CHBH
7| E7t LIS ELICH S£0|= 0|50| X g E[X| FMoZ
ZotE|0f QLEL Tt

*  Flow Label - O|= IPv6 I ZI0f| 135t 20H|E =Xt 2, 2t EO|M MH|A EE
2| E LIEtLY 7| QI8 £|F AHO| MM ALE ELICH S & 2{|0| =2 0~1048575
HOM X HE = YESLIC.

e IPDSCP- 227l DSCP ¢f0f CHt 7| Y =5 MElS = JELICH S50
LI X| Lol CHet MO 2 J|EF7F 2RO LS LCY.

8. Match Criteria - X|’J =l S22 0] Cisff o= LX| 7|&S EAISLICH

9. Values- T+ & €X| 7|F2| ¢{S HEAIELICE

OO EEl 40| AYX|IZ MESELICH 74 HA At 2 SA| HEE L|CH
Ct2 HO| M= DiffServ 1= IPv6 24 71 ot™ SHEHo| EefjA Q90| EAIE| =
T = e MEO Cisl 2 et Ct.
Table 202. DiffServ IPv6 222 714 - 222 2
BE Ek
Match Criteria g 220 thaf THE Ux| 7|FYLc
Values THE LK 7|ES G
DiffServ ‘4™ /9
oA ZHMHZ StLE O| Mo MM AN AAY = JUSLICH SMZ M dot = HH
23 E SE5IH YN gtHO =2 0|5 L|Ct
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1.5cm

QoS > DiffServ > Advanced > Policy Configuration.

Policy Configuration

Policy Name Palicy Type Member Class

W v

1. Policy Name2 AFESHH 1~31Xt2| A E X} 712 At 2XHE S AL S0 M S
DA AlEet 5= JUSLICE

2. Member Class S E 0| A DiffServ 22{A & MEHSHL|CY,
o 7]0= SR X" e Mol 1Yo 2 HO|=l B E 7|E DiffServ S22 7t
LI EILICH O] &2 M| S A7 M| FIME| AL HAHE I XAt s22
20| EE L Lt

H

r

O BEL 7|Z M S2A AAHAS HAHY ZL 0|0 Mey7| BE Lot
Soj2 QIABAZ NS B0l BB 4 gk BEJL HLITH

=
oA
1%
je)
| >
40
>t
=2
ol
N

n
-
il

5. 2RX|Of M oIX MEE M-S AK|SHEH Delete HES 2= LIC

o o 1 |
Policy Configuration
Policy Name Policy Type Member Class
Class2 n
YA 0|52 oto|mH A YLICL Ltz 282 e 71d EEE E0F ULt
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U-I-F5010HPA
1.5cm

M FajAol mjZlo] 2 E|E Assign Queues MEHBILICEH

« Drop- EE 2L HES ML O] Z2dds Y™ £40| = QHRE

{72 S MHote = F2lX[ASS LIEHE LT

*  Mark VLAN CoS - VLAN 2M=2[E &2735l7| It 0~7 &l "= gt ULt

« Mark CoS as Secondary Cos - 0| 42 2 E IZ|2| 2|2 VLAN Efj 1 M=%
HEE W5 VLAN Ef 1 @M= 2 EAISLI|CH O] EEMo 2 LHE VLAN Ef1
CoS7} 2|&2 VLAN Eij 11 CoSE EAL=ES o|OjgtL|C}

«  MarkIP Precedence - O| = 0~7 H2[2| IP M =2 2 LILCt.
*  Mirror

* Redirect

«  Two Rate Policy - 25| Z2|A]

2 AHgOHR AU SEet A HE2HE £ X
S0 et ST HHS NYE + AL

« Mark IP DSCP - 0{7|0]|= MEigt &= Q= L24%l DSCP #0| CHet 7| HETt
LI ELICH SE0|= LIHX| 240f Tt S M2 2 'other' 7t ZE2HE! L L}
« Simple Policy - 0| £8Z ALE510] X|™HEl SfA0]| CHet EciE MM AEY S
C

2L o 32 HE O £k HAE JY|S AMESY F i
H

O

ru}dru

A A

iz A ?EhE 448

i
ok

| C}.

-
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1.5¢cm

U-I-F5010HPA

9. Simple Policy &= M&SIH Chg BES 798 =+ AS LI
o
—

o
Color Mode - M4 R EJ} LI E L|CH 7| 24k
- Color Blind

- Color Aware
Color Aware =5 AHE312{ T O] HA QIAEAC AFBE 4 Qs M4

S A7} SkLt O] A JLO{OF B
Ctx ZE & SHLtof| Cish X2 = X| &
=5t SESHA| Y= BR):

- CoS

- |P DSCP

- IP Precedence

Committed Rate - 0| Z/2 1~4294967295Kbps(3§ =t ;EIEI:”E) HZ

X g E L,

Committed Burst Size - 0| 2f2 1~128KB H |0l A X|HELICE HOE HAE

A7|= 58L& EefH ¥S 2Hste= o AHEE LICH

Conform Action- 0| 7|0f| = MEHS == Ql= HM £ 7| F=0f Wt Tzl =0 CHsH

FlofoF g Z=X[7F IR E[0f QFLICH 7|=2k2 send /I LICH

ﬁ
M
=2
J=]
]
do
rc
=
sl
=
2
2t

Violate Action- 0] 7|0]| = MEigh = Q= HM =7

FlofoF g =X[7F LHE E[0f QELICH 7|=2k2 send 2 LIT

2t A dELD|of Ol ChE &Y & SILEE Y & AS UL

Drop - O|2{gt IjZI2 S A| 4K EL|Ct.

Mark IP DSCP - 0| 2{3F T{Z1 2 A|A = ME @40 S &7 Hof| X|HEl
DSCP %t 2 2 DiffServOll 2|5 #A|E L|C} O|& A MEASte{H pDSCP HEE
A5 OF LT,
¢ Mark CoS- 0[2{2t {22 A|AE ME @40 HS 7| Fof| X|'HE CoS
L2 2 DiffServ0i| 2|3l EA|ELICE O] ME4S 2o M= Mark CoS EES
AESOF gL
« Send- O|2{%t Ii 21 2 DiffServ0l 2|3 =T E|X| U2 HEHZ A|AH- HE
240 M-S UL
« Mark IP Precedence - O|2{2F T{ZI2 A|AH HE @40 HIE7| T X|FEH
IP M =% 2422 DiffServ0l| 2|5 EA|ELICL O] MEAZ 2[3{M= Mark IP
Precedence =7} A &0 RAO{Of THL|CH,
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U-I-F5010HPA
1.5cm

10. Two Rate HE5}B! 37 WE(E HAMI 5SS BE)E TH2 4

11. Apply HES S2/gtL|C}

YOO|EE 40| 29X 2 HEELICHL 714 HE A2 FA| §EELICH
ChE BEOME =H30| BA L= 98 + Bl S20 o) @3 Lo

Table 203. DiffServ ‘@& 7/ - HM £/

4c L

Policy Name DiffServ H*0| 0|28 EA|RL|C}

Policy Type MM QHES InQ 2 EAIFL|CL

Member Class Name A Lol ZH SEA QIAEHA 0|22 HA|TL|C]

DiffServ A{H|A QIE{H| O] A /g

> DiffServ AH| 2 QIE{H|0O| A S F/F5}2{H:

QoS > DiffServ > Advanced > Service Interface Configuration.

Senvice Interface Configuration

1 LAGS All Go To Interface m
= Policy In Policy Out ..
] Interface R K Direction Operational Status

[ 1/0/
1 1/0/
1/0
1/0/4
1/0/5

&N =

1. InterfaceS A&t DiffServ A H| A0 Ciot QIE{H|0| A5 MEHTHL|CY,

2. Policy Name - 1&gt = QU= 2= ZH 0|E= LIS LICL
QIH2 = MH[A HHY
LEJF HEA|E|X| Q&L

HE7t SHBOIM XX G §71/227] AL A0 A = O]
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1.5cm

U-I-F5010HPA

Direction O] AfHIA QIEEIO| 20| ERT Wat0| Y EAIBLICH
Operational Status O AfHIA IETIO|A 0] Bt HENTS & XS FA)S EABLICL

DiffServ A{H|A S 4| B.7|

i 2t H2 QI I o A2 Hhekof et X|HE EXof Chet S22 SAZEE HAISH=
SHYULICH HMHY 22 S 52 X|JE QI Oo|Ar ok & 10 [HE HREE MU=
d%)= 7|8tz Y TLICH M SeiA 0|52 &X HAISHH X| & AHm oA 3
Hickof Chot EH S QIAE A SA 27 #HA|E LT
DiffServ MH| A S| & EHa{H:
QoS > DiffServ > Advanced > Service Statistics.
S | oy | g [ a5 | e | Wortows | Ve |
CoS
Service Statistics
=Pifienn Wizan Search | Interface ~ En
«Basic v
N = < . Policy Operational Member Offered Discarded
et infeface Direction (2t GEIE™ Classes Packets Packets
= DiffServ Configuration
*Class Configuration
=|Pv6 Class
Configuration
= Policy Configuration
ce Interface
Configuration
1. Search H|FE AF2510] MAC QIHHH|O|A = O|R PEE O|R =S HMBIL(C]
2. OIE{TO|A®E A B InterfaceS ME{SIT RA/SZ/LE HAOR
QI L|0|A S LHBILICHO: 1/0/13). 27 C}S Go HES SE5IAM 2.
Q1T 20| U B2 ST 20| K WA FBo2 HAISD 1 Foj LigiX
=0 HA|E LT
3. 2|¥ S22 M52 ™ Member Class= MEISH 9|7 s52 Y8 £ Go HES SESHMR
LR[St FEE U2 U 70| U= R S =0 A B =22 HA|L[LD
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AQX[of oot 2|4 S22 ofHE M2 DX[HH M2 Y HES SR
Cha B M= AMH[A S 2HHOM ALEE 4= U= F20 tis 2 F& Lt

Table 205. DiffServ A|H| A S|

zc My
Interface XY In e 2 HAZAE DiffServ HMO| Qs A|AHO| BE QB

Direction OlE{ I{| 0| A 9|

[m
e
JH
o
o 0%
o
J
mjo
=1
|0
o Hu
f
>
ot
I~
o
9
=
A
o
2

o] HX) HAE Wy

Policy Name S KIYE QIEHoIA X WY HAE FHo 0| S YLict
Operational Status RIFE QIEHOIA U W SN G YMO| TS MejLct

o
32 9l = oL,

Member Classes S} Meish Y4 0|20 RYUCE HOE BE Diffsery S
S2LICL S22 BAISHE T W 22 0|52 MEsiN 8.
MEis HMI AZE SHAT QOB 20| OLRHE MIKIK|
wsLict

Offered Packets MOl Diffserv ME|7H M E|7| Mo o AH|A Yo B S~
QIAEAN FBEE B I SULICE AETO|AS, wars F
it

Discarded Packets DiffServ X2|2 93} OfH 0|22 E O] AH|A Hajo| BE S~

QIAE 20| Chah AFIE 5 TH2 +ULITH QT o| A, W
A WS RLITH ARIE TS QLR E WEo) M X| s X Bt
OFREIE S WA XIEX| LY,
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TACACS 72
=) AL 2

ZE oF

Ky
O
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Y
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I

m
ke
ro

DHCP A=/

opu2 0 82 7Y
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2| 2ot 2

201 H|2 ¥ RADIUS(Remote Authorization Dial-In User Service) &7,
TACACS(Terminal Access Controller Access Control System) 478 8 215 SE£28 A 4%

+ gL,

ArEXt 748
7|22  Jlo| AL A Fo| EXfBiLIC

o admin, 27|/22 7] H$HO|

—

L.

$0

 guest, 37| ©& HTHO| ASLICE

—

JI2HeR FAE BF g= e |0 JAFLICE 0|§2 A2 XAE FE0HK] EE L.

—

A7)/A 7] Hto] e AFE X A ™Y (admin)2 2 ZQI6HH 7| & Ao Cish H|LHS E
StEtstn Hot 7 =8 A-T = U2 M, A (admin 0|2])Z Z|CH 674 7HX| =7t A
AR 4= UASLICH H7|/247| HBHO| U= AFS AT & QI I 0| A S} O| H|O|HE +=HE
= o, oi7|/M7| HHO| U= AH2 SHLIDE M -de = ASLICH

ALEXHE /8o H:

Security > Management Security > Local User > User Management.

Manage Users
; i Password
[l User Name  Edit Password Password G (EchEs HaRo Expiration
Password Mode Status Date
Disable v ssssssas ssssesee v
""" admin Disable READ WRITE FALSE
[ guest Disable: | *teess | =eesda READ_ONLY FALSE

1. User Name 2 =0 M A2| 0|52 LAY L

X
oz
0z
0x

fim’
k>
Mo mjo
Pl
i

(oL I i

>
N
H
oot

ull

A @EUt faet ZA0E 2
7 O,

rE Mo
o
OF
N
r

2 A AFE X} O] & YEY 4= ASLICH AFE AL O E2 Z[CH 64 X0

YA EAREBI0[Z(-) R EE()
=L|C
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2. H|YHSE AT IfTt Edit Password Z E 2 Enable2 A& gL CL.

o

7| 2242 Disable®! L|C}.

3. Password 2E0| Ado| HZHD E AN Q.

= A= e U2 BAIE X EELTh S8 BAELCH B2 2= X0 8K
YXAHO|H D22 AHS TR UL

4. Confirm Password ZE0|| H{ZHS E CtA| Y= H{EHDE SHIEH|
UM E=X| SOlISIN Q.

O ZE0= Yz B 227} HA|Z|X] X2 EH#(*)7F EA[E LI CL

Access Mode ZE0|= ALEXIC| HMA 2D ETJF HA|ELICEH BE|XF A G0l = gtak 7]/ 7]
HM|A HoHO| YO CHE B = AH0= 7| M8 HMA Hoto| SHELICH 7| 242 27|
gLt
Lockout Status ZE&= AFEXL AHO| &A A=K O F(TRUE £+ FALSE)S LtEHH L|CY,
Password Expiration Date 2E+= 29X H| 2 Btz SRS LIEFHLICE.

5. Add HEZS &g L|C}
AHEXE A ™HO| F=IHE L L

6. MEHSH ALEXL AH S AK|SHE{H Delete HES S 2/SHM K.

BE[XF §171/227] MEAHE AAE & BlEL

ArEXL H|EM 2

1. Password Minimum Length 2#E0| ZE A EZ AFEALH|2HD 9| XA FXF HO|E
YESIYAIR.

2. Password Aging(day) 2E0| H[ZRH D7t 27 E A|ZHEE ALEXHH| 2D 7L a0
E|CH AlZh(2)S LHZLIC

227t EE|H AFEAE H| 22 TR 2 NS
Yoo ehLICt 2t 02 HI B SV TREX| HES '—fEf'é.'l—lEf.

3. Password History ZE0f H| 2= IfALE XS 23 X2 0| H|H S



4. Lockout Attempts ZE0fAf A

U-I-F5010HPA

QRBILICY,

mjn

A
T

=
27t YRR @ERES L Ef"" L|ct.
FEXF ASOl &7|7] ol 585l =

_b'._

sl A’ ggLct

02 AEAL AFO| H7IX| B8 LHEFHLICE

|E A BHE 2 AEXARZE B 2SS AbE XAESHA| GEA| ELICE 0

27 95 AT A

ot A= EXECH|ZRHS S HEY = UG L CH H2HS = X 64K}2
SALYLICH B 22 = AZAE FEHLICH

Security > Management Security > Enable Password.

Enable Password Configuration

Password cescccnne

Confirm Password coscnsee

271

1. Password ZEO| H{Z2HS E AUHTIN 2.

HI2H S = 2T 64X2| S=AtLICE.

2. Confirm Password ZE0f| H{2H S E CIA| Y50 HIZHS E 2

YEiSER| olsth 2

(= s

2| H[ZEH= 18

S| HEHS E 74512 H:

Security > Management Security > Line Password.
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Line Password Configuration

Console Password

adoaasdses

Confirm Console Password e ——

Telnet Password

Confirm Telnet Password SR s

SSH Password ssansase

Confirm SSH Password

1. Console Password ZE0| 24 H|ZLHS E QoL T
H 2 HS = |0 64Xt F=XtL|LCt.

2. Confirm Console Password ZE0j H|ZHS E CtA| A5 SHIEA LEHU =X
2toletL|Ct,

3. Telnet Password(2 4l H|ZHZ) ZEO| Telnet H|EHT E & etL|C}
H Y HS = |0 64Xt F=XtL|Ct.

4. Confirm Telnet Password ZE0 H|ZH S E CHA| Q&S0 H{RHS E SHIEHA|
UM =X 2QITHL|Ct,

5. SSH Password ZEO0f SSH H| LS E Q24stL|C}
H Y HS = x| 64XQ| FZ=XFQL|LCt.

6. Confirm SSH Password ZE0] B U#HS S ChA| 2J2i3}0] B LS E 262
QR =X| BQIBHL|C

RADIUS 7l &

RADIUS MH= HERZO| =7t Eot= MSELICH RADIUS AMH = ALEALE 21F F &7t
ZotEl AL AL CIOIE /0| A8 R A| ZE|FLICE 22X HWE/AR MES

— =

S lot7| Hof

o
T-d & RADIUS MH 0| §2& HEEY

AMEXO|EN YT E QTS = e 7 Ct. RADIUS
MH = CHSO CHot 3 2E A 215 B S MSg L Ct

*  Web access
* Access control port (802.1X)
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= 2H RADIUS A{HH ™
HEAH A= StLt O] A9 RADIUS MHOf| CHet HEE FIt1& 4= Q&L Tt

Z 2 RADIUS AMH HH™H S 52 H:

Security > Management Security > RADIUS > Radius Configuration.

oo | sy | o | oo | orn | oy | e ||

Access  Port Authentication  Traffic Control  Control  ACL

Management Securiy Radius Configuration

*Local User ¥ Curmrent Server Address
*Enable Password Source Interface vian 1 =
*Line Password Number of Configured Authentication Servers 0
=RADIUS »  Number of Configured Accounting Servers 0
- Radius Configuration Nurmber of Named Authentication Server Groups o
= Server Configuration Number of Named Accounting Server Groups 0
= Accounting Server Max Number of Retransmits 4 (1fo15)
Cenfiguration = )
Timeout Duration (secs) 5 (11ta30)
*TACACS -
Accounting Mode @ Disable @) Enable
= Authentication List ~ . S B
Radius Attribute ¢ Mode @ Disable @ Enable

= Login Sessions

T E M QIS M Current Server Address 2 E & H|0f & LICHRADIUS AMH 4
kX)), AQX|= A El RADIUS MBI 2 (T 37H7HX| X| et CL S 0| AHo| RADIUS
H

MHZF A HE A2 ST MH7E 7|2 MEYLICE 712 MHZE TEE M7 Qe B2
AT M= 7HE X[ 20| =72l RADIUS A{H{ & L|LC}.

1. Source Interface == 0f| A RADIUSH| A% OIE{I{|O| A S MEHSHL|CE,

.
4
o)
>
®

Routing interface

* Routing VLAN

* Routing loopback interface
* Service Port

7|28 O 2 VLAN 12 &4 Q0| AZ AMEE L|CE

2. Max Number of Retransmit Z =0 A 28 1{Zl0| RADIUS MHZ X ™ & &= Z|CH
S+=E K| gLt

»

got Hel= 1~15YLICE 7|2 842 4-ILICE

0

RADIUS Z%|CH XM & S RADIUS AlZE X3t

ZtHehts T de M Z|O X[ A[ZhS DS A2.
021 RADIUS ME{ 7t 7+ & &2 ChE AMHE Al

|=5t7| ol 2 Mol Z|oh TS
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20| ATIELICEH sifE ME O] T+ &l A|7F 22101 2£0] RADIUS MHE{ 2| SE gio| MEE
| {7 &0| L ysHX| & LCt 2k RADIUS O E2|AH 0| M 2RH SHE
Al I of Z|CH X[ A|ZH2 &l ZE ME Q| TS AlZH Z0F A|Zkat ZH5 LT,
RADIUS 20| ALEAL 21021 A0 2|3l -4 E 4% RADIUS O E2[# 0] 0]
SES et K| B AFE X} QI E{HH| O] A7} AHEHE LT,

3. Timeout Duration ZEO0|A @ X SO0f CHet A2 =21 2H(ZE)2 X|H LIt

rae 2= 1~30H L 7|2 a2 5. LI

0f 2 RADIUS ME 7} 1 E 42 CtE MHE A|E517| Tol| ZF AH Q] N EN

40| ATIELICE slie Ao 2=l AlZH =11 Z40| RADIUS M 9| S @0 MeHE
77EX] R &S0 Ll shX| & LICE [2tA RADIUS O Z2|H 0| Mo 2 £ H =
Al Mo &[] XA A|Zt2 A E ZE MH[ TS AZE =0t A|Ztat Z& LTt
RADIUS 20| ALEAL 21021 A0 2|8l -4 E 4% RADIUS O E2[# 0] 0]
SES et 7K B AFE X} QI E{HH| O] A 7F AHEHE LT,

4. Accounting Mode| A Disable =& Enable 2tC| 2 HES MEiSHL|C}.
X ME{O|AM RADIUS A8 REE EdotetX| HiZ2dot k| O 28 X|E Lt
5. RADIUS Attribute 4 ModeOl|A] Disable &= Enable 2tC| 2 HES MEdStL|CE

RADIUS Attribute 45 2335t ALt H| 2 g 3tetL|Ct 7| 2452 Disable ¥ LICF. Radius
H

Attribute 4 2}2 MEH Atgt L E 0| RADIUS Attribute 4 R E7 &3t 400 =

2= UELICEH xxxx.xx.xx HAIO| |P FA ZH2 AFESHL| O,

Table 206. Radius 7%

|
=1

mx
ol

Current Server Address T AfE{o] FALICE THE A7} gL B o] BEL Hlof

=L

rot

o)

Number of Configured
Authentication Servers

& QIF RADIUS AMH| =R L|Ct gto| Hel= 00iAf 327EX| ILICH.

-4
0x

Number of Configured Accounting | 7.4 €l RADIUS 71 AfH| S=gJLICH gt2| HQlE 00| Af 327x| L Ch.
Servers

Number of Named Authentication | 1A% HIHE RADIUS AH| QI 1E9| £QlLC},
Server Groups

Number of Named Accounting IAME HOE RADIUS M AHAE 129| 4=QIL|Ct.
Server Groups
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RADIUS A H 14

> RADIUS MHE F/435}2{H:

Security > Management Security> RADIUS > Server Configuration.

Server Configuration
g = o S Secrat = Primary Message Server
| Radius Sarver P Addrass Radius Server Name Curranl  Fort =t | Becret S i g = :
Configaerad Servar Authenticator | Typa
v asesssse -
Statistics
= Round Maffarmed o 5 f o
Radius T"m‘ Access, | Access Access || Actess | Access PRICT Bad Pending Timoails Unknown  Packets
Sener e Reguests Retansmissions Accepls Rejects | Challenges Botnnisis HLt!\FnII:BI!-ts Requests P2 Types Dropped
T 25 pON5Es

1. RADIUS MHE F7I5l2{™ O ™S X|- gL Ct.
« Radius Server IP Address Z E0f| RADIUS MH Q| IP FAE X|HTtL|C},

« Radius Server Name Z2E=0| MH O|&& X|™getL|Ct.

«  PortE ALE3t0] O] MHO|AM AE3t= UDP ZE S XLt fR° Hele

0~65535 ¢ L|Ct.
 Secret Configured. 0| &410| Yes?l Z<20f Tt H

4 H Y oo YT WE2 OFF 217t glel R & X Lsﬁl—l Ct.
 Secret2 AME310] O] MH{Of CHT &
*  Primary ServerE AM&3H0] MEASE A 2
* Message AuthenticatorE AF&3}0] 1 E1oE MH{ O] CHoE HA|X| QIS £Hd =

Enabledt Lt Disable gL Cf.

2. Add HES SEELIC

ME{ 7t 22| X|0f F=7FE L T
Ol HE= 817]-227] Azto| A

=
= AL Ol2(et B8 Ar2 ME S +ASHA| = o RS AUt A /A=A

uBLIT

3. TAOIA MEDH A TSt Delete HES S2BHLICH,
O] HES 947|-M7| 40| Y= admin AFE X OS2 21018t 0|8t A S
% QU LICE 0[2{3t BIZ A2 M-S SHOIA| G 3 HAS ACHAHE RAIEX

s LI

Current ZE= O] MH{ 7} 3iXf 21T MH 2 AL LD Q=X RS LIEHRLICH 215 AMH
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%! RADIUS EH4 & 7
S 2I5tM|IR.

Ch= BEO M= =H30l| A=

Table 207. RADIUS £7|

| 2ete 2 M 2gota{H ot H

SIEHO)| Rl Clear Counter HES

RADIUS AH| &40 CHsl & H gL Ct.

gL Ck
Radius Server E A7} EA|E|= RADIUS ME{Q| Z=A EE= RADIUS A{H{ 2
O| S & LICH.
Round Trip Time Ve E| 2ol WM A SE/HMA MEIX|QL O] RADIUS 215 ME O A
LA|St= AMA @F Ato]o] Azt ZHA (1002 2] 1K) Y LICE
Access Requests O] MHZE ™A=l RADIUS YA A T§Z] =QlL|C}. O] =X}0f=

WHSO0| 2| X| EELt.

Access Retransmissions

O] MHZ T{H L= RADIUS UM A 2F TiZl = L|ct,

Access Accepts

waeh W2l 2R E WIS 25 ZY0L0] O] ME{O|A 4 E

Access Rejects

2 ZASH0] O] ME{OA =41 E

Access Challenges

Malformed Access Responses

]

Rl I
Iy o= Mo
1B
%

H
rir
o

&2

Bad Authenticators

O] ME{O N ==Ll &

RADIUS HMA-SE THZl = L|C}

Pending Requests

O ME{= SFStA|Rt ObR] AlZh Z=1bE| K| BUALL SEHE A X

RADIUS HAA 2 T2l a=QIL|C},

Timeouts

Unknown Types

23 9| RADIUS

Packets Dropped

MHZEE +HUEAXT COHE |72 Qo)
o
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RADIUS AlIH A

> RADIUS HI™E MHE F/d52{H:

Security > Management Security > RADIUS > Accounting Server Configuration.

Accounting Server Configuiation

Sewvar IP

Accourtng Server Name | Port Secret Configured  Secret Accountng Mede

Statistics

i I
Accounting ?_"_‘" : Accountng  Accounting Accountl u

Saner i Hequests Hetranamissions  Raspans

Pending T Unknoan  Fackets
. i s Tscdts o 3
Aithenticators Requasts Types srapped

1. Accounting Server IP Address EEZ0f RADIUS A'd M2l IP FAE
Xggf L C,
2. Accounting Server Name ZE0| AE M| 0|52 UHTLICE
3. Port ZEO|M MH 7} RADIUS A8 MH E =2I5t= | AH8dt= UDP ZE
Mo E XL
0~65535 LI Ct. AFEXIOA| 817] & UM A HDHO| U= E2 440
o

=
—
A= X2 HFg = QIS LTt

4. TG Secret FEO0|A 0 & =4S CHg 20| RADIUS HI 2 S F7HeL(CH.

RADIUS A MHE F7t3t
£E LtEFHLICH

ot
o
MuE
[m
rir
o
x
T
=2
=
ro
OH
D9
fot
N
1

X
m

Q

r
Ral

5. Secret HEO| X|FHE A Me{et A AHEY S7 BI2ES YHFLCL

6. Accounting 2E =£0{A RADIUS AI"H 2 E £ EnabledtALt Disable2 LI Ct.
7. 74E RADIUS A MH & A XSt Delete HHES 2RI LICL

HE M SAE X|22{H Clear Counters HE2 2254 2.

ChE HO M= 2HHOA 2ol 5= = RADIUS Al'E Muf S70f| ths 2 gL Tt

Table 208. RADIUS A At 4|

2= 4y

Accounting Server Address E7|QF BHAE 3| M QL|C}

Round Trip Time(secs) JHR A|30| A STHnt O] RADIUS AR MH{OA LX|dts A
2% Ato|o] AIZH ZHA (1002 2] 1) L|Ct
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Accounting Requests MMES TSR] L0 MEE RADIUS AN @8 43l £=QL|C},

Accounting Retransmissions 0| RADIUS A& AMHEZ MALE RADIUS AN @H izl $=2lL|C}.

Accounting Responses O] ME{ Q| A ZEO|M £=AlZl RADIUS TjZ £=QIL|C},

Malformed Accounting Responses | 0| AH{O|A] £=AlEl 22 E| RADIUS A|™ S O3] 2=QlL|ct BEE
mziofl= 2XRE Zol2 Wzlo] ZEL L ZRE ASA H & =
Ble 72 2RE AY SEHOR ZLX| @EL/th

Bad Authenticators Of A% ME{O A £A13H 2 & QIBX7} ZBHEl RADIUS AN S
T3 Lok

Pending Requests O MM E M&EQUX|O OFE| A|ZH EDNE|X| UUHLE SES K|
X ¢t RADIUS A8 27 T2 =Y L|Ch

Timeouts Of AB{O T3t 77 AlZH X1} S15 Lt

Unknown Types AY BRES S8 0] MHERE 415 % 3 gt SHO| RADIUS
o7l ==L}

Packets Dropped Y EEZ S5 0| NHZRE $+AEYCHT} CHE 0] 2 Olg)
AP El RADIUS THZI 5= L|CF

TACACS 7l &

TACACSE Y E5A At
(o]

=
SXIg

Z2 M AL

nl O
A8 42

. Authentication, 2101 = AFRX} 0|2 U AR X} HO| H{UMS =

e Authorization. 271
AHESHY QI

ACACS ZR2EZ2
HES3 2ots EFYLCt

—L

=2'H TACACS &
O B2 ZES Sof T
4YS PHT + YHUCL

Ap 2| AI~"E HSt

O Al $#EILITE ©

K|t TACACS A{H{ 7to| &t

ot TACACS AMHQt A

L|Ct. TACACS+= CH2

= o}

Y Y

9|%| 2tol &

248

S Mo =ElH ¢
3 MIM0| A|ZHE L|CEH TACACS AMH &= AFE Xt #

= A|Of| RADIUS & 7|E} QI

=
i 2 MH[AE HSE

r

|2
=

&L L}

=3 ol

2|5t TACACS
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> ZEYTACACS HEE Tdsl2{H:
Security > Management Security > TACACS > TACACS Configuration.

e vy | Ry | oo | e | e

Access  Port Authentication  Traffic Contrel  Contrel  ACL

Management Security TACACS Configuration

-Local User ¥ Key 3tring {0 to 128}

* Enable Password Connection Timeout 5 {1 to 30)
= Line Password Source Interface vian 1 [=]

*RADIUS v

*TACACS ~

* TACACS Conhguration

= TACACS Server
Configuration

1. Key String(?| @AtE) EE0| M A2|X|2F TACACS MH 7t2| TACACS 8412
Lt oI5 A L3t 7| E X[FELCL

Qzst M= 0~128QLICt 7| = TACACS AMH 0| 2 &l 7| LX|s|OF BFL|C}.

2. Connection Timeout ZE0|A 22| k[= A2/ X|2F TACACS AH ALO|0f| TCP
HAZ BHSI= O 25|+ XY AlZHE)E XFgL .

3. Source Interface 220| A TACACSS| AAE MEHSHL|LCE,

Jts¢t g2 ChEar 25 LT

_—

None

* Routing interface

* Routing VLAN

* Routing loopback interface
e Service port

7| 2XM o2 VLAN 12 AA QIE{HO|AZ AFREIL|LCH

4. Apply HHEZS ST}

YOOIEE 40| 29X 2 HESELICL 714 HE Argd2 FA| HEE ULt

TACACS M A 1/d
A QK| 7 EAlE 4= Q= TACACS MHE Z|C 574 77HK| 8 5= QS L LT
> TACACS AMH ™S 7/d5|2{H:

Security > Management Security> TACACS > TACACS Server Configuration.
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TACACS Server Configuration

Connaction

[] TAGACS Server  Prionity{0 to 65535) Port(0 to 65535) Key String Timaout(1-30)

1. TACACS AH{E AI23}10] TACACS MH IP =AE 48t
2. PriorityE AHESI0] TACACS AMH 7t AFB = =AM 8 X|PgLICE
L&t HQ| = 0~655352 L| Lt

3. PortE AIESI0 Q15 ZE

i

H

X|’dgL . 0~65535 H el Lol RLO{OF BFL|Ct.

-_—

4. Key StringS AH23}I0] ZHX|2F TACACS AMH 7t TACACS E412 23t 215 3 A5 5}
7| & X|dgLct.

ot Yel= 0~128YLICL 7|= TACACS MH 0| M AFE E|= 7|2t X5 OF L Ct.

5. Connection TimeoutE AF23}0] 2 X|QF TACACS Al Zto| HZA A|ZH0| Z=1tE| 7|
K| otz = AlZHS X" gtL

=

Of HE2 47|/1227] ALEAITE A o= USLICE O|2{e M A2 MY S +d5tHA|
Ee ot PSS ULt AL 7XIEA| EE LI

7. TEOIA MEIS M S ARISH B Delete HES =R LICH

M LM E AR Xl admin & guest= A K& 4= Q=
defaultList2h= AP R HEl SE20| S ELICH M2 d85 2= AMEXE OHE

E 3| ettt W7t X| defaultListd = HEHE LT},
DefaultList2} networkList2t= & 7HX| 7|2 550| Y SL|LC}.
2005 EES /452 H:

Security > Management Security > Authentication List > Login Authentication List.

250



-I-F5010HPA

Login Authentication List

=]

[CI} List Name

[MAA

N/A

/A

Loca

1 defaultlist

N/A /A

A,

Loca

netwarkList

1SHM| 2.

ol &
H =

45t2{ ™ List Name ZE0] 0|82

s

MEa02Es

1.

[T 15Kt

0|2

M7t Ol AR 551, 2,3, 4, 5, 6)0 A MEISH Q15 2

2,

off AHE-& L.

=
o

ol
—

EXEC H|2H 7t

Ak Qe

Enable.

L|Ct.

3
=

None. AL XIS

A& 510

=
=

RADIUS. AF2 Xt O|EXt H|Z@ S = 224 MH CHAl RADIUS AH]

L|Ct.

I
Klo
od

L|Ct.

{1
Klo
od
1
o
i

f

TACACS AMH

TACACS. A2 X} Of

L|Ct.

joll
il
mn
ol
wjd

3. Add H

219 =50| 29|X[of =7 LIC},

)l Al
2l

-
ot

FO| Y= admin AFEXIZ 21

.
[
—

LI &71/227] A

8

2 I

FA 7t

A
Al

o
EE

L
[

C
o

el

Of #X|&lX| &5 LILf,

s

100

Al

%0

Mr
ofr

o]
%0
Joill
Klo
ol

Xtofl CH
PR A El AR Xl admin & gueste= AHK|E = @1= defaultList2t=

StCHE]
= O

15 AL]

LICH AHE %
7t X| defaultListOll = 2 & LICH 5 7H2| 7| & = F(enableList & enableNetList)O|

=
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Enable Authentication List

L{Ct.

AL
=

wy

"] | List Name

=

=

YA

SFA| R LT

A

=

of AHEE L.

__I.I.

=

=

=

=)

(@)
Pl

/A

= 2Z4 MH {4l RADIUS MH

Nene
O CHa~= Xt
H

<

o
1S 0l ALl LIL.

—

=}

le
le

EXEC H|ZH S 7t

na

liald
E

=
—

AN

o

b

e
o
—

™

1

I iat
etList

RADIUS. A2 X} O| 21 H| Y

] enableList
| enableN

Enable.
Line. 2

HD 7L AT 5571, 2,3, 4, 5,6)0 A ME

Z|CH 15X+e] S=AHR| 7t

Security > Management Security > Authentication List > Enable Authentication List.

2,

L|Ct.

{1
Klo

ol

L|Ct.

1
Klo
ol

f

°
o
i

TACACS MH

TACACS. A2 X} Of

2oL C

Deny. 2152 &
201 ZE0| A X[0f =7+E L|Ct.

3. Add H

ot 552 I M MASH

M
(o)

ol
Klo
ol
Jod
i

7

O #X|&lX| &5 LILE,

!

A

9

0
wl

ALt AR

o

<4
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7|2 222 dot1xList L|C}.

ujo

T35t H:

Security > Management Security > Authentication List > Dot1x Authentication List.

> dot1x QIS BE

o | s | toies | 5 | e | o]
Access  Port Authenfication:  Traffic Control  Confral  ACL
Management Security Dot ix Authentication List
shoea Lsaf & List pame 1
= Enablz Pazsword dotxList
= Line Password
RALDIUS -
- TACACS
- Authentication List ~
« Login Authentication
sl
= Enzhle Authentic afion
list
« Doty Authentic ation
List
«HTTP Authentic ation
Liet

1. List Name ZE0|M dot1x 22 0|22 MEHSIL|CY.

2. MEi3t Q1T 210l B20) JhY BIX LIEY S ML,
gL Crg I 2Ltk
- IAS. 9152 Lj= 0I5 At GlO|E{H|0| 20| QUi AFSX} DS H| BB S
AHg LY,
- Local. 9150 ALEXIS| 220 MIE DS HI L ST} AHBELICE

+ RADIUS. AHEXI DRt H|ZEHS = 2Z 215 0| Ot RADIUSMHE S
QIS EL|CH,

* None. AFEX} O|Z 1t H| 2 BlO] AAEA} QIS | ASLIEL.

rir
Hl
[m
R
=
|>
njn

HTTP 582 #d% = USLICL HTTP 52 HTTPE S8 29K £

Security > Management Security > Authentication List > HTTP Authentication List.
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S | v | o | G | e | Ve

Agecess  Por Authenticstion  Treffic Corfrol  Control ACL

HTTF Authentication List

+Local Usar & List Nama 1 2 3 4

+ Enable Password nitpList
+Line Password

-HADIUS

+TAGACGS v

+ Authentication List ~

+ Login Authertication
List

* Enable Authentication
List

= Dot1x Authentication
List

+ HTTP Authentication
List

+HTTPS Authentication
List

1. List Name2 AFE3I0] HTTP S &£ 0|£ & MEdStL| T
2. HSTIOIATI 551, 2, 3, 4)0| A MEISHE Q1T =3t SE0]| 7t HA

LiEte 28-S MEetLCt

—

- RADIUS. AF2X} O] 21t
QIS E L]},

- TACACS. AI2Xt 0|21} H{Z S = TACACS AHE E9ff 215 E L|C}.

HTTPS S&2 #dg = USUCH 200 F52 S5 AZE AEX0| tisi HTTPSE
SOl AKX Es= ZE AMAE ABSE AT HHE XFYULC 72 =52
httpsList 2] L| C}.

HTTPS 218 S 52 T35t E:

Security > Management Security > Authentication List > HTTPS Authentication List.
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o | o | e | as | s | e | oo

Acceas - Port Authenfication:  Traffic Conto|  Cortrol ACL

HTTPS Authentiz ation List

socal Usar ¥ List Nams® 1 2 3 4
= Enable Password | hitpsbist
= Line Password
-RADIUS ~
-TACACS
« Authentication List “
« Login Authertication List

* Enable Authentic ation
List
+ Dot1x Authantization

=HTTP Authentization
List

¥ lI-ITI'PS Authentication
st

-Login Sessions

1. HTTPS =5 O|E0] Lt Z5 O|& check box2 M EStL|LCt
2. HSIIOIATI 551, 2, 3, 4, 5, 6)0 A MEHSH Q1T 23t SE0f 7t HA
LIEHE WS MEfSEL|CE

- RADIUS. AF2 X} O|E 1t
QIS EL|C,

- TACACS. AI2Xt 0|21} H{2 S = TACACS AHE E9ff 215 E L|C}.

201 MM K7

2O MMS HE{H:

Security > Management Security > Login Sessions.

Login Sessions

D User Connection o Tiftie Session Session
Name From Time Type
0 admin EIA-232 01:29:48 25:02:49 Serial

11 admin 10.27.65.107 ' 00:00:00 00:16:01 HTIP
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Table 209. 2191 N

nc oy

ID ol #o| IDS AELct

User Name 4ol F3 e AFgRLel ol S ek,
Connection From AP AI7F Gl ZEl A|AEIQIL|CH

Idle Time Sz MM A|ZERIL|CE

Session Time = MM AlZHQILC}

Session Type MM F&: Telnet, Serial == SSH

BE| AN A T

AQK| 22| QNI o[ A0 CHE HTTP R 20t HTTP HNAE FdT = USL T

HTTP M A7 #/d

U HEIOHZ ArSSt0] AQIXI0] WA B BIX IP HE(P T4, MEY O0pAT, 7|2
AOIEQI0)Z AQIXIE T8I0 FLIC T+ 5 SILIS ALBSHO IP YEE 7Y 4+

UAg L E.

« BOOTP
« DHCP
* Terminal interface through the EIA-232 port

CHY L @ E2S 2788 20l= @ 7|8 22| S A8olof IP 2 E BEd &
UELIL}

HTTP MH 2 S d5t2{E:

Security > Access> HTTP > HTTP Configuration.
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o [ s | s [ ows [ soorn [ s | s | oo

Management Sscurity Port Authentication  Traffic Contrpl  Contral  ACL
HTTP Configuration

~HTTP -~ HTTP Access @ Disable @ Enable
HTTP Port a0 (1025 to 65535) | Default: B0
*HTTPS ¥ Java Mode (™) Disable @ Enable

=35H v HTTF Session Soft Timeout (Minutes) 60 {1 to 60)

= Telnet HTTP Session Hard Timeout (Hours) 24 {1 ta 168)

le Port Maximum Number of HTTP Sessions 16 (G ta 16)
= Denial of Service Authentication List HitpList
Canfiguration

HTTP Access Z E0{|A| Disable EE+= Enable 2}C|2 HHES MEHSHL|C}.

Mol 22(X|0f AMAE = A=K HES K| G LT 2
HEH 2 2t KoM 22K S 2E =

o

l= & =t
g5

-|0

0

A O]
=2 T A

O[ZHA S A|AHE Bl X B7| |0 29X 1
29 otE[ AL HIZ G ELICE EXS HsHH =t
CHA 221X 2 8ls 28510 718 =2t E s dEE = AS L.

Enable® L|C}.

HTTP Session Soft Timeout(Minutes) 2 E0{| A HTTP A|A0f| CHSE HZ2Hd A|ZH Z2HE
aggct

U2 1~60 R0 UAO{OF LLICE 7|=gh2 52 U LT oA T+ g &l 240] EA|E L.

HTTP Session Hard Timeout(Hours) Z =0 A HTTP AM|410f| CHSH StE A[ZH 2THE A7dBtL|C

Of AlZt =1t= Mol g +50| s Al R 4t2 1~168A12H & 2{0f
UAOJOF L Lt 7|22k 24A [ ZHHLICE SR T+ &l 240] EAE LICE

Maximum Number of HTTP Sessions ZE 0| A S| &= Z|C HTTP MM =&
AEetLCt.

242 0~16 Helofl AOJOF LTt 7|2t 16 R LICH A L&l 210 EA|E LT

Authentication List 2 E0|= HTTP7} AF238= 2 20| EA|ElL|C}
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HTTPS %4

HOtHTTPE AtESHH 2= 2tEl SSL(Secure Sockets Layer) = TLS(HS A E E92h
AAZ S HTTPE ST = USLICEH & AHHO|AE A ARIXIE

U2t B2 EQHHTTPE 22| A|AED AL(X| 7o EAIS = A S7HX}
SACERH E3d= O =20| E = JUSL|CH

22| AHO| MO AKX Zto| HTTPS 841 -2 4 &+ JUSLCH

HTTPS 2 & /4512 H:
Security > Access > HTTPS > HTTPS Configuration.

oen | vy | Rowrg | _aos | sewn | omows | amonmee | vor_|
Management Securily Port Authentication  Traffic Contrel  Contral  ACL

HTTPS Configuration

=HTTP ~  Admin Mode @ Disable @ Enable

*HTTPS ~  S5L Version 3 7 Disable @ Enable
= HTTPS Configuration TLS Version 1 = Disable @ Enable
= Certificate Management HTTPS Port 443 (1025 to 65535) | Default: 443
= Certficate Download HTTPS Sesslon Soft Timeout (Minutes) b (1 to 60}

«SSH ~ HTTPS Session Hard Timeout (Hours) 24 (1 ta 168)

« Telnet Maximum Number of HTTPS Sessions 16 (G ia 16)

* Console Port Authentication List HitpsList

1. HTTPS Admin ModeOf| A{ Disable 5+ Enable 2tC|2 HHES MEABHL|CH
HOFHTTPSS| 2| RES S35t L HiZEat LT d X T+ & 2L0] EAIE LIL.
7|22 HIZ Gt LT HTTPS 2| RE7t H 2 datEl 202 ssL ASME
CtR2Eg = AFLICE HTTPS #2| ZE= FX|0f AS M7t U= B2 02 2dotet

=
= JEL|CH
2. SSL Version 30{|A{ Disable EE+= Enable 2}C| 2 HES MENSHL|C}

SSL(Secure Sockets Layer) H{ ™ 3.0= 2435t AL H|2Hdatet L T AR T & 240|
HA|ELICH 7| 272f2 Enable ¥ LIC}.

L HATC

3. TLS Version 10{|A{ Disable EE= Enable 2}C| 2 HHES MEISHL|C},

O|-= Transport Layer Security {7 1.02 2d 25t L H| 2 datgh L Ch Ao £ &
20| EA|ELICt 7| 2442 Enable® LT},

— HA
4. HTTPS Port ZEO| HTTPS ZE HSE QlaigtLCt,

The value must be in the range of 1025 to 65535. Port 443 is the default value. The
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currently configured value is displayed.

5. HTTPS Session Soft Timeout(Minutes) 2 Z 0l HTTPS Al M0f| CHa Hlghd A|Zh =05

QEILICY,

2 1~60 Y0 A OF TLICE 7|22 52

YLICEH ox g & 200] EA|ELICE

6. HTTPS Session Hard Timeout(Hours) Z =0l Al HTTPS M| 0f| CHst SHE A2t

2k A8

Of AlZt =1t= Mol gs +=50 S

dof = f
U OF ZL|Et. 7|22k 2 2412

00t

it 1

—_

o

L|C}.

YL,

oA B

Mg

7. Maximum Number of HTTPS Sessions ZE 0| 3| &=

L|C} g2 1~168A| 7 HL|0f
20| EA|E L|CE,

X|CH HTTPS MM =&

w2 0~16 0l AOJoF gLCt. 7|22 16 L Lt X FL-F & 2L0] HA|E LI

Authentication List 2 E 0= HTTPSO| CHst Q1= 220| HEA|ZE L T}

o
ol
R
(1]
rk

be| 52 H:

Security > Access > HTTPS > Certificate Management.

Certificate Management

Certificate Present No
@ MNone
) Generate Cenificates

Delete Certificates

Certificate Generation Status

Certificate Generation Status Mo certificate generation in progress

Certificate Present ZE0f|= ZX|

1. CHZ 2t R HE & otLE dEE L Ch

7t #AIELCH

* None. 2ISA] 22|t 2D B2 s 4 Q= A Y2 Rl 0|A0] 7| &

MeeiLct,
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« Generate Certificates. 2/ S A It 8-S A|ZtsHL|C

30
rr
N

« Delete Certificates. ST QIS A IO

Certificate Generation Status Z =0 = SSL Q15 A| M &Ef7} BA|E L|CT

0

2K @ ME{ 7L 22| A0 M| HTTPS R ZS &5t E & MHO0| 374 7| AS A7t
2oL Ch R AM 0 2z2t2l) ATME ddstn AX|0f Ci22EY

N

o
rp
-
|

2 RX0f TS CH22E5HY| Hof| B =4 0] SFE|0{0f ghL|Cf.

TFTP MHOIM Ct2 2% U2 ME O i Tl E2[0f AS LI

o O EHO| SHHEX] 25N K.

o 22X|0f= TFTP AHOf Lot B27F AE LICE

ASME CLI2EESI2{H:

Security > Access > HTTPS > Certificate Download.

Certificate Download

File Type SSL Trusted Root Certificate PEM File i
Transfer Mede TFIP ~
Server Address Type P4 ~

Server Address 0.0.0.0
Remote File Path

Remote File Name

|’ggtCt,

ile. SSL A1 2|& = A= FE ASTN

L B |

* SSL Trusted Root Certificate PEM
ot (PEM Q12 H)

SSL Server Certificate PEM File. SSL A{H{ 213 A ItY(PEM Q12 H)

« SSL DH Weak Encryption Parameter PEM File. SSL Diffie-Hellman 2fot &= 3}
OH 7} 2 == It 2(PEM 212 )

+ SSL DH Strong Encryption Parameter PEM File. SSL Diffie-Hellman & &%t

ef= o 071 = T (PEM 212 )
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2. Transfer Mode =Z 0| It TS0 ALBS ZEES S X FHE L L
e TFTP. Trivial File Transfer Protocol
*  SFTP. Secure File Transfer Protocol
*  SCP. Secure Copy Protocol

3. Server Address Type S Z 0| A IPv4, IPv6 == DNSE X| Y50 TFTP/SFTP/SCP AlH

FA WO WAS LiEpLIT

7|23 PvadLct

o

5. Remote File Path 2 =0 Ct22 =% Tieo] =S AL
Z|CH 96 AtIHA| B = USLICEL ST 7|22 SYHYLIC

6. Remote File Name EE0| CtREZEY TFTP A|H{ Q| utY 0|52 Y&t Ct.

Z|CH 32Xp77HA] e = USLICL S 71242 SYYLIL

SSH 278 78

X 2| SSH(Secure Shell) AH 28E 210 =3 = JSLICH SSHE ¥4 £e|
A AHEIO|AM SSH 22I0|HEE AM S0 CLI 22| QIE{ O] A0 AMAE 5= AA SiF=
HEQI ZZEZQYL|CH SSHE Telnet=2CH I QHHSH QA A BEHQIL|CH

SSH AH™E 1/dsl2{H:

Security > Access > SSH > SSH Configuration.
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oo | o | oo | oo | s | s | e | e | e |

Management Security Port Authentication  Traffic Control, Control  ACL
8SH Configuration
*HTTR ¥ SSH Admin Mode @ Disable @ Enable
*HTTPS ¥ 85HWVersion 1 @) Disable @ Enable
*SSH ~ B88H Version 2 @ Disable @ Enable
S8H Session Timeout 5 minufes
*Host Keys Management Maximum Number of S5H Sessions 5
*Host Keys Download Current Number of SSH Sessions
«Telnet Keys Present Yes
« Console Port Login Authentication List netwarkList [=]
*Denial of Servica Enabie Authentfication List [=]
Sty SSH Port 2 (1 to 65535)
= Access Control -

SSH Admin Mode?| Disable EE= Enable 2}C| 2 HHE S MENTHL|CH

SSH MH 22| R EE &35t 7Lt H| =g otetL|C O] ZET 23tz H &2

A ABIOM SSH SEI0|HEE AFESIO &X|0f HMAL = ASLICH AKX LMY=
ZH0| EA|EIL|Ct 7| 242 Disable L C}.

SSHO|| CHY ZE2EE & 12 dastrLt Higdatguct gdstE MEistH
KO SSH M7t Z2EEFE +=F 12 AM85I0] SSH S2|0|HEQ| HZAS g
UAELCE.

SSH(SSH-1)2| 4. H|ZdstE MESIH FX|= SSH1 ZEEZZ ALES
Z2t0|QES| HAZ S 83X USLICH AHXf M= 20| EA|EULCEH 7|2

Enable 2 L|C}.

oiotALE B2 gotetLC 2dstE dH
T 2(SSH-2)E At80t0] SSH Z&t
AES =Y 5+ UASLICE 2GS HESHH YX[= SSH-2 ZREZS MEdts
SCt0|QES| AAS HEOHA| WS LILH A 7= a0l EAIELILE 7| 282

o —_==

Enable 2 L|C}.

o

0

rHI'“

SSH Session TimeoutE AL S0 AKX 2 S0{ 2= SSH MM 0] CHSH SSH A|M
HIZd AlZt =0t gr2 8L o}

Of AlZt 52 SSH &&= LIEtLIA| B HZE AAEAE XM RAis22 HZEO|

ZO{HLCt of 220 &&= Hel= 1~52 Y LICt

Maximum Number Of SSH SessionsE AFESHY ZX[0f| SA|0| HZEE 4= A= Z|CH
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QIH2 E SSH M3 =& gLt

6. Login Authentication List= 0| 85}0] 215 555 HEiSHA Q.

O 252 £22X[0f 2A2& A =3t= AEAE IS0t Hl AFEE L.

=/ = — T
7. Enable Authentication ListE A2310] Q15 S E3 MEHBHL|CT

o B2 2 Y3} +F

mjo
o
ol
Ot
rir
i
>
o
il
-
i

o= AIEXE

8. SSH Port& Ar23}0] 1~65535 AfO|Q| LE HQIE Q=BEL|Ct
7|22k 229l Lt

9. Apply HEZ E=IgL|Ct

YOOIEE #90| 29X|2 HEELICH 78 HE Arg2 FA| HEELICH

o Lo d™g

22X0f thieh 2|4 Y22 otHES M2 DX|HEH M2 10

—

ot
T
rim
mjo
Ml
Ju
O
>
fo

Table 210. SSH 71

| M
= A

Current Number of SSH Sessions | 9|74 ggH 22}0| EQF EHX| 0| SSH AMH Z+o| A SSH MM

= O

gLt

Keys Present CHS 7| & otLt == & CHRL

rir

B2)7H BRI ALK o

= NoZ EA|RL|C}

7| I+Y(PEM 212 E)

e SSH-2 C|X|Y MY 21n2[ZE(DSA) 7| It (PEM 212 Y

mjn

«  SSH-1 RSA(Rivest-Shamir-Adelman) 7| ItQ == SSH-2 RSA

SAE 7| Eig|
RSA 4 DSA 7|2 MAS AL AR|E 4 Q& LICH

SAE 7| E #2|5t2{H:

\

Security > Access > SSH > Host Keys Management.
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Managemeant Security FortAuthencanon Traffic Contral  Goptral . ACL
Arciie REA Keys Management

HTTE - @ Mone

“HTTPS ~ 0 Generate R3A Keys

-35H

+ Host Kaya Download DSA Keys Management
= Telnst @ Monz
- Console Port ® Generate DSA Keys
«Denial of Service

Configuration @ Delets DSA Keys
*Access Control -

| systam | Swictig | _Rouing | 003 | _Sscrty ] Monioring |

@ Delelz R3A Keys
*55H Configuration

Host Keys Status

Keys Preaent Both

Key Generation In Progress Naone

RSA Keys Management 2tC|2 HEZS MEGHL|CY,

None. 0| A 0| 7|= M E} L|C}.

Generate RSA Keys. RSA S A E 7| M4 & A|&fetL|Ct SSH 7| ot

d-got2dH SSHE 22| M2 = H|2dotalof S5t 2d SSH M4 0]

Delete RSA Keys. S 2 RSA 7| LI 0| 2™ ArK|BtL|Ct,

DSA 7| #2| 2tC| 2 HES MERL T

None. 0| Z10| 7|2 ME#QL|Ct,
Generate DSA Keys. DSA SAE 7| MM & A|ZtstL|C}
SSH 7| TS 443l2{H SSHE &2|H o 2 H|Z/gstslof st &g

8LOfOF S L L.

Delete DSA Keys. 3l 2 DSA 7| It 0| LM ALK BtL|CH.

Apply HES SEELIC

SAE | LY LHR2ETL

el 4 HIZ2-d2ts|{OF 5t 2 SSH M4 0] §10{0f L L},

=
(0]

HA

o
=
O{OF 2fL| LY.,

SSH A| M 0|

AZEELUC ssH 7| S Ch2 2E5teH SSHE

AQX|of ChEH M HEHE IHE ME 0X|2H M2 18 HES SE5HM Q.

Table 211. RSA 7| 22|

ml

=

264



U-I-F5010HPA

Keys Present Che & X0 e 7| £& & ChUE ER)E BAIGLIC

e SSH-1 RSA(Rivest-Shamir-Adelman) 7| It 2 &= SSH-2 RSA

7| I+Y(PEM 212 E)

+ SSH-2 CIX[E ME 2112|5(DSA) 7| Th(PEM 212 5)
Key Generation In Progress MAMEE= 7|(e 42), RSA DSA = gle8 HA|EL O
e

o

SAE J| CIREE
SSH-1 RSA, SSH-2 RSA = SSH-2 DSA 7| IS 4 A|AHOM FX 2 CIREEY
% ALk

SAE J|E CIREESIEH:

Security > Access > SSH > Host Keys Download.

Host Keys Download
gl SSH-1 RSA Key File v
Transfer Mode TFTP v
Server Address Type P v
Server Address 0.0.0.0
Remote File Path
Remote File Name
1. File Type=S0M TS It o= MEASIL|CE
« SSH-1RSA Key File. SSH-1 RSA(Rivest-Shamir-Adelman) 7| It
« SSH-2 RSA Key PEM File. SSH-2 RSA(Rivest-Shamir-Adelman) 7| I} & (PEM
ERS)
« SSH-2 DSA Key PEM File. SSH-2 C|X| & M3 Y 12|E(DSA) 7| Tt (PEM
ol gl
2. M8 EE SE0M oY TS0 MBS ZEEZS MEASIL|CE
e TFTP. Trivial File Transfer Protocol
e SFTP. Secure File Transfer Protocol
* SCP. Secure Copy Protocol
3. Server Address Type Z E0|A IPv4, IPv6 == DNSE X|H gL T
TFTP/SFTP/SCP MH F4 HEO| gAlg X|FHL|CL S& 7| 242 IPv4 LT
4. Server Address 2EO| MH| A FHO| EAIE FAOf [2f ME{ 2| IP FA EEs
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Z|CH 32AM7H K| Y3 5= JESLCE ST 7| 2a2 SUYLICL
7. Apply HHEZ2 E=/gtL|C}
SAE 7| Y CHR2E2ETF A|ZHEILICEH SSH 7| It 2 CHR 2 =52 SSHE
2|H o 2 H|gdols|of ot 2+ SSH M410] 3lojof ghL|Ct.

2y 4Y 7Y

> Telnet 38E T/J5I2{H:
Security > Access > Telnet.

oo | oviem | Romrs | & | i | e | e |

0

Maragement Security Port Authentication  Traffic Control  Contral  ACL
THTTP w i AT £
Legin Authentization List FETNCTELST v
HTTPS i
Enable Authentication List enablalist -
+35H v
« Console Por Inbound Telnet
- Derial of Senvize 3 -
Uenal of Senice Telnet Server Admin Mode Uizable @ Enable
Configuration
-Access Contid Allow new telnet sessions Dizable @ Enable
Szssion Timeout (Minutes) 5 (1 to 160)
Maximum Number of Sessions 3 {0103}
Current Nummber of Sessions
Cutbound Telnst
Allow naw telnet sessions Disable ) Enable
Session Timeeut [Minutes) 5 (1 to160)
Maximum Mumber of Sessions 5 {0to 5}

Currert Number of Sessions

o
AFg Th53t 201 U 015 BB S22 MY 4+ UELICL 210 222 AZE

AFEAIS| AKX EEE ZE UM AE 20l5t= O A8 21T WS XY ULt
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22 Y8 S22 2 AZE ALSXI0) T B U EXEC HMAS HEOH o
A8 915 $HS X HELIC 0|23 S22 2| Kot of2fo] 915 22 YIS S
N e

oo | v | Romrs | & | s | e | Ve

Maragement Security Port Authentication  Traffic Control  Contral  ACL
. RN
THTTP w = "
Legin Authentication List RETNCRELISE w
HTTPS w ¢
Enabie Authentication List enablalist ~
+35H v
+ Telnel
+ Console Part Inbound Telnet
+Denial of Senvice Telnet Server Admin Mode Uizable @ Enable
Configuration
-Access Contel Allow new telnet sessions Dizable @ Enable
Szssion Timeout (Minutes) ] (1 to 160)
Maximum Number of Sessions 3 {0 to 3}
Current Number of Sessions
Cutbound Telnst
Aldlow naw telnet sessions Disable ) Enable
Sassion Timeout [Minutas) 5 (1 to 160
Maximum Mumber of Sessions 5 {0to 5}
Currart Numbar of Sessione

1. Login Authentication List2 AFE5I0] Telnet2 Sl 2018 I AR E Q1T 552
X|ggh Lk
7| 222 networkList & L| C}.

2. Hot U= EXECEZEZ E0{Z [ AFEE Q1T S5 2 X|'J35t2A™ Enable
Authentication ListS At2%tL|Ct.
7|24t 2/d3INetList QI L CF.

3. QHI2E Telnet 2785 Td5I2{H L& XIELICE

« Telnet Server Admin Mode2| Disable EE+= Enable 2tC|2 HE S MEiSHL|C}

O] = Telnet A{H{ 2| 2| ZEE S0t Lt H| gt LCE 7| 2842

Enable 2 L|C}.

SH

M QIHFHS S Telnet M419] 413} = H|ZHAIS} 0f 2.2 K| HE LI 7|22
JH50|22 O 04 AL 7hs 212 WL A IHHE E Telnet MM S
b oc

=0
o
o & A LITH HIBYSE B9

Telnet A|40| 2™ E|X| Y& LILCY,
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HAYE NH2 NMHO| BRI AL HPANO HEHT LFE Qs MM0| S E
I 7tX| 2 AEfZ2 7 X| & LT
Sesstion TimeoutE AFESHO NM0| 20 ZE[7| O Telnet MMH0A H &
St =50 gl=X| X|7ggtL| Lt
1~160 ALO| Q] =AtE AT = YSLICH ST 7|24/ 2 52 LTt

122
T =

mjn
>
ol
Ot
2
Of
ol
[l
rir
o
>
_|
o
o)
@
=
>.

Maximum Number of Sessions
X| ™Gt X|CHEf2 50| O] = &% 7| &440]7| = gL Ct.

Current Number of Sessions 2 =0|= S} MM =7t BA|E L|C}.

4. outbound Telnet 882 #+452{H CtS2 K| - gL CL.

rH
g

H

rH
Mt

H

Allow New Telnet Sessions= H|&dst = 2/d3} 20| HES MEigL|Ct
Ol= Al Ot2HI2E Telnet MM Q| 243} &£ = H|gHd 3t £ E XYL Tt

e 7tSO0|E= f O] A

7= A & 7tseh Mol gl W7ER] Af OFR B2 =
Telnet 92 28T = ASHCEL A 2 MM 5180| B2 d=tel 32 M
OfRHIZE A MM0| 28X gLt 28 MU2 ME0| SEEAHLE

=

HIHAR Ol E9T Q22 Q| HM0| ZRE MIK| 24 AEHZ SXE LT

Session TimeoutE AFE50] O ZH2E Telnet 2121 H| A A|ZH =1t
CHR| 2 X|7g gL Ct

i

=
Ly

7124425

=4k AUL|CH 2ot He= 1~160Q L|C}.

Ar

Maximum Number of SessionsE AMHE5I0] S{EE|= OFZHI2E ZUll N4 9| X|CH
=2 X|’8gL|C.

7|22 5YLICH 7=t ¥el= 0~5R Lt

Current Number of Sessions 2 E=0|= SXf MM =7t EA|E L C}.

E 7y
T/gd5te

-IJ-

H:

Security > Access > Console Port.
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S | sveg | oo | G | seewm | owomg | e

Management Security Port Authenfication  Traffic Control  Coertrol  ACL

-HTIP ¥ Serial Port Login Timeout (minutes) 5 {7 to 160)
«HTTPS ¥ Baud Rate (bps) 115200

-:‘&‘ w

Character Size (bits)
» Talnet

Flow Conirol

-

= Denial of Service

Configuration Farty
»Access Control ~  Login Authentic ation List defaultlist ~
Enable Authentication List enableList v

.

1. Serial Port Login Timeout(minutes) ZE0f| dst= A|ZHE)2 K- EHLICL.
0~160 AFO|Q| X2 YLHTILICH S& 7|24t 52U LICH 02 YU=HTHH A2t
7L S = E LICE

2. Baud Rate(bps) HZ0| Cist 7|2 ME S E MEdSHL|CL,

1200, 2400, 4800, 9600, 19200, 38400, 57600 & 115200 £ E S0j|M MEHSH
ASLICH 3% 7| 2242 115200 2 EQIL|LC}.

— HA 'L
3. Login Authentication ListOf| A Telnet2 &l 21012 U} AL S 21T &S ME

7| 2242 defaultList & L| C}.

4. Enable Authentication ListOfl A #3t Q= EXEC ZEE S0{Z [ AtBE Q1T =552

Megstct,
7|2zt s 22Ut

L HA =

ChZ HOi|A

A

= BAE[= 8E =+ 8l= HIOIE0f CHof 2L Cf.

Table 212. 2& ZE

e gy

Character Size (bits) EAto| HIE QLT 0|12 B4 8YLICH

Flow Control SHEQI0] S5 HOj7t B et AER| £E HE Yot X
O £ LIC &4 HIZY3EOf AT

Stop Bits

S A HIE SeUICh ¥4 1YLk
Parity Y T A ElE T2lE| wEYU B4 gL

MH|A A5 Y 34
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> MHA AR BF S 7/E5E{H:
Security > Denial of Service Configuration.

R R e

Management Secunty Port Authentication  Traffic Control' Conirol.  ACL
Access Denial of Service Configuration

=HTTE ¥ Denial of Senize Min TCP Haadar Size 2 {0t 255)
HITES Cienial of Service ICMPvi & Dizabla () Enable
55 : - 2 i
33K Dermal of Sarvice Max ICMPvd Facket Size (Cto 1E376)
* Telnat F -

2l Demal of Sanica ICMPyE ® [hzable ) Enable

= Console Por

. . Denial of Service Max ICMPvE Packet Size (0 to 16376)
Denial of Seryice First Fragment & Dizable ¢ Enable
- Access Control «  [Demal of Service ICMP Fragment & Dizablz O Enable
Denial of Service SiIP=DIP ® Disable & Enable
Ceria of Service SMAC=0OMAC # [iszble O Enable
Denial of Senvice TCP FINRURGAPSH i Disable () Enable
Denial of Senica TCP Flag&Saquence @ Disablz ) Enabla
Denial of Seryice TCP Fragment & Dizzbla () Enable
Dental of Service TCP Oifsat & Disabla ) Enable

Denial of Se CP Port = Dizable ) Enable

Denial of Ser CP SYN & Diaable () Enable
Denial of Service TCP SYN&FIN # Disable () Enable

Dema of Service UDP Fort » Disable ) Enable

1. Denial of Service Min TCP Header Size ZE0|A ${2%|= XA TCPSIE 37| &
X|’ggtL|ct,

DoS TCP Z=Z0| &-dstEl 8% £9[X[= BZ Wizl AAE LT

=~

rir

« TCPHO|ZE7} U= A HIN
Min_TCP_Header_Size.

o HHQ|=0~255QL|CH 7|2 4r2 202 LTt

==

TCP Z=Z}: IP_Payload_Length - IP_Header_Size <

2. Denial of Service ICMPv42| Disable Et= Enable 2IC| 2 HHES MEISHL|C},

ICMPv4 DoS YX|E 2gatstH 22X = FE0| ECHO_REQ(ping)Z &8 &1 37|17}
ME [CMPv4 THZ] 37| ECH 2 ICMPv4 THZ1S AFF|SHL|C}.

> 71242 Disable YL}
3. Denial of Service Max ICMPv4 Packet SizeS X|™&&L|LC}.

Ol &{2&|= Z[CH ICMPv4 Tzl 37| L|C} ICMPv4 DoS & X| 7t 2 at=l AL
A QK| A ME X O ICMPv4 T2l 27| 2Lt 2 37|29| IPv4 ICMP ping H A &
APH| 2L CH B Q= 0~16376 2 L|C} 7| 242 512 L|C}.

L HATT

4. Denial of Service ICMPv6S A23510] ICMPv6 DoS ¥X| S & d3tstL| LY.
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1.

12.

U-I-F5010HPA

O| 2 QIslf AQ|X|&= FHHO| ECHO_REQ(ping)Z ™| A7|7t 4 &l ICMPv6 T2l
A7|2Ct 2 ICMPve TH 2l 2 MM LT S 7|& 42 Disable 2 L|C.

Denial of Service Max ICMPv6 Packet SizeE AtE35l0 5| &= Z|CH IPv6 ICMP
ozl 27|18 K| gerLCt,

ICMPv6 DoS BfX| 7} &4 3}=l A=l | ICMPve I Z] 2 7|2t 2
37|9| IPv6 ICMP ping I Zl 2 AtA|gtL|Ct #2[= 0~16376 2 LICt. 7|24t 512 L|C}.

Denial of Service First Fragment2| Disable &== Enable 2tC| 2 HHES MEHSHL|CE.

Denial of Service ICMP Fragment®| Disable === Enable 2tC|2 HES MEiBtL|Ct,

ICMP =2} DoS YX|E 2835tH A9 X|7F ICMP Z=2tstel T2l S MM PLICh S8

7| 242 Disable QLI C}.

Denial of Service SIP=DIP2| Disable = Enable 2IC|2 HES MEHSHL|C},

SIP=DIP 243} DoS YX|= 29IX|7FCie 1P ¥A9r SYot AN P FAE JHT
{j7ls MHMotEE gt LT S8 7|=42 Disable® L Ct.

Denial of Service SMAC=DMACZ2| Disable == Enable 2}C| 2 HES MEASIL|C},

SMAC=DMAC DoS HX|E &d3I5tH AKX = &2 MAC =27t O A MAC A2
Ct.

(PS|
o
SgotIiZls MM LICH S 7|22 Disable® LICt.

Denial of Service TCP FIN & URG & PSHZ2| Disable EE= Enable 2}C| 2 HES MESIL|C},

TCP FIN & URG & PSH DoS X & ZMdatstH AX|&= TCP 2241 FIN, URG
PSH7I AX™EZn TCP AlEA Hz=09 mHZlE AXELCc 3% 7|24
Disable & L|C}.

Denial of Service TCP Flag & Sequence®| Disable 5= Enable 2tC|2 HES MEHSHL|CY,

TCP Z2|1 DoS YX|E &d2tstH A2X|= TCP MO E2i17t 022 41 TCP
ANEL Mtz BEE IS AMEHCHL ST 7242 Disable LT}

Denial of Service TCP Fragment2| Disable == Enable 2tC|2 HES ME{SHL|CE,

TCP =2} DoS WX|E &g 25t H A X| 7 T2 20| T2 S APH|gtL Cf.

TCP H|O|2ZE7} Ql= X H® TCP ZZ}: IP_Payload_Length - IP_Header_Size <
Min_TCP_Header_Size.
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U-I-F5010HPA

Y7122 gt YL L),

13. Denial of Service TCP Offset2| Disable EE+= Enable EIC| 2 HES MENSHL|C}

TCP 2ITM DoS UK S =5t H A9(X[7F TCP 3| 2= AM=12 IjZlS
MHMELCH S 7222 Disable® LI Lt

14. Denial of Service TCP Port2| Disable = Enable ZIC|2 HHES MEHSHL|C},

%“éﬁﬁfﬁ ALX|7FTCP AA ZEJITCP LA ZEQ S USH
252 Disable ! L|C}.

mjo
>
i
ot
r
i

15. Denial of Service TCP SYN2| Disable = Enable 2IC|2 HE

TCP SYN DoS & X|

=
=
MHELLH S 7242

—_

235 H AKX = TCP 22|21 SYNO| ™=l IjZlS
242 Disable®! L|LC}.

16. Denial of Service TCP SYN & FIN2| Disable == Enable 2tC| 2 HHE S MERSHL|CT,

TCP SYN % FIN DoS &X|E &35t H AL X[= TCP 221 SYN 5! FINO| A ™ =l
o212 AEEHL CH S 7| 2452 Disable Y L C.

mjo

17. Denial of Service UDP Port2| Disaable EE+= Enable 2IC| 2 HE S MEASHL|C}

UDP % E DoS X E 2-deotH A9|X|7H UDP Cof ZEQL S S UDP &4 ZES

ArE5t= i 22 AL T S & 7| 2442 Disable L CF.
E O|=
_— L. O
ZE 7|4t Q150 M 802.1X7t ZEO|M HYMOE 2dotk|M ZEO HEE SHX &
SHLIZ7E S HR R QTR BE ALEXIIL AT §10| ZEE ALBE &= /JUSLICH FO|T
AlZtof Ch ot HOol AFXITI0| O] RECS| ZEQM Q52 A=Y 5= USLICL O] EEQ
ZEE= QS HOE HELLCL O|l= 7[& 915 ZEYLC

802.1X HER R0 = Ml 7HX| 7+d @247t QY& LICY

« Authenticators. A|AH 22 {8517 MO 215 E|l= EEQL|CH

Supplicants. A| 2 AH|20f CHSE HMAS QFSHE ASE ZEO A2 E
S AEQYL L

¢ Authentication Server. 2| MH(0: Q1ZAE CAISI0] QFSS =St D ALE X0 A|
A| 2B AH|AO| M| AT !

o
o
30
rir
Rl
L]
4r
i
-
m
==

C
Pyl
>
)
-
%)
x
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S2H 802.1X A™ M

=2 802 1X 4H S /452 H:

Security > Port Authentication > Basic > 802.1X Configuration.

S | v | Rt | Qo> | oy | Mosory | Mariencs |

Maragement Sscunty - Access Traffic Controi Contmal  ACL

Port Authentiz ation BOZ 1X Configurstion

-oasic ~ Administrative Mode ® Disable () Enable

+ B02.1X Conhguration VLAN Assignment Mods # Dizable () Enable

» Advanced v i
Aaneed EAPOL Flood Mode ® Disable ) Enable

Dynamic VLAN Creafion Mode Disable ~

Meritor Mode Disable

Iisers admir -
Login

Authentication List dotixbist

1. Administrative Mode2| Disable &£+ Enable 2tC|2 HES MEABIL|CE
Ol= A9X|Q] 802.1X &E| ZEE &M atst ALt H|g-datgtL|C}
¢ Enable. 22| X|0| = ZE 7|8t Q150| 518 LT},
802.1X7} &-d%tE B2 RADIUS ME{ O A Q150 =R ELICE O]= 7|2 &
2 & 0] RADIUSO{Of &2 o|0|gtL|Ct B2 &7t ™ Security > Management
Security > Authentication List2 A E{SI11 defaultList2| &' 12 RADIUSE

MEBILICH RASH 82 209 915 82 142 MTsHIAlL.

[ )

o

+ Disable. ZE 7} Q15 &=l A Xt2F

518
EgfgE S 583517 H0f 802.1X 15 S = QISHA| Y& LTt 7|2t LT
2. VLAN Assignment Mode2| Disable === Enable 2tC|2 HES MEdSIL|CE
7|22t Disable® L|C}.
3. EAPOL Flood Mode2| Disable = Enable 2tE|2 HIES MEfBL|C
7| 2242 Disable ) L|C}.
4. Dynamic VLAN Creation ModeE AHZ3}0] Disable "= EnableE 4 &gt L{C},

7| 242 Disable®! L|C}.

5. Monitor ModeE AF23}0] Disable EE= EnableS MEHSHL|CY,
7| 2322 DisalbeQLIC} O] 7|52 dot1x Q1= Z2MAE B L|E ST Q15 Ay
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Atef| € HESHE Ol =85 SUCH
6. UserS AM2310] 802.1x ZE EOH2 Q[8f MEHSE 2101 Z20] LTt AFR X} 0|2

7. loging AFESH AI'HE ALEAOIA HE8d 210 =55 MEE L CH

=

TdE BE 230 S50| EAELILE AT 55 BE0= 802.1X0 M AFE &=
oI5 550| Al ELICH

802.1X 4™ 1M

A 2—0M 802.1X UM & XM E Ed=tot AL B2 detet o= UASLICH

= AN

802.1X Ad 2 F/d52{H:

Security > Port Authentication > Advanced > 802.1X Configuration.

=S | v | o |G | s | Mo |

Management Security  Access Traffic Control  Control  ACL
802 1% Corfiguration
* Basic ¥ Administrative Mode ® Disable () Enable
*ivdyansed *  VLAN Assignment Mode # Diszble ) Enable
EAPOL Flood Mode s Dizable ) Enable
*Fort Authentication Dynamic VLAN Creation Mode Disablz
*Fort Summary Monitor Mode Disable
= Client Summary Users admin v
Logn
Authentication List dot1xList

1. Administrative Mode2| Disable &= Enable 2tC|2 HHES ME{BL|CE,
7| 2242 Disable ) L|C}.

2. VLAN Assignment Mode2| Disable =& Enable 2tC|2 HES ME4BILICE
7|2 2t2 Disable® L|Ct.

3. EAPOL Flood Mode®2| Disable == Enable 2tC|2 H{ES MEistL|Ct,
7|22t Disable 2 L| Ct.

4. Dynamic VLAN Creation ModeE AH&3}0{ Disable & EnableE M EHgHL|C}
7| 2242 Disable & LI C}.

5. Monitor ModeE AtE3}0] Disable == EnableS MEEHL|CE.
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7|2

2t 2 DisableL|Ct. O] 7|5

U-I-F5010HPA

Ate & HESHE O =88 SLICH

6. UsersE A3

N

7= 2E 292 50| EA|ELIC} Authentication List ZE0f|&

Loging AF&3

ME &=

EzE

StLt

(@]
o>

re
ol

= 550| A ELICH

— | .

7

1Ol ZEO|M ZE

ZEO CHst 802.1X ¥ HES 7452 H:

Security > Port Authentication > Advanced > Port Authentication.

HM A K OfE

gds

Foka

Mt
o=

2 dot1x 215 ZE2MAE BLHESHD

=

A
T M

802.1X0{| A

Note: 2= ZE& 22{H ot StEe

1. #+d< Port &

EESF 02 check boxS M EHSHO] 41 E4
=

check box2 MEISIO B E X

2. Medst

—

—

ZEOf ofsll tts 28S X8

Force unauthorized. QIS A} ILE Al i

2o HHBLCY,

9| check box2 A EHS!

Force authorized. 2|5 X} PAE=

At
Auto. 25X PAE= M™X
LS = XM|OE ZE B E

MAC Based. 2|5 Xt PAE= 2!

| >

X 0 £

SH
od
Control Mode. 0| 2 =0 CHDH M2 ME4T

AEH T} Link Up @l Z0] 0t M &l

|_||_

|CH MO EE= ZEQ

8o 2L C

AE E|(PAE)E

Mol E
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wet ANS BHESIEE MO e ZE 225 2L
- N/A MO RES {88 = YELICh

|2HS EnableSt7{ Lt Disablegf LI Ct. 7|2 HEH2
b

7 =
At PAEE MEAEZ LIEA, ASA A AT MH

Disable® L|C}. 215 Zt9|

OlF wet ANtE BHASIEE NOjEl ZE REE MYerL|Ct

Quiet Period. O| 23 ZEE AtE0IH MEISIEZEQ| XS 7|7tE e =+
UESLICE O] BHE2 MHKXIE = 5520 A|ZSHK| 2= 7|2t2 "Ho|st?| 2f6f 0]
HLEQO| QIZAt MEf A|ARIO| AFESHE EFO|HO| 442 = T2 MFTtL|CH &5
7122 AMEXeo| 015 mBo| Aot 2 CIEX7F AMHKLE 2 5520 A E51X]
o= 7|7t Lt A2 7|72 00f|A| 65535 AFO| Q| ==X}OjOf BL|Ct A2 7|7 20|
00|™ QIEZXt AEff A|ARIO| MHXE & S5SHK| R=Ch= O] YL|CH 7|42

Al
Z2785t7| floll XY e ZEO| QIS A HEf A|A”0] AHE 5=

oIS Sl I
(=) YLILE ME 7|1 2H2 1~65535 H P2 ==Xt OF 2 L|Ct. 7[= 242 30 L Tt
W= HE5HH Apply HES S UIHX] 70| HPE[X] fh& LT,

GuestVLAN ID. 0| LES AL8SHD QIE{HO|A0A HAE VLAN IDE Y% 4
ABLICH RES UL 0~4003YLITE 7232 0YLIT S HHHE Apply
HES 22 [IHK 70| BHEIX| YELICH QIEHO|A0|A HAE VLAN IDS

x| 9242 02 BILIC

Guest VLAN Period. O] 23 ZEE ALESIH AL Xt MEISHZEO| Ot AAE
VLAN 7|7t8 &S 4= JASL|CH HAE VLAN 7|2H2 A AE VLAN 9158 /st
|

EFO|THO| Zh(ZX)YLICH A AE VLAN A|ZH &1t 22 1~3000|0f OF 2L L},

OF A [_l |:|..

(o=}

Unauthenticated VLAN ID. 41 E8SH L E Of| T3} QIS5 T X| Q42 VLAN IDE

LM . R Hel= 0~4093QLICt 7| 22H2 0 LI} 2t2 HASHE Apply

HES S W7t 40| HEE|X| S Ct QIHEHO|A0M QASEX| f2

VLAN IDE A2 ™ 02 YL T

Supplicant Timeout. A E{SH L E0f
7

= S YH L YA
AlZh z=3t= AEARS AlZH Z=0HS) Kb SEH A
A

P& BN AIARIO| AFESHE
o

CH&F AIRRF A|ZH X
=
o o

EtO|O Zh(X) LI Ch AMEXE A2 X $H2 1~65535 # 2 0ff QUO{OF BLICE 7|2 Et2

glef o] EE9| 9l

—



e

U-I-F5010HPA

w
o
oo
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im}
E\l
mjo
rE
of
re
>
©
T
<
T
rim
mjo
Ju

2 M7HA| F-80] HEEX| YLt

E

Server Timeout. &5 L E0f CHSH A{H| A
ZitE 215 MH Q| AlZE ZDHE Q|5 0| ZE
(X)L MH Al ZH A B
U2 HAESHH Apply HE
Maximum Requests. MEiSt LE O CHD Z([Cf 28 =5 L C 2|0 2F
A2 LIERE A ZH0] Z=3tE| 7| T Of| O] ZE S| QIF A Ef A|2B 0] EAPOL EAP
RH/IDE A SSt= (O A= LI [0 2F 2H2 1~10 [0 A0{OF Lt
7|22t 2YLICE gt2 HYGSHH Apply HES 222 I7HX| 0] HZE | K]
RS CH

ZIHE YHBLICEH M Azt
IS X7t AL St EHO| T 9

2 1~65535 H 2|0l AO{OF FL|Ct, 7| =2t 30 L L}
S 7R +J0| HAL|X| gt&L

1o

mjo

PAE Capabilities. 1 Ei$t LE O| PAE(ZE BN A AEE|) 7| 5S MEiTHL| T}

7hs$H 242 Authenticator =& Supplicant & LI Ct.

il
H
[m
2
fim}
rot
r=
ot
Ral
10
=
ro
o[A
njo
futot
0x
for
Ot
N
-

Periodic Reauthentication. X| 8

H| 2 2tetL(Ct MEE JHS ot gf2 2ot £ = H| 2 et LICH 240 2 ate| ™

OIS O] Lo CH O™X| to™ 15 0| {8/ X| RFELICH 7242

Disable 2 L|Ct. MEH AtstS HASH = Apply HES SE|" W7HX| F1/90] HE L K]

RELCH

Reauthentication Period. 1Bt L EO| XY OIF 7(|7+S Y ESHM Q. MRS 7[7t2
E

0 O| QS K} SEH Al RO
|Z+2 1~65535 %*-?IQ-I 20| 0fOF BfL|C}.
O 7LK] A 0| HAE K|

MHEXIC| MIB0| LMst= A 7| & BHSH| s
CHSH EfO|OY ZH(Z)YLICH M eIE 7
7| 2452 3600 LICH 4f2 HAES

2L O}

(k=]

e,
rg
>
©
o
<
O
rlm
njo
ﬂJIJJ
ru‘i*

¢}

-

UserPrivileges. X|H &l ZE =D E ZTEQ HI2E = U= AFEXH 220

X E AHEAE 7Lt

Max Users. X| g &l 2IE{H|0| A0 LIFAL 4= M oS YHTLIC

—

HEISH ZEO|M 7|2t A|BAS AESHE H Initialize HES 2 =L

—

7|3t Al AT} A|ZHEILICE,

ROl BETL XSOl 0B O] HES 22 4 ASLICL BES AISE 4+ gl 3P
Moz EAFLCH O HES S2YstB ZA| Hj0| SHELICL ZHI0| LAt
s Apply HHES 222 Bt gisLct
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Hoj ZETI A& A0t Ol HES ST = USHLCL HES MBS = U= 482
MO Z HA|ELICE Ol HEZ SESIH SA| Yol =HELICtH X ol LMSH7| 2|
Apply HHES 28 2= A&LICH

XE Q9 HY|
EYZES ZE FZ MO 230 tiet Y= E & 5 ASLICH

EXE QoS HZ{H:

Security > Port Authentication > Advanced > Port Summary.

Port Summary

ers 1:' % Realitientication Control | Profocal "-‘AF

Derection  Versiod

Authenticator
es  PAE State

Caontrol

P,
Pott Mode

iz

Enabled

Backend  VLAN
Assigned

VLAN ey
HAezigned Transmission =
Reasan Enablad

Sesgion
Timeout

Session
Termination
Action

Poit
Status

»c Ck
Port oA HO| & HWol| 0| EA|El= ZERLICE
Control Mode Ol ZE& ZEO| tfsf FYE MO ZES LEEHHLICE 7Hsth gte
C21t &Lt
*  Force Unauthorized. Q|5 X} ILE H A B E|(PAE)= | O] =l
ZEZ 27 RHOR ML
* Force Authorized. 215Xt PAE= XN|OEl= ZEE XA
l5Eoz dHEStLCE
* Auto. 21Xt PAEE MEX} QIEX & 21F A 2to| 015 met
HIE B EE Ho| ZE BEE MFHLCL
+ MAC Based. 2|5 X PAEE A ™HAIEE AMEXL, QISAH A 21F
Me] Ztol 0I5 met ANE HESIEE KHOE ZE RES
Adggct.
Operating Control Mode TEJ}ANEZ EHES= H o REQILICH JHS3t ZfL Che T}
Z& L
¢ ForceUnauthorized
¢ ForceAuthorized
* Auto
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* MAC Based
» N/A: ZE7} Detached & E{Ql 42 ZLE T Hofo] &ojet =
&L
Reauthentication Enabled Ol EL X|MEl IEO ChSHAIAXI| XIQIZ=0| S| =X fE2E

BEA|ISLCL 753 252 Truelt False ¥ L|Ct. %£0| TrueO|™ X QIS0
TtLCH O X| 2o xjQlI50| 5| 5| X| &Lt

Control Direction

XEe ZEof st Ao &aFiL|Ct Xof 32

10| Z2EZ W20| O|R0X|= Y& LIEIHY IEf. o=
[e)

%2 MO ZET FHEHF0 = Z
=]

|'>-
_?'_
o
ro
ol
Rl

=

HIZY3h £ S0I2E WIHENE T Yol £4IT HZ Lo
SA0| tiet HO{S WALSH=X| of 0 FerS FLCh Y
EUEO|ME o] BES FHY £ YUSLICH

Protocol Version et ZEQ HAUE ZRES HTYLICH RYSHA Tt g2
802.1x APl K A BT O Yot 1QLITE O] HEE T4E £
gl

PAE Capabilities Mesh mEO| PAREE AN~ AEE]) 7SI 7Hs B 32
QISR & MFAYLICL o] WEE THE 4+ gau

Authenticator PAE State

OIS At PAE BN Al AR X HERLICE 7ts¢t g2 Chaat

7I-A |__| |_’_|.

Initialize

* Disconnected
e Connecting

* Authenticating
* Authenticated

e Aborting
e Held
¢ ForceAuthorized
e ForceUnauthorized
Backend State OIS 01 ArEf DfAlol SX| AEIQLICH 7H5 8 Zhe cheat
Z&Lcot
* Request
* Response
e Success
e Fall
e Timeout
e Initialize
e |dle
VLAN Assigned QIS KI7F M EdSE QIE{ I O] A0 2ot VLAN IDYILICH O] HE&
MERSE QI I 0| A Q| ZLE X0 EET7F MAC 7|EH0| Of -l Z-0f Tt

VLAN Assigned Reason

QIS A7t M Efol QI 1| O] 2 0f 2 E S VLAN ID2| O] F R LICt. O]
D= MEifst OlEH 0| AQ] ZE KO 2ETJH MAC 7|8tH0] Ot
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B0 EAIFLICH O] EE= T8 &+ lELITE 7hset 242

—

Ch=a Z5HCt

¢ Radius
¢ Unauth
e Default

* Not Assigned

Key Transmission Enabled Ol WEL MEHSI T E

— = =T

m
=2
e
N

gal

f
o

ot
0x
ot
i

Q

r
2
4T
i

o MEiot ZEO|M 7| HE0| X & E LT

EAIE'—I Ct. Ol= T+ 7t EE7t OFHL|CL 7tst 442 Truelt
False @ LIC}. (0| FalseO|H 7| H&0| 2 dSHA| B L CH J-X|

HA|ELULCH 7ts%t gt 2 Ch21F 25 L
e Default
¢ Reauthenticate

Session Timeout MeEish = 0f Cis) RADIUS ME{0f M et Md Z& AlZheiLich o]
Yo MEot LEO| ZE X 0] RETJFMAC 7|EHO| Ol 0] gt
EAIE LT

Session Termination Action MEESE EO| CH8| RADIUS ME{7} XSt =z SXHQIL|Ct Of

y
ToL MEs TEQ| ZE 0| BETH MAC 7|8Ho] Ot HR03t

Tz HYo| 7| 2gtez @Y E B2 Mu0| 2Lt S20|AE ME
FEIt =7|stE LT D™X @O X lS0| A|=E U Tt

Port Status x|

> SC|OIHE QoS H{H:

Security > Port Authentication > Advanced > Client Summary.

Client Summary

1 All
Port User a'fqpé)“cam Session | Filter VLAN VLAN Session Termination
Name Addrass Time D D Assigned Timeout Action

1 All
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Table 215. 22}0|HE 9k

£ CE
Port HAIY ZEYLIC
User Name AER BRI IDE LIEHHE ABXF OIS YLICH

Supplicant Mac Address

MHEXES| K| MAC FAQL|CEH

Session Time

o

AME A7 2010k 0|2 9] AlZHZ) Y LILH.

Filter ID

FC}

o
ol
A
N
=
0zt
Pl
0
Ras
=)
Mot
rot

bl

48 LE DYLICH

o o1 =
VLAN ID QIS X7} AIERF &X|Of S2Hst VLAN IDYLICH
VLAN Assigned QIS X7t AMHX}; &Ko 2 VLAN IDQ| O] L|Ct.

Session Timeout

RADIUS ME{ 7} LA FX|off 2FH MM AlZE ®MSH L T

Termination Action

RADIUS ME{ 7} AL FX|of 280t T2 & HYLICH

Ecj

Hiof

MAC ZH, AF X0, ZE

MAC EEHZ 14

HOI U BT HE MYS THY S USLICH

M2"o X ¥el ZEZ SO 1 L7t= EfE S Metols MAC 2HE o= =

> MAC ZE ™2 7452 H:

Security > Traffic Control > MAC Filter.
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e T R e R R B e T S ]

Manegemenl Secarly  Access - Ponl Authenfoation Cofred  ACL
AL Filler Corfiguration

~hiAG Filtg MAC Filtar Create Fiter
I oo i

= WAL Filtsr Summary MAC Addmss

Source Port Members.

B Unit

Destratan Porl Mambers.

“sitassiinsaimebinintiet

AT EEEEEE
T 0 [ [

=
e
m
mjn
%

7t6t2{ ™ MAC Filter ListO| M Create Filter= M EdBFL|C},
. VLANID SS0|A ZEE T D7l S -S| A -517] 2 MAC A2 274 At

MAC Filter =20 M Create FilterS et ZL2 02 0| ZEE HFY = YAFLICH

MAC Address ZE 0| A ZE 2| MAC =2 E 00:01:1A:B2:53:4D &Al© 2 X|™HgtL|C},

CHE MAC =20 Tisi M= EHE Zod =+
00:00:00:00:00:00

e 01:80:C2:00:00:00 to 01:80:C2:00:00:0F
e 01:80:C2:00:00:20 t001:80:C2:00:00:21

e FF.FF.FF.FF:FF:FF

Source Port Members= AFESH0] QIHR E ZHO| ZotE ZEE LI SL| T,

HENS MAC 42t VLAN IDE 78 20| =50 gl= ZEO|M L3 3T
o 202 AA|E LT

HENSH MAC 40 VLAN ID7H R E T2 2 S50 = ZENME S LT
E}

EIPHAE TEO|RF ZBHE 4 2

fim}
0
Hl
[m
r|r
i
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8. Apply HEZ Z=IgL|Ct

YLO|EE 70| AQXE MSHLCL T4 ©Z AES FA 5

MAC ZE 29

> MAC ZE Q92 Hi{H:

Lo d o

Security > Traffic Control > MAC Filter > MAC Filter Summary.

MAC Filter Summary

MAC Address VLANID Source Port Members Destination Port Members

Che 2O M= otEHO| EAIZl= 20 tisf 2Lt

Table 216. MAC ZE{ 29

»c 4y
MAC Address 00:01:1A:B2:53:4D & Al0| LE MAC F2.
VLAN ID

ZEQ ¢ A= VLAN IDY LT}

Source Port Members

Q2 E T2l 2HYO A ZE SELIC,

Destination Port Members

Ohx Bt

Ho
al
El

I

N

= ZESt= O A EY ZE F
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g FAota:

Security > Traffic Control > Port Security > Port Administration.

Settings

Port Security

Port Security Mode

Port Security Violations

VLAN ID

Last Violation MAC

Port

Port Security Mode2| Disable 5+ Enable 2tC| 2 H

1.

JE7t

F

e
o
—

et ghof
E Hot gt Ho| S22 2EOf CHof dFeL(Ct.

H

HA[E UL S B0 =

|2t

o 9

Table 217. £E &

T
0
ol
Kt [
Y =
< ol
= o
<| pd
<4 <
O|_ >
oM
= Hoo
ar muu
K el
o) =)
- <4
| K Ki-
¥
5| | g
=2 = S
| X =
o| & ol
od| oF
g MO
g0, | ~ K
W) oow| Ko =3
Q
e
=
[
9
©
o o
> z
u| 2 | « <
— |
CU R >

E HQl QlE{mjjojA /e

IH

M = 7tX| B O[ SAIO AHEELIL}.

ol
=

A

;L

ol

LTt Mgl =

b

SkS)e

EE

7} &t
LIt 5185

<1
KF

<0

F

oM o Of

F

Ct
=

=
—

Al
Al

& LICE Of

100

o

LICt. ozl e

Ol A
PON=]

A
T

b

joll

.

UAs L.
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Security > Traffic Control > Port Security > Interface Configuration.

Interface Configuration

| LAGS Al Go To Port | Go |

Max Allowed

[] Port  Security Mode Dynamically Max Allowed Statically. o\ tion Trap
Locked MAC
Leamned MAC
[[1 1011 Disable 4096 48 Disable
[ 1/0/2 Disable 4096 48 Disable
[[] 1/0/3 Disable 4096 48 Disable
[F] 1/0/4 Disable 4096 48 Disable
[F] 1/0/5 Disable 4096 48 Disable

E L= LAG €9 check box2 MEHSHL|CE,

o SUBH MM HE312{ W 012 check boxS MEBHLICH
2E QIEHO| A0 SUSH HHS MBS} A2 WO check boxS MEHSIL|C}

« Security Mode. M E{SH QIE{ | O| A0 LSt L E H Ot 7|52 2 3tst ALY
H| 2t 2t et Lt

+ Max Allowed Dynamically Learned MAC. &St QI | O| A0 A| S X 22 SHEEl
MAC 40| Z|tf +=5 28 gLt

« Max Allowed Statically Locked MAC. M E{SH QIE{H|O| A0 M HE S 2 E 71 MAC

Fa0| 2|0 £2 HHELC

Violation Traps. 5] £ &|X| &= MAC
S e

M E X got= MZ2 2l EF

r
0

Security > Traffic Control > Port Security > Dynamic MAC Address.

285



N

r

U-I-F5010HPA

Port Security Settings

Convert Dynamic Address to Static

Number Of Dynamic MAC Addresses L

Dynamic MAC Address Table

earmed

0

Port List

101~

VLAN ID MAC Address

1. Port List2 AF25I0] E2|H QIE{ 10| A

2. Convert Dynamic Address to Static2
e Faz Heret L

SX MAC 4 22 M Aeo =2
FAy802 HagUC

£ Mgt
A8 St SHOZ B4 E MAC TAE HX

FIYIER] =X LEX=C 2 H™ MAC

=RV

A=

CIE BHO|= MEHSE L EO|A SHEEl MAC T29F 2+ VLANO| Lot QI&L| L},
QI O|AE MEHSIE{H Port List M7 S AFESIMUAIR

Table 218. & MAC F&

ze uy

Number of Dynamic MAC SY EEO|M SHOR Bt E MAC F29| LT
Addresses Learned

VLAN ID MAC F20f sigdts VLAN IDYLICE.

MAC Address SY ZEOM SEE MAC F2YLITH

I-II-I MAC _7|<_A :I.I.kl

X MAC FAE T4 :

Security > Traffic Control > Port Security > Static MAC Address.
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Port List

Interface 10/ ~

Static MAC Address Table

[T]| Static MAC Address  VLAN ID

~

1. InterfaceE AF2510] 22|% CIE{H 0| AE MEHSHL|CH
2. Static MAC Address. 78t MAC 20 Cist AR X} Q212 S| 8%tL|Ct
3. VLAN IDE AtE3IY F7+ 52 MAC 40| siiEst= VLAN IDE MEHSHL T
4. Add HES SaIgtL|Ct
HH MAC F27F 2| X|0of Z=7HE L|CH
5. ALQX[0M 7|E 2 MAC FAE AX|SIEH Delete HES 22/8HLCH
HSEIZE 1M
ZEJHSELEE LME Z |KMJEEgHiEELEﬂm§ﬁ%&N%M B3 E[X]|
g mEzZL- Egjm A S}

HSE ZEE J/d6l2{H:

Security > Traffic Control > Protected Ports.

Protected Ports Configuration

Group 1D
STRUE 0 v

Group Name

il Unit 1 "
- -||-|-||-|illl[i|-||-||-|-||-l-||-1[-|'-||-:|.l-||-

Group ID R E0M =2|H A2 Aeld = U= E2 ZE OAFS UEgL O

Edjg2 M2 LE 50 &5te E=&E ZE 70 58§ + XY st A&
LHolME =8 =+ BlEHH. S50= X S0 o X-dEl= 7tset 25 B2
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EE OF D7} ZEHELICE Group IDO| S& 3 Hel= 0~2Q LT}

2. N9l Group Name HEE A{0[ 0/5E o8 S 158 FHoR

YOIOIEE #90| 29X 2 HEELICH 79 HE Arg2 FA| HEELICE

—_ Lo d

A R[X0f oieh 2| A SEZ ot M2 DX|HEH M2 DY HES SEHM 8.

=Zto|dl VLAN T

Wg VLANO| = M2 S4g o= QX0 CHE HEXI O ANAE = U= AKX ZETL

IO USLICH O3t ZEE JHQ TED BHL|CH ZH AP VLANO||= 3t} O] AHQ|
E g3 A 250 Z&E[0 JAESLICEH 74 ZE 7H9|

tL|2F FTP, HTTP, Telnetdt 242 ESjZ: B =

oIIQ

AME VLAN fES /452 .

Security > Traffic Control > Private VLAN > Private VLAN Type Configuration.

Private VLAN Type Configuration

| VLANID Private VLAN Type

w

1 Unconfigured

1. Private VLAN Type2 AHE5t0] Private VLAN 932 MENSHLICE,
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3% 7| 22t2 Unconfigured &4 LI C}.

YCIOIEE 0| 29X 2 HESELICL 714 HE At 2 FA| §EE UL

VLAN ID 2E = AHE VLAN §80| 8™ E|&= VLAN IDE K| HELICH & 7| 24t2

Unconfigured & L|C}.

A VLAN 9 M™ 1

A VLAN HZ S 7/d5l2{H:

Security > Traffic Control > Private VLAN > Private VLAN Association
Configuration.

Private VLAN Association

["] Primary VLAN Secondary VLAN(s) Isolated VLAN Community VLAN(s)

"

1. Primary VLANS AR8310] =0 Q12| 7|& VLAN IDE {MEfgFL|Ct,
Ol EX VLIANZ =0 Q1 st O AHEELICH

2. Secondary VLANZ AME5I0] HEHO 2 MEE BE VLANS HEAISLICH (7|12 H 7|12
VLAN | 2)).

O HEE2 VLANS HEiSH 7|2 VLANDt HZSt= O AHEE L L.
3. 2X0M 1P MES 7|8 VLANS AtK|SHE H Delete HE= 2 &L
YOIO|EE #90| £29X|2 HEELICEH 79 HE Arg2 FA| HEELICE
ChE EOAME =30 AR = 98 - Bl 20 ol 2L

Table 220. A4 VLAN ¢t

e CL
Isolated VLAN MENSE 7|2 VLAND QI ZE Z2| 8l VLANYLICH
Community VLAN(s) MEfSt 7|2 VLANDE G ZE HFLIE| VLAN SELCt
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AIE VLAN ZE R E 117

> AMMVLAN ZE ZEE F/dsl2{H:

Security > Traffic Control > Private VLAN > Private VLAN Port Mode
Configuration.

Private Vlan Port Mode Configuration

1 LAGS All Go To Interface m

(] Interface Port Vian Mode

1 1/0/1 General
B 1/0/2 General
B 1/0/3 General
] 1/0/4 General
[ 1/0/5 General

T
o
o
fot
[>
|m
ko
[m
=2
>
H
[m
i

nx
oz'.

SHLICH A VLAN T40] At ElLC

« Promiscuous: ZTEZ ZXjH nC = MXSH|C} AR VLAN A0 AFREL|C}

S8 7|22 GeneralYL|Ct.
2. Apply HES S=gtL|Ct

AL EE TAHO| AKX MSHLICH T4 WY Ag

— LO dJ o

rlo
g[p!
>

bl
o

n
r
_I'_l_

AFd VLAN S A E QIE{H{0| A M
> 719! VLAN SAE QIE{H|0|A S RLAds}2{H:

Security > Traffic Control > Private VLAN > Private VLAN Host Interface
Configuration.
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Private VLAN Host Interface Configuration

1 LAG All Go To Interface m

[Tl Interface Host Primary VLAN Host Secondary VLAN Operational VLAN(s)

o

] 1/01
] 1/0/2
B 1013
| 1/0/4
1/0/5

[~ T — B — T~
o O O O

1. Host Primary VLAN HEO|M SAE HZA Do s 7|2 VLAN IDE A& gL}
VLAN ID2| ¥ 2[= 2~4093 & L|C}.

2. Host Secondary VLANZ AE610] 2 AE A ZE0f CHs EX VLAN IDE A& gL CH.
VLAN ID2| H2|&= 2~4093 Y L|LCt..

3. 29AX|OfM 1P MEK 7|8 VLANS A H|512{H Delete HHES SEIRLICE

YOO EEl 740 22X 2 HEE L 714 HE A2 SA| HEE LI
ChE HOM = 2tH0| BAZ= 9 + Bl G20 tiof 2Lt
Table 221. A}d VLAN S 2 E QIE{H 0] & 77d
BE 4y
Interface 22|15 E& LAG IEH0|AS MEFLICY,
Operational VLAN(s) ZHE VLAN.

Z 10|l VLAN SAHE QIE{H 0[A T4
A2 VLAN 2AHE QIE{H 0| A & /d5t2{H:

Security > Traffic Control > Private VLAN > Private VLAN Promiscuous Interface
Configuration.
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Private VLAN Promiscuous Interface Configuration

Promiscuous Primary VLAN  Promiscuous Secondary VLAN(s) APBITI
(2t0'4093) Range(2-4093] Opsrabional ULAN)

Interdzaca

1/0/1 0
17072 0

= 1/0/4 0

11075 0

1. Promiscuous Primary VLAN= A&510{ FXHE ¢4 20| Ciet 7|2 VLAN IDE
gt

VLAN ID2| ¥ {|= 2~4093 ! L|C}.

2. Promiscuous Secondary VLAN IDE AtE3510] £XtE A4 ZEO| Cfot Ex
VLAN ID S 55 438},

i

Ol ZE= S VLAN ID, VLAN ID 8% & V2 F=E =MIHZE F 74X 9
L2 HEL + QAAI—IEr 7 VLAN ID(O]: 10)E X8 = UASLICH VLAN
He| 242 SIO0|E2E L2t X|-HE = ASLICHO: 10-13). F 7HX| g2
HEE T 7KI’SQ = AELLCHL O E W L=t 25 Lo

12,15,40-43,1000-1005, 2000. VLAN ID2| ¥ 2| = 2-4093 & L|C}.
Note: 0| E0| M3E VLANID 552 AZ0| = 2X VLAN
£ 2 ofxier L ct
3. Click the Delete button to delete the IP subnet-based VLAN from the switch.
4. Apply HES SEIgLICH
AHO|EEl 40| AQX|2 MEELICHL 74 HE At 2 FA| HEE LT

Cta #O|M= otH0| EAIEl= 79T + Qle L0 s 2Lt

Table 222. A2 VLAN S X} QlE{mjo|A 7

zce ek
Interface E2|X E& LAG QEI 0| A ME
Operational VLAN(s) ZtE VLAN.
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HRLI|AE Z32 HE ZEZ Sof HER/IE Sl sAI0 HESE= at=g 2

122 HAIX] SELZ Qo) HEXT 2|27t

r>|

HEREIHAE HAIX|2 Qlof et .

DHESEE[ALE L EQIR AlZE =047 2de 4= gL T

AQKE HEY 50|12t BREHAS/HEHAE/Y 4 ok RLIHAE I S=8
S3otn S0t HOlE 22 AISHH WAL AMBTLICH A5 Hols 3 S 2
ME HES YOIoto] QIR0 AR FHBELCE

IL ZZ 2|
Mg ZF Mo 24 9

HY 25 Ho| 4 PR

Security > Traffic Control > Storm Control > Storm Control Global
Configuration.

Port Settings

Broadcast Storm Control All Disable @ Enable
Multicast Storm Control All @ Disable @ Enable
Unknown Unicast Storm Control All @ Disable @ Enable

CtS M 7HX] HEES Z QYo IZl2 S EY HACE RE ZEOM £
Moot & g d3st AL B2 dotshe | 2 22 NSTLICH 2 ZEO| T A0l
AE MO MEj= ZE 74 3lHO 2 0| 5510 &olgt = Q&L Lt

1. Broadcast Strom Control All2| Disable EE+= Enable 2}C|2 HHES MENSHL|CT,

o

DE BEOAN HECIHAE AE 27 BCE PHSSIAL HZASELIC,
32 XYotn LY REO| HREHAE ETO| RYE YAZUS Xl

KlE 2BREIHAE ERHTS XEH 7)) LICH SF 7|23t Enable LITH

[> it
40 ox nr

2. Multicast Storm Control All2| Disable EE= Enable 2}C| 2 HES MESHL|C},

Ol ZE ZEOM ZEPFIAE 2F 57 ZES ooty HZdstatLct
2dstE A[Fotn o|HUl ZEO| HEHAE EfHO| g YAwsS ZifotE
29X HEPHAE EE S MEHH 7] LT S 7242 Disable® LIC}.

3. Unknown Unicast Storm Control All2| Disable B+ Enable 2tC| 2 HHE S MEHSHL|C}

Ol ZE ZENM RLIHAE A5 S+ ZES 2S5t L Hl 2ot L ot 2dstE
X gota O ZEO| RLI7HAE EfH0| 1 & PA WS TolE 29X RLIHLE
Efms KAEH 7))L S 72242 Disable® LICt.
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1l

S Hlof 2lEH o] A 48

£ Hof AE{ 0|2 /g5t H:

Security > Traffic Control > Storm Control > Storm Control Interface
Configuration.

[ co |

ChE B0 M= 230 BEAIR = £ 89Y += Qe L0 Chsl YL T

Table 223. £ H|0f 2E{H O]~ 4

Zc g

Broadcast Storm Recovery Mode | c2rte ola e of M STt 2012 MEISIO] 0] S M-S A Bls AL}
HgdetetLCh E2EHAE A5 S50 Ois 2E=tE Xgst
X|YE O|EYl ZEO| B2 EFAE EST 0| THE YA S
ESHH AQK|= E2EINAE Efd S XEHM 7)Y LICH S&
7|22 2oLt

Broadcast Storm Recoverylevel |HZCI|AE ZZ 21 4Ax0 2|9 £ 0| BHHES0|L} XE 13l

Type N -
T2 XUt

Broadcast Storm Recovery Level | 22 xjo{7t gHistele A|ZtS AFELIC 35 7/23L pps
fol A9 ZE S0 5%t

Broadcast Storm Control Action HECIAE AE 211 7|50 AME QA ZO| QutrH ZEE
ZRste 7Y 7|58 M3E UL} ShutDown E&= Ratelimit 2E
SMZ MEigLCt 7|22t RateLimit & L|Cf.

Multicast Storm Recovery Mode EZ20|A S| 2t01S MEISIH O] SMES =M B5I5FALL
Hig-dotetLCh HEPPHAE A5 570 Cish 2d3tE X85t
A8 ol ZEo| ZEFHAE EfHO| Y& YA LS
ZSHH 29X = ZEPPHAE EcfHS AChHZ7) L S
7|22 HiggeLct

!\r/lulticast Storm Recovery Level HE|JJ|AE EZ 21 43S 23 £ 0| HHESO|L} XS O|Zl =2

e
s xgeLict

Multicast Storm Recovery Level ZIZ H o7} SMBIE|= QAHZHS XML CH ZA 7|=ZIe pps

fol A9 ZE S0 5%t
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Unicast Storm Recovery Mode | o] SMg 243tot 7Lt HIZMSHELICH RLIHAE AS B30|
Choh 2422 Xt XIYE OlHY EEQ| RLIHAE E3To|
THE YIS AN A9/l QUIHAE BT
KHEHE 7)ILICH B 7|22te sz astelL o

> DHCP 2%4 MY MHES F/dd5i2{H:

Security > Control > DHCP Snooping > Global Configuration.

DHCP Snooping Global Configuration

DHCP Snooping Mode @ Disable @ Enable

MAC Address Validation Disable @ Enable

VLAN Configuration

("1 VLAN ID DHCP Snooping Mode

v

1. DHCP Snooping Mode 2| Disable == Enable 2tC| 2 HHES MEHSHL|C}.
3% 7| 242 Disable L Ct.

2. MAC Address Validation2| Disable EE= Enable 2tC| 2 HHES MEHSHL|C}
O|= DHCP AT 2 Q[ot AKXt MAC =4 AT S 2435151 AL} |2 g 3tetL| Ct,
7| 242 Enable ) L|C}.

3. VLAN IDE At&310| DHCP AF+H B EE 2Hdatet VLANS &L Lt

4. DHCP Snooping Mode& AF&3H0] 2= &l VLANO|| Ciet DHCP &2+4 7|53
EnableSt 7Lt Disable2tL|Ct.

OH

& 71222 Disable L|C}.
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5. Apply HES S=gL|Ct

/o

YO EE 90| 29X 2 HEELICE o]2{g HE Arg2 4 ME
of RS ALt A FXIE|X| 5 LT

DHCP 24%+4 QIE{Ljo|A /4

DHCP 2% QI E{H|O|AE F/d52{H:

Security > Control > DHCP Snooping > Interface Configuration.

DHCP Snooping Interface Configuration

1 LAG All Go To Interface | Go |

"1 Interface | Trust Made  Invalid Packets  Rate Limitinns) = Burst Intervalisacs)

None N/A
Mone N/A
None N/A

Mone NIA

MNone N/A

1. Interface check box& A5 QIE{H|O|A S MEASHL|C,

2. Trust Mode7| &43t=l 22 DHCP A5X O ZE2|AHo|M2 8T ZE
%I\'— 740;7 = P ||:|-

i

Az

et
N

oK

X 71242 Disable )L Ct.

3. Invalid PacketsO| &d3}El B DHCP 2-+& OfE2[#|0| 42 0] QIE{mH o[£ 0]
EXE IS 7SS

S 7| 2452 Disable ! L|C}.
4. Rate Limit(pps)= AF23510 DHCP A%+ E SHO| Ciet H|& Aot 442 X|d gL Lt

DHCP TjZl2] =4l £=T} A& HAE ZHH(X) &

| o =
Z = ELICL O] ¢tO] N/AO|H HAE 7tAE2 o|0|7t Qe B 2 H|gdstE LIt 7|23t
S S RLICEH NAE Q|0|St= 1 gt 2 B &= YSLICH = ool #Hel=
0~300 %! L|C}.

5. Burst Interval(secs)= AFESHO] O] A EO[A0] £& H|ot 55 Z ?let HAE 244 gis
NESEE I

& Mo N/AQl 32 HAE ZhA42 o|0|7t Gl NARLICL 7| =32 oig
NS YLICH NAE 2|0|5t= 12 28 = UGS HAE 2hH0|
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1~15Q L|C}.

2

Security > Control > DHCP Snooping > Binding Configuration.

Static Binding Configuration

[C] Interface | MAC Address VLAN ID P Address

W w

Dynamic Binding Configuration

Interface  MAC Address VLANID IP Address Lease Time

Interface check boxS A& 5} M L

b. MAC AddressE AtE35t0] F=7+gt HEQIE 2h=90| MAC A E K| ™ gL LY,
O|= HFQIE HIO|EHjo|A 9| 7| LTt

c. VLAN IDE AFESHH HIQIE & 20 A VLANS MEiSHL|CT
VLAN ID2| ¥ %= 1~4093 Y L|C}.

d. IP Address& A23510] HIQIY FAl0f| RF%HIP FTAE X|HELCL

e. Add HES S=/grL|Ct

DHCP £+ HHQIE 50| HIO|EH|0| 2 0f F=7HE Lt

_..
in|
o
m
£
o
>
=2
x
>
m
OF
o
it
oot
Ao
mjo
J>'
>
“of
o
re
o
@
@
D
T
rjm
mjo
mlu
L]
ot
-
n

b. MAG AddressS AL&310] BEQIE! BJO|E{#]0] 29| BQIZI0f Th3H MAC
FAE EAIGLC

c. VLANIDE ALE3H0] BiQl'E HIO|EH| 0|22 HIRIE =0 Lot VLANS

HEA|THLICE VLAN IDO| H9|= 1~4093 ) L|C}.

d. IP Address. HtQI'E ClIO|E{H| 0| 22| QIS & =0f LSt IP =28 HA[R LG
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e. Lease Time. 85 &=0| 2 L A|ZHL|LCE,

CH
f. 2= DHCP &2+3 HIQIE 53 AHSt B Clear HES S = 0HA 8.

J

ALY YT M TSR E:

Security > Control > DHCP Snooping > Persistent Configuration.

—mm——i

Management Segurity Access  Port Authenbication  Traffic Cantrol

-DHC oping ~  Store
tion

® Local O Remote

1. StoreOf CH3H Local === Remote ZIC| 2 HE S MEHSHL|CY

EZHZ MEHSHH Remote E E Remote File Name 3 Remote IP Address”| Disable& L|C}.

oE
fin|
k=)
m
=3
o
>
N
Rl
bal
[0
AN
%
-
B>
mjn

a. Remote IP Addres 2 E0j
AUHSIMA| L,

b. Remote File Name 2 =0j| GIO|HH|O|AS MY A4 Mt 0|§5 YEHLICH

3. Write Delay EE0f HO[EH|0|AE 22 E= |A0| 27| @[ Z[CH 27|
ol
=]

A ZH(secs)S Y EiBtL|Ct.

Q= 15~864002! L|C}.

DHCP 24%+4 S4 H7|

DHCP 254 S7|& E2{H:
Security > Control > DHCP Snooping > Statistics.
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—m—m——-

Management Secunty.  Access  Port Authentication  Traffic Control

DHCP Snooping Stalistics

* DHCP Snooping

~ {92

3 LAG All

Interface  MAC Verify Fallures Client lfc Mismatch DHCP Server Msgs
1101 0 0 :

1/0/2 0 0

Y3 0 0 0

1/0/4

oo

2= AHHO|A SAE KT Clear HES ST LICL
22[X0f tieh 2| A YEZ otHE M2 DX|HEH M2 0H HES SEM 8.
CtZ #0= DHCP &2+8 S 7t 2 0] AL .

Table 224. DHCP 253 &4

= k]
Interface SIS BAIE AT £ gl A%HO| Z4stE QIEHO|AYL T
MAC Verify Failures YUX|SHE DHCP 248 HelEl &20| gt7| 20 DHCP 2% Eof

ol AP E o2l =Y LT

Client Ifc Mismatch 24 MAC T4 U S210|9E HW F& E01S 7|Ho 2 AN L=
DHCP HA|X] ==& L|Ct,

DHCP Server Msgs Al

Mot

b4 Qe ZEOM ARIE AH HAIX] 2= L[CH

iml
%
%)
(®)
rir
P>
[>
(@)
i
N
r
o}
Hu

2 AHE O] A0 M IP 22 ZFE(IPSG)E T8 & UAS L
IPI{ZlS EHEst= B 7S YLICE O] 7|52 IP

AL Yol SEL 2R HER/IE L

al
k>
|>

fot
el
rr
jin]
|.|-|
Mo mjo
. O
(L)
-
k>
| >
T O
rir

AN P FAO| AL AA P FAQ AA MAC T4 4L
Cf| O Ef H| O] &= T O] E{ ] O] 29 1PSG =1 &7 ¢
245E0| H[28ot L] 0] QUL DHCP A% E0| 2g otk 2t
ZEO|M IPSGE 2-dotst® 22| X7t gt IPSG @%Oﬂ et s e ZEOM A E
DEIP EEH*E. | AH|ELIC 8 IPSGE ZE MAC HE0|2tE ot ZE Hott 85
Z8oto] 4 E 2o &4 MAC FAE HERLICHL ZE HOt2 Ei|0|01 2 JEE
Cf| O] & H1IOI¢(MAC T2 HO|2)0M &5t

ey

=
=
o

°Q
0
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=
|
m
mu
>
T
_(')_I-

T
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=
>
O
=+
>
HJ
=
2
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I
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SHSER B2 2L MAC FAE T YO0| SAUE|H ZE HOH2 IPSG 7|sE HeEloko]
H

IP A2 7L QIE{H0|A MW E FAISHRH:

Security > Control > IP Source Guard > Interface Configuration.

IP Source Guard Interface Configuration

1 LAGS All Go To Interface m

| 'Interface IPSG Mode IPSG Port Security

w W

1/0/1 Disable Disable
1/0/2 Disable Disable
1/0/3 Disable

1/0/4 Disable
1/0/5 Disable Disable

1. Interface check box2& AH235H0] QI 0| A S ME4SEL|CE

2. IPSG Mode 2Z0fA Disable &= EnableS MEHSHL|CT.

QIHIO| A0 IPSGe 2] REE HAFYLILE IPSG EEVH EdetEH O]

QIE O[] EW AR IP 27t DHCP A+3E HQIE GH|O[EH O] 20

ASELLE IPsG7t gd=tel 49 2W ME IP "_’.\Jf DHCP 2+d Hi2IE

ES
HIO|E{Ho| A0 o™ mjZl0] MY L[X] RSLCH SF 7| 272 Disable® LTt
3. IPSG Port Security= 20| A H|&Hd3t E= 2d2tE MESEL|CE
MENSE OIE{ T O| A0 A IPSG ZE HOtO| B2| ZEZ 2
0| 7| 50| 2zt 2 AtZF MAC FA7F M G|O| E{H| 0| A (FDB) H|O| 20| Lt

ct
=

DHCP A4 HQlE Lo EH|o[ A0 §l2™ D20 MHE|X| ZEELICH MAC F=AE

82 HE S A|A5ta{ ™ 7| He g2 OS2 25 Lo

o MAXo=z ZE HOHZ =Hd3tetL|Ct

o QIHHO|A +=FO|M ZE EOtZ g 3letL|Ct

IPSG7} H|ZHd fE.J B2 IPSG ZE EOQtZ2 =datgt = QIS LICH S8 7| 242
Disable® L|C}. EESH IPv6SG7t &/ 3tEl SCH0|= IPv6SG ZE EHOtZ2 & 5=

YHOIEE 0| AKX 2 HESELICL 714 HE At 2 FA| §EELCH

Lo dJ [
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IP AA JIE H|-|_Ilg Mx :I.LM

Security > Control > IP Source Guard > Binding Configuration.

Static Binding Configuration

| Inteface  MAC Address VLANID | IP Address Filter Type

v w

Dumamie Binding Confiouration
wynamul SinGing Lonnguiaaon

Interface  MAC Address. VLAN ID | IP Address  Filter Type

1. Interface check box2 AH250{ QIHH|O|AE MEHTHL|CE
MAC Address ZE0f| HRIH 2 25t MAC FTAE - etL|Ct
VLAN ID S-S0 HIQI'Y #2/0f CHoH VLANS M BTt

IP Address =0 Af BFQI'E #5{0f Cigt &t IP F2S X[FE L CH

o » W BN

Add HHEZ S&lgtL|Ct
IPSG 8 HIQIE 2= 0| O|O| E{Hf| 0| A 0f| =7tE L Lt

6. CllOIEH|O| A0 A HEISH §X =S 4X|5t24 B Delete HE= ST LICL

= Y Hold 255 X224 Clear HES HA R
CHE EOME BAIEE 78 = Sl 1P &2 JHE S8 HoIE 7149 F =20 oo
2ELC
Table 225. IP = 35 Helg 148
e 4y
Interface IPSG 0| E{H0]20f 8}RI DS Z 7t QIEH 0| A @lLCh,
MAC Address Hpolg! sk=20o| MAC =4 QIL|C},
VLAN ID Hholgl gH= 0| VLANY LI
IP Address HEQIE B2 0fl L3t Q&3 IP FAS EAIFLICL
Filter Type OIE|T 0| A0 AFRE|= HE| QHQIL|CH StLi= AA |p =4 TE
70|10, OHE SfLtE &2 1P T4 BIMAC 4 EEH Y ALCH

5™ ARP Inspection T+
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> & ARP Inspection (DANE 1’352 H:

Security > Control > Dynamic ARP Inspection > DAl Configuration.

Dynamic ARP Inspection Global Configuration

Validate Source MAC @ Disable @ Enable
Validate Destination MAC @ Disable @) Enable
Validate IP @ Disable @ Enable

£
-~
<
=
Of
HT
T
Rl
L
<
>
@]
X
A
o
ru.“l
0x
ot
n
-
D_
N
rhr
n:U
r|o
v
%]
Q
(=X
m
£
_',_'_

Ol AQX|0f Cist DAI CHA MAC ZS R EE X|HgtL|C} 24
EF of 21 0f| CHSH CH MAC 23 0| 23t E LICH S 7| 24f2 Disable ! L|CH.

o
o

Ol= £2{X[0f| tiet DAIIP HE ZEE X'gefLIL}. Ed=tE =St ARP I Z10f CHot
(o]

_._

= =
IPF4 R84 AAL 243 E LI 3 7|2 22 Disable® LI Ct.

DAl VLAN Tt/

DAI VLANZ T/d5l2{H:

Security > Control > Dynamic ARP Inspection > DAI VLAN Configuration.

VLAN Configuration

VAN [ imin Mode | Invalid Packets| 'ARP AGL Name Static
1D Flag
7] ] =]
Disable Enable Disable

VLAN ID check box& AFE2310] DAl X|- ¥ VLANS MEHSHL|C},

Admin Mode SZ0f| A Enable = DisableS MEfSHL|C},

-

FEFRLICH g dstz

O|= O VLANOIIM 57X ARP HAL7} 23t o] A=X| 02
% X ARP Z AR}

=
— =
2T S8 ARP AAL 2dstE LCH Hl g gtz 285 H

oln
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H|ZHAISIEIL|CH 7| 272 Disable® L|C}

= — HATC

3. Invalid Packets2 AtE3}10] O] VLANOIA X ARP AAL 24 0| 43tz A
LIEFEL|CH,

SRS

rir

SR QMG SRR %2 ARP I 2T} 7S EUCH HEHE 8y

= O
B9 S8 ARP GAt 20| H| g3t LT 7|2 442 Enable &I L[Ct.

— HATT

4. ARP ACL Name2 AI238l0] ARP X MA S 20| 0|22 X|HEtL|Ct,

I

=
=

40| ZehEl O] ARP ACLE ARP IiZl HES ¢St ZEHEZE AE3EE VLANS
T8 = JUASHCL O[Fo= Ao 31Ate] YAt 2t = AGLILHL NAS
X|H5HH ARP ACL O| 50| AfH|E LTt

5. ARP ACL T+[0| 2X|SHX| = A% Static FlagE AF83510] DHCP A4
G|O|E{H|O] A S AFRSLO] ARP THZIS ABHOF SH=X| O 2E ZAMSHL|C.

YHOIEE #90| 29X 2 HEELICH 79 HE Arg2 FA| HEELICH

Lo d o

DAI QIE{i|o]| A /d

DAI 2IE{Ij|0| A E T/d5l2{H:

Security > Control > Dynamic ARP Inspection > DAI Interface Configuration.

DAl Interface Configuration

1 LAGS All Go To Interface | Go |

| Interface  Trust Mode  Rate Limit(pps) Burst Interval(secs)

i el b el
o O O o O
wr o
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1. Interface check box2 AHESt =2|& QI O|AE MEASHLICE

2. Trust ModeE AHE3t0] S5 ARP AN SO 2 QIHIO|AF Mg = QUK
7 LIEHLICE

Yot AP W S QHEo|A = ARl = JUSL|CH O] PIHIO|AR E0{RE
ARP IfZl2 =t0l Qio] METEIL|CH HZ2 Y32 A= 42 CIHEO|AE ME[Y 5=
S LICH O] QAIEIO|AZ S0{2 & ARP I|ZI2 ARP ZALE BHSL|CH & 7| 242
Disable® L|C}.

3. Rate Limit(pps)= AHE5t0] & ARP ZAL &0 CHot £ Xt gt2 XL Tt

ARP M7l =4 £ =T AE HAE ZHA(X) S0 0] 4 Z=1tSHH ARP I 210
AK€l LT O] 2XO[ N/AO| & H|oto| i&LICE A%tF

U2 NAS oJO|ots 12 282 =+ AS L 89l= 0~300YLICE 8§ 7|=e2

—

15pps(Z=S {7l =) L C}.

4. Burst Interval(secs)2 AHESH0] 0| QIEIHO|AL| £ Kot 5 Z ot HAE 7t 72
XIEeLICE S = HM3H0| NoneO| M HHAE 7vA2 o|0|7} gl o0 NAER HA|ELICH 3%

7| =US 1= YL

T HATC

DAl ACL ++/d

> DAIACLS #/dslz{H:

Security > Control > Dynamic ARP Inspection > DAI ACL Configuration.

DAI ACL Configuration

Name

1. Name2 AF23}0] DAIE ARP ACLS AAstL|C},
2. Add HES Z&lgtL|Ct
DAI ACLO| AQ|{X| 7240f F7+ElL|CH,
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3. 21K oM R B El DAI ACLE M| 7SHE{ B Delete HES S 2L

DAI ACL %! 1+

> DAIACL T#%|2 7/dsl2{H:

Security > Control > Dynamic ARP Inspection > DAI ACL Rule Configuration.

Rules

ACL Name arpACL v

DAl Rule Table

| Source IP Address Source MAC Address

1. ACL Name Z =0{A| DAI ARP ACLS MEHStL|C},

-

uc Ck:

Source IP Address O|= DAI ARP ACLOj| Cgh IR} 1P 4 2| ghS LHERLICE

Source MAC Address

DAI ARP ACLO| CHst & A X MAC £ LX| ZH2 LIEFHLICE

DAl 4| H7|

> DAISHE E2{H:

Security > Control > Dynamic ARP Inspection > DAI Statistics.
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DAl Statistics
Bad Bad :
o \
VLAN gS}CE g?ﬁis g‘;;l‘s ggrl;mts Source Dest i;:ahd Forwarded Dropped
P P MAC MAC

1 0 0 0 0 0 0 0 0 0
DAl SH E K| 22{H Clear HES SE5tM 2
A L{X[of Ciot 2|4 HEZ otHE ME IX|[HH M2 08 HES 2E5tMa

A

ChE EOM = =30 BAIZ=

Table 228. DAl S 7|

4c L
VLAN EH 7t BA|E 243HE VLAN IDYL|CH
DHCP Drops

UX|St= DHCP A5E HIQIE &t=0| gi7| 20 DAIZ} A K|S ARP
|

DHCP Permits

LX|SH= DHCP A+E HIQIE oH50| A E[0 DAIZF M E$H ARP
|

DAIO| A &{ &t ARP T 2 ==L},

ACL Drops 0| VLANO| CH3{l LX|3t= ARP ACL T#%/0| 213 O] VLANO| &
Zeja7t Y50 A7 W20 DAIIA AXSHARP THZ! 5= L|C}
ACL Permits O] VLANO|| Csll LX|SH= ARP ACL 7|0 LA RA7| W20

Type

Bad Source MAC ARP TjZlo] 2iH AFZE MAC F27t O|EHUl 8T Q] &4 MAC F42t
UX|SHX| 2ot DAIZL AtK|BH ARP T2 =QIL|C},

Bad Dest MAC ARP SE&f IZlo| CHAF MAC =271 0| Ll 35 Q| CHAF MAC A2t
LX|SHK| £OF DAIZ} AFK|oH ARP T2l =R L|CF

Invalid IP ARP THZIO] £l AFEH [P =4 == ARP SE IiZI9| T4 1P A7t
2|0 DAIOA AtKISH ARP TIHZ! = QL|CH &2 E FAH =
0.0.0.0, 255.255.255.255, IP HE|FH|AE F=& A E
F4(240.0.0.0/4), 2= F=2(127.0.0.0/8)7F ZEHEIL|Ct

Forwarded DAIZt HESH =5 ARP I %l 4=l L|C}

Dropped DAIZ} AP X9 222l ARP T 2] =R L|Ct

Unicast Storm Recovery Level SLIAE ZEZE B £F2 2|3 £o| Wi or e XEHIIZ] =2
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Unicast Storm Recovery Level

AHA HO| S5 7Y

ACL(HM A X Ol =5)2 S2E ALEAIRE £ 2l 20f Mg

-1 O
SAIO HESRA 2|20 2ot = £ Al=S AT AC

>

0
H
I
HT
0
_0'_|-
rir

,_
rMo %
|m
)
JE
ok
o
é
=]
i

HMEota, 2t E YHOIE WES Moot ME = XEHE EY RS 2F5t1,
FAELE HEIO 22ts MEots O AHEE LICH ProSafe Of L X| = A 2] X[ 2]

flgtL|ct
HX IPv4 7|t IPv6 7|Et EE= MAC 7|8t ACL IDE MdgtL|Ct O3 Ot &S MAMdst
O|E 1/%HACL IDO| 2HELICL L2l ZEEF, &4 o IP X MAC FA2F 7|E}
ozl AX| 7|25 AlEe 5 s &S HogLCL OIX|Ho 2 |ID HS E A28 ACL

7|2 MAC ACL 4

MAC ACL2 TiZl1dt =XtHo =2
SESIH X e & A (S E/H1F)0] =
|

M| x|
ACL T#%/2 MAC ACL & 714 2tHEZ ALE5H0] X784 &l LI,
MAC ACL=2 2|st1l 0| A X|0 ML= = o2 THAZF =ahE L C}

1. ACL NameS AdgtL|Ct,

2
3. O|E¥Z ACLS ZEO| ZHTrL|C}.
4

FHOM MAC ACL BHRIE 27| EE= 4K S AHE SO

rx
X 1m
>
o]
Hu
<
>
O
[u
o
o
m
o
][
FOt

> MAC ACLZ T/d3t2{H:
Security > ACL > Basic > MAC ACL.
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MAC ACL

Current Number of ACL 0

Maximum ACL 100

MAC ACL Table

]| Name Rules Direction

MAC ACL 3tHO|l= X AQX|0| £ MHE ACL =9 7T = U= X[ ACL =7t
EIL|CtH SXf =Xt= F A= IPv4 2 IPve ACL £=0f 4 =l MACACL =5 3t Z{1

1. Name EEO0| MAC ACL2| 0| & & |8 LICL.

]

A0 = Latsl, =X 51012, BE e S 24T e E & ASLILE 0|E2
F

TdE Z ACLO|= ChE =7 #A|EL L

* Rules. MAC ACLO]| L3l ¥R 7 & & LTt

« Direction. MAC ACL2| ¥2F2 Bt= 13l Ecfd 2K QIHIRE = S A = AF)

2. Add HES Z8&/gtL |t

MAC ACLO| A% X| L d0f| =7t& L Tt
3. MAC ACLS| O|EZ HZA5t2{™ Name ZE0|A O|F2 YLIO|ESt LS Apply HES 2
4. MEHSEMAC ACLS AX|SH2 ™ Delete HEZ E2ITL

Ct.

MAC ACL #+%& #7d

MAC 7|8t ACLO TS A2 R ol2t 4 LTt o |
ETS YHHOR MY OfL|H MHBX|S X Fots FH 0| mEE|of YTt
712 BE A% FA2 BE S20| 0px|Y FH YL}

308



U-I-F5010HPA

Security > ACL> Basic > MAC Rules.

Asgion Mo Redirect fatah . Ciestination MAG c
i u R G eatination MAC i - FtharType Kay
Quede i Intoface  Intarlace | Every P Eesiitationiihz Mask Ghilihie,

1=
nE
o
-
_I'_|_

IDE O|&3t0f 1~1023 H e[| F= =

ActionZ AFESHY T{ZI0| F&] 7|Z1 YX|5t= BF =AY 2 S X[F Lt
ME A2 Permit E£-= Deny & LI C}.

Assign Queue IDZ AHE3SH0] O] ACL &1t Y X|St= EE THZ S ME2|5H= O

AEEl= StEYOf &4 7|8 M EXHE R g Lt

72072 ID Hel= 0~7RLIC

Mirror Interface= S X|0f 23l S¢H 2 ML= A 20| = LX|5H:= E2fH
AEE0| A= £ 4 AHT0|AE XIF Y H Lt

ACL 750 Chof 2|CI2M QIEm|o|AT} ojo] RYE Z 0| RES BYE 4
S LICE O BEL o8 XY0| T} EAIGLIC

o —1d

Redirect InterfaceS ArE3}0] LX|ot= E2f & AEEI0| ZH =2 HEE= £ &1
C

SIEIO|&S X8t YX|Of A @EH 2

=
ACL mH&{0f CH3ll oj2 2 E O]t ojo] s+ gEl B¢ O EES 278 & YlSLICh

CoSE AE5IY] Ol a0t H| we 802.1p AHEAL 241 =9 & gLt

Destination MACE AFESH0] O|G 4l oy u}f H|wgt L MAC FAE X[’JgtL Y
SBESEHAL xxaxxaxxaxxaxxxx 2 L CF.
BPDU 7|} E+= A MAC 24 01:80:C2:xx:xx:xx= AFRSI0Y X|HE 4= JUSL|C}.
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1.

12.

13.

14.

15.
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Destination MAC MaskS AH23H0] O|G{ 4l gy ot H|wet CHA MACS| HIEE X35t

CH&f MAC 4 OtA3 5 X|Z LT

BB HALL yexxaxxexxxxxx U LICH BPDU 7|9/ E= A MAC OFA3R
0:00:00:ff:fR.ffE AHESH0] X|He 4= USL T

0

o

EtherType KeyE AHES0] O|G 4l 2t H| S EtherType 4 XI'G & LIL.
et a2 thaat g5 L

* Appletalk

* ARP

 |IBM SNA

 IPv4

* IPv6

 |IPX

e MPLS multicast
¢ MPLS unicast

* NetBIOS
*  Novell
e  PPPoE

¢ Reverse ARP
¢ User Value

EtherType User Value2 AHESH0] O Ull gy 1} H| W SH7| QI8 AFEXF 242
EtherType 7| 2 MEHSH [T ALES ALE X} HO| AL XL H 2| EtherType /2 K- THLILCE.

Fas 4f W= 0x0600~0xFFFF & L|Ct.
Source MAC2 AHESHO] O Ul =2f| Yt Hj gt AA MAC FAE K| -GeL|Ct,
LB HA L2 yexxxxaxoexxixx & LI CF.

Source MAC MaskE& AFE3H0] O]yl | ot H| W A A MACS| HIEE X|HsH=
AA MAC T2 OIATE X| ™| L,

0
ot
_(')_I-
ogt

A2 xxaxxaxxexx:xx:xx 2 L CF

VLANS AtE5H0] O|G Ul =2 up Hl e VLAN IDE X gLt

FE A Y= 1~4095Q LICt VLAN #?| = VLANS 748 = JUS LT
Logging= AHE5H0] 222 Enabledt7L} Disablegt L C}.

2otz 4785t O] ACL #210f Ciet 2Z 0] g taE L EHE X[ 2] 2|2 7HEd o
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i=]
=

ZF
HA

4El 58 B4

.
o

=

L|Ct.

Y
=

k

.
(<]
=

INES!

=

=

o| === HIoIH

=~

x|
oF IHHO|A0f MEE L L.

Ol HAE 37|

PN|
S

MM ELICH AX A A0 CHol
FO MAC ACL 7

-
o

24 0|
=3
o

of
Af

E
IX] 7% AER7} BAIEILICH O] ZE 7} blof

=

o

=
Fd MAC ACL T

=

3
-
o

2
o

b

—

=
[S)

Ixj 7
At
StA{ O
=

—
=

=

o
O

--F5010HPA
2Ix] g

.|

A
o

50| &

b 242 1~4294967295(Kbps) 2 LI Tt

L|Ct.

s

o
=

HO|EE 80| 29X =2 W&ELILE 7+

F23 242 1~128KB(KB) 2 LI Ct.
18. Time RangeS AH23t0] MAC ACL w41t

LA 0[] AFEE L Tt

A8
ACL 7t

A
=]

16. Rate Limit Conform Data Rate

17. Rate Limit Burst Size
ACLO| QIE{ I O] A0f Ht QI E

LTt

joll

ct
o

joll
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M una
2 0 0 6
ISR SRR TN RERE N

s
asaasasasasasssasasasaaeaaeaaaan
TEsEET TSR s TR E NP E s TR EREw

1. ACL ID SE0| A MAC ACLS MEiStL|LCY,
o=

StLIE MEi5I0] QIR T O] A0 HEQIEE = ASLICE

ACLO|| et T 2l ZE & Direction= QIHFR2EQIL|CE O|= MAC ACL #&|0| ZEO| E0{+=
Egfjoo H&=ICh= 0| YL},

2. O] QIE{m|O|A U gigko O|O| ZEHE CHE MM A ZE 0 2EHBH0] 0| WA FE 9
=ME LIEtL2{® MERS Sequence NumberE | g LICH.
XL R EFE U7t =Che AS LIEFYL|CE Of QIEH[O]A 3 2ISkof| CH3Y
AL HDIHO|0| ALE FQ B2 A FE N ZZE2 5T AL HSE AFESHY
ST GAE AMA SES NS LICH A HA HDE X|FSHK| F2H AT O
QIE{H O] A 2 k0l A= 7HE E2 A|FA WD HOH 2 A3 WSt
A ELICH 2% B9l 1~4294967295 L| C}.

3. Port Selection Table2 ACL HIQI G0 AF2E 4= Q=
MagtUoh 2= H2tRE 2|5 25 O0|A VLAN
QIE{L{|O| AT LIHEILICE,

o MEHSIACLE ZE = LAGO| 71812 H ZE L= L AG #H3 HEE ofgfjof =
MALE S ESH0] AXtof| XTIt LIEHLHE & SHY AR,

o HE L |LAGO|A] MEHSE ACLE K| HSI2AT ZE = LAG HS HEE of2Hoj
|

= SAE SEHY U8 &5 X|SLICH A 2te] X= ACLO| QI 1| 0] 20

4. Apply HHES 28010 2 S 70 Tie HE Algs M LT,
ChS ®Ol= QET 0L BioIE SEO AR = §E27F 2B &0 ASLICE

Table 232. QE{H|0] 2 H} QI HEY
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4ac a3
Interface P E ACLS| QIE{H O] A LT}
Direction ACLO|| CHOH B4 El o2l HEH Y WergS BAISLC
ACL Type MEfoH QIE{ | O & Sl Hetof 2EE ACL R YLILE
ACLID MERSH QIE{H| O] & S &eko| 2 E ACLS AlE3l= ACL BiZ(P
ACLS| ) EE& ACL O] E(MAC ACLS| E)&iLICt.
Sequence Number MEHSE Ol E{TH 0| A Gl ISk &EHEl CI2 ACLES 7|=2 2 X|™E
ACLEl &ME LEILf = AR HS AL CH
C = [
MAC HIQIT! E|O] 20{|A| MAC ACL HIQIT H 7| EE= ALK
MAC H2I'E H|O[ 20| M MAC ACL HIQIZ & E AL AMH|e 4= &L Tt
To view or delete MAC ACL bindings:
Security > ACL > Basic > MAC Binding Table.
MAC Binding Table
oy ACL Sequence
Interface | Direction ACL Type D NiEa:
1/0/1 In Bound MAC ACL ACL_Wizard_ MAC 0 1
MAC ACL-QIE{T| O] & HI QIS S APK| St B QIE| T O] A HOfl Q= =2l EhS MEHSHL Delete HHES
EE =
Chs EOM = MAC HH2IE BIO| S0 EA|Rl= JE0f Chsf 2 FehL(c).
Table 233. MAC HIQIE E|O| &
1= a9
Interface stohe| AcLO| OB 0] A QIL|C},
Direction ACLOf CHsh e E Tzl HE S gL ot
ACL Type MEfor QIE{ IO & S Heto| 2EE ACL R YLILE
ACL ID MENSH QIR O] & 3 ko 2EE ACLE AlE5h= ACL Ol S LICH
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Sequence Number Meist OIEHo|A U WO BYE 12 ACLS JIEOE XWE

ACLE| &M & LBt = AR A B L|CH

IP ACL 7+

IP E£= IPv6 ACL2 i1t =XtH o2 LX|5ts A MEZ g E LTt 130
X 7|ES S5otH XZE A YA E/HF)0| A Foh Ao LK
2RI E[X| G ULt IP ACLO| HEE|= AHI|0|ALt QI
HEE =X OfFE XI°8HofF SLICt. IP ACLO| CHSt 4
Aot X[ gotALE 4 g &L Ct

ood
IP ACLS T35} H:
Security > ACL > Advanced > IP ACL.

[ Sysen | Swichog | Roumg | Qo5 | Sy | Voo

Management Secunty  Access  Port Authentication  Traffic Control  Control
ACL IP ACL Configuration
*ACL Wizard Current Number of ACL
* Basic ¥ Maximum ACL
= Advanced cx:
+IP ACL
*IP Rules IP ACL Table
IP Extended Rules IP ACL ID Rules Type
«|PvE ACL
Pv6 Rules

P ACL 20| = ACL HIO|22| ¥X§ A 7|2 ACL HIO|=2| ZX|C{ 2 7|7} EA|ELICEH AHXf 27| =
THE IPv4 2 IPv6 ACL 50| 4= MAC ACL 5 G 8t A1t Z&LICH ACf 27]& 100 LICH

Current Number of ACL 2E0|& A2 X|0f| 2MHE 2= ACLL| AKX =7t EA|EL|C}.
Maximum ACL2 SIEQ0{0f| 2t A X|0f T+de = U= ZIOf IP ACL =5 EA|SLICE
1. IPACL 2EO0|M IP ACL SE 0| 2t ACL ID EE&= IP ACL 0| &2 X|™gtLCt.

IP ACL ID= CtS #HQ|o| HlL|Ct.

[I

© 1-99: A P FAO| EBE I 580 AL HEE = JE= IP 7|2 ACLE
R

* 100-199: &2 [P FTA0|A CHA IP FAZ0| E7H YOl 0[O 3 E£= 0[]0 4
H

EfH S S ESHAL ARY 5= U= IP =Y ACLE YL O] Rl ACLS
314



U-I-F5010HPA

EZ IPACLELHH Mgt

Kl
1]
m
oIl
N
or
mjo
=
Ok

9_}
-
im|

IP ACL Name: Z|Cf| 31Xt2| B==XtE ZE&tSI= IPv4 ACL O| & EXtE 2 M
OlE2 FEXLE A|Zf6|{OF 2HL| L,

T3 4 ACLO|= ChE =7 AL CH

* Rules. IP ACLO i3l X T+ & w2 = LICH.

* Type.ACLZ 7|2 IP ACL(1~99°] ID), &% IP ACL(100~199°| ID) EE= HH =

ACLE AlEHSHL|LC},
2. IPACLS AA|5I2{™ IPACLID ZE 0| = Zolzts MEiSH CHS Delete H
3. Add HES S&E/gtL|Ct

IP ACLO| A|X| #-dof F=7}& L Ct,
4. Apply HHEZ SE/gL|Ct

YOIO|EE 0| 29X 2 HEELICL 714 HE Argd2 FA| §EELICH

IP ACLOj| CHet & 3+

>~
==

cHEIES

MASHIP ACL(RMIA HIOf 22)0f LS FAIS EAIE 4 ULITH 0] SHBI0| EA| e
Hge A 7N m2 M Aol Sx) ChAof Mt chELict
Note: ACL 22 Z0j& QAR mE 78 Fx0| AZLICH =, ACLO|
200 MEET AR FA B LX|SHS 7FH0] QO AE UAIH
2E & F0| Mg 1 HA0| A ELIct

> IP ACLO]| Ci$t %l 2 #/dsl2H:

Security > ACL > Advanced > IP Rules.

A x Source - ~ f

- Rule =00 mMatch Mimor Redirect - Rate Limit Conform  Rate Limgt  Time  Rule
e Action  Logging Queve - 4 =S =
D id Every Inlerface Intarface Adds

Data Rate Burst Size  Range Status

False 1002 1013168 255 255 255755 1




P
H

(1

U-I-F5010HPA

ACL THAl2 F7I52{H ACL IDE MEiStD O S50 4= ZEE 2bd9h £ Add
ES 32’

S
=] I-|_||:|-

=3
= =

2 E 997t X|2| ACL IDEF EA|EHL|CL)

Rule ID. ﬁ”il% o= € I f E|l=1~1023 A2 Y5 LEHM K. 1P
ACLOf|= =T 1023712] +# U
Action. I ZI0| 1% 7| &1 LX|ot= B¢ A XY S XY LICH HE

Atete 8|8 i el

-
[e]
«Q
Q
=2
©Q
Mot
0x
ot
u
nx
ox
_?_F
>
O
|—
=l
Jai
=2
2
Of
Hu
N
°
ifot
-1
bt
I
n
o
>t
10

Assign Queue ID. O] IP ACL &1t X|3t= BE TS NE|dt= O AH8El=
SIEYO &A1 Tf7|g AldxtlL|ct fEsh 7€ ID HelE 0~6QLICt O] ZEE
HPo R 5|82 MES 22 HA|EL|CE

Match Every. True EE= False2 ME{BHLICt Trues 22 IjZI0| MEisH P ACL &
THE I UX|SHOF 5t S| AHL AR E S o|0|ghL|Ct, 0] 2% 2= I{ZI0| & 1}
LX|SEE CHE LX| 7|E S T+ M2 MBS EX| SSLC 2o Che £
UK 7|ES st &2 MASHD ChA| d-d5tALt CHE YX] 7| F0|

EANE =2 B E 2X|E FalseZ CHA| ETLICE

Mirror Interface. T X|0f 2[5 SHH2= HEHE[= A 0= EX|5t= E&iH
2EF0| AR = §8 & OIE1Ji|0| ALICt ACL T+ 0f CH3H E| Cl=d
SIEMo|A7t o|0| 9 d2 O EEE 8% & RlEUCL 0l 2E= 38

A of CHoi A E LICE

Redirect Interface. & X|0f| A] HtZ
Ezjg AEZ0| ZH &=
QIE{I|O| A7t OO 4 &
Zhiof cHel 2-datE Lot
Source IP Address. M Eist IP ACL

FaotH DY |IPFAE HOE FREE MUTF BI|HOE YT O

Source IP Mask. &2 P T4 gt 84| ALE S IP OFATE Fo 2 2 Ml
HI7|Ho 2 XL o,
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* Rate Limit Conform Data Rate. &= H|ot == H|O|Ef £ & Z}2 IP ACL T14!9|
= HOIH £=8 X FL L = 242 1~4294967295(Kbps) & L| Ct.

* Rate Limit Burst Size. 5= X3t HAE 37| 72 IP ACL HAIQ| HAE FTJ|E
X getLct 2% 442 1~128KB(KB) & LI T}

« Time Range. IP ACL &1} AZAE A|ZH 2H2(2| 0| & L.

* Rule Status. ACL T12/0| &+ QIX| H| 2 IX| HA|SLICE 52 F2/0] EfO|T

QX O| SHThE|X| U2 S o|O|stLC.

AO =2 —|

2. IPACL #AE AAISte H 5 2RSS MBS = Delete HES S & LIC

o

YHO|EE 90| 29X 2 HEELICH 79 HE Arg2 FAI HEELIC
A

2Hg IP ACLO|| TSt 5 78

>

ST IP HM A HO SEOf LSt 2 S 2 o+ JASLICHL O] 2t HOf| BA|E = LHE2 &
T8 Z2M A0 AR THAOf et CHE L E

Note: ACL 22 Z0j= QAIX Ol B E = F 0| Y& LI} =, ACLO)
20| ML YA 7 F LX|BH= 70| QOB AT AN K
2E 7 Ao M| [2l0| AF LIt

-

> To configure rules for an extended IP ACL.:
Security > ACL > Advanced > IP Extended Rules.
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ACL ID/Name - 71212 dd5t7Lt YHO|EY IP ACLE MERtLICt.

TS AMEst= Ol AF8 &= 1~1023 &9l ‘& L =30 Rule IDE T E&LICH
IP ACLOll= Z[C 1023712] 20| S += A LICE.

Action SZ 04| THZ00| FE| 7|Z=T} XSt B +8E S5+ X|HBLICE

The choices are Permit or Deny.

Logging= EnableZ A gtL|Ct,

O|Z 7| 5t O] ACL #4{0f LSt 20| g-d=tE L Ch(EX 2l 2
[f%) OHA-”A EEE

)
|
H-|
ok
0x
ot
0l
ox
4o
o
=
HL
k1
=)
N
k1o b

2 =
H =
LbEHLp = $7|a5
Lt

o
HE Y 01| CHoll EA|E LICE

Siot
> I.
| >
o
=2
[
iels
oA

>~

f

A2
T=
2
[S)
L=

rr oo

e

OtO
rl_r

Assign Queue IDO|A O IP ACL 4|11t 2X|ot= 2E THZIS M2[Shs O A
St=Rof &4 7| E A EXLS XL L.

SESHO7|E ID #¥el= 0~6 L|C}.

Mirror Interface 2 =& AESH0] A0 2o YLH = HEE = A 2=
2X|ot= E2fY AEE0| SAtEl= £ 4 QHIO|AS XLt

ACL 112 0f CH3l 2|

Iz
QELICH Ol BEE o1 8 F0| Chsh EAIELIC

QIE|H 0|~} 0|0] TYE FP 0| BES MW 4

—

Redirect Interface BES AFSL0] YX|SHe E24T AER0| ZH2 HBEE SH S
OIE{T|0| A8 X HsIn HAOA YHrH o2 SHEls MY BHES L$HLC
ACL 50 Thisf 0|2f SIE{TH0| A7} o|n] RAE ZP 0 BES MHT 4 igLict. O

ZE= 58 Yol sl 2-dotE Lot
Match Every S22 0| A True SE= FalseS ME{TtL|CE,
Trues 2& Hf210| MEHSHIP ACL & 2|3t YX|BHOF St S EE| AL AR E S
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10.

1.

12.

13.

U-I-F5010HPA

olojgtL|Ct. O] B 2= Wizlo] A& 1 X522 S8 2 L5t 25 LI

CH UK 7|F PAS MBEX A& FEO T3 SF AX| 7| FS Tt B
A5e A

= =
= Mot ChA| S g3tALE BHE X 7|F0] EAIE =8 2E EX[S False2
CRAl 7L T

O

HEX]

r

Protocol Type ZEE A8 S0 IjZIQ| IP T2 EZ0| MEASHIP ACL 7| 0f CH

AHAS RHELICY,
753k 242 ICMP, IGMP, IP, TCP, UDP, EIGRP, GRE, IPINIP, OSPF % PIMY L|C}.

TCP Flag 2E0{|M I{ZI2| TCP &2 17} MEHSHIP ACL #2!0] Ciot LX| ZHAS
XEgtLct.

TCP Z2i1 €2 URG, ACK, PSH, RST, SYN S FINRIL|C}. Zt TCP E2fi1= =2 238 &

Az ULt 7tset 22 Chai Z5 U .

* Ignore. I{212 O] IjZlo] TCP E2i1 &7 0 20f 2A8{0| O] ACL &1t
UX| LT,
¢ Set(+). 0| {2l TCP 217t HE[H {22 O] ACL &t LX|ghL|Ct,
* Clear (). O jzlo| TCP E2f 17} MHE(X| ¥2 2 W22 0] ACL &1t LX|gtL|Ct.

EstablishedO| X|H &l 242 RST f£= ACK X[’ HIEZH TCP of|EH Of| 278 & LX|7t
LYABtL|Ct Ol EE=TCP ZEEZO0| MEHE Z20 0 2 otE L(Ct,

Src 2E0| ez PR MTls HI|YS AHEoH0] MBS IP ACL w2 0f Cist 2K

JIEO R WIS A P FAG H| IS AA P FAS YBLC,
A

a. IPAddress M2 MEHSH D 2HH of A

o
o e
[m
N
[
a
[>
L
rir
>
o
m
Ir
o
[m

et FA|k|&= HEE 28 eL Lt 0.0.0.09|
QK| A Z2 HL|C}, 255.255.255.2559|
LIEFEL|CE.

I
m
III_

r

QIYEFIE OpATE OfH HIER
(]

QUEIEE= REHEI ST
=
o

Mo oy

Source L4 Port Action2 A}
ZUS X|GeLCt,
« Equal. IPACL &2
o
°

7|9t S U

—
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15.

16.

17.
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 LessThan.IPACL 722 2j0|0{ 4 AA LE BT
7|20t &2 A AKX Ct

>
ox
rn
H
Im
rE
tot
A
rir
H
Im

« Greater Than. IP ACL 7%/ 2 80|04 AA T E HS I} X|HEl ZE BiS L=
ZLE J7|HCt 2 49 XL Ch

« NotEqual.IP ACL #A/2 20|04 AA ZE WS I X|HE ZLE HS F= XE
7|2t S YSHK| Y2 FR0ofTh LKL

rlo
I=
HU
HM
131
o
_|
0
o

H

r
cC
O
v
Hu
nx
o
rm
oY
4o
=2
&2

Src L4 Port ¥ Src L4 Range &4
Ar8Y = UASLCH ZE S8 S MESH 4@ S 50|M ZE 7|E MESIAL ZE

= A
HS S A YRS,

+0+o

« AA|PTCP EZE 0|E2 bgp, domain, echo, ftp, ftpdata, http, smtp, snmp, Telnet,
www, pop2, pop3 & L|Ct.

« 42 |PUDP XEE 0|2 domain, echo, ntp, rip, snmp, tftp, time, who 2! L| C}.

Ol2{gt 2t S oY ZE H 2 HSE|D, O|= ZE HQ|O A|Zt 222 AHEEL|CE
ZE 7| 250N 7|EtE MEiSH ZLR0|T AHAlo] LE M E 3T = USLICE J[E}
o EH|Q FH 2E A2 olofgtLct.

Range M2 MESIH 2{0[0] 4 ZE It X| ZE He| Hof A= ZRoTtHIP
ACL TH&0| YX|ghL|ct

Dst ZEO|AM Ho2 fe &l Ml 27| 1 23 fEEFLE OFA3 S ALESH0 T o

Ol MEet 7 P ACL A0 TSt 2| 7|Z o2 A T4 1P Ao HlmE LT

IP Address &M S 4Gt 2t QU ETFLE OrAFLL 8PH IP FAE Y H3}0] Of
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18.

19.

20.

21.

22,
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Ol AES H|Y £ 2ZE AS 2lojghLCt.
Host &5 MEiSHH QY EFLE OFA3740.0.0.02 2 T+ E ULt O] EEE H| ¢
FH 2E AS Qlojgyct

i

Destination IP Mask ZE 0| A CHA 1P 4 gt S| At IP OIATE Mo 2 25

M m7|Ho R K-

0

Dst L4 Port and Dst L4 Range Z =0 A MERSH 2b7 |P ACL 1121 0f| e 20| 0] 4

CHA L E UX| ZAHZS K-S CH
o|g{st M2 T2 EZ0| TCP = UDPE AHE= 4

o
°
ot ZR0IT AHLel ZE HS 5 AT 4 ASLICE 7|Et

ZE 7| 22014 7|EtS Mo ok KA 24
Log g £0 RE 242 olojt

CH&H IP TCPO| 7ts %t LE O|E2 bgp, domain, echo, ftp, ftp-data, http, smtp,
Telnet, www, pop2, pop3 2 L| Ct.
« [Ci&r IP UDP 758t ZZE 0|2 domain, echo, ntp, rip, snmp, tftp, time,

who & L|C}.

0|23t 2t g2 BT HE WS E BSED, Ol BE 9| AINT BOR AL
Ol MEHX R QLCt,

Destination L4 Port Actiong AFE IO SiX| 2t ACL #%/9| L4 ZE B0

CHot 2t LA =AS XEgL

e Equal. IPACL A2 HZ 4 AA TE HSILX|HE ZE HS L= ZE 7|9
S YT 20T L XLt

¢ Less Than.IPACL &2 20|04 AA TE HS I} X|HEl ZLE Bl L= ZE
7|2 Ch A2 42 X ot

>
o
rn
H
[m
rE
ot
A
rir

« Greater Than.IP ACL 7X/2 g0|0{ 4 2A ZE T T
ZE J7|HC0t 2 49 LX|ehL|Ch
« NotEqual.IP ACL #A/2 2f|0|0{ 4 2A HE HS I X|HEI ZTE S T= IE

7|2t S EoHA| B2 B0 T EXIgLC,



23.

24,

25,

U-I-F5010HPA

Aol ZE HS E Ys= 7|52 ZE 7| SR0|M 7|EHE MESH ZL00H AF8E 5=
UZLICL Y L4 AR ZE Y 14 TR ZE XA MO|Q| RE EEE AS 4 XE
Helol YEYULICE O EEE HIY 78 2E AS o|0[RfLCt

IGMP Type - IGMP {&0| X3 IP ACL &2 X[ E IGMP HA|X| 7 1t
XL L.

7ts%t 22 0~255 IO AFLICE O] EETHH|O] Q2B o5 o0 L

ICMP Type and ICMP Code - ICMP R & ICMP ZE HE= Z2EZ0| ICMPY
Aot gMslELCt IcMP 88 2 ICMP ZE ZEZ AFR3I0] ICMP THZI0f CHet
UK =HE X F L.
¢ ICMP & S48 MEistH IP ACL 40| X|HE ICMP HA|X| S8 1t

AUX|FL|CE 753t 3 Hz ol # Q= 0~255Q L Ct.

* ICMP ZE 40| X[Z& &2 IP ACL #4]2 X[F & ICMP HA|X| AEQ ZX[tL|Ct 2
75 442 00l A 255 AtO| Y 4= QUELICH

« O HE7HH|O o™ B E AS ol0|LTt

o AR SHS MEiSH AR MENSHIP ACL 131t YX[SH= ICMP HAIX] RS
MENSILICE HIAIKIE Xl’gaﬁfé A2 ICMP R¥ItICMP ZE7 25 X HES
o|0[gtLICE ICMP HAIX| = s ICMP & X siE ICMP & LH2| ICMP
TEZ C|ZFE L IPv4 ICMP E|1|)\|7(| 72 L3 Z& L echo, echo-
reply, @A E 2|C|2M, B HY 2|C[2 M, net-redirect, net-unreachable, 2| |24,

= =
packet-too-big, port-unreachable, source-quench, router-solicitation, router- 211,
A2t Z=3p TTL X23h &2 271

Service Type- 2% IP ACL #2/0f Lt MH|A S LX| ZHS MEASHL|CH

Jtsst 42 IPS|EHO LT AMH|A Y HEof i YX| 7|&=2 X’dst= ChA
IOl IP DSCP, IP M =2/ X IP TOSYL|CH d2{Lt 2422 CHE AFEX B7| B2

AtETLICH MEHDH & HAESH g2 X ™S = J}SLICH

« IP DSCP. IP DiffServ EOIE(DSCP) ZEE XM

{¢tL|Ct. DSCP= IP & H Of
UAe MEIA 7 SEHO| &7 6HIER FolELIC Ol U=Y g YLIC}. 0~63
=E0|M DSCP 7|} E & otLIE

H = . = E
A2 X8otY gt MEise B 7|EfS M EiSHH DSCP2| At

>
o
10

M
+

-
n

£ ox
muo &
o
4>y WU 4

Jn
met

+ IP Precedence. I{Zl 2| IP 24 =2 ZE= IPS|IEHO U= AMHA FH SEI9

=of



26.

27.

28.

29.

30.
31.
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o % HIEZ FolEL|Lt. Of= MEA LI YL|Lt 0~7 AtO[2] 5 YETHM K.

« IPTOS.I{ZIOl IPTOS ZEE IPEHO A= MHA fE SEIQ 8H| REZ
HO|ELICt TOS HIE 242 002 H 097HX|, aaRH ff7HX|2| 16T 4= L|Ct. ToS
OFA3 2f2 002 H FF7HA| 2] 16T/ = LICt ToS OtA3 = TiZI2| IP TOS HEL}
H| 5= O AHEE|= TOS HIE Zto| HIE [X|E LIEFRLICL O & S0f H|E 71}
57t 478 &1 HIE 10| X[ XI(HIE 70| 7tE 523 IP ToS #f2 =I5tz ™ TOS
H|E 2t 0xA01t TOS OtA S OxFFE AFE R L|CH O] = MEIA 1 QIL|C},

Rate Limit Conform Data Rate - IP ACL #%!0]| St= O|O|E £ =& X| ™| C,
BT 22 1~4294967295(Kbps) & LI Ct.

Rate Limit Burst Size - IP ACL #%|2| HAE 37| & X|HEL|Ct a3t 42
1~128KB(KB) 2! L| C}.

Time Range - IP &% ACL &1 A El A|ZH 22| O|E | LLCE.

ACL THA10] 24 QIX| H & QIX| O &7} Rule StatusZ =0 EA|ELICH S 2 72 0]
EfO|H 20| LY EX| HUSS 20| LIC

71Z 1P =Y ACL #H S 8524 H Rule IDE S e LICE

O M= 2 ACL 114 713 100-199 2HHO|| Cih sto|H F A Y LT, 1P 2 4]

IPv6 ACL ++/d

T

Jlot o

o

L= IPve ACLZ T2l =Xt 2 YX|5t= & MEZ - ELICH Ij 20| #% 2
X 7125 S5otH X E A A (A E/HF)0| A2 F=IF Ao €X o7
QIZ|X| LT O] 2O A= IP ACLO| HE&[= QEHO[ A QIHIRE E=
XH2E EEo HEE=X RS X" oF 2Lt

IPv6 ACLS T35} ™H:
Security > ACL > Advanced > IPv6 ACL.
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T T e T
Management Secunty Access  Porl Authentication  Traffic Control  Control
ACL IPv6 Configuration

-ACL Wizard Current Number of ACL

*Basic ¥ Maximum ACL

= Advanced ~
«IP ACL
-IP Rules IPv6 ACL Table
«|P Extended Rules 1Pv6 ACL Rules Type
«1Pvé ACL IPv6 ACL
«IPv6 Rules ACL 0 IPv6 ACL
« 1P Binding Configuration

1. IPv6 ACLZ X|EgtLCt
Ol Z[CH 31AtS] YAt EXH2H X BtSH= IPve ACL 0|5 EXHE QLICH O] &2 YEAZ
A|ZtsifoF L Ct,

2. Add HHES SE/2L(C
IPv6 ACLO| A2|X| Tt440f Z=7t& L|C}.

3. AQX| LHOA SR MEH=l |Pve ACLS M| 7{5t2{ B ALK HES 22lstL|Ct.

4. Apply HHEZ SElgtL|Ct

YOOIEE 40| 29X 2 HESELICL 714 HE Argd2 FA| HEE LI
ChE BEOME =H30| BA L= 98 + Bl 20 o) @3 Lo

Table 234. IPv6 ACL

E1S dy
Current Number of ACL A Q|0 LSl S 1P ACL £=QL|C}.

Maximum ACL SLEQO(0 ket AQIK|of T 4 QUi AlTh 1P ACL S YLICH.
Rules IP ACLE} (I2HEl &9 =Lt

Type f8L IPve ACLYLILCE

IPv6 1% 78
Ol SIS AFB 0] IPv6 AN~ H|Of B2 24 B1B1Z ALB 30} M4 E IPve A2 Fof

=50 thet &S BAEULL 72822 IPve ACL T30l £ 40| HELX

—
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e L.

> ACLIPv6 #& S gL ct:

Security > ACL > Advanced > IPv6 Rules.

1. Rule IDE AESHY A& A E5t= O AEE = 1~1023 Hel2l 5 YHLIC
An IP ACL can have up to 1023 rules.

2. ActionS ArE35H0] I{ZI0| & 7|=1t EX[St= 42 s XS A G L.
MEH AFEH2 Permit = Deny 2 LI Ct.

3. Llogging= AFE3t0] O] ACL A 0f gt 24 S Sdetd Lt EX el 2o
7t&-dof w2t Ef%).
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LiEiLh 2915 20| B ELIC FH ALAH0] tfél 2T 58 20 2120
oo|Bt E2

Ar%autr. Y 242 SOt ACL A MF 147} 00|

rul=|
r|r
_¥'_
4
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1K)
2
=
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Hl
>
n
-
_|T|_

4. Assigned Queue ID 22 *f%&@ O| IPv6 ACL +| 1 e'xl t= 2E If2lS
XE|ote O AFEE|= StE

72272 ID E%l= 0~7LICE Ol EE= & X0 CHoll EA|E LCE.

—

ACL T#210f T3l 2[C|2d QI Ho|A7}F oo L& 4% 0| EEE 28E +

BlE Lt O] EE= 58 A YO CHo EA[E L|C.

o 1 d

6. Redirect InterfaceS AFESI0] &X|ot= EcijH AEEO0| ZH 2 HEE= F8 34
C

SIHI 0|~ S X[ g5t HX|oM L= HE 28 2!
ACL mH2{0f CHsfl 02 R H 0|27t o|o] S+ gE BF O EES 27388 & SlSLICh Of
ZEE=5E M Yol CHoll EAIELIC

7. Match Every ZE0{ A True =+ FalseE MEHSHL|CE
True= 2 & THZ10| MENSH |Pve ACL X &1t LX|SHOF St SB[ AHLE HEES
o|0|gtLICE O] B2 2= THAO| At YX|StE 2 CHE LX| 7|&ES 7%t &
MSEX| FELCH &0l st £ LXK 7|&S F+dste{H 22 MASHL CHA|

r_.a

=]
—

x
%
N
-
inl
1]
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-

T2 EZ 7|/ E otherS BTt = 1~255 HR|2| Y5 R FLLICE O] =At= IP

ZEZS LIER-YLICH

I

\J

= QU Z2EZ(IPvE), M& MO Z2EE(TCP), AHE X HIO|H 1 #
2EZUDP) ¥ QIE Ll X0 HA|X] Z2EEZ(ICMPv6) 220N Z2ES

2 Meiuc

I

o

o

. TCP FlagE AME3SH0| T§Z1Q| TCP S 17t M=ot IPve ACL {0l et LX| ZAAS
APget Lo

TCP Z2f1 gt2 URG, ACK, PSH, RST, SYN, FINLIC}. 2t TCP E2f0= HE 2

AE'IX-l'é'I- 2 Ol

ag = UASLICL 7tsot 2f2 Chaat 25 Lo
Ignore. I Z12 O] T2l TCP E2i1 M7 of £0f 24 10| O] ACL 4|1t
LR LICE

Set (+). O| I{Zl| TCP Ee 27 &7 &P o212 O] ACL &1 YX|gLCt.
Clear (-). O| T§Zl2| TCP & 17 B &[X| ¥2 B {22 O] ACL 1t

EstablishedO| X|’HEl &2 RST S ACK XIS H|E7} TCP 80 SR =B 27t
SABLCY,

Jﬁ
=
o

ot S8 ol= F 7HX[7F AS LILE

u
=]
o]
(=
[e]
(2]
=}
%
<
»
E
HU
HM
T3]
mjo
=i
0x

Z=EZ 7|9 E otherE MEHTH £ 1~255 & 2| @& X|ELLICt O] =Xt=
Lc

IPZREZS LIEFY

(UDP) & QIE{Sl MO T Al X]| iEE-'E—(ICMPVG)Ql 7|E 2207

SAE B R HES MHS B2 X & IPve FLA ER|ot=E S AE
a2 IPve FAE YR |
O &2 IPv6 T4 Q= FATEZE ALO|2] 16H|E 2tE AHESH0] 16212

X|’8 &= RFC 23730 A2t A 0[O OF gL C}.
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Src L4 Port M2 TCP = UDP Z2 £ 20| CHS)A{ 2t =M} EIL|CE,
« AAL4TCP EE 0|E2 bgp, domain, echo, ftp, ftpdata, http, smtp, Telnet, www,
pop2, pop3 2 L|Ct.

« 22 L4 UDP EE 0|E2 domain, echo, ntp, rip, snmp, tftp, time, who® L|C}.

ZE NS MY FQ S20N EE 7S MYSIALL ZE MBS YOIN Q. EE
7| S20I4 7|EFS MY ZL0|B AHMO| HE MBS Y2 £ YHLCL 0] WES
B9 3 B 242 o|ojgtc,

Source L4 Port Action2 SIX| &% 1A]19] 20]|0{ 4 LE HZ0f i 23 AKX ZHS
X getL|Ct,

« Equal. IPv6 ACLT‘.L A2
o

¢ Greater Than. IPv6 ACL #2&/2 2{|0|0{ 4 AA X E M7} X|FE ZE HD
EEEZEJ|EC 2 E2 2X2

« NotEqual.IPv6 ACL #X/2 2f|0|0{ 4 2 A ZE HS I X|HEl TE HS F= R E
7|2t S LSHA| U2 FR0 2t LKL CL,

Dst L4 Port Option2 TCP SE= UDP =2 E20f| CHsl A 2t 2 s}El L Ct,

o L& L4 TCP ZE O|E2 bgp, domain, echo, ftp, ftpdata, http, smtp, Telnet, www,
pop2, pop3 2 L|C}.

« C[H4 L4 UDP EE 0|22 domain, echo, ntp, rip, snmp, tftp, time, who & L|C}.

ZE SN2 MU Y2 S2OIM EE 7|2 NI BE WSS YRS, EE
7| S20IA 7|EFS MY ZL0|B AHMO| HE WSS YRS £ YHLCL 0] WES
B9 3 B 242 o|ojgtc,

Destination L4 Port Action2 S1Xf =t& ACL 1#%/9| 2{|0|0] 4 LE RS 0f CHTH 2+
UX| =HE KNG C}

« Equal. IPv6 ACL FXI2 Bf0|0{ 4 AA ZE HS I X HE ZE HS EF=HE
[e]

e Less Than. IPv6 AC
7|2t 22 A LKL Lt

,_
=4
fitas
rlo
[
<
D
|>
H
[m
rE
for
N
A
ox
rn
Hl
[m
rE
for
HR
rir
H
[m
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17.

18.

19.
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« Greater Than. IPv6 ACL #%&/2 2{|0|0{ 4 AA XE HS I X|HE ZE HD
EEZE7|EC 2 E2 Xt

« NotEqual. IPv6 ACL %2 j|0|0] 4 &
7|2t & LSHK| 0:% A0t LX|BtL|Ct.

| >
H
[m
re
ot
N
Ral
ox
rh
H
[m
re
ot
=
rir
H
|m

Fragments. Z=27|7} Ofl ZZH(EZHH|E 0| )0 THZ 2 LX[A|7|= & LICE

Ol SM2TCP ZLE HZ et Z2 14 EQt YX|St= A 0l= F26HX| RELICH sl T
FMEE= X7 0izlof =3 of 7| EYLLCE
Routing. 2+ & &3 8L E Zatsh= 22 LA[A 7| = & YL L

ICMPv6 Type. ICMP T{Z1 2| YX| =742 X[ZgtL|C}.

£ 2R HES HESHE IPve ACL #2!0] X|FE ICMPv6 B A|X| R& 1t
UXFLICE 7tsot 8 HZ O He|= 0~255QYL|Ct ICMPve ZE7t X | IP ACL
A2 X8 E ICMPve HAIX| 2 =9t AX|etL|Ct 7ts ot gt2 0~255 HP| & LICE. O
HEE HY &8 ol E Q0L

HA|X| 2tC|2 HEO| MEHE| ™ MENSH |Pyg ACL 721t L X|SHE ICMPV6 T A|X]

_ﬁ_'c(‘i)d% A-| EH'c'>'I-[_| [|-

HA|X|E K| ™HSHH ICMPve S8 1t ICMPve 2 E7F 25 X[ HES o|0|EtL|Ct,

ICMPv6 A X| = 8|S ICMPv6 9 LHS| ICMPve 2 =2t 8T ICMPve RE2 2

CIZYE LT} IPv6e ICMPvE HIA|X| RE2 CHA 2 E7F o2 SEL o= 284,
8|4, = Het, mid-query, mld-reduction, mld-report, nd-na, nd-ns, next-header, no-
adminLICH , 22 g3, I{2l0| HRE 3, ZEo| A& = g3

_jli_ m]

ot H 2F, 2t H 81, 2 H M= Al 07| 7], AlZt

Note: [} ZEL T2 EZ0| ICMPv6Q! ZR0|Bt S st=l L},

Flow Label. S £ 2{|0| =22 IPv6 uH5’I01| 95t 20H|E =Xt2, EF2EH A MH|A

Z& NE|E LtEt 7| I8l =|F AH 0| Mol A A&l LICE.

S E 90| =2 0~1048575 B Q| LHOIAM X|HE &= ASLICL.

IPv6 DSCP ServiceS AM23}0] IP DiffServ 2 E EZ QI E(DSCP) R EZ X|YgtL| T,
DSCP+ IPv6 8| 0| L= AMH[A % ZEIo| 42| 6HIEZ HO|E L|Ct O] &= MEiN
T AULICE 0~63 AFO|2| H4-E UM K. IPv6 DSCPE MEHSIE{H DSCP 7|/IE &
SILEE MEISIM Q. =Xt 242 X|’J8H] gf2 MEist2{ ™ 7| EtE MEISIH DSCPO| At
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20. Rate Limit Conform Data Rate. IPv6 ACL T+%!0f &= 0|08 &£ £ & X|™HEtL|Ct.

21. Rate Limit Burst Size. IPv6 ACL 1XI9| HAE 37|& X|™HetL|Ct.

S &t 7H2 1~128KB(KB) Y L| Ct.
22. Time Range. IPv6 ACL 2|1} A Z &l A|7H He|2| O|F Y LILC.

n

23. Rule Status. ACL 714 0| 2-d QIX| H|2d 2IX| ALY,

B2 30 Efo|nf YHO| LEE|X

e

o
Ojo
mjo
lo
a

9'1-
-
n

24. 1P &% ACL 1A 2 5735121 ™ Rule IDE 2 8/2tL|CH

Ir
fot
2

2 0
<2

Pv6 ACL %! 7£44(100-199) 2t HOj| Ci ot StO|HZE A YLICH IP
M Add HHES 2 E5IM| 1.

== SELICL

A
>
®)
—
=1
It
1
0x
n
[(o]
L
1o
ox
-0
%
<
(e)]
:LI
_+9_+
rg
=2
_>L
O_
mu £

IP ACL QIE{H{|O| A H}QIT S1d

ACLO| 2IE{H O] A 0f Hf

OITE|B Ho|E BE A 0| Mesh olE{H|O| A0 HEELICH
ACL S22 ACL 2449 L QIE{H0| A BT 4+

—

o>

L Ct.

IP ACL QE{H|O|A HIQIT S F/45}2{H:

Security > ACL > Advanced > IP Binding Configuration.
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T T T T e e R T I

Management Secunty  Arcess  Part Adthenticatan  Traffie Contl  Cantrol

Wizard A b ]

Inferisrs Hlirsction ACE Type ACL IEHName Sanuence Numbel

ACL ID M| 50| M IP ACLS MEHSHL|C}

Note: A|AEI0| Al ACLZ HIQIZE 2|AAT Qlo™ QIEH0o| A0 ACL
HFQIEO| AIELICE  IPvd  ACLIF IPv6e ACLE SAOf

eI m o] 20 Bteld 2 & Sls LT

El

f

>\U
L]
m

ACLO| CHst 2l Directions MEASIL|CY,

FROH Y2 QIHIRE = OFRHRREQL|CH ACLS| THZ! EHE S
OlHIR2EQILICH O] &= IPACL H&0| ZEZ E0{Q = EgfjH0| HEECHs
o[o| L.

T
ok

refof o|o| 2 E CHE M A SE 0t 2E6I0] O] M A S5 2

O| QIE{m|ojA & =
& Sequence NumberE K| gtL|C},

0
0

=M E LIEtLH2{ T A E

X7 REFE QU7 e AS LIEFHL|CE Of QIEH O] A 3 2hako)| CH3Y
AHEA BDTLO|0] AFE 50 R X FE HMNA: FE2 ST A|-L HBE ALESHY
ST GAE dMA 2SS OIS LICH A HA HDE X|FSHX| 2240l 0¥S 2[O])
iX Of QI M| O|A S ko AFEE[= 71 =2 A HA S HLH1 2 AL BT}
AEELICH a3 Hel= 1~4294967295 L| Ct

Port Selection TableOfl= ACL OHEOf| At2E 4= Q= R=ot QIHL|O|ATVL B & LEEEIL|CH

| 22| QH M| 0|22t LAGO Fofot= E M 0| AT LI E LT HE ot

E

o —

S 21510 AFR 7h5%t ZE L= LAGE EA|SLCL

o MEHSIACLES ZE & LAGH =718 H ZTE = LAG H3S HEZ OF2fof Qs
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SAE SO0 A0 X7F LHEFLEE S SHY A2,

=

E X LAGOA MEISHACLS K| H3IE{H ZE = | AG HS HHZ Of2fo
=

£ My
Interface Metsh OlE{H 0| A2 HASILITY

Direction ACLO| THaH MEish TH2) TE2 werg BAG LT

ACL Type Mesh QIEfmo|A U wretof FEHE ACL SE QLT

ACL IDIName Metsh OIEHlo|A U wreto] FEHE ACLS AlgshE ACL M(P

= O
ACLO| Z2) == ACL O|S(HHE =l IP ACL ¥ IPve ACLS| B LICH

Sequence Number Meist QoA Y W BYE CH2 ACLS JIZEOE X|WE

ACLE| =M & LIEIL = AR HS LT

IP ACL HQIT E|O| SO0lM IP ACL HIQIE H 7| fE= AMF|
To view or delete IP ACL bindings:
Security > ACL > Advanced > Binding Table.

IP ACL Binding Table

ACL Sequence

Interface  Direction ACL Type O tammic!| CRGmber

rir
Jfot
ro
r
mjo
r>-
iz
ely
k1
)
®
@
D

T
rjm
mjo

1. IPACL-QIE{H|O| A Hi QIS5 AP M52 QIE 0]~ Hojl A

S2guct
Ch HOIAS 1P ACL HHOI B 0|20 EAlEl: YEE Sygct

Table 236. IP ACL HIQIZ! E|o|&

"= oy
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Interface MEHSE OIEH 0| A2 HA|SL|C,

Direction ACLO|| CHsh MEfol TH2l Y Yeha EAIRLICH

ACL Type Aol QIE|H oA Sl Wetof SEE ACL RYALICH

ACL ID/Name HEfok QIEH O] A B U0 2EE ACLE MEdH= ACL H=(IP
ACLO| B2) = ACL O|S(ZZE IP ACL X IPv6 ACLE| Z)LICH

Sequence Number MeEfol QIE|H 0] A Sl Wetof 2EE CHE ACLE 7|E2E XIYH
ACLE| =ME LEIL = A[EA IS LI

VLAN H}QIZ! E|O|E0{| A VLAN ACL HIQIE H 7| EE

VLAN ACL HIQIS S B AL} APH|St2{ H:

Security > ACL> Advanced > VLAN Binding Table.

= AI-I-"

— =1

VLAN Binding Configuration
[} VLAN ID Direction Sequence Number ACL Type ACLID
1. ACL R¥E AH83I0 ACL RS AIE Lt
Q&8 ACL R8O IP ACL, MAC ACL %! IPv6 ACLO| ZEHE/L|CH.

o
ACL IDE AHE S

2. MESACL RO Wt & 2= ACLE EAIZL T
3. Add H{EZ 22/5t0] MEESHACL IDO|| VLAN IDE F=7+etL| T}
4. VLAN ACL-QIE{H|O| & HFQIE S AX|St2A H QT O] & 2HQI2tS MEY

HES SEYLCH

ChE 2O M= ACL VLAN HIQIE HIO|20| BEAlE = §EE 23T

Table 237. ACL VLAN H}QIZ! E|o|&

St1 Delete

L k)
Direction ACLO| Tzl ZE Y wetelLct
VLAN ID ACL OjZ/-2 2|3 VLAN IDYILICE.
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0| VLAN &

A7t e85 27 0= 20| YLIC O] VLAN &

Z=
X

UFLICt.

51X O] VLAN H

.
O:

ZBR(E20)

AR R}7F AR

23t H|= 1~4294967295Q L | Ct,

o

Sequence Number
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A|A

B ELEHT

O] goM= L =M E CheLIt.

FE B H/

=27 #a/

Lt ZE 0/5/8 74
RSPAN VLAN 74

sFlow 2&
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ZE SAH E7]|

~Qxlol mEY E3jL £ @2 2 4 YLt
> ZE SAE E2{H:
Monitoring > Ports > Port Statistics.
Status
1 LAGS Al Go To Interface m
Total Time
Packets Packets 3
Packats Broadcast e Transmil Link since
Interface  recaved re_:lfwed Facksts “.ap“’nlmed Packat ’(::Oﬂlsmn down  Link Flaps  counters
without ‘g e racaiyed gtr';?u Ermors L events last
Errors e s clearad
L 0 0 0 0 0 ( 0 0 1day 4 hr
[ 0 0 0 0 0 0 0 0 1day 4 hr 59 mi
0 0 0 0 0 0 0 1 day 4 hr 59 mi
[ 0 0 0 0 0 0 0 1 day 4 hr 59 min 45 se
I 0 0 0 ) 0 0 0 ] 1 day 4 hr 59 mi
ot SLEHOf| A= HES A0 ChE 2 Y S gL ot
o 29X RE ZEQ CHS ZE IR HE AR H & K=o =olehs MEiStn
X7 HES SESLICL
o ST EZEQ S FIRHE KRB HY ZEO| 2HQIES MEHSI D Clear HES 2
o ARX[Of CHEE Z[A HEZ 3lHE ME 1 X[2{H Refresh HHES S 25HAM 2.
CHe #He= o0 HEAEl= ZEYE 42 4L
Table 238. £E &7
"c dy
Interface Ol iMl= {HE Q| O] ZEL} HZAE QHHO|A HO|E &=2
QI O|AE LIEFE LT
Total Packets Received QE 90| 2=AlEl = 147l £QL|C}H
Without Errors
Packets Received With Error [ AlQ| A= T2 EZZ MUS 4 QIEE Sl= Q271 1ty QIHIRE
o2l =Lt
Broadcast Packets Received | B2 EijAE F=AZ MOtE AR FSSIf710| & 2QL|CH Of7|0|=
ZEIFHAE TjZI0] ot X| Q5 LT
Packets Transmitted Without | 0| ZTEO|A SIS JIHEZ MAE =7 Ql &L ct
Errors
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—

Transmit Packet Errors QEZ oIl MaT &

Collision Frames

ol O|HY MAHES 5 ZE

Number of Link Down Events | 23|% = E0| &£ 2/3 C}2 0

Link Flaps ClHh24 AlZH St &3
Ch2ol & &8 SlsYLCt

Cleared

)Yt

Time Since Counters Last O| ZEO| i3t EA 7t Ox|te z x| Y7l 0]

= ZabE AZHE, A2 2,

HL

AtMet 2E §4 £7]

Chosst

o =

H
m
g

=

JH

SAE = & UASLILH

Mgt ZE SH1 & He{H:

Monitoring > Ports > Port Detailed Statistics.

L2 A82 ZE YA SA =t8e EE 3 2%

=T

Port Detailed Statistics
Interface VA v
MSTID ST ~
ifindex 1
Port Type Normal
Port Channel ID Disable
Port Role
STP Mode Enable
STP State
Admin Mode Enable
Flow Control Mode Disable
LACP Mode Enable
Physical Mode Auto
Physical Status Unknown
Link Status Link Down
Link Trap Enable
0
ets U
tets 0
TX 256-511 Octets 0
512-1023 Octets 0

HES M8t Bt A S
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- DEIJIRHE
7|27 o =2 XY
o AQIX|Of CHE =

ChE O M= =30 BAZ[= AHA| g
223 IHH ol A

U-I-F5010HPA

A2l X 27| HES SEHYLICH 223 o] ZEOf Ciet 2= A7t
28 ELCt

Al

—'—||_

HJEZ oS M2 OX[HE Mz 28 HES SESHH .

ZE §ES 2L CHE ZEO Ciot Y2 S
7o M ZE HS S MEISIUAIR

Table 239. ZE MM £

ue 1g

MST ID OIE{T|0| A0} QITHE MST QABAZ EAIFLCH

ifindex O] Z4M|l= O E 2l O] ZE 2t AHEHE QBT O|A HO|2 &= ifindexE
LHEFE L Tt

Port Type

H =
m 3
L o
[
_"2
9—r
= O
Om_r‘u_
I'|00|-|_|
Horo
Im
|m
Hu
=
|m

Trunk Member. ZE7} &3 A EFI 9| & LL|CE XA Bt

HE2 ZE ML 2SS HESMYAL.

Port Channel ID

E7t ZE xEo 782 B2 ZE x| AHIO0|A D} 0| FO0|
A

L]
=
Al 38X o™ Hjggstrt #A|E L

=" =

Port Role 2getEl 2 MST B2IX| ZEO|E 2t ATjY E2|0f T3t ZE 20|
ZEYELLL ZE A2 RE X|F, thH|, MY, OtAE = Hi2dstE ot
S St YL

STP Mode TEEL TE MY GIRE AT ER| ZRES Be| E QU
Jtssh gt oh2at Z&Lct
¢ Enable. O| ZEO| 2I{d E2|7} 23t 0] AELICH
+ Disable. 0| ZE0 'd E2|7t Hl2 g%tz AELICH

STP State HEQ| WX AT E2| MEH. Of HEfE T 4 A| ZET} Sk
S MojgtLICH Be|X|7t @AtESe XES UX|SIH Y ZEE
E=AE ME 2 MotetL| O AEf= IEEE 802.1D0f 2| x|0f A& LICE.
¢ Disabled
e Blocking
* Listening
* Learning
* Forwarding
* Broken

Admin Mode

ZE MO 22| SEfYLICE HERAN 3 E5|2EH ZEE Sgotolof
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BpLCH 3T 71232 BUSEOf LTt
Flow Control Mode ZEO| thet S8 Hofo] Eagt T BIEE OfRS LIEHYLICE Of
LEL LAG UEHO| 20 RESHA| QLT
LACP Mode Y3 WA R0l ZRES He| YEAS LiEtdLCL ZETH 3 I
Hojotz{pl 25 2t of FLT
Physical Mode HE £z0 0|5 RES LIEHHLICH XHE ¥4 ZEOAE 0|5 2E9
HE7HAE HY ZRN20A SYELCH
Physical Status TE 250} 0|F RC= LJEPALICH
Link Status Y27} 2E SAX| A& ST AKX O£ LIEFHLICH
Link Trap Y3 YERZH MEE O ZET} EYS BUX| 025 LIEH LT
Packets RX and TX 64 Octets| 2107t 64 S191(Z 20| Y B|E H|2|, FCS S8 Z3) 41 E= HSE 5
2l (28 W3 ZehLict
packels RXand TXO5-127 | 2017} 65~127 S SU(Z2f 0] Y BIEE HIQl, FCS S5 Zehol 441 =
ctets
HEE S WU HEY I YTt
packets RXand TX128-255 | 20|17} 128~255 S S 12 0] Y B = H|2| FCS S Zeh) 41 i
ctets
HEE S WU HEY i EZHYLTt

Packets RX and TX 256-511
Octets

Z0|7} 256~511=2El(Z g

S o

IS
(o=}
E
r|r
é
o
_<')_
el

I:I
a
(@)
wn
m
oot
o
>
>

W2 == 2l ZehHYPLo

Packets RX and TX 512-1023
Octets

210|7F 512~1023=2 EI1Ql Al E=
E

Zehuch=old v

Packets RX and TX 1024-

0|7 1024~1518 ZEI(Z2f 0| HIE= H|Q|, FCS S8 Z=ghol =4l E=
1518 Octets
MEE T2 ~ETF W2l ZEHLCt
Packets RXand TX 1519- | 200|7} 1519~20472 9 41 = HEE & W2 (2 T2
2047 Octets
EZah(=efo|W HE X Q| FCS <8 ZghL|Ct
Packets RXand TX 2048- | 0|7} 2048~4095 SEI(Z20|Y H|E= | QX2 FCS 2 & Z3HQl
4095 Octets
M EEMESE T 2 ET A Zeh Lot
Packets RXand TX 4096- | Z10|7} 4096~9216 S E(Z3}|0|Y HIEL HQl, FCS K ZEhQl =41 £
9216 Octets
HMEE S 02 ~EF W2l =) LCt
Octets Received HEIoA =4 E HOo|Eel & S8l ~(HZRE IfZIel Z&
EohAL|Ch=g0|Y HIE= A2, FCS SEI =3, 0] 7iX|= o|H 4l
HECE g2NoE =G = O ABE = USHLCL O =2 HUET}
L3t AL etherStatsPkts & etherStatsOctets 7HMl= & 7t =0

Packets Received 64 Octets
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Packets Received 65-127
Octets

Z0[7t 65~127 812 =M E WA 2l =l &
=

TLth=2 0l H

Packets Received 128-255
Octets

207} 128~255S 8(Z 20| Y HIE= M2, FCS S =ehel =M E &

izl == ozl Z2h Yot

Packets Received 256-511
Octets

0|7t 256~5115 8 (=2 0| HIE= M 2|, FCS S8l =ehQl =M= &
jzl =8 2l ZehL

Packets Received 512-1023
Octets

=
n
ot

210|7} 512~1023 2EIQl £ I
EZshlL|ch=zo|Y HIE X 2|, FCS SE!

Packets Received 1024-1518
Octets

Z0|7t 1024~1518 SE! E1|0|DI HEL &

7 (2 B ZHYLC

D

Packets Received > 1518
Octets

Total Packets Received
Without Errors

Unicast Packets Received MO AZE ZZEZEZ MLL|s 519 YEYIA-SLF|AE T3 L|C}

Multicast Packets Received | HE|FyAE oz FMEE 2AE Y5 MZI0| &= IL|Ct. O] =Xt
HREIAE A2 FEE = 20| ZEX| FSUH T

Broadcast Packets Received |z CjAE Aoz MR AME USS DYZI0] & 2QIL|CH of7|0)=

Receive Packets Discarded

Total Packets Received with
MAC Errors

ojZlol & =L ct

Jabbers Received

1518 SE(TH0|Y HIE M2, FCs S8 E#hEct 2D F4 S 20

HEE FCS(Y Y AAF AIAN)FCS 2F)

o
i B2 FCST e SIS

2l =YL C g7t ot S8 +(F& 2F). 0| Jabber F2|= IEEE-

Fragments Received

8.2.1.5(10BASE5) & A4 10.3.1.4(10BASE2).

Ij 20| 20msE Z1tots =AU 2 FOHLICL MHE LAY = AU

[

518 Hel= 20msO M 150ms AHO| RIL|LCH,

). Ol 2MOIM £ JabberE

rir

Undersize Received

ERROR CRC(Z 20| H|E X 2|, FCS &l
D Bhol 44l

[

B2t BHE L0|7} 642

Alignment Errors

GOOD CRCE A8510
2QlL|ChZ oY HE

Fol AlEl & T2
= meh
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Rx FCS Errors

64~1518 S &l ZO|(Z2f|0|Y HIE H| 2|, FCS S8 ZghE =4E 5 T2l
0| X2 SE =7} H=7} OfEl HRE FCS(Z2| Y AAF A|2A)7t
UL

Overruns

64~1518 S8 ZO|(Z20| Y HIE H2|, FCS S8 ZEh2 45
E X o _)'\_

M4 28 4o BRE FCS@AY YA AIBA)T s

4>

Total Received Packets Not
Forwarded

802.3x Pause Frames
Received

Unacceptable Frame Type

Total Packets Transmitted
(Octets)

HEHIOM HEE HOIHS & SH (=T A Z&h)(Z2f0|Y HIE
M e, FCS & ZEh 0] JiH|= o|Eul ¥R T E SE|XMo 2 FHEE O
AEE = AEULCL O =2 HELE7 Hadt B2 etherStatsPkts 3

etherStatsOctets 7H M= S& 2t4 =0 ¥EZ =|0{0F ghL|ct

Packets Transmitted 64
Octets

Z0[7t 645 BI(Z2|0|Y HIE

EL T
—
W22 W E3hol 5 St

Packets Transmitted 65-127
Octets

0|7t 65~127SEIQI A= IjZI(EF W2l Z=Ehol &
E

=
TYLICHZHO|Y HIE M2, FCS S =),

Packets Transmitied 128-255 | 20| 7} 128~255S (=2 0/ Y HIS £ H2l, FCS S Zehol »HE &
ctets

2 (2% W2 EZehet,
Packets Transmitted 256-511 | 10| 7} 256~5112El(Z 20| Y H|EL H|Q|, FCS L& ZETHOl AlE =

Octets

ozl == ozl Z2h Yot

Packets Transmitted 512-
1023 Octets

20|7} 512~1023 SEIQ 4 E & Il (= 12

=Zeh YL oz old HIE M2l FCs S8 =8

Packets Transmitted 1024-
1518 Octets

20|71 1024~1518 SEI(=2||0|Y HIE&= A2, FCS S8 Z=ghol A= &
2 =2 o3l =eh L

[=]

Packets Transmitted > 1518
Octets

15182 EI(Z 20| H|E= H|Q|, FCS =& ZEhECH 210 HAIO| 24}

HEE T W2 +YLICL O] FF2He| At} S7H82 10Mb/sof| A =8

[

).I'ﬂ
rl

o
572 E QLT

(00}
g

Maximum Frame Size

olHY &M, CRC X HO|REE ZH30] QIE I 0| AT} K| ASHAHLE
AMESIEE TME A o|H Y = 7| YL|C} (1518 £ H
9216EATMK]). 7|2 o =& 37|&= 1518 L|Ct

Total Packets Transmitted
Successfully

Of ZEO|M oY MOAHEZ HEE =Y =L Ch

Unicast Packets Transmitted

H7|E 7L HEEA e WIS ZHs0 A 7 ZRES0| 39
HEYI-QUIAE Fore HEEEE e & 12l +Uc}
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Multicast Packets Transmitted

7| 2| AL HEEX|
ks

HE|FAE

Broadcast Packets
Transmitted

AR AL H

Total Transmit Errors

Total Transmit Packets
Discarded

MHE Y S Ty, ANE o2 S5 =Y X AFE =t
o ol oA L Ct

Single Collision Frames

578 QB H 0| A0 A

[

Multiple Collision Frames | £ o|4to| 22 QI8 M&0| A€ S AHHO|200N Y32
HaE Y Lot

Excessive Collision Frames IESHEEZ QI8 EX QIEH 0| AN A &0 Amst =3 QL|Ct

STP BPDUs Received MENSE TEO|AM 2AIEl STP BPDU 2-QIL|LC}.

STP BPDUs Transmitted MEHSE TEO|AM M&El STP BPDU 29I L|C}.

RSTP BPDUs Received MENSE T EO| A 2AIEl RSTP BPDU 2=Q|L|C}.

RSTP BPDUs Transmitted MENSE TEO|A FLEl RSTP BPDU 2-QL|C}.

MSTP BPDUs Received MENSE TEO|A 2AIEl MSTP BPDU 2-Q!L|C}.

MSTP BPDUs Transmitted MESE TEO A & E MSTP BPDU =9l L|C}.

802.3x Pause Frames PAUSE %12 LtEILH-= opcode®t B O] QIE{ I O|AOAM M&El MAC

Transmitted
MO =2 ol s~ L Ct CIET o[ A7} HHO|ES ZEOA A &Sdt= 8% 0
L2 EE BTk Lt

GVRP PDUs Received GARP A B0l M =215 GVRP PDU2| #=QIL|Ct.

GVRP PDUs Transmitted GARP A Z0|M M&El GVRP PDUS| 7§ QI L|C}.

GVRP Failed Registrations GVRP S & AL BI4E A2 5K ZaiSL|Ct

GMRP PDUs Received GARP H&EC2Z2ZEEH A=l GMRP PDUS| £=¢!L|C},

GMRP PDUs Transmitted GARP HZ0|A M£E GMRP PDUS| Zi4¢Q!L|C}.

GMRP Failed Registrations [ G\MRP S 2 A|E 3142 k28X LS L|C}.

EAPOL Frames Received O| QIZXI7} A8 BE Q80| 283 EAPOL T Q! 4= L|C}.

EAPOL Frames Transmitied | o] oIZ5xj7t &3 2E R¥2| EAPOL Z3|Q LT

Time Since CountersLast | o] m=of Cig S7|7t OFX| o2 XY 0| FIMEN AIZHE, AlZ &,

Cleared

=) YL
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EAP S| H7|

d ZEOM #=4IE EAP TiZI0f CHot Y2 S BEAIR & ASLICH

m

EAP SA& E2{H:
Monitoring > Ports > EAP Statistics.

EnpoL £l

[> £ Jm

ChS HOM = =t EAIZ= EAP SA|Of TS &

o0&

L YO O|E HES EE5HM 2.

Table 240. EAP £7

»e Ck:
Port BAIZ ZES MEBILICE M AB0| MFEIT 301 Q0|0| £ 7t Mt
M2 Meig ZEo| thef BE BEJH QLo EELITL BE 2ol

QIEH| O] A7} F= gLt

PAE Capabilities MENSH LEO| PAE 7|50 EA|E L LY.

EAPOL Frames Received | 0] QI Xt7} #4131 BE R0 Q&3 EAPOL T Y +7} EAIFLICY,
EAPOL Frames Transmitted | 0|= 0| QIZSX}I7} M43 R E S8 0| EAPOL =& 42 HEA|BHL|C}.
EAPOL Start Frames O Q1B L7} =4Ik EAPOL AZH Z2f| Q) 7} EAIELICH

Received

EAPOL Logoff Frames 0| QISX}7} £=AISHEAPOL 21T T Q 47} EA|EL|CH

Received

EAPOL Last Frame Version | 7154 £/ 20| 4%l EAPOL Za| Q0 E3E Z2E

M
£
r
rE
fot
i
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EAPOL Last Frame Source | 77 £| 20 4=A1%l EAPOL T2 Q0| MEE 24 MAC FAZ BAFLICE
EAPOL Invalid Frames 0| QIZRI7F A3t T2 Y REO| CIAE|X| Y EAPOL T Y +5
Received
FEA|RL|C
EAPOL Length Error Frames | o| 0I5 Xt7 443t T2 Q) Q0| QI4|E[X| Yt EAPOL T Y +5
Received N
HEA|GL O
EAP Response/ID Frames | 0] QIZA7} 4413t EAP SE/A1 9 T2 47} BA|E L|Ch
Received
EAP Response Frames Ol O] QUSA7L =4It K20 EAP 8 & Z2f| Y(resp/ID Z2f| Y X 2)2]
Received .
+=E BAIZLC
EAP Request/ID Frames | of QI X7t M3t EAP 2%/ID T2 47} EAIE LCE
Transmitted
EAP Request Frames 0| QIZXI7} M&8HEAP 28 =g U(2K/ID =Y M el) =7t
Transmitted
HA|ELCH
= A A B
70| = HAE =

N

> To perform a cable test:

Monitoring > Ports > Cable Test.

Cable Test

1 All Go To Port | Go |

[C1 Port  Cable Status Cable Length Failure Location
1/0/1 Untested

. 1/0/2  Untested

[ 1/0/3 Untested

[ 1/0/4 Untested

[F] 1/0/5 Untested

1. Port. HAEQ #0|50| HAE QAHIO|AE LIEFHL|CE

2. Apply HES SEIL(CH
MERSE OIE{IH| O| A0f M #|O| 2 HIAETL = ELICH A 0|2 HIAEE 2t25t= | Z(CH
2XRI A = UAELCHL ZEO 29 3%t s B2 0|5 MEf= a4 oYLt
O] 7|s0| &M &3 £ =0 CHoll PHYOIAM X RIE[= B2 BH2 A0l 20| FZXE
SSkStLICH 237 CHR 2|2 AH[0]20] 10/100 O|E Ul O{RHE{0f HA= B2 &
O|H Yl O] HE = ALESHA| Q= 0|0 2 ST X| QAL HX|E MEfE F7| 20
7 0|5 MEfZE LY E&= T o= US| O
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Che #H0|M= ot HEAlEl= 8 = ole L0 oo dHe L
Table 241. #|0| & HI2ZE

uE 4y

Cable Status 0] #|0|2 AEHE Normal, Open = Short2 HEA|EHL|C},

* Normal: #|0|E0| SHIEA &S50 USLIC

+  Open: #O|20| AZAL|X| QAUALL HUEO| ZEHO| ASLICEH

« Short: #|0|20f ™7|H tH2f0] AELCE

¢ Cable TestFailed: #|0| & & E{E &gt &= YSLICE A O|E0| HHE
s sk ASLCL

+  Untested: #|0|2& Ot& HAEE|X| %ASLICE

 Invalid cable type: X| ¥ E|X| %= A 0|5 FEYLICE

Cable Length 70l £2| o & ZO|(OIE)LLICE Z0l= 7HE B2 old Zo|et 7k 2
O 20| Afolo Hel= HAIELICE #0|S Z0|E &l = gloH
= S0l EAIELILH 0|2 ZO0l= #0|2 SEN7H B2 B0
HAIELCHL
Failure Location 70l BOIM 2F {IXIMK|2 ol & H2[(0IH)YLICH 2F /IXl= A0lE
MENTt Open(7He) == Short(EH2h ol A0 2 FA|E LT}
x —
Chs £E O0|3E 4
ZE D2 HERA 247|0M 24 HERA EcfH S HEIGL|Ct O] = &29(X|2
EE ZEO tHofl =Y ELIC O|MEH B2 29X ZEV &4 XEZ FGE[Y, LIS
AR ZEVH Y ZER Y ELTE 22 ZEOM EcfHO| 0|22 E= LA S FdE
& USELICH A2 ZEOMN SUE|ALL ZEOM HEEALL £4 U HEEE A
e ZE=Z D[22 5+ AS LT
Cet ZEZ SARE DH 22 2[Mdof A& Tzl S Yot M YLICH F, 0|27t =41 &
{fZlE SAStE 8% SALE T2 24 ZEOM =4 EJC B2 VLAN Ef 7}
X E=l AL B 7F XX G5 U 0|27t P& E 2 S A5 49 SAE I 2l2
AATEONM MSE 2R VLAN Ef27F X| ™ E| AL Ef 27} K| A | K| QLT

15 ZE Dj2ae HoHo 2 RAs

Monitoring > Mirroring > Multiple Port Mirroring.
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Session ID S E0|A M H=E MEISIN L.

Admin ModeO| M True(Z243l) =+ False(H| 243} 2tC| 2 HES MENBL|CH

MEASE M M0 Cisf 22| REE 2d@st2{H True 282 MEISHUAI2. £ A HO
| oE E C

EH
2| Mo a4 EE(H SOZHAL Lt 2

Destination Port 220 A ZE EZjmS 2AFS CHAF QIE{T|O| AS AMEASH |C}.
2RO E SHLol iy BEQH TH3 + UFLIC O T2 BE B B0
THE 02 ZEOM ZE EfEHZ 4

HA|ELLCH 7| 24,2 None® L|LC}.

— HATC

Filter Type S E0IA & &1t YX|St= Ecf S 0| = U= IP £= MAC
ACLS MEfgtL|Ct,

7tset 2h2 Ch2at &L

*  None. M|0j| Cisl L&l ZE{7F §i&LICH

« IPACL.IPACL2 T d%tLLCt.

+ MAC ACL. MAC ACLS F+¢fL|LC},

Filter Name ZE0f| 5§ M430f| Cofl 2E{ 7} 15 E B2 EH 0|§= Y=Y LICH

YHOIEE #90| 29X 2 HEELICH 79 HE Arg2 A HEELIC

Source Interface Configuration SectionO|A{ CtS M EH WS AR BHLICE
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EE EAISt2™ Unit IDE MEIREL|C}

- LAGSEE

- CPUSEE

«  VLANZ MEiSIO| AL 7HSTH VLAN 252 BEA|RL|CH

- REEZ|X ZE LAG,CPU XL VLAN 2

« Go To Interface ZE0j st H

« InterfaceE AHESI0 T+ &
ZEO| Egjmlo ZgH

Direction HE0||A L=l O)2{3 ZEO|A 0|22 e EcfT Beg X|-Fg L}

U0l FHE|X| U2 42 822 BAIFLULCL 7|24t S YLICE Direction M

Ct2 ot 2L ot

« None. 20| M| X| REUSLICE

¢ TxandRx. M& X FAE T2 ZLEHE LI

o Tx HEE AT 2L E LT

o Rx.AE {20 2 L E{ &S| T},
Note: VLANS| 202t Tx, Rx X None SN & M g% 4= QUSLICT

« Txand Rx. VLANS A A VLANS 2 X| ™ $tL|C},
¢ None. X|HEl AA VLANS K| HEHL| L},
VLANO| &A VIANC E & AR sl k2 vl ZEZ HA|ELCH

Apply HES SEIgLICt
MHO| A|AHI0 MEELCH ZEJAA ZEZ PHEl AL Mirroring Port ZE 72

Mirroring & L| C.

Status EE= QHH 0| A HEfS LIEFRL|CY.

7 L=t &Ae] 42 0| = ol &5t

Note: O{2f 2F HAIX|7} U= 2
= 42)E 7t 3L Lt.

LIHA 2F MER!
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RSPAN VLAN Tt/

RSPAN(EZ 29X ZE Z47]) VLANE AMEL=F VLANE 78T =+ UELICH
HE

RSPANZ2 AtE5tH 0f 2

_Iﬂ Il-x|o| O:IFI_.I AA iE(EEI— VLANol __I.I.A _OLOI_ E%

ZE)O| EgfEZ D25t OB E EefE S A X o iy ZEHEXHI 4710
OlZElZ2s ZE)Z 24 & QI&L|CH 0]2{2E E2|Toj|= RSPAN VLAN ID Ef 17}

X" &1 RSPAN VLANS| E& 3 ZEE Ed|| M&EL|C}

> RSPAN VLANS T/dsl2{H:

Monitoring > Mirroring > RSPAN VLAN.

m—m——

sFlow

= Multiple Port Mirroring VLAN ID  Admin Moda

+RSPAN VLAN =

R‘«I’-L\I‘ Source Switch

Disable

«RSPAN Destination
Switch Configuration

VLAN ID €0f| = &X|Q| 2= VLANO| L} HEL|LC},

1. RSPAN VLANS Z At23%t VLANS MEHSHL|CL,

2. Admin 20| A 3l VLANO]| CHSt RSPAN X| 2l Enable EE+= DisableE A EHGH

7| 242 Disable @ L|C}.

YOOIEE 0| 29X 2 HESELICL 714 HE Argd2 FA| §EELICH

o

RSPAN & A A2L]X| t/d

> RSPAN A2 AQ|X|E /dsl2{H:

Monitoring > Mirroring > RSPAN Source Switch Configuration.
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Ports-  Logs sFlow

T T T T T

RSPAN Source Switch Configuration

= Multiple Fort Mimonng

«RSPAN VLAN

Filter Name

RSPAN Source Interface Configuration

® False

Intarface  Direction

AN MNone

12 Norie

2 3 LAG CPU VILANS All Go To Inferface

1. SZ0||A Session ID HZE MEHSIAM| Q.

o
BXMOo2 2| BEE FalseZ O U

(LI
=L

=13
=

3} £ False(H| 283

3. available VLAN ID 220{ A RSPAN Source VLANS MEHSHL|CT.

4. Reflector Port Interface =5 0| A RSPAN Reflector Port=

5. Filter Type S E0| Al ME15I0] S| & &1 K[ot= Eif

L= MAC ACLES T+ dghLCt.
7tset 4r2 Ct2ar Z& L Ct

* None.
« IPACL.IP ACLE F+d%tL|LCt.

+ MACACL. MAC ACLS st}

6. MMof &7t & E Filter Name= Y H & L|CH

7. Apply HES =Lt

YHolEE 40| 29X = H&SELICEH 748

Lo dJ

> RSPAN &2 QIE{H|0|AE /45l H:

348
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|
=

= FA

A EH

[ |

= 0|2

2L Ct.

=Ak=13
o=

A O]
T AN

h el

o — = O
AbIE = RSPANR A msh TE BA 7)) VLANO| EAKO| 2 2hE L C},
o

rir
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1. dEieh X0 thet 22X ZE =55 HEAISHEE UnitID(1, 2, 3)8 MESIHUA L.

CPURt EA|SI2{™H CPUE MEHSIL|LCT

EHSHO] AL 7Hs B VLAN ID £ 52 EA|gL Ot

($,] S w N
<
m 5
Z
/o
rx
|'|'|

22|H ZE, LAG, CPU X VLANS EA|SI2{H AIIS MEbSHL|CL.

o

Go To InterfaceZ E0f| QI 0|A HS E QA0 QI HO|A S MEHTHL|C

7. AHHO[A ZEOM e ZES 0|2 Y ZER X|FE 2

om

TME ZEQ| Egjmlo T2E TEZ M&EIL|CH
8. Direction S E0| A MEASIO] T E O ZEO|AM D22 Ecfjd S
U0 X E2 8% AS0| EA[ELICL 7| 2442 None &I LILC.
* None. 2}0| & &[X| QUUASZLICE.
e« TxandRx. d& A F=41E IHZIS ZLH AL T
o Tx MEE DI L HE LI

o Rx. SAIE TS LB RS

—

Status 2E= QEHTO0| A HEIE LIEFHLICEH

RSPAN CH & AQ|X| 114d

RSPAN L4 AQ|X|E /4512 H:

Monitoring > Mirroring > RSPAN Destination Switch Configuration.

sFlow
RSPAN Destination Switch Configuration
= Multiple Port Mirroring Session ID 1 v
*RSPAN VLAN Admin Mode True @ False
*RSPAN Source Switch 5 .
'f‘f;r'.r.‘lﬁ?:.ra.rpu-_-_rr L RSPAN Source VLAN None v
«RSPAN Destination RSPAN Destination Port None
Switch Configuration ~
Filter Type None ~
Filter Name
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1. Session ID S=0|A A4 IDE MEISHM 2.

2. MEiSE M40 CHSH Admin ModeOl|A] True(&/d2} B+ False(H| &S 2 2HE| 2

S8 MM0| 2ot Mo A ZEO SOZALL L7ks 2E EcfRO[ S Y
ZE E= RSPAN(EZ ueh ZE Z47)) VLANO| SAKO|2{E)E LIt 7282
=

3. available VLAN ID =£0{ A RSPAN Source VLANZ M EHGIL|C},
4. Destination Interface 5% 0| A{ RSPAN Destination VLANS M Ei3tL|C}.
5. Filter Type= T+ & LLY.
IP == MAC ACL2 3{& 131t 2X|5t= EcfE 2 D22 gLt 7hstt at2
Ct2at Z2& Lo
*  None. MA0j| CHSH & HE 7t QELICH
« IPACL.IPACLS T42LIC}
« MAC ACL. MAC ACLZ T &L|Ct.
6. MMof CHal T+ =l A2 Filter Name2 2 = gtL|Ct.
7. Apply HEZ SE/fL|Ct

YOIOIEE #90| 29X 2 HEELICH 79 HE Arg2 FA| HEELICE

Lo d o =]

sFlow 1t/

> To configure basic sFlow agent information:

Monitoring > sFlow > Basic > sFlow Agent Information.
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™ Sysen | Swichg | Faing | Qo5 | Sy | oo

Ports Logs Mimonng

“ sFlow Agent Source Interface

= Dasic

«sFlow Agent Information

* Advanced

*  Source Interface

v

sFlow Agent Information

Agent Version 1.3/ Netgear Inc.;Q

Agent Address 10.130.84.23

Inc.

Organization:
Revision: 1.0

1. Source Interface FZ0{|A| sFlow Agent0i| At &= 22| QIE{ T 0| A S MEHBL|CH
7tset ete thEar 2& Lo
*  None
* Routing interface
* Routing VLAN
* Routing loopback interface
e Tunnel interface
e Service port
J|2MOZ VLAN 12 A2A QI O|AR At EIL|CH
2. Apply HEZ S&/gL|Ct
YOO EEl 40| AKX 2 MESELCH 714 HE A2 SA| HEELICH
22| Xoff thet = S22 otHE A2 1X|2{H Refresh HHES S E/5HM 2.The L3
HOMe 7Y == 8l 20| oish dFeL ot
Table 245. sFlow 7|2 Of|0|HE H&
g4c 493
Agent Version Ol MIBS| B{XIt R#S DR AHYLICE BN 2XtEL S FES
AHE3BH{OF BHLICE MIB T, RELAZEQIOf 4
«  MIB Version: 0 £ 9 1.32 0| MIB H{ ™ Y L|C}

Agent Address 0| ool HEQH A ZE P FaYLIT
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sFlow O|O|ME g ™ 1/d

> sFlow OO|ME g E¥ S /352 H:

Monitoring > sFlow > Advanced > sFlow Agent Information.

R T S T

Ports  Logs  Mimoring

“ sFlow Agent Source Interface

= Basic v

Source Interface vian 1 v

* Advanced -~

sFlow Agent Information
*sFlow Receiver 3 I

Configuration

Agent Version 1.3:Netgear Inc.:Q.2.15.1
*sFlow Interface
Configuration Agent Address 10.130.84 23

1. Source Interface 5= 0| A sFlow Agent0i| At23t 22| QIE{H|O| A S MEHSHL|CH,

tset &

CtE1f 2L

rlo

*  None

* Routing interface

* Routing VLAN

* Routing loopback interface
e Tunnel interface

e Service port

7|28 O 2 VLAN 12 &4 Q0| A2 AL E LICE
2. Apply HHEZ S&lgtL|Ct
AUHO|EEl #+40| AKX|Z2 HEELICH 74 HE AF2 FA| HEE L|CT.

2 X[of oigh 2 SEZ StHS M= 1X|24H Refresh HES S &M 8.

Che BEOME #EE & Sle 200 ool 2Lt

gjo

Table 246. sFlow 112 00| ME MH

=l
=

In
nx
o2
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Agent Version of MIBS] ¥ It 73 Uch M3 2xge o

A 7HE:

ojo
1
P
mju

a
q.

Of
)
1=
|rn e
IIOI'
us

12 1]
AtE8{oF SL|CE MIB M =2 A=

v}
T L
>

« MIB Version: '1.3', 0| MI

e Organization: Inc.
* Revision: 1.0

Agent Address Ol QO|HEQt AAZ P FAQLCH

sFlow =417 4

> sFlow £=417|& F/dsl2{H:

Monitoring > sFlow > Advanced > sFlow Receiver Configuration.

. Maximum Rocamet ~ ~ Datagram
meout - g pcamer Port T
Datagram Size Addrass fersion

1. Receiver OwnerS X|™gtL|LC}.

O|= 0| sFlowRcvrTable &2 AH&3H= AHE[YLICEH Bl 2XHE2 &= 0| ARy
QYE|X| UUSH =4IXt LH0| 7|22 IHHE L USS LIEFRHLICE
sFlowRcvrTable &= 2735l2{= AEHE[= &2 Q¥sH7| Mo &=0| 273

F AU EX| ZHOlsof gLt 52 A/ EAHE S 47850 FEELCH 2
HMEL JHHE HYstHH HAY &52 2 6|oF gLt

2. Receiver Timeout - =27} s{X| T/ ME 20| ZX|Z|7|7HX| &2 A|ZHE) Y LT,
MEDO| MO E FAIste{= 22| FH = O|™ gLo| B2 E|7] Mo Af gt2 Ao &
Q0| USLICH SH st HR|= 0~2147483647 U L|Ct. 20| 00| H MEHSE =AM 7| 1M O|

O
|27to2 MAE|L|C}

3. No TimeoutZ AFESIY True EE= FalseE MEISIO =417|0f CHSH A2t =0 MEY GlES
ALt
No Timeout 414 2t=0| TrueZt & H7HX| MEE S S| &|X| FESLICE 7|24t2
False® L|C}.
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A S}

4. Maximum Datagram Size - Tt ME HO[EH{ 1o = MES 4= Q= Z|O H|O|H

HIO|E £=QJL|C}.
sFlow H|O|H 30| ZZtztE EHX|S2{H O] gt2 HESHMAIR. 7|24): 1400.
5 25|= Hee 200~9116 4 L|C

_'_

5. Receiver Address. sFlow $Z&7|2| IP FA Q! L|C}.

0.0.0.02 2 MX &l H sFlow H|O|E{ 1240| M&L|X| & L|CH

6. Receiver Port. sFlow C|O|E{ 13 2| CH 4t Z E QIL|C}.

5|25 = H= 1~65535Q Lt

Receiver Datagram Version 2 E0{= T& 2 sFlow H|O[E{ 12 {0 A|E L|C}.

sFlow QIE{{|0| A /g

sFlow O O] HE= H&tel =52 SAX WA 7|8t HEE S =8stH 8= =472

HHLCL S & ¥MES w0t E & HolH 2425 #EH2D LT sFlow

HOIHEE ot HIEERR ARTO|A SAH | AlZt 7|8 S-S #8510 7+ &l sFlow
7|2 HYLCH 72 MES st =E & HOH 225 282t L.

sFlow QIE{T{| 0| A5 F1/g5I2{ H:

Monitoring > sFlow > Advanced > sFlow Interface Configuration.

sFlow Interface Configuration

Paollat Sampler

Recener Polles Recener Sampling Maximum

Interface " 4 .
Index Intenval Indax Rate Header Size

1. Interface= 0| E2F Z2{2t WS40l CHet AHHO[AS HA[SLCE

O| OO|ME &= =2|& ZEQ X|AgtL|C},
2. Poller Receiver IndexE AHESHO] O] 7+2EH Z2{2f HZ =l sFlow =41 7|0f| CH3H
58L& HRAE X|FetLCt.
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=

=

17|

A
(s

sFlow =

b

—

o

o
2217 AA| &L e

Al
o]

Hel LICE.
210 Cf

HI=
=

= A
=

to 0 =

o
o

2

--F5010HPA
H 4
ALE

o

tof O] 4O 222t

I

o
=

LTt

.
o

e

=2
[S)

Af
X8

o

=

o

=
2= He= 0~86400% Q L|C}.

E|CH AlZHZ)

1

.

O
4. Sampler Receiver Index

3. Poller Interval

_

Hlru

Ll

L|CF.

s

=

e
o

Xg

At&ot0of Of 2A09| T{7l

=

H=ELUC A ELE 8ele 1~8- L
=

5. Sampling Rate

ojn

ulJ

old

4

0
A
<

1024~65536 & L| C}.

1
of
S0

A

oo

10

| HZIOI M = AL 2| CH BHO|E 45

=1
—

ol MEE

o
o

AHE

=

=

L|Ct.

s

.
o
=

NES]
{2 5= Y= 20~256 2 L|Ct.

.

6. Maximum Header Size
O

21 kg

Hin

2O MEEH ZLEHY ZXO0|L}
QAE J|HIOR 7| B &L HYE

—

—

.|

A
o

;L

Ol ALK

.|

A
o

b

—

.
()

H

= TP

I

2
za

getLct. ol
A
[

L|Ct.

{1
H

(=13
=

Ol

w0

O Al K| 2
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m——m—mmm—

Mmoning: -sFlow

T
+ Bulfered Logs Admin Status naable @ Enabie
E . Bt Wrag B

i y L

Desuriphon

HEHYE 21 74

Of 2= HAIX| 78 24 A HZ4: 280 el HAIX|S ol 22| ML Al
AMABOM o] 2O& MA| S ZF SEHOITH EXELICH MAIS CHE EAUE2 oY

24 ==
A0 O L—

=
HAIXIS AHAl 23 SEe 2 HERL .

_l.

HEHYE 218 F/d52{H:

1. Admin Status®| Enable = Disable 2tC|2 HES MEHSHL|CY,
Hg M etel 2= HAIX|E 7| S5HX| ESL O

2. Behavior2 A8t 217} 7H5 F2 WHQ| S22 X|’ggfL ot
21 70| YK =oAL SX|E = YSL|C

3. Severity Filter=S0|A A2tz S8 S MEIGL|CE

235 THE NZE YAUT 2L D 0[N0 HAKIE S BLICL N2

Emergency (0). A|AEIZ AME S = Q& LICH

«  Alert(1). SA| ZX| & F{o§OF gfL|Ct.

Critical (2). &2t 24,

e Error(3). 2F =4.

+  Warning (4). 220 =4,

* Notice (5). ‘S&HO|X[2t S0t & Ef.
 Informational (6). § & H|A|X|.
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+ Debug (7). CIH O =& HA|X].
AQK|Of CHSt 2|A HEZ 3lHE M2 DX 2HEH M2 01X HEZ 225N Q.

4. HE2of HHEE 215 X728 Clear HHES SEOHM K.

5. Apply HHEZS S2/LCt

YOO EEl 7140] AKX 2 MEELICEH 74 HZA M2 A " E Lt

a

Y7 21 THEU HE)
ST 2D G MELAN MY = 2AYLLCH S 2E2X|= EHE HEEY 20| =
SAEUCE R HM 20 Y2 A|2- AR 2OYLICHE A|A-> AR 2= AAE
MEE = F=AE HZ NS HAIXE HYSLCH & HM 21 A2 A[AH 2
EIOYLCHE AAH ZE 20|= A|AH> 2HE S0 = OFX| 8 N7 T A| X[ 7}
ML

g7 218 POt

Monitoring > Logs > Persistent Logs.

Persistent Logs

Admin Mode @ Disable @ Enable

Aot Error v

Message Log

Logs to be Displayed Current Logs v

Total number of Messages 0

Description

HiZ dstEl 20& HAIXE 7|E0HK]| E5 L.

=

1. Admin Mode?| Disable == Enable 2}C| 2 HHES MEHSHL|Ct
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2. Behavior 3RO 4= &5 HETLICY.

2= A A4 AT 2L O ol HAIX|S 7| EELICE g d 4=
Q C

Emergency (0). A|AEIS ALEE = IS LCE

Alert (1). SA| Z=X[Z F|5l{OF & LITt

Critical (2). 32%t =4
« Error(3). 25 =

«  Warning (4). 81 =4
* Notice (5). ‘& 0|X| 2t S22t & Ef
 Informational (6). & & Of

« Debug (7). C|H 1 =& HA|X|

22 X[0f oot =M HEZ ofHE Mz 2X[HE M2 1H HES SE5HH /.

H| A K| 4]

* Total number of messages: Number of persistent log messages displayed on the
switch.

°  <15>Aug 24 05:34:05 STKO MSTP[2110]: mspt_api.c(318) 237 %% Interface 12
transitioned to root state on message age timer expiry

Ol Ol = MA|7t OtL|TH mstp_api Lt Q| 2+ 3180 2| 8 24 05:34:050 A2 = ID
21100 M e[ = 7149 Q@A MSTPO| 2|sff M=l A|ARIO| MZtE 7(C|H1)0| Q=
AP AE & OA|X|(1)E LIEFHLICE 7|2 237HT HIA|X| 7t 7| 2 | Y &L Lt syslogE

ol =&7] == 2 0l0 7| FEl= HAIX|= O HAIX|2t 5ot YAlS AHERELICE

HAIX| 23 4

Of FHE HAIK| 23, K44 21 £E 24 20| tho) EAIEE BE 7|28 HAIXQ
H4 0 Mg ELIC,
syslogZ Soi +-77| i L0|of 7| 5| HAIXIE SUS HAS AFSHLIC,
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*  <15>Aug 24 05:34:05 0.0.0.0-1 MSTP[2110]: mspt_api.c(318) 237 %% Interface 12
transitioned to root state on message age timer expiry.

This example indicates a message with severity 7 (15 mod 8) (debug) on a chassis and
generated by component MSTP running in thread ID 2110 on Aug 24 05:34:05 by line 318
of file mstp_api.c. This is the 237th message logged with system IP 0.0.0.0 and task-ID 1.

*  <15>Aug 24 05:34:05 STKO MSTP[2110]: mspt_api.c(318) 237 %% Interface 12
transitioned to root state on message age timer expiry.
O| Ofl= A{A|7} OFL| ™ mstp_api Tt 2| 2421 3180 2|3l 8 24 Y 05:34:050 2| E ID
21100 HA 5= 79 24 MSTPO| 2fsf d-dE AlA"el o2t = 7(C|H 12)0] A=
AR =& HAIX[(1)E LIEFRLICE 7[5, 237 HR/ HA|X|7t 7| S &| A& LIC syslogE

ol =&7] = 2 0l0 7| FE|l= HAIX|= O HAIX|2t 5ot YAlS AHERELICE

- O 1

=
Total number of Messages: HIA|X| 210| 42 %4l 20071 &=C =t H
HA|ELCE

=2

od

d 21

mutok

M3} e = H| 25}

o —t

FY 25 G3I5t7 Lt H /g stste H:

Monitoring > Logs > Command Log Configuration.

Command Log Configuration

Admin Status @ Disable Enable

1. Admin ModeE AFESIH oS 2tC| 2 HES MEISIO CLI EH 224 &Y
Enable/Disable™ &= U&L|C}.

mjo

ri
Mk
hu

Z2 2835t} Hl g ststa E:

Monitoring > Logs > Console Log Configuration.
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Console Log Configuration

Admin Status @ Disable @ Enable

Severity Filter Error -

1. Admin Status®| Disable £+ Enable 2}C|2 HHES MENSHL|CE,

Hlgtdetel 20& HAIX|IE 7| SoHK| @& LT

Syslog SAE MM 34

> syslogE T/d5I2{H:

Monitoring > Logs > Syslog Configuration.

Mirronng . sFlow

«Buffared Logs

in Status ® Disable € Enable
«Command Log

xal UDP P 514 (1 to 65535)
Configuration Lecal UL on (7 to B353

Messages Ignored 0

Host Configuration

IP Addrass Type Host Address Status  Porl Severity Filter

Status ZEO = SAEJ MIMoz 2ZSIEE LML

)
rir
Rl
ke
Sl
N
Hrl
Rl
il
-
im|

1. Admin Status®| Disable £+ Enable 2tC|2 HES MEBILICE
T El syslog 2AE0| CHS 24 S /%5t Lt H|Z2HdetetL|Ct O| £ HIZHd3t2
HESHH 2= syslog TAE0| Lot 40| SX|E| 22 HAIX| 7t =& 7|Lt E0|=
MEE|X| QST
gdete ZF 87| = 2efofof CHe & S AH8SI0 e E 87| Ee

2 O|= HAIX|7} HEES ofofL T
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Local UDP PortE AF&3HY] syslog HA|X|7t ME &= 22 S AEQ| ZEE X|FetLLCE,
712 ZEE 514 Lt

syslogdil AES A2 QIHIO[AE X|FRL L
7tset w2 L2t 25U

*  None

* Routing interface

* Routing VLAN

* Routing loopback interface

e Tunnel interface

* Service port

7| 28O 2 VLAN 12 &4 QHEO|AZ AMRELICE

IP Address Type= AF&3I0 D AEQ| FA FHS X|FgL|Ct
ChE & St = ASLCh

- IPv4

- IPv6

- DNS

In the Host Address - O| = syslog8 2 2 &l @ AEQ| FAQLICE

Port 2E0{A syslog HAIX|7t &L= S LEQ| ZES X|FLC

712 ZEE= 5149 L|C}.

—

A= YA 2L O Ol HAIXIE 7| SR LCL ChE 4k
o

« Emergency (0). A|2EIZ ALEE = IS LICE

*  Alert(1). FA| ZX[S F[o§OF gLICt

Critical (2). 2% =7

e Error(3). 2% =

«  Warning (4). 81 =4

« Notice (5). S 40|X| 2t S5t ArEY

 Informational (6). &= HA|X|

Debug (7). CIH 1 =& | A[X]|

= BEOME 79 = 8l HIO|Eof Chol 23 gfLICt.
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Table 242. Syslog 11

zc Ck:

Messages Received 2O ZRMAA AISHHAIX] = YLITE 0f7|0f& AR L L RAIE

G A|X| 7} =g L C

Messages Relayed 2124/ 0| &l syslog MA|X| = L|C}.

Messages Ignored B A=l syslog HIA|X| 4=QIL|C}.

Ei 27 H7|

(m

kel

0%
0
ujo
[l

EM 2] H7|:

Monitoring > Logs > Trap Logs.

Trap Logs

Number of Traps Since Last Reset
Trap Log Capacity 256

Mumber of Traps Since Log Last Viewed 3

Trap Logs

Log System Up Time Trap
Jan 1 00:02:13 1970 Cold Start: Unit: 0
an 100:01:21 1970 Entity Database: Configuration Changed

[ S

Jan 1 00:01:16 1970 Power On Start has completed on unit 1

otH= dEE ERO| Ot S2: A LD

= 7t2HE X| 228 Clear HHES 2E5IM Q. D2{H E- 210f gt 2= SA7 7| 2UL2
X

ChE = otH0| #AlZl= E™ 21 FEOf chisf 2L

Table243. E 21

EE C

od

Number of Traps Since Last | £.01|7} ojx| 9o 2 Xf S/l 0l et =8 +gLich
ese

Trap Log Capacity 20| MFE A £ $YLITHL EY 47+ 8L £IHE ¥S0| 7
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Number of Traps since log
last viewed

EJO| OIX|gt ez BAlE 0|2 2

QIETO| & BA B HEA|, 2AXO|M It
HA|SIH 0| 7+2E{7F 022 X| Y HLICH

S5 E

11

Log

System Up Time

Trap

O|HIE 27 H7|

Aol 27 HAIX|Z7F ZetEl OHE

205 X|YR|K| LTt

To view the event log:

Monitoring > Logs > Event Logs.

QULL|CH A|AEI HMEE Al O|HIE

Event Logs
Entry Type Filename Line TaskID Code Time
1 EVENT> 0 AAAAAAAA 00028
2 EVERES 6462 0 00000000 0 16 25 54
3 EVENT=> 192 ) ALLAALAA (000 2¢
4 EVENT> 6462 0 00000000 0849 34
5 EVENT> \ AAAAAAAA Y0028

ol SHEO| A= HES AHESHO L HEs s LT

. O|HIE ZA0|M HA|X|E X|22{H Clear HE

o 29X[of ok x| g

ChES 2O M= 2O BEA|Z[= O

Table 244. Event Logs

E 21 =20 o5 &

Yot

Field Description

Entry The sequence number of the event.
Type The type of the event.

File Name The file in which the event originated.
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Line

The line number of the event.

Task Id

The task ID of the event.

Table 244. Event Logs

Field Description
Code The event code.
Time The time this event occurred.
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o] ZoM= Ltg =X S CHELIH.

T AE

A& AHE 25 7Y

27X A7 E

2PX HEE 20 ALAIL,

2PXE FE 72 o= LY

DE MEA HYHSE I YH o= WHE
2PX oA e o=

2PX0 BE f2EE

e 22

= 3 Z
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v
-4

Maintenance > Save Config > Save Configuration.

Yol B Aol AU T

o A
g 822

Save Configuration

Saving all applied changes will cause all changes to
configuration panels that were applied, but not saved
to be saved, thus retaining their new values across a
system reboot

1. Check box& MEASIL|CY,

2. Apply HES SEIL(CH

-—

T B A
HEE B E

Fet2 A
HE A

o

A% X5

- ASIXIES WRESR:

Maintenance > Reset > Device Reboot.

Device Reboot

Reboot Unit No All v
@ Save prior to reboot

@ Don't save prior to reboot

1. Reboot Unit No. ZE0j| A R{-AEg &K E MEdrL|CL.

|28 TS Al M ELICL OJF MY £ AAY 2 0|3

a
b2 291X0f| o3| FX|E L Ct.



o2 FX[7F MAIO| FZE B Alle MBI 2RO R = HX[(F, TN MANE

XAHSL T BB S Mesto] S HX|R B LHHLIC

—_

2. 2| HES MEfgL| T
+ Save prior to reboot. X FH0| M |0 AKX|7F XY EE E LT

+ Don't save prior to reboot. X 7482 X FSHX| 0 AL|X|7}

ELE[NE

NI SHS MY F 0| AEELICE 291X 7 WL YE LT,

Note: 2%(X|E 7|2 F+H2 2 MAEHSHH IP 271 192.168.10.122
MAEE|0 DHCP 22t0|HE 7 &4 5HE LTt

- ASINE W 7|2 MHOE WY :

Maintenance > Reset > Factory Default.

Factory Default

Check this box and click APPLY abaove to return all configuration settings to default values

— o Y Sy = |
2E T ORI S 72U E MEPELCH MES UG ets HEt
L Athz 7 XL
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> To reset all user passwords to their default settings

Maintenance > Reset > Password Reset

Password Reset

Check this box and click APPLY above to reset all user passwords

1. Check boxS MEHS}

1ERStL|CE,
2. Apply HHES SEILICE
ZEAMNBAH LMD = 3Y I 22U E HEFE LT

2LX0M o &

| X0l M TFTP M2 F4(ASCIl), 1(ASCII) & O|O|X|(Hto|HE2|) THY S Y2 E
A& LLCE.

TFTP Ao i H=E

22 XM TFTP MHZE mYUS YEESI2{H:
Maintenance > Upload > File Upload
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File Upload

File Type
Image Name ——

Transfer Mode TETP +

oY fFYS ALESH0l H2Ed MY RS A8 L.

* Archive. 515 S S2jA|0| M A OF7}O|E(STK) 2 =5 K| FELICH

« CLIBanner. CLI Hi ItYS HMSI2HH CLI HiH & X|H A 2.

* Text Configuration. M| E 74= AMSIHH HAE REOM Fd= XIESHM .

 ScriptFile. 43 & 742 dMst2{H A3 8 E W= X|§5HM K.

« ErrorLog. O|HE 22}k &= A|AH QB (X|H) 2 E HMSIHEH F
25 X|ELLL,

« TrapLog A|2H EY Y ZES HMoIH{H E”R 25 X[ Yot A2,

Buffered Log. A| A Bl H{ I 2l

Tech Support. 4| S| 20| 2ot A%
« CrashlLogs. = 21 AMSIZH SE 2

S 7| 242 Archive L L}

I'ﬂ
r9l
ﬂ§
o
0%t
o
o
N
o
|T
ro
oY
o
<2
2
H
>

l
-
i

Image Name HE = {1E4

NAHol 428 Agixie] Az Eg10] o0l FIE HeiELIC

« imagel.image1= ¥ EE5I2{H image12 MEISHM .

« image2.image2E Y=E5t2{ H image2E MEHSIN 2.
Transfer ModeE AHESH0] It ME0| ALY Z2EEZSS K|t
e TFTP. Trivial File Transfer Protocol
e SFTP. Secure File Transfer Protocol

* SCP. Secure Copy Protocol
e FTP. File Transfer Protocol
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4. Server Address Type AF2SH0] IPv4, IPv6 2= DNSS K| Y510l MH FA ZEO| HAS
LIEFR LICEH S& 7| 2442 IPv4a L Ct.

5. Server AddressE 0| 8310 A0 FA R HEAIE A0 X3 MH| IPFAE
gL,
3 71242 IPv4 2 0.0.0.02 L Ct.

6. Remote File PathE AME5I0] MY S AZES =25 YUHSIAM Q.
o 20| = Lo, =X}, SefA|, 8 E= 25 AP ZehE = ASLCH Z|oh
160At77HK| e = JESLICH ST 7|24 S LICL

7. Remote File Name2 A3 MH{ O M Ct22E¢ It O| 55 YLt Z|CH
32AMIK| Y = US|
ST 7|24 ST

8. Local File NameZ AFE3I0| HE2EY 24 AFEE It 0|52 XL CH
Ol EE= I ROl AT E IRl ZR0 B A F L T

9. User Name2 AHESH0] mtO| M= SFTP/SCP MHOf| 12 201817| 2T AHE XL
0|5 YLt
Ol HE = SFTP = SCP T4 ZEE MEiSH AR08 #A|E L(CH,

10. PasswordE A0 It O] MEE|= SFTP/SCP A{H{Off @14 201517 9t
HYHSE YA C}
Ol #E &= SFTP = SCP M& ZEE MEisH A0 T HA|EL|CE.

HO|22| OrX|% W2 mYd & Tl A2of tiot W2 E HAISH= O ALEE LICH.

HTTP o} H2E

HTTP It HEEE ALESI2H:

Maintenance > Upload > HTTP File Upload.
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HTTP File Upload

File Type

Image Name

5
—
foi]
w
[17]
—
<

1. File Type= A8}

o

+ Archive. 25 S0 Z2{A|0f| Al HMgG Ot7}0| E(STK) ZEE X|™EL LY.
=
-/

* Text Configuration. X & 71d= AMSI2H HAE REO|M FdE XIESHM K.
* ScriptFile. 4 g & 45 AMs{H A3 EHE IAS X oMM K.

¢ ErrorLog. O|HIE 22t E Sh= A|AH QE(X|L) 2OE HMSlH{H R 218
INESEEHRES

« TrapLog A|2E ER HZES HMSIHE E-R 215 X[YSHAI2,

« Buffered Log. A|A & HIHZ(H 22| L) 205 AMsta{H HHE 25 X|YetL|ct
«  Tech Support. 2| s 40| LRt AQK| HEE ZHMSIEH J7|& K|S X HSAAIL

Crash Logs. A|AE = 218 ZHAMSHH

S 7| 242 Archive L L}

2. Local File NameS AI23}0] 2 2

I
| >
L
1L
|m
El
o
o
Ol
mjo
Pal
oA
ot
-
o

22X0f oA CrR2EE

ASIK|E TFTP S HTTPE ARSI §174 A|AHIO|M AQX| 20| AJAH THY
Ctez=g Xeto

utd Cr22E

Ho
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Maintenance > File Export > File Export.

File Download
File Type Archive ”
Image Name image1 ~
Transfer Mode TEIR
Server Address Type Pvd  ~
Sener Address 0.0.0.0
Remote File Path
Remote File Name

1. File Types AHEol0] H&e W FS XFeH

okt
N
or
ro
[k
)
>
mjn

« Archive. &} 18 0| =517| |2t Ot7HO| E(STK) D= QI L|Ct.

« TextConfiguration. 22|X| 74 YO|O|ESH7| flot IAE REO| - L|CH
oo @77 A2 ™ A O|EZF SK|E L L

« SSH-1RSA Key File. SSH-1 RSA(Rivest-Shamir-Adelman) 7| L},

¢ SSH-2 RSA Key PEM File. SSH-2 RSA(Rivest-Shamir-Adelman) 7| I} & (PEM
ola g,

[ ko]

« SSH-2DSA Key PEM File. SSH-2 C|X| & MY 2 112|F(DSA) 7| Tt (PEM

13 g).
+ SSL Trusted Root Cetificate FEM File2 AM250] SSL A Z[E = = FE 9IS A

ot Y(PEM Q12 )2 X|g gL Ct.

+  SSL Server Certificate PEM File2 AF23}10] SSL MH 215 A L (PEM
1A E)E X|EL .

+  SSL DH Weak Encryption Parameter PEM File2 A2310{ SSL Diffie-Hellman
ofst A ot D7) 4= IHY(PEM 212 H)S X|F gL Ct.

+  SSL DH Strong Encryption PEM Fileg At8%}0§ SSL Diffie-Hellman 2213t &= %}
Of 74 = mHA(PEM Q2 2)S X|HTtL|Ct,

 Script File2 AFE5H A3 EE F4 THAS XYL LICL

¢ CLIBanner. 210 ZEZE H0j| HiL{E HEA[SI2{™ CLI BannerE

X"t Al 2.
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* IAS Users& AFESHY LIF Q1S ME| AFEX HIO|E H|O| £ TS X|F &L T

3% 7| 242 Archive L L}

Note: SSH 7| It Y5 Cr2 2 =52 H SSHE 22| M2 = HI 23}l oF
ot 2hd SSH A4 0] GLo{OF gt L|Ct.

Note: SSL PEM L2 S CI2 2 =512 H 22| SSLS H|2-dS}8lOF St
2 SSH M4 0] GLOfOF 2 LILY.

il

Image Name 2 E= 0t /& OI7I0|EE MENSH ZA0f T FA|E L|CH
Image Name2 AH&SH0] SE0f| A O|0|X| & StLIE MEASHL|CE,

« Image1. 2 T E image1= A|"JgLILCL.

+ Image2. ZMT T E image2E X|YTL|Ct,

Transfer ModeE AHESHY THY ME0| AL BY Z2EESS X|FL|CH

e TFTP. Trivial File Transfer Protocol

e SFTP. Secure File Transfer Protocol

e SCP. Secure Copy Protocol
¢ FTP. File Transfer Protocol

Server Address TypeS AF2510] IPv4, IPv6 == DNSES X| 8310 TFTP/SFTP/SCP A{H

Fa WEO| HAIZ LErYLCY,

S 7| 242 IPv4 R L|CY,

1)%

Server AddressE AFE0H0] AH =4 R0 EA|E
et TFTP ME 2 IP A5 Y LCL

AL x.x.x.x HAIO| P F=4)0f

S 71242 IPv4 2 0.0.0.0 LT

oY Z20= Lhg 7|2 & Zete 5 STk \»*?<>| . [0 160AM7HA| e 5
o) =}

U g 7l=u2 SYYLIT
Remote File e= AFE5H0] MHO|A 22 ES 0t 0|55 Y= TLIC
oY d20s Lhg 7128 Z2e = RIS <> X[ 32X K| Y e &



o HA =
8. AFSX 0|22 AFZS}0] THUO| QU= SFTPISCP AH{0] 9124 210157| 93t AFE X}
JEERIE TNl

9. PasswordS AL8310] THUO| Qi SFTPISCP AB{0] 212 2101817| 98t LS
UBLIL,

HOl=o| OFX|g dos i d& TAEO oigt S=27F BEAIELLE Z2HAT)
AlZEl =of2 mAlgU . oie ™E0[ 2A=RE 7K =tHO| XAts2z Mz
bSESIRIS,

YOIO|EE #80| 29Xz HESELILEH 78 HE Argd2 FA| HEFLIL

|_ O LLod

HTTPE ALB310] A9|X|0] T Cte2E

HTTP M A2 A8 3HO1(0): 8 H2to M Sof) CHyst K30l IHUS AIX| 0| C(eRCS

= ASLICH

HTTPS AE5I0] 29| X[0f| Tt S CH2EE5HEH:

Maintenance > File Export> HTTP File Export.

S | svos | o | 5 |t | Moo | e |

Save Config  Reset  Upload File Management  Troubleshooting
Downilozd File Download
« File Download File Type Archive b
=HTTP File Download image Name imagel
»USE File Download Transfer Mode TR

Server Address Type IPvd
Server Address 0.0.00
Hemote File Path

Remote File Name
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File Type2 AHESHO] &S ItY RS XIFL|CL
* Archive. 2}& 7tsot S AIE Y 120|=3517| 2Bt OFFHO|E(STK) R E YL Ct.
¢ Image Name ZE= Il R Eatg MENSH ZR0f| 2 HA|E LT},
Image NameS At83I0| S50 A 0|0[X| & StLIE MEHSHA Q.
- Imagel.CI2ZE T E image1= X[ &L CH
- Image2. CR2EEY A E image2E XY L|CH
* Text Configuration. 842 A2|X| 14 S YOI0|ESHY| @I HIAE
DT IO @ F7F UM AGHO|ETZF SX| & L Ct.
¢ SSH-1 RSA Key File2 AH&3t0| SSH-1 RSA(Rivest-Shamir-Adelman) 7| It Q& X| g L|Ct.
¢ SSH-2 RSA Key PEM File2 AFE3I0 SSH-2 RSA(Rivest-Shamir-Adelman) 7|
ntd(PEM 1A E)Z K|t C,
¢ SSH-2 DSA Key PEM Fileg AH835t0] SSH-2 C|X| & MY L 112[F(DSA) 7|
ntd(PEM 212 )2 |-t C,

E

rir

¢ SSL Trusted Root Certificate PEM File2 AF235}0] SSL Al 2|& 2= 9

2ISM IHH(PEM 22 T)S |G LICt.

=
T

*  SSL Server Certificate PEM File= AF&3104 SSL A H| Q15 A I (PEM
IR E)E X|EL .

+  SSL DH Seak Encryption Parameter PEM File2 At&3}0{ SSL Diffie-Hellman 25t
L= 2} 07 B4~ oY (PEM 212 E)2 XIZ L Ch.

+  SSL DH Strong Encryption Parameter PEM File2 AtZ3}0§ SSL Diffie-Hellman
ZEst Ao Of7f H= T (PEM Q12 )2 X|H gL T

« Config ScriptE AHE5t0] A3 EE /g 0tY2 X|-etL|Ct

e CLIBanner. 2192 ZTEIZE HMOf| til{7} HEA|E Z2 CLI BannerE X[ HSIHA| 2.

IAS UsersE At&ot0] i 215 MEH ALEAL G| O[HH| O] & ot A= X7

°
ot

PLICF.

[

oh

712252 Archive I L| L},
Note: SSH 7| It Y2 CHR 2 ES5I2{H SSHE #2|X 2 2 H| 2 3tsf|of
St 2 SSH M| 0| g10{OF 2hL|Ct,

Note: SSL PEM L} S CIR 2 E 2™ 22| A SSLE H| & 518l oF St
2t SSH MM 0| @10{0f BtL|C

—_



El

2. Select Files AME0I0] CH22ES MHRO| 2ot 8l7H O|F= XOF Y= BLIC.

e =
X|CH 8OKIIFX| QEdst &~ QAL |Ct &%t 7| 272 ZuolL|C}.

CH22E Status EE& LHUS 29X 2 HEohs S| JEIE HEAIZLICH

Note: I} & & 0| A[%f 2l = =tHO| Af2 UM ZE W7HK] Z|Ce[ M K.
SIHO| MZ DX H T+ M8 ZM0| 57 LICH O] = Tt
M&0| /A=2E|UES S LIEFHL|CEH

a=n—%

ol 1

|'E tI'EI

AMARE G M ZX0| & 7HX| HE Q| AT EQ0E |FX|gtLICt. o O|O|X|& &g o|O|X|o|11 &
HARY O|0|X|= @ O|O|X| U L|C} O] AR K| E CHA| AI’“OFE S0t 2 o|0|X| 7t EEElL|C}, O]
Jle2 A2ZEQ O E YO O0|ESHALL CHROHO|EY I AQ(X|E & AlZHE SO0 ELICH
o|0|X| = At

O|O|X| & FAbotz{ H:

Maintenance > File Management > Copy.

Copy

Source Image @ Image1 @ Image2
Chassis Member .

v

Destination Image @ Image1 @ Image2

oy ae)




1. Source ImageE A3t O|O|X|1 EE= O|O|X|2&

HEfSL T,

2. Chassis MemberE AHESH0] FFIHHIO| KO A SAtE C

P>

Apply HHES SEIgL(Ct

YHOIEE 90| 29X 2

MSELICH 7Y

Lo dJ"

w2 o|0]x| 28 +48

& O|0|X| 7| 5& AtEotH

UG LICE 2 A= 0|2 A9 CHAl AlSe I 225 2y O|0[X| 2 image1 &

image2& A8 = JUASLICL O] 7|52
7t

Ct2 2 0l=g I A9 CH2

v

7% O|0[x| 285 /g5t H:

2R[X7F & 72| o|O[X| &

(=)
o =
=

Alzt

S0lELICt

I

3. Destination ImageE AF&510] image1 = image2E CH

A= O|0[X|(FAte ofofX))=

ST MY KXo 22 5

2~ZEQ|0f O[Ok E

Maintenance > File Management > Dual Image Configuration.

A2 0| =8} AH Lt

Dual Image Configuration
: Next
— : Active : o
Unit | Image Name Active Image Description Version
image |
mage

1 imaga1 False False 6.1.20.58

1 image2 True  True 6.2.13.24
1. Units AH&0t0] ZE O|0|X| S &de}, YH|O|E = 4HE 7H IDE U LICH
2. Next Active ImageS AH83t0 MEot O|0|X| S O] HX[2| 2% MFES ?let L= &

2HELIC

3. Image Description2 AHE5H0] MEASH O|O[X|0f| Cf ot A

4. Delete HEZ S &/6IH A2(X|9 A

5. Apply HHES &/ LICH

YOOIEE 0] 2%X[=

XA |

Lo d™g

3T ME FXI0AM

Lt -8 ¢
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Y= AL,

MEH

—

(=13
S

O

—

2 =4

HEgLCt

Hot O|O|X| 7t AFA| &l LTt



Note: O|0|X| & -delet = AX[Q] A|AE MEFE s M| RES

&K oF L Ct.

ChE EO M= =0 BAL = 98 - Bl 20 ol 2L

Table 247. &< o|O|X| L

= gy

Image Name MEfSH 2|2 0|0|X| 0| 50| EAIE LT
Active Image efet ZK| | $x) 2 0|n|X| YLt
Version image1 R E T+ ol A QL|C}

= =l 74
=X sl| E
Ping EE= TracerouteE ALY = U2 H2e2| HZE sl = JUSL(CH

Ping IPv4

2RX[0f XA EE IPFL2 ping RES EUES XA
o

= 2 = USLICE 29X|7F £ 1P 28| 0] 1k
silg = Us Ié.h_'%*—?— UG LILE Apply HES SEI5HH &
= Z:

| X7} XIS =l 2=9] ping RE=

Ho

ol CHot SEO| =l E|X| Rt ™ Tz H|A[X| 7} HEA|E LICE.
Tx = Count, Rx = 0 Min/Max/Avg RTT = 0/0/0 msec

If a reply to the ping is received, the following message displays:

Reply From a.b.c.d: icmp seq = 0. time= xyz usec.
Reply From a.b.c.d: icmp seq = 1. time= abc usec.
Reply From a.b.c.d: icmp seq = 2. time= def usec.

Tx = count, Rx = count Min/Max/Avg RTT = xyz/abc/def msec

- WS FYOD HEYIC| SAES WM

Maintenance > Troubleshooting > Ping IPv4.
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Ping Details

IP Address/Host Name >
Count . 1 10 15)

Interval(secs 3 1 to 60)

Datagram Size o 0 to 65507)

Source None i

Results

rr

IP Address/Host Name 2 AFESHY pinge 22| X[ 0f] Ciot AH|[O[ME Q| IP =4 EE
SAE 0|52 gL CL

ping T Z! AtO|2f ZHA S == EHe|2 ST Ct
T HATC

7|23t 3R QUL Yol 1~602L]Ch
C

4l 121 9| Datagram SizeS & 2TtL

N
tr
\d

rlo

o

o

O|EQL|C} W= 0~65507 Y L|C}.
o2 2F IiZlE B [ AF2% Source IP Address =+ InterfaceS & 2 8HL|C}.

22T EHQSH] B2 B2 &4 SH2E Nones MHISHM . 7ts¢t €f2 B2
2

b
o
-
(1]
©
a
H
N
10
>
| >
al
i
rr
N
rhe
nx
r>
ro
m
E
[s)
>
10
B
i
I
-
inl

IP Address. Of| 2 QE I{ZI 2 EH [ At ES AA P F

o
gHOZ P FAS MY FR EAFLICL

* Interface. 0|2 2 {2l S H& I ALY QAIHI|O|AQL|CH O] EE=
710
AL

A =
OIE|H 0| AT} A4 SMO= MEfsl 29 mAELICH

Note: O] S310| Lo TAE 2H2 A9IX0f M &K ¥SLICL ZMHO2
o1 0|23t WET} 7| BZko 2 HHELCh
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2 MEE L 29/X]= Count 2E0f| X|Z & 2| 5 d&stn

—Jl\— o-d
o] 7td 7hs¢t HlolE otafiof Al E LIt

|20t o} HO| H|O[H & &9X[Q] X4 gte 2 X285t H Cancel

O] &H2 X|HE ZAE O|E0|Lt IPv6 FAE ping 2F S El= O AFSELICH 0| E

AFESHY A2|X[7F £78 IPve AH|O[ Mot S4lgh 4= A=X| =Helg = AS LI Apply

HES S2E5IH 29| X= XFE 52| ping 2¥S B2 Zit= 714 7hs¢ HIO|H
L=

Send count=n, Receive count=n from (IPv6 Address) . Average round trip time
= n ms.

Ping IPv6E Al-235}2{™:

Maintenance > Troubleshooting > Ping IPv6.

Ping IPvE

Fing Global v

1. SE0AM Ping RS MR LICH

[ — o
tset W2

Ojo
=
my!

[>
-
o

E [=]
* Global. 224 IPv6 =2 & ping® L|Ct.

Hu

 Link Local. X| g & QIE{HO|AE Sl @3-EZ IPv6 TAE ping2LICE O]
A=
— =

EE = ping 5322 QEHO| HEfot 32 EA[E L

2. IPv6 Address/Host Name2 AHESI0] ping®t A2/ X[0f CHF AH|O[M2| IPv6 T4 &=

DAE 0|52 Y™t}
X125 H| 0] USLICEH B AL )X XXX XXX XXXXXXXKXXXX:xxxx & L CF, x| CH
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=Xt == 255K LT

3. CountE AI83I0] M k= o2 2 =5 YLt
Hel= 1~15YL|CE 7| 222 3 LICH

4. | EHi |.o|o| 7|-7:|( )% <t3=|IE=I'c'>'I-[_|[|-_
Hel= 1~60YLICE 7| 2242 3 LCE

5. Datagram SizeS A-&5t0] GIO|H ™ 37| & YHfL(C.

2ot H9l= 0~13000% LIC}. 7| = Ef2 0HIO| EILICE.

6. 0|2 Q@ 2l S &Y I} AFR2E Source IP Address EE= InterfaceS & 28tL|Ct.
AATEQSH] U2 4R AL FHCE QIS S MESIM K. 7Hsot 442 CHaat
Z&L
¢ None. ping {22 AA FAE 7|2 &Al QIHDO| A FEAQL|CE
« IPv6 Address. 0|2 27 IjZlS B [ ALY &4 IPve =AY LL O

ZEE=IPv6 FAIt AN FNHNOE MENE A2 HA|ELICH

H

¢ Interface. 02 2 IjZlS 2 O] AtET QAHHO|AYL|C O EEE=
ME °

A
OIE{I|O| ATt AA SMOZ MEHE A AL CE

Note: O 2tHO| HEO| L& 4f2 29X[0] MY E[X| EELIC 28z
o o|3st WE 7} 7| E27to 2 MXElL|C}

Ping2 X|HEl IPv6 & L= SAE O|E0Z MEELLCHL AX|E Count ZEO

— | ]
A8 0o = W&ot 2iot= 2 SHo 714 7P%§ HIO|E Of2{of FEA|E LIt

Traceroute IPv4

0| 42 AFRSHY AQX| 7} K| HEl P Za EL
HUE 2 K| A|EL|CE 0|2 AFRSH0] THZI0| YA T
O|A|_||:|. I—l_g_ H—IEO E.E|o|_|j:| Ao|x|7|' 74§_j'<_

Of2{off EA|E LTt
Traceroute®f| Lot SEO| a4 E|H CF5 HAIX[7F EA|ELICE,
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\74

3
A
(=]

Maintenance > Troubleshooting > Traceroute IPv4.

1 e.f.g.h 9869 usec 9775 usec 10584 usec

2 0.0.0.0 0 usec * 0 usec * 0 usec *
3 0.0.0.0 0 usec * 0 usec * 0 usec *

Hop Count = j Last TTL = k Test attempt
23H 4¥g JMsln Z28 HAS
M5t .

m

B YES

Test Success = n.

3o =2E0 O}

=
St

TraceRoute |Pvd

IP Addr

ress/Hostname
Probes Per Hop

Max TTL ap
Init TTL
MaxFail 5

Interval(secs)

Source No

Results

IP Address/Host Name= A& 310
Ol YHTLCt

7242 S L ot

Probes Per HopE & &gtL|Ct

72452 3YL|Ct HRl= 1~10Q LT

CHAO| Max TTLS Y& stL|Ct

7| 2242 30 LT #&= 1~255 L T,
A& Initial TTLS Y ETtL|Ct

7| 242 1L Tt B 9= 1~255Q LI C}.
MM 0| 5|8 5| = Max FailuresE &) 2gfL|Ct.
7| 222 5 LT Y= 1~255QY LI CF.
Interval (secs). T2 E ALO|Q| A|ZtZ = T2
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7|22 3YLIC #els 1~60 R LTt

7. T2H I§210]| UDP CH4f PortE U THL LT

7| 242 33434 Y L|Ct. AP = 1~65535Q L Lt
8. ZZH I§3l9| SizeE YEHTILICE

72452 0 LT 2= 0~39936 Y L| Ct.

IP Address. 0|2 8 TfZI2 B I} AtESH 2AA P F

o
SUSE IP TS WYt 2 EAlFULC

+ Interface. O 98 HAS =Y U ALY QIEH0|AQLICE O BEL
QIE{HO|AT AX SMOE MEjE Z2 HAIGLCH
Note: O] 20| IO RAE ZHe AKX 0| MAEX| gtesLich ZoE oz
Sp2 MEZ DAIH 0|23 WE} 7| =goz AL

10. Apply HHE 2 STt}

Traceroute 22 X|HE IP FA F= SAE 0202 MAEIL|CH A= TraceRoute
Z1 ol 1Y Jhsot O|O|Ef Of2{ofl EA|E!L|CY,

23 WEole 29KV KIFE P R EE SAE 0502 A2 FH 2¥S B
HE2 =X |Pva A7} BA|EL|CH

Traceroute IPv6

O| 2tHZ AFESIH AAX|7F X|HE IPv6e T2 =3
HUES XAZLC O[S AL83L0 I{Z0| €7 CIMCZ oS3t Z2E AME +
UESLICH M2 HES SESIH AQX|7F E2 F

Ot2HOf| EA|E LICE.

TracerouteO| CH{3t S 20| =4 2| CHS O A| X[ 7} A& L|C
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1 a:b:c:d:e:f:g 9869 usec 9775 usec 10584 usec
2 0:0:0:0:0:0:0:0 0 usec * 0 usec * 0 usec *
Hop Count = p Last TTL = g Test attempt = r Test Success = s.

> FH ZAZ IPv6E AIE5l2{H:

Maintenance > Troubleshooting > Traceroute IPv6.

Traceroute IPv6

Results

1. IPv6 Address/Host Name ZE0| AQ(X|7t A2E AMTt

SAE 0|22 YBLCY,

AH|O|MO| IPve T4 E=

Z7|2r2 H|Oof USLICH LB IPve T E= ZAE O|E2 MRS UM AE
FX| = X| &L

2Tt MaxTTL2

1912 7
MRS

QUG NItTTLE &

5. M40l 5 &&= Maximum FailuresS & 2 2fL|C}.

[e)

7|22 5L Hel= 1~255 LI CE & & MaxFail2 TS 2
= LICk
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Interval (secs) - TZ E ALO|Q| A|ZHS = CHQIZ & BL|C}
7|22 3YLICH Hel= 1~60Q LICt Yot 7tA2 MRS UL AR FX|E[X|
S

ZzH 1§20 UDP L PortE =L

7| 23f2 33434 L|Ct. HQ|= 1~65535Q L|C} QlEist TE= MRAS ZUCt HE
SR K| ZEL|CE,

7|2t 0L M= 0~39936 Y LICE &i=ot 37|= MRS ULt AR FXIE X

(=3
¢ None. ping T{Z 2| A FAE 7| YA QIHHO| AL FAQLICH
¢ IPAddress. 0|2 27F {72 B [ ALES AA 1P FAYLICE O] BEE A

+Interface. 0|2 2% Tj2\2 =4 0} AL IE{T0O|AQLC 0| BEL
HE HP

=M Z27t A A gLt Z1t= TraceRoute S0 #A|E LT

mjo
HT
=
ot

AN FE O AQIK|ZH NHE 1P FA Tk SAE0|20R Y2 £ 9
7:

=
42 =5 |pve Zut7F EA|E L|CE
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U-1-F5010HPA

= 24

—_ -

Table 248. 7|2 MH

O 2E0|A = Creh 2| 29X 2ZEQOf 7|52 7|= 4

£ 7123
IP address 192.168.10.12
Subnet mask 255.255.0.0
Default gateway 0.0.0.0
Protocol DHCP

Management VLAN ID

1

Minimum password length

Eight characters

IPv6 management Mode None

SNTP client Enabled
SNTP server Not configured
Global logging Enabled

CLI command logging Disabled

Console logging

Enabled (Severity level: debug and above)

RAM logging

Enabled (Severity level: debug and above)

Persistent (FLASH) logging

Disabled

DNS Enabled (No servers configured)
SNMP Enabled (SNMPv1/SNMPv2, SNMPv3)
SNMP Traps Enabled

Auto Install Enabled

Auto Save Disabled

sFlow Enabled

ISDP Enabled (Versions 1 and 2)

RMON Enabled

TACACS Not configured

RADIUS Not configured
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U-1-F5010HPA

SSH/SSL Disabled
Telnet Enabled
Denial of Service Protection Disabled
Captive Portal Disabled
Dot1x Authentication (IEEE Disabled

802.1X)

MAC-based port security

All ports are unlocked

Access control lists (ACL)

None configured

IP source guard (IPSG) Disabled
DHCP snooping Disabled
Dynamic ARP inspection Disabled
Protected ports None
Private groups None

Flow control support (IEEE 802.3x) | Disabled
Head of line blocking prevention Disabled
Maximum frame size 1518 bytes
Auto-MDI/MDIX support Enabled
Auto-negotiation Enabled

Advertised port speed Maximum Capacity
Broadcast storm control Enabled
Port mirroring Disabled
LLDP Enabled
LLDP-MED Enabled

MAC table address aging

300 seconds (dynamic addresses)

DHCP Layer 2 relay Disabled

Default VLAN ID 1

Default VLAN name Default

GVRP Disabled

GARP timers Leave: 60 centiseconds Leave All: 1000
centiseconds Join: 20 centiseconds

Voice VLAN Disabled

Guest VLAN Disabled

RADIUS-assigned VLANs Disabled

Double VLANs Disabled

Spanning Tree Protocol (STP) Enabled

STP operation mode

IEEE 802.1s RSTP
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U-1-F5010HPA

Optional STP features Disabled

STP bridge priority 32768

Multiple Spanning Tree Disabled

Link aggregation No Link Aggregation Groups (LAGs) configured

LACP system priority

1

Routing mode Disabled
IP helper and UDP relay Disabled
Tunnel and loopback interfaces None
DiffServ Enabled
Auto VolP Disabled
Auto VolP traffic class 6

MLD snooping Disabled
IGMP snooping Disabled
IGMP snooping querier Disabled
GMRP Disabled
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T3 of

O #&0|= g 7|52 o= YR C
«  VLAN(ZF 2712 E4/8)
o YA A O FZACL)
o A EB}E AH/A(DiffServ)

. 802.1X
. MSTP

I

o
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U-I-F5010HPA

VLAN(Z} 242 sS4

LAN(Local Area Network)2 ZHH o2 HEEIAE ORI = FO|
H

U
N
$0
Iy
I~
_I'_l_

S22 MOAHEQ e BE, BEX| E= &%K= BE X EZXNE
AZAYLCL AE =EE 22 0|2 M2 ST = JASLICH 2H2HE LANS 2|
A0 EciE s HEot ZEZ 2t gL Lt

7t LAN(VLAN)2 X|2[H 2{X] 0|2l 7|&(H: &M, ALEAt RY E= 7= 88 22
7|1Z) 22 HAAH O[S Ot Fo7t Ue 22 SUYYLICH VLAN 2+ E2i O
SELE 52T O] VLANO| & 7He| E & LANO| = AME ECfEO| 2tREHE

S5 OF 2 LTt

VLANE £ HEQIA HIHE SZ5|0f YR YEI2HE O B HEYI HIAE
CIZE HHE SN PC, AMH L IIE =YD 2420 IEYLICL 1 S0 2E
O S SYAI7E 2 HH) 245 0] US 4 UBLICH BRI 2E B VLANO]
SEE® 0tk SUs HIHEN ATE 2N 242 AZS BRY + ABLCHIT
2IRITHVIANS A8 @0 2} CHE 2 A2l 2144 E OHE VLAN T4 07
HO|R| Y7L, RETHAMAT & QUFLL S T OIT A AT & QLC

VLANE CHg 3t 22 0j2f 7x| &g M3 ch

HESRI 20| 0I5ttt M=z 7t At S45tE AHEAE 228 2|X[0of 2HA §LO]

ZE VLANSE 182 4 &L 2 180 ETL iR VLAN Lo ZgEo

F

o
tet2 Hi4d 20| ot 22|

H&EL|CH VLIANS £ 7t 9 EQT MAo HEEI|AE EQfTS

SSE HER/A 222 EFLICE VLANS 2t EE ST uXxted = A= 7ty
BAE TSLICEH M2t BF 2t E 7|8 22 ZX[E AFESHY 2 VLANO| Lot
HMAE Mote = ASLICE

2RX|7F = 4lot Ij 22 o2t 22 LA 22 M2 gL ot

Ef 271 XY E|X| 42 TH2I0| ZEO| S0 X&2E ELEQ| 7|2 VLAN ID Ef 1
HS 2 |17t X|GELICH 24 ZEO|E AFRAIZ BT 4 9l 7= VLAN ID MO
[ELCHZ|2 B-H21). Z ZEQ| 7|2 VLAN ID &2 Port PVID Configuration(Z E

A H

(m
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U-I-F5010HPA

PVID 748) 2t HOM BES 5= QAS LT ZE PVID 28 782 EX9t

1
>
ro

o BV XIEE TAOl ZEO| SO{Z M 3T Tizlel Ej1= 7|= VLAN ID 278
oS 2R UELICH D212 VLAN ID Ef 1 HS 2 X|HEl VLANS 2 T E Lt

co= =

o T{3l0| L= ZETJFVLAN ID Ef 10| X|HE VLANS| 1A /0| Ol AL TfZl0|
APH|El L|C}

>

J
L

« XEJII{ZIO| VLAN IDE X|HE VLANS| 280l A2 mj7l2 5Lt VLAN IDE
I CE ZEZ MEE = YSLICH

o 2RX|OM L7t THA2 3 ZEQ| VIAN B & £ 2730 m2f 7t
X EE[ AL B 27 X Z =l X| 5Lt %3 Eof tiet us 3lld ZEOM A9K[E
[ELt= Th2I0| Ef 270 XIFElX| @SS Q0L gt 2 £ ZEo Ciet T= o e
ZEOM 29X S HLt= {20 e ZEQF HZE VLAN IDE Ef D X[ FE S

olojghLct.

|

O Mo MS & ol= Ei 7t X8 &l VLANO| LSt OI3HE 57| 2loh - elet 8=
23ot= o3 BHA =2 S g E Lt

VLAN 74 0f

0| OO A= VLAN AFR Ol CHaH Of 2 waua% BO|ZED AQX|ZF E|V} KM E Eayma)
Ej 7 XM E|X| RS EF LS Ka|ste WS Mysch

o] o M= = Jfo NS AHABIT 7|5 VLAN 19| ZE B AIS HZAstD = 7o

O Ml VLANS
M VLANO| ZE HHE %*%*ZH-I Ct.
1. 7|2 VLAN T+ 2t H(VLAN 78 & Z)0l| M T2 VLANS ddg Lt
¢ VLANIDZ} 102! VLAN.
« VLAN ID7} 202! VLAN.

2. VLAN HHi4 SHB(VLAN BEd T4 ZE)0Af CHS3H 20| VLAN HHd S
R LTt
* VLANID 10] 9li= 7|2 VLANS| 22 ZE 7(U) & ZE 8(U) #H S XIZE LT
* VLAN D7 102! VLANS| B2 EE 1(U), £E 2(U), £E 3(T) B8 S X FRALICE.
* VLAN D7 209! VLANO| B2 ZE 4(U), ZE 5(T) X ZE 6(U) BHE X FYLICH
3. ZEPVID ?M S}H(ZE PVID *E”g TN AF)OIA ZE g1 U g4 T3 PVIDS
Zl0| LE VLAN IDE Ej 1 X|™HE|E2 SHL|C}

* Port g1: PVID 10
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e Port g4: PVID 20

4. ST VLAN T2 ALESHH L2 A0 4o 2 Aot g gLt
o E§TFXZEIX] %2 D§2I0| ZE 10] SO{7HH A X|= s TZl0f VLAN ID
1022 E§I 5 X|GetL|Ct jZl2 ZE 29t ZE 30f WA AT 5= JELICH Li7He
i 20 M Ef 17t M A0 ZE 27F Ef 7 XY (X @2 IfZlo 2 HELCHL ZE
32| 42 Lt7h= 22 VLAN ID 102 Ef 7} X[ HE mjZle 2 & Lot

e VLAN ID 100| Z2t=l Ef7F X9 =l TjZl0] ZE 30 S0{7IH s IjZl2 ZE
10F L E 20| MMAT o~ Q&L|CH TfZI0| ZE 10|Lt ZE 25 [{LIH ST Ef 7}
MAZ O Ef7F X|™EX] 22 TjZ 22 AL X[0f E&LICE

o EBVF RIFEEIR| @2 A0l ZE 40| SO{7HH Af|X[= diE A0 VLAN ID
2022 E{T1E XIFLLICEH A2 2 E 52F ZE 60f AN AT = UFL|CH LHT7t=
{jZl2 ZE 6= Mz O EY7F MAES Ef2ZF XEER| &2 TiZI0[ ELICf,

LS=

50| M LtZ7t= D22 VLAN ID 202| Ef 7t X| ™ &l T2l 2 & LTt

OH A =2
MM A M0 55 (ACL)
ACLS SO0IZl AIEXI2HEH 2|AA0 BN AT = QT E Sl= SA|0 HERKZ 2|20
™26t = Beot A|= & Xttt O},
ACLZ EfjZ S E NOE N&dtl, 2t2E YH0|E YWE= Notstn, ME E= XfEf% Eofg
oS Z™SHD, HEQ A0 EQHS XN|&St= O AFRELICH ACL2 EtHO 2 L|E | EQALt
CIH Ut Z2 Q| | EQIR ALO|0f| | X|ot it 2t EOf AFEEILICH EEo LHE HEQIAS| EH
HEE2O0Z S0AHL L}7tE ERfE 2 X|0{SH7| s WERK S| & £& ALO|o| {|X|et 2+ E{ 0| A
AMES = JAESLICH ACL 7|0 2ot F7I o7l MEle 29K 40| o2 F=X| UASL|CH F,
ACL M2|= 3| £ 2 2rlistL|C},
HMAEEL2SHE G AHE A X1 RS QULICH EHE 7|&E02 YT o|2et ZH B2 2
AAX|ILE 2t EHOM X2 k| = ZF TfZlof HEE L CH izl ME E= A= T Zl0] X|™El 7| &=t
LX[St=X| o &0 2} 278 &= L Ct
EfTZ ZHE0| = OS2 5 7HX] 7|2 THA 7 2 a3tL Ct
1. A& 22 FHol2 MLt
HMA FSE o0 = 7|1 XSt ECfjEH S AN Z MESX| OfLH
AN 2K & K| HSHE #2I0| Z&tE|Of |USLICH et 7|=1F EX|5H= ERjE S EH
CH7|Qof| 2 EStAHLL ERfE 2 EY ZEZ 2|C|AMT = JASLICL 7|2 2E HE
752 mE S20| OX| % FAYL|Ch
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Ok

2. QIHRZE o] QIHH 0| A0 HM A S2S HELIC

O

ACLO| E2|X ZE 3 LAGO HIQIYE| =5 S| 8tL|CH AKX 2T EQ0{= MAC ACL &
IP ACLS X|&ghLCt.

MAC ACL MZE 1M

ChZ OloM = XIS E ZEOM S £ 2 O] ESfH S 5 EtL sfid ZEL| CHE
= =

~
o
DE Egjml2 HES= MAC 7|t ACLE M A5}

1. MAC ACL 2tHO|M HE S| Y F A0 CisH Sales_ACLO|2t= 0| 52| ACLZ
MASHLICHI| 2 MAC ACL 7+ & ).

7[ZH22 0| ACL2 QHI2E o 2 HIQIFELILH J, 29X|7F ZE0 S0{Z
M E2iES HArStCHE 2|0] LTt

2. MAC 71%] 23O CHg @H S AFESH0] Sales_ACLO| Ciot 742 AL Tt
e ID: 1
* Action: Permit
* Assign Queue ID: 0
* Match Every: False
e CoS:0
* Destination MAC: 01:02:1A:BC:DE:EF
* Destination MAC Mask: 00:00:00:00:FF:FF
* EtherType User Value:
*  Source MAC: 02:02:1A:BC.DE:EF
e Source MAC Mask: 00:00:00:00:FF:FF
e VLANID: 2

MAC ACL 11&]0j| CHSF XEA|SH LHE -2 MAC ACL 14| 72 BRSHYAR.

3. MAC HIIE 74 2t HO|| M Sales ACLZ 2IE{IH0
e M8 HES S Er(MAC HEQIE 14 QE).

Of QIE{ T O] A Bl ekof O|0] & CHE HMA FES 7IE22 O] HM L 59
TAME BAISH| flof MY AL S S stEe = AL

4. MAC HIQIE H|O|£0]= QIHH|0|A2F MAC ACL HIQIE! HEJF BA|E LICHMAC BRI
E|O| =0 Al MAC ACL HIQIE E7| EE= AKX & x),

Sales ACLO|Z2t= ACL2 1#3/0f ‘Hol=l CHat & AA MAC A2 MAC OFAF 7L Q=

o4l =2 XS LICH Eot T A0l = Y 2 A VLANQ! VLAN ID 2 Ef7¢t

X" &[0 OF StL|C Z 2| 2| CoS %= 00|0{0F 1, O|= O] 4l 2| Aol 7| &4+ & LT},
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O 7|1t EX|ot= =2

oo
I rlo

CH7| € ooff & LC BHE 2= EgfE2 of2ot AHTO|A0M BAH2 2 ARELC
F7F E2jHo| ol2{et ZEO| TUSI=F S ot B JAot= S 7|E= AESHA M 518
A S 7ot s Al S AHL|0|2 6, 7, 80] HFQI F o OF BHLICH.

HEIPACL HE 48

ChE oo M= X £ AM2f 1P E2fHO| CHE f At HZAE
YXot= IP 7|2 ACLE ddot= WS 2OlgLIC [+
HESI IPF22 HEFLCHL

1. IP ACL StHO|A{ IP ACL IDZ} 121 A IP ACLS - d 8L CK

2. P13 UM CHF 282 A5 IP ACL 10f| Lo A S d-d gL Ct.
* RulelD:1
* Action: Deny
* Assign Queue ID: O (optional: 0 is the default value)
* Match Every: False
* Source IP Address: 192.168.187.0
* Source IP Mask: 255.255.255.0

IP ACL #2/0i| Ciiot =71 'HE = IP ACLO| et #2] 188 HXSHUAIL.

%
>
@)
—
-+
0x
ozt
i

3. Add HHEZS S&E/etL|Ct
4, IP 2 SHHOINM CHS E7H S AFESHO] IP ACL 10] CHSH & B 22 BHELCL
e RulelD:2

¢ Action: Permit
e Match Every: True

5. Add HEZ S&=gtL|C}.

SIE{H[0]~ 6, 7, 80| M &[T 7[= CH7| €2l 5tES|0f S4

6. IPHRIE 4 tEHOM ACL ID 12 2 HE 0|2 7|7HHIE ZE 2,3, 40 25t AL

12 SHEHSHLICHIP ACL QI E{I| O] A HFQIG! LA X)),

O
=0Hd

k=
7

IP HIQIE H|O| = 2tHS AMESHO] QIE{HO]|A Sl IP ACL HIQIE HEE =HQIghL|CHENE:
OIS HIO|E0|A| IP ACL HFQIE 7| L= AbA|)

of oflef IPACLEZ 2E TS MF FA HEAIS[ 22 1P FA B 24 OAT 2}
LXIAIZ| 2 22 X[ OJF Sl QIE{H|O| A 2, 3, 40| A O] F HEEL|Ct & HW
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EEO| DE |38 EATS SISULICH M7t 1Y He FHOE BAHQ BE
7% AH0| Yooz & HH 750 ALt

K 2LEl A H| A (DiffServ)

BE P2 HESRAE 2[do| HO|H TE MHAE MSSHESE A /AL 2ol =5
HlA= HEZRZE HAIM HOIHE TESCHE A 2[0Sk R BHEA| O Z40|2t= BE

o
o S0il= WO XA AHL HEH = HEE[ALE AHE & ASLICE O|H & & Th
2 |

QoS(MH|A F &)= EHO|Y 27 A0 AT miZlnt x| 5 O & ALl= W2l s +E5HY
LoD 0= 7hse HolH MES Mg & AU

1 S&5HA Me|ELItt 0|
LICH ot =E7F HQoh EHO[E 24 A

A A =52 450 MohE L Ct.

%
mo ~—

QoSOil= &+ 7HA| 7|2 7ol A

o>

L Ct.

* Integrated Services: J E® 3 2|aAE QFO| et SHEH HERT 2|
A (0f: RSVP)O| 2 Of 2F & L CHE[ A2 Of

19

Differentiated Services: | E?|3 2|AA= EjE 27 3 2420 et SEHE O
A5 EFO| Y @ AFEHO| Ql= HIO|HE M ™o 2 Xa|ghL|LCt,

2|y AQ|X| AQ|X|= DiffServE K| EHL|CH.

DiffServ 7| s0l|l= AtE3tE MH|A HEQIE 795t
A7 ESHE|0f JYSLICE O|2{st 3L 25 2
OL7|HIME S SHUAIL.

DiffServE 7'd5t= O 229 37HX| 2 QoS +d @47t JUELICE.

¢ Class
* Policy
* Service (the assignment of a policy to a directional interface)
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THZOf CH3H CHE REE HASHO 20[0] 2, 3, 401 A SOl2E HHAS £RY +
Rl ULk,

=l

e Source/destination MAC address

* EtherType

* Class of Service (802.1p priority) value (first/only VLAN tag)

* VLAN ID range (first/only VLAN tag)

e Secondary 802.1p priority value (second/inner VLAN tag)

* Secondary VLAN ID range (second/inner VLAN tag)

* |P Service Type octet (also known as: ToS bits, Precedence value, DSCP value)
e Layer 4 protocol (TCP, UDP and so on)

* Layer 4 source/destination ports

* Source/destination IP address

DiffServ ZHEO|AM £ [ A 0= = J7HX| 80| QA& L|Ct

* DiffServ traffic classes
* DiffServ service levels/forwarding classes

|>

ch

DiffServE Aot =4l AHHO|A0M =M E2fE S AS Folg + JUSLICE B

=
BA =& AHDSCP)2t CtYot LHE EE(MF) = /AFE ZoE == UASLICH

DiffServ E2j|=!

Muju

* Layer 2; Layers 3, 4 (IP only)
*  Protocol-based
e Address-based

Ol2{gt =/ AE =2|& AND = OR it Zgsto S840 #x28 752 + AU
g A1) F, BHY 22 HoM ZelE S

=Xt OR EVIA 22 2/ AE%tE L Lt

=
—
Lct 22 S¥2 g 222 FE A<

DiffServE 7ot ® MH|A =F & &4 AIHEO|ANA £7H DSCP 422 *'““Eli
ME ZeiA/PHBE JololiOF ThLICH O|2{et MH|A =F2 Z-Zt0f| gt BA SeiA
T45H GOl E Lt

o
12
ra
mjn
N
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DiffServ M= ALESIN Fdst= a4 ZMPS oLt 0[¢2| Qos FH ¥t AZLLC Of

=~

S
Agto| AntE gMo|2tan gLt

DiffServ ZtE 0| A & I} Ch2 1t 22 £ 71X &2l FHMo| A& LCt.

+ Traffic Conditioning Policy: DiffServ E2iZ S2jA 0 M2 )= H*Y
+ Service Provisioning Policy: DiffServ A{H| A £=Z0f M2 &|= Hx

8l SLS(AH

= )
ZE U MH|A Z2HX Y 0| A L= CHYet Y EL FE S 522 7+ doliof

>
+

A

Rl

02

kal

X%

mjo

N

I

u

0x

Ot

I

=

(m

> &=
JH

« Dropping. =% A| I 22 H2[HA| 2. 0| = £3| DiffServet ACLO| & &3t
OIEHO|A0 S&8 4 gl= AL DiffServa AME30] WM A KO 22 XY g
o 20| MdtE ol FELLICH

* Marking IP DSCP or IP
&S HEIU= DSCP #t= A&t 1zl 2| DiffServ 2

=
HAMHBEAZLCEH E= T2 1P 29| 48 EAMEAY 5= AL

i
Hl
o
[m

|

20 CHal THZl0] &= I X R/

Lo =2

ne
rot
®
S
N
—
©

«  Marking CoS (802.1p). E2i{Z S
XEE de=2 478 L Tt 802.1

|
S|CQ| HIE @M =2 EEE p o7t OF&l QIO ™
U E LT} Ol= DiffServ T & S22 2(0: DSCP L= IP &4 =9 24h) el &
7o 2 HE 2 M =2 =F2 250 IP |H 0| A DSCP 42 F7| Moz
SOISH| b= CHRAE ™ AX|0| €5 QoS EM2 MESH= O RELICH

* Policing. TCS2| =S =40t 8 54 a2 AatE 4 EH S Motsts
UHALICE Hehd ArFS ZastALE EXetot T2 Mt o R mfiZlof= S Eo X2|7t
HE8& =+ U LILE DiffServ 7|52 tha w2 EciY I8 M2|(X2)S KA LIC

¢ drop. T2 O] AFK| &| A& LI Ct.

« mark cos. 802.1p AL& At M &= H{EZF (RH)HEA| =0 ™ E LT},
«  mark dscp. I 2! DSCP7} (XH)EA| &[0 M FHE L|C.

« mark prec. T{Zl IP @M=L 7F (M) HA| =0 TEE LT

 send: I{ Z-2 DiffServ =& 910| MY & L|C}.
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Color Mode Awareness. DiffServ 7| 52| X2 A tL = M O|Al I E S AL SHL| T
X

DY D= A TIZI0] MAHEA)S RAISILICH MAF Q1A mE= M ANE AYS

[ 47 T2 BAIE D{gfLICh B2 By 22 e FY Zoloh &7 A8 & Of
Moot MY 2 AEE 4 MY S X85t 802.1p, 22 802.1p, IP DSCP £ IP
M =9 ZE S OtLof TRt g2 AP LICh 20 ESfHO My MENo=z
g 5 AS L

Counting. DiffServ L{2| Eei & A2 E 2} H|0|H N2|E FHsH7| fsl SEl & 13l
SAE YU O|EYLILE. O] DiffServ 7| S0M 7H2EH = ALEAI7E BAIH 22 FHGoHK|
X2 49 E[= DiffServ M S 7|H2 2 A|A”O| A E L XAt &2 0

=AML SA 4 S HESHA K.

Assigning QoS Queue. E2f|E AEEIS X
EpfE EFXte X El= StEY o 7| g

'S & Qos Hi7| €= 2 "Lt
E i
XNe|ot= ol AFEEl=X X 8e =+ A L.

0|2 &35
20| SefA0 £5t= 1HZA S
Redirecting. =& Ezff AEZZ X[FE &4 ZE
HMETILICt Ol BEA| E= T X[ =712 gl =+

S K 42 ALt

A H

DiffServ O A| 7t/

DiffServ 222/ M S 4 J5t0] 22| X| QEH 0|20 HASIHH OHS BHA S HEHAL.

1.

QoS S A 79 2HHO M LS BHZ AFESHA A SefAE M dghL Ch
e Class Name: Class1
e Class Type: All

Of 2tRHOf CHSH AbAM[SH Li &2 DiffServ 2 & 742 HZSHIAL.
Class1 ot0|HE 3 E S&|5tH O] S2f 20| it DiffServ 222 7 2tEHE = = ASLICH

Class10f| CHsH CtE H7E 2 F4 LTt

*  Protocol Type: UDP

* Source IP Address: 192.12.1.0

*  Source Mask: 255.255.255.0

e Source L4 Port: Other, and enter 4567 as the source port value

e Destination IP Address: 192.12.2.0

* Destination Mask: 255.255.255.0

* Destination L4 Port: Other, and enter 4568 as the destination port value
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Of 2tHOi| CHer XEMITH LHE2 DiffServ S22 7148 RS AIL.

4. Apply HHEZS SElgtL|Ct
5. M 19 oMM CHE 2E S AHE5H M XS BHEL

* Policy Selector: Policy1

*  Member Class: Class1

O] 2tHO|| CHBt AbAM|BH L& -2 DiffServ @& 742 RS,
6. Add HES SE/&LCL

0| 7t L,
7. O] FXof Ciot ™ SejA 74 2tHE E2{H Policy1 6t0|H A3 E S/ gL Ct.
8. Ct31Zo| X £dg gLt

* Assign Queue: 3

* Policy Attribute: Simple Policy

* Color Mode: Color Blind

*  Committed Rate: 1000000 Kbps

e Committed Burst Size: 128 KB

¢ Confirm Action: Send
* Violate Action: Drop

O| StHO|| Cist XtM| St L2 2 DiffServ & LS EXSIAMA| L.

9. ANH|A 7 SHHOAM QI O]A g7 S g8 HOl U= 2Fol2HE MEHSIO] O] 2{ st
QIE{H O] A0 M2 AASH LS M8 HES 2 2/2tL|CHDiffServ A H| A QIE{ IO A
7o EHX).

DEUDPIiZ SE2 L9 IP &AL FAE AFESHO] 192.12.2.0 HERAZE 2FetL|Ct.

ZLE 71180 = O] AQK|Q| 20|00 4 AA EE 45671 CHA LE 45682 EotHot=

192.12.1.0 HER A= StEL O] CH7|E 30

Ol HEHAONAM AEL|Y O E2|H 0| EcfH

4568 CHA O 2 AMETILICE O] MA|IZH EiY

M=27t =2 SHEQIO CH7| €. 7| 2X 22 HO|H EcfjE 2 XM 7|22 X|Z =

IEQO 7| 08 ATt Y.

40

Of

SOl SE0M 2Ol ZHI2 1000000Kbps2] 78l £ £ 9 128KB2| HHAE A 7|2
IjZl2 Bl AYLICH HUE S HAE J7|E 2|8tst= D22 APH|E LI Lt
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802.1X

=A2] SMUT(LAN)2 SQIE|X| 2 TX|7F LAN QI Z2t0f| EE2|He 2 HAE| ALt
SOIE|X| 42 AL X7t O|0] AZAE EHH|E Sl LANO| HNASIEE 5 85H= SE0
X

b

I'

(o o
HiZT|= 3271 e ol2et 2o LANO M | SSt= AMH[A0| Ciet AMAE
HE MH|AE MESL=E HEE AFEAF A X2 Mohd 4= ASLICH

—

|2t | E Jﬂ AN~ 7(1|01 = LAN 21 =210 22| 95 &85
U f

IEEE 802.11 &2 215 & 10| [HE =X|7} O|RO{X|= Ot7| X =PI E
ol y '

[}
MEo| HESHE A" MEAWRS S

SYBILICE =8 USRS QS AF
Qs AIAH) A0l B2 I5Xte} 915 A Ato|o] Z2E20) Cfgt 27 AYE
gHBLCH

e 2K 29X = LS EX| B2 ALEAZLHEXT 22200 Cieh Mol M2

—_ -

i

Note: QoS 7| 5 S AI235}0] A AE VLANO| £ & oS X251 AAE
VLANO| K| &5t= WER A 2|AaAE Note = J}SL|CE

802.1X2| &£ LHE 7|52 EAPoL IiZl TE X2 S &-dak/H|gdatste 8 ZES 145t=
7|5 YLICEH EX|0A 802.1X7} Bl &gt 42 EAPoL T E S HIZH36AHLE gdated
A O] ﬁ|_| |_‘_|.

™ Mg

2RX2 ZEE LANS o G2 & U= HE AL ME[AE H|
TS MIEH ZE 7|8 HERR ANL MO E AHESHH AKX =

oto] dig ME|A0| et HMA7E SQlE AIL-OMEE HEEEE & -

$0

(@]
o
N
rr >
e
ol

30 1A 4

/> ol
o
=
<

-
n

|m
12
=

- I1|01= A 2”0| HE3te HHIﬁ | CHot MgAtel RE ANAE YX[SHE
=]

X
[>» nE mjo

i

LAN01I EH&F °”HI*Z HI@ t2
HMojsts 20| B A e & AEH Ef.

1=

© T 4

=

HMA MO ASAL MO ZEO AZE MEAL| 2SS Aldst HEFEHLLE 2F
I.

T2 N0 Zutof w2 MEAIL S
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ZE M2 AHE|(PAE)E HM A MO &2 28 WM & 7HX DRet 9o F otLtE

1. Authenticator: oiid ZES Sl ALE 7H5 S AH| 20 TSt KM A S 51E5H7| HOf
oIS S Aldots ZEQYLC
2. Supplicant: A S A7} HEoh= A 20 HMAE A EStE ZEQYLCH

ESH M Ry et JSLCH
3. Authentication server: 2| S XS CHLISHO] AMEXLC| XHH S HZ = 0I5H= G

Zast s 7|ss AL

ro
ol
El
ot
mjo

2HEotHH M| 7HX| 4ol 2

all
e
to
%
-
iml

i
L]

o AQK| AKX = PAEZL AEXIRLO| BAIS HEshE QB A AEot X| gL T
St OIZ X} PAES Xt S 2101817 QI8 QAR EE 22 HEE OIS M0
HEsto] ZEO| Q15 AEfE AMSHS AEE B T} Authenticator PAE= RADIUS 7|t
oIz T2 A A0 Aol L2t MO|Els ZEO| £0I/H|1S AES H o gLt
Supplicant L] Authenticator

o =~ Switch T
< 3 : Authentication
- Server (RADIUS)
192.168.10.23
//-/
Supplicant

Figure 1. 802.1X Authentication Roles

802.1X Tt ¢f

of oo M=

L

= 2AL 22| &(1/0/5~1/0/8)2] ZEOf 802.1X 7|8t Q1F50| BRI E ALK&
TH%te WEES BOlELCH ol2st ZE= WEXZLALEE = A2 HEL A0 Chst
MM A HotE F0{5H7| FOf| Q1S5S ZOtof gL T 2152 2| F RADIUS MHOf 2|5k
Me|gLch $EX7 S H R QAT EH EfE0| At 522 A AE VLANO| & & L|Ct.
O| 0f|0| A= VLANO| VLAN ID 1501} VLAN O| & GuestZ 74| Ct 7Y BhL|C,

2
EH
=
=1
=
H}

—
o
—

Ct.
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1. ZE Q1= 3tHOM ZE 1/0/5, 1/0/6, 1/0/7 & 1/0/8S MEHSHL|C}.

N
m

Mo wolM LEEIX| HES HEBLIC.

Q150 WQSIX| A2 CHE I E ZEQ CHSH ZE X1|01 MHE 502150 OF TtLICt Port
Control A0 Authorizedo._I 42, uthorized AHENZ} &[0 Of (&t

=
IS HRSHA| ¥EUCh ZE HO 2730 At52 2 ASAt PAEE HOjE ZE

[m

rir

40

P H
(sl

O\l

> If

=2 0OH
3. EZE 1/0/5~1/0/82] HAAE VLAN ZE0 1508 Q2i3510] ST ZEE HAE VLANO|
StekotL|Ct
ZEE S YEI0 gt HMAE XO{SH7| Qs =71 82 +8 = YSLCH
Y0 CHet RtASH LI &2 ZE HOF QIHL0O|A M2 HESHUAIL

5. 802.1X T8 SHEOIM ZE 7|gh 2T JEf B AAE VIAN RES 2otz 48
Che H8 HES SHYLNEA LE Bt RE 719 BX)
Of OfoilM= 2 E 91T -0l 7[24tS ALSSHRI R T8 == Rl R 7HA| 7+ 2 E0|
AEHLCL OE =9 EAPOL S2lE RE FEZ AESHH ZAOM 802.1X7t
HIZ2dolEl 42 EAPoL 2 HEE 2gote = USLICE

6. RADIUS MH T+ 2tHO|AM Ctg 2 2 2 RADIUS MHE FdgfLCt.
e Server Address: 192.168.10.23
* Secret Configured: Yes
* Secret: secret123
* Active: Primary

XM L8 2 RADIUS 7R E %

P

[S|NPNER

1]

mjo

=
=5 otH0| A RADIUSE A BN 21T LH-Z A8 E 7|& =5
x

0| 0|0j M= 802.1X 7|t ZE HOtS 23|50 L E g5-g80j| AZAE 2 AE0 802.1X
7|8k 2152 2HSH= HAIX|E BAIZLICH A9 K& TS %l RADIUS A|HO| 215 HEE
MESL

MSTP

STP(Spanning Tree Protocol)= 22| X| & HESI 0N A0 F=ZE XN AHt=

402



U-I-F5010HPA

1
oo
o

tn
r

Ch E2|X| 27t LMsIH HEYIO| EefLo| & &= ASL|C} IEEE
P2 AIi'd E2[Q] Off QIAHAE X| 30
Sl VLAN EZfE S 2882 ML AT d E2|Q] 2}
7t AX| 2+ x|F Z1h= Ot IEEE 802.1w, Rapid Spanning
7

ChEat s 71 520t A2 ZEJL HE HEIZ A

(0]
o
N
ar
ol
| >
=|':I=|
oC
[m
i)
I=
HU
HM
3]
=
[¢)]
_|

m
1

09
m oot o
> ro

m

E_|

o

| >

I

O
| >
s rr

—|
=
D
D
=2
ba!

oz
rin
0
J

ol
ot
n
i
rir
pa
ro
=
|

RSTP2} 7| = STP(IEEE 802.1D)2| AtO|E 2 TO|Z Zut A E AHO|MO| HEE ZEE
TAStD QIASIo] IEE ME AEHZ W2 A Fetstn EZ2X| HAS AKX SH=
7|sLCt. 31, 0|23t 7|52 pointtopoint 3 edgeport O 7H 242 HEA|E L|Ct. MSTP=
RSTP % STPQt 25 ZHEIL|CH STP W RSTP E 2| X|0f XM ASHA ST Ct.

MSTP E2|X|= 2tM 38| RSTP EE|X| LE= STP HE|X| 2 RSS2 s 4= Q& LT}
(2t A IEEE 802.1s E2|X|= 22 MO 2 |IEEE 802.1w %! IEEE 802.1D 2

MSTP Z1Z|E X EZEES

[=]
Et E2|X| Sl LAN2 T CST(3& 21i'd E2)) 2 HZEL|Ct [IEEE

MSTP= £t CIST(
AZASLICL CISTE 7t
CISTO|| CHaH Al AtHEl
21fd E2[(IST)E A
L= IST & StLPof|2F
X ISTS| oHE A QI
VLANO| £3t= A2
EEEXE= HERZA H S
AdgLct & ME CHE VLANO| &3t =8| 2 IEEE M2t 2= XY oA ME2

=
A2 E AMET = QYELICH X2 P802.1s/D13.

OH
ro Ofm

N o

ox

.l

W]

mot oq
ot
s

ofl
H'|
1
mot
ofl
o
Rl

Q
[N
mjo
HL
o
g't
-
il
Rl
19
o 10
o
-
il
oz

Ho
rr
9]
)]
_|
1o
ox
]
a¢)
no
>t

by T.
ne
e
m
no
B B
r_I_
i
Ot
Ke]
|T
u
Rl
|
>
=z
10
ro
oz
to Al
ro
met  jm
0x

4
=
=2
!
2t
H
rn
—
>
z

OF

_'T|_ -
i

=

STP, RSTP E= MSTPE At&%t= EE E2Z|X[= BPDU(Bridge Protocol Data Unit)E

o g HAIX|e] EE HESHY SiLt olgel ALjd EZ[E 7|HIe=z 2T}

f

=
o

:
= 2= 20d E2| U= MHE N JASLICE o2 M
C

N o= Y0
N opnoro

403



U-I-F5010HPA

MST X| g2 5Lt MST 4 AEXIE 2t 5L MSTIE AFESHH MSTP BPDUE =4/
2 WSS £ Qe AZE =2eX|7t @le oLt O|&e] MSTP E2|X|Z2 4 ELICH MST
T MEX0 & CHS 8 247 JE L

T CHO|NH| A E: MST ' HIO|E 0| ‘44 = HMAC-MD5 32| 16HI0|E

MY (MSTIDO CHeH VLAN ID OH &)

Eglo o2f JIAEATIROBR HER QIAHAMZ (= VIANEE

2 SX| &= MSTP & Ef7I QELICH 2E VLANS SFLto| MSTI EE= CISTO| 2F
| HEALICH O|& S0, ZE A= QAHA 12 MUSID QAEHA 25

|

Mg 4= ASLCH ZE MEj= IEEE 802.1D AY 0| HZA L& LT}

4

Cts A0 E2|E X|{ste{™ ATf E2|0f CHSH VLAN ID(VID)E E&SHA|
eS| MSTP E2|X| & F+-d8liof BfL|Ct Ol = L2 2 Soll EFd E LICt
1. FIDO| CH$t vID & EH0| RS 6LX| Y2 X| =HOlghL| T},

2. B2|X|O|M K|S 2t FIDZL HES| sLto] AT E2] AAH A0 SEE|QEX
S}QIStLICt

VIDO| A FIDZ, FIDOIA MSTIZS| & =32 MST -8 HIO| &0 EA|Z ATjH E2|
QIAEIAQ| CHsH VID O E S M o|etL| Lt

O] &2 £l @ = VLANO| T SFLtO| MSTIO 2t 2 H E| = & SHL Tt CIST= MSTIDZH 09!
o E2|o| QIAEHAOQ|7| & ThL| L}

MSTP O A| 7/

Of OO M= 2IXI0| M MSTP IAEAS W dot= WS 20F L CH O X



U-I-F5010HPA
HEXIo= HEXHZL ME CHE /X|0 MHIAE MSSte M 74K 7 LLE LICE. O]
OOl ZE 1/0/1-1/0/5= SAE AHO|MO| ¢iZAL|D2 $jct 23 HEQ3 2m9|
dkg BHX| RELICH ZE 1/0/6~1/0/82 AR X 1, 2, 30| 2N HZAEL|CL.

Ports 1/0/1 - 1/0/5
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Ports 1/0/1 - 1/0/5
Connected to Hosts

Ports 1/0/6 - 1/0/8
Connected fo Switch 2 and 3

Ports 1/0/6 - 1/0/8

1011 - 1/0/5 Switch 1 Connected to Switch 1 and 3

oot Bridge

Ports 1/0/6 - 1/0/8
Connected to
Switch 2 and

Swilch 3

Ports 1/0/1 - 1/0/5
Connected o Hosts

Figure 2. MSTP sample configuration
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Table 249. 2F0]

Atolet of0f = O EMOIM HE

A I gl gLt &

ZALO] 2t SfO =

oof 4y

802.1x IEEE 802.1x Authentication Protocol Standard
ACE Access Control Entry

ACL Access Control List

API Application Programming Interface

ARP Address Resolution Protocol

BGP Border Gateway Protocol

CLl Command Line Interface

CoS Class of Service

Default Gateway

The IP address of a router that a host can use as its first hop when the host does not
know a more specific route to a given destination.

Default Route

A manually configured (static) route whose destination is 0.0.0.0/0.0.0.0 and therefore
matches every packet’s destination. A router uses a default route to forward packets that
do not match a more specific route.

DHCP Dynamic Host Configuration Protocol (RFC 2131, RFC3315). A mechanism for
allocating IP addresses dynamically so that addresses can be reused when hosts no
longer need them.

DHCP Server Dynamic Host Configuration Protocol Servers are servers that grant the address and do
parameter assignment to requested clients in the network. Current interest is that these
servers provide TFTP server and boot file information.

DLL Data Link Layer

DNS Server Domain Name System servers that provide the IP address mapping to the name of the
hosts.

DSCP Differentiated Services Code Point

EAP Extensible Authentication Protocol
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EAPOL Extensible Authentication Protocol over LAN
ECMP Equal Cost Multiple Paths
EEE Energy Efficient Ethernet (from the IEEE 802.3az Energy Efficient Ethernet Task Force

and IEEE 802.3az Energy Efficient Ethernet Study Group).

Host Interface

An IP interface that is not a routing interface. Only locally-originated packets are sent on
a host interface. Only packets with a local destination are received. Host interfaces do
not participate in dynamic routing protocols.

HTTP Hypertext Transfer Protocol

HTTPS Hypertext Transfer Protocol Secure
IAS Internal Authentication Server

IGMP Internet Group Management Protocol

In-band Interface

An IP interface that could be used for in-band management. Any IP interface other than
the Out-of-Band port.

P Internet Protocol

IP Address Owner The VRRP router that has the virtual router’s IP address(es) as real interface
address(es). This is the router that, when up, will respond to packets addressed to one
of these IP addresses for ICMP pings, TCP connections, and so on

IP Interface An interface configured as an IP interface rather than a Layer 2 switching interface. An
IP interface must be assigned one or more IP addresses. Also called a Layer 3 interface.

IPv4 Internet Protocol Version 4

IPv6 Internet Protocol Version 6

ISDP Industry Standard Discovery Protocol

ISID Initiator-defined session identifier

L2 Layer 2 (networking)

L3 Layer 3 (networking)

LAG Link Aggregation Group (IEEE standard)

LLDP Link Layer Discovery Protocol

Local Route A route to an attached subnet. A router creates a local route for each active,
locally-configured IP address and uses the local route to reach other stations on the
attached subnet.

LPI Low-power Idle

MAB MAC Authentication Bypass

MAC Media Access Control

Management Interface

An external IP interface used to send and receive IP packets to configure and monitor
the device.

Management VLAN | A VLAN configured to be used for management rather than control or data traffic.
MFDB Multicast Forwarding Database
MIB Management Information Base
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MLAG Multi-chassis Link Aggregation

MPLS Multiprotocol Label Switching: A standard involving IP quality.
MVR Multicast VLAN Registration

N/A not applicable

NSF Nonstop Forwarding

PAE Port Access Entity

PDU Protocol Data Unit

PIM-DM Protocol-Independent Multicast Dense mode

PIM-SM Protocol-Independent Multicast Sparse mode

Primary IP Address

An IP address selected from the set of real interface addresses. One possible selection
algorithm is to always select the first address. VRRP advertisements are always sent
using the primary IP address as the source of the IP packet.

PoE Power over Ethernet. Corresponds to the IEEE 802.3AF standard which supports power
delivery of up to 15.4W per port.

PoE+ Power over Ethernet Plus. Corresponds to the IEEE 802.3AT standard which supports
power delivery of up to 34.2W per port.

PSE Power Sourcing Equipment

QoS Quality of Service

RADIUS Remote Authentication Dial-in User Service

Routing Interface

An IP interface whose physical ports are front panel ports and associated with a VLAN.
Packets received on a routing interface can be transmitted on a different VLAN than they
were received on.

SDM Switch Database Management

Service Port An IP interface on an Ethernet interface that is separate from the front panel ports. The
service port is dedicated to management. The service port has its own independent
interface to the IP stack. The service port is a host interface.

SM state machine

SMTP Simple Mail Transfer Protocol

SNTP Simple Network Time Protocol

TFTP Trivial File Transfer Protocol

TFTP Server Trivial File Transfer Protocol Servers are servers that hold the requested configuration
and/or image files for requested clients.

TLV Type-Length-Value

ubLD Uni-Directional Link Detection

ul User Interface

UPoE Universal Power over Ethernet. No IEEE standard exists yet for UPoE. UPoE supports
power delivery of up to 60W per port.

USB Universal Serial Bus
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Virtual Router

An abstract object managed by VRRP that acts as a default router for hosts on a shared

LAN. It consists of a virtual router identifier and a set of associated IP address(es) across

a common LAN. A VRRP router can backup one or more virtual routers

Virtual Router Backup

'The set of VRRP routers available to assume forwarding responsibility for a virtual router if
the current Master fails.

Virtual Router Master

The VRRP router that is assuming the responsibility of forwarding packets sent to the IP
address(es) associated with the virtual router, and answering ARP requests for these IP
addresses. Note that if the IP address owner is available, then it will always become the

Master.

VLAN

Virtual Local Area Network

VRRP Router

A router running the Virtual Router Redundancy Protocol. It can participate in one or
more virtual routers.
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