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SHBI0) = A9IXI0] M ASH7| SIoh SNMP B2IXHE PAfots B Bd FEot BAILI

2= AH8AHE SNMP V3 Z2EES AMESI0] 29 X|0f HZT = UK 21T X =3}
U3l 22 K|= adminO|2t= ot Fo| AFEALTE X[ gL T, (2t StLte] == E T

—

MMSELHLE 22X £ 9l LT},

i

SNMP v3 22| X} Z2Zloj| Cjst Q1= U Ao M S A6 H:
System > SNMP > SNMP v3 > User Configuration.

AEXE T =HEHO| EA|E LICEH

1. Q5SS &/45}5t2{H MD5 EE= SHARI Q15 T2 EE SME MENGHL|CY

18
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2. YT WA Ut T2 E S SZ0|A DES &
Lo gx 0|40 YA 2XI2 PAE YB3 ACE Y

SNMP V1 EE= SNMP V20| CHot 7 H 20| A A A5k H:
System > SNMP >SNMPv1/v2
TAT YETL ZEE SS MEstA L.

19
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AAE HE A

O| oAM= CtE =M E CHELICH
. ZXJ4HEF
o DHCP AH & 74

o J/E PofF 7

. SNMP 7Y
« LLDP R
. ISDP 7

. & 2
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x7| A%
S 2780 U= 22X|of| 2 QI5HH 7| 278 <t HO| HA|EL T

> 7| AAY FHE U
1. 192.168.10.0 =2 17 IP F2(0f: 192.168.10.101)5 AF8SH] HREHE
ZH|gLch,
2. ZFE o|H4 mEO| O|EYl Ao| 28 A9IX|2| O] EEO HZAetLCt
3. ¥ 22teXE AlRre

4, Y HIISK FA LWE| AQK|O P Z=AZ QESIL|CH

AQX[O 7| IP FAE 192.168.10.12 L Cf.
2001 3tHO| HA|ELICE

5. ArEXtO|ENHHIZRHS S Y=TLICH

7| = 22| ALE X} O] §2 adminO| 1 7| = 22|t H|ZH S = HI AL 5,
HZ2H=E Y=o O Al 2.

21
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ZIQI5HH AL §E ot HO| A LT

U-1-F9020HPA

System > Management > System information.

o
oLt

A

—

Hamnem&nt Deviceview

Management

= Hardware Information

= Device Information

= Switch Statistics

Services

DNS SNMP LLDP

System Information - Switch Status

Product Name
System Name

System Location

ISDP

Timer Schedule

28-part Managed Switch, 1.0.1.3

v & Refresh

| (Max:255 characiers)

| (Max:255 characters)

System Contact | (Max:255 characiers)
System CPU Status (3
Login Timeout LS {1 to 80 minutes)
Network Interface 2
Management VLAN ID 1
Time 3
IPv4 Network Interface 192 168 10.12/255 265 255.0
IPw6 Network Interface fe80 ca3g dff fed1-5pc0
System Mac Address C&39:0D:01:58:C0
L2 MAC Address C8:39:0D:01:58:C2
L3 MAC Address £8:39:0D:01:5B:C3
System Date B4/021970 22:37:48 (UTC+0:00)
System Up Time 4 hours, 44 minutes, 34 seconds
Current SNTP Sync Status Fail or Not Start
System SNMP OID 1.361.4.1.4413
Current SNTP synchronized Time SNTP Client Mode Iz Disabled
System Information - Device Status
Devices ID 1
Operational Code Image File Name NOSRTM_1.8.1.3-B5 20211204
Firmware Version 1.0:3:3
Firmware Time Stamp Sat Dec4 02:08:47 2021 (GMT)
Serial Number
Certification Ok, M232F2922F6FEOBEE-003010144
I (] = P~ - =29 O o)
1. System Name EE0f| O] A2[X|Z A|Hdl= 0|2 YHYLIC
= O Sk A A ra o T [e)
O|E2 Z|CH 255AM7HA| AL S &= UG LICHL ST 7| 242 S YL
. - = o
2. System Location EEO| A%X| /X|Z YHELIC
o [ SE A A il o T o
fIX|= =|C 255X7EK| ArEE 4= JELLE ST 7242 SHYLICL
o S CIC = = Ol S
3. O] 2%{X[of| ciet A= HE XS O|FQ A|AH AN E LH L.
= O St A A hra o T
HEIXN O|E2 Z[C 255AMIHA| AtEE == UAS L L SF 7| 242 SHLIC
EOS =3als
4. Apply HHES 2E5tM| R
o e stoe =
YOOl EE 7140 29/X|2 MESELLHL 78 HE Argd2 Al HEE ULt

22
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U-1-F9020HPA
Table 3. A|2H HH
oc a9

Product Name

O] 22[X|2| M&F O| & Y LICt.

IPv4 Management VLAN Interface

ZH2| VLAN QIE{ o[ A0 ZEHEl IPv4 T4 B OpAI LT}

IPv6 Management VLAN Interface

22| VLAN QI EH 0| A 0] 2 E IPve HFAL X HFAF ZO| LT

Management VLAN ID

A2|X|9| 22| VLAN IDYLICH EAIE 22| VLAN ID 242 E2tH
g stHSe 2 0| TtL|Ct

IPv4 Service Port Network MH|2 ZE QIE|{H 0| 20| SEHE IPv4 T4 G DAL
Interface

IPv6 Service Port Network ME|A ZE QIE|HO| A0 HEE IPve HEAL X FHEAF Zo|UL|Ch
Interface

IPv4 Loopback Interface 2o OlEH 0| A0 SEHEl |Pv4 =4 Gl OpA T QIL|CH

IPv6 Loopback Interface 2o lEHO| A0 BYE IPve TFAL U HEFA ZoLCt

System Date

A =ML C

System Up time

Opx| 8t AKX M Ol=2] AlZHE, AlZF &)L

Current SNTP Sync Status

S SNTP & 7|3} FEf & L|CL.

System SNMP OID

A QK9] AEZELO|= MIBY| CHEH 7|2 JHA| IDRLICE

System Mac Address

BEHoE 8gE YEY F2YUh

Service Port MAC Address

Y < HZH MAEEl= MAC FaYLICE

L2 MAC Address

200 2 HIEYA MAHES| S0 AHEElE MAC FAYLCH

L3 MAC Address

20[0f 3 IEYSA MAHES| S0 AHEElE MAC FAYLCH

Supported Java Plugin Version

K| A& = Java

H

21722l H 7 Y LT

Current SNTP Synchronized Time

SNTP & 7|3t A7+ L|CF,

K| AVEQ 57

System > Management >Device Information

23
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U-1-F9020HPA

Device Information

= System Information

Praduct Namea 28-port Managad Swifch 1013 RAAL Addrass CEITOEAT58 L0
= Hardware Information Sysiem Name IP Address 192.168:10,12
— System Location Mash 265.255.255.0
System Coptact Galaway 0.0.00
= Switch Statistics " 8 70
Boot PROM Version LB 29" '_1 2':{?"0'5'55(”0] (Sep 23 Management VLAN 1
= i St 2027 - 1623222
stem s
¥ 5 Firmware Version NOSRTM_1.0.73-B5 20211204, 1013 Login Timecimimin] i
Network Interface ] Hardware Version System Tims 01021970 223554 (UTCH.00)
e " Serinl Number | Cedificefion Code O, 01232F2922F6FEOBEE-DS3010.144
Device Status and Quick Configurations ?
SNTP Disaibled Setting LAG Disabied Sefting
Spanning Tree Enabled Selfng GHMe Snaoﬁng Disabled Sefing
SNMP Enablad Seftng MLD Snooping Dizabied Safting
System Log Dieanled Seiting BOX X Dissded Sstting
SSL Disatied Saling 55H Disanied Safing
GVRP Disabied Sefting Port Mirror Disaiied - Seffing
Telnet Enabled Seftng CLI Paging Enabled Sefiing
Wab Enabiad Seftng DHCP Snooging Dizabiad Seiting
OHEP Sarver [(hesnfed Satting OHCE Ralay Disabied Safting
UOP Relay Disabied - Seling DNS Resolver Enanlel Ssiing
Routing Dizabled Setting BFD Disabled Selting
RiP Enablzd Eefiing CEFF Enabled Ssiting
BGP Enabled ng VRRF Disabiad Saiting
om Mot support DUMRP Mot support
SIHS ES L
SIHE MZ 0X|2{H RefreshHES FE2AM 2
AQIX| £ B
— [=)
System > Management >Switch Statistics.
Switch Statistics &

= System Information

[+ aavers romaton

= Device Information

System CPU Status
Network Interface

Time

ifindex

Octets Received

Unicast Packets Received
Multicast Packets Received
Broadcast Packets Received
Receive Packets Discarded
Octets Transmitted

Packets Transmitted Without Errors
Unicast Packets Transmitted
Multicast Packtets Transmitted
Broadcast Packets Transmitted
Transmit Packets Discarded
Most Address Entries Ever used
Address Entries in Use
Maximum VLAN Entries

Most VLAN Entries Ever Used
Static VLAN Entries

Dynamic VLAN Entries

VLAN Deletes

Time Since Counters Last Cleared

24

65
4180457
24797
867
3598
6528116
35225
26169
9054

2

20

17
4094

G day 4 hr 46 min 6 sec
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U-1-F9020HPA

HEFIRHEXNRLD ZE 29X 2% S ME SAHE 7|2
HES SEHOMAIR. HHT T2 & X|g & SlELIL

ChE HOM = 29K SA L0 tiof 23 =Lt

Table 9. 29X E4 HE

M| 2[SHX|2EFCS SEI2 28,

= g3

ffindex Of 29/X|o T2 M AR 2 E QIE{HO|2 BlO|2 B2l
ifindex & L| .

Octets Received ZR MM 413 COIEQ) & S +YLTHZO0|Y HEE

HZEhHYLICE

Packets Received Without Errors ZEMMIL MBS D7 SEREIHAE T W HEIFHAE TH3]

Unicast Packets Received U9 A5 ZREZ2 MEEE off UEYI-RLIHAE T3
YUt

Multicast Packets Received YEPHAE FA2 MLE 4 W22 S YL O £XHE
HRENAE FAR WYL= W20 ZHEX| HSLLC

Broadcast Packets Received HZCI|AE FTAZ MChE £A 01719 & 2QlL|Ct of7|0|=
HEFHAE ThZ0] YR HSLC

Receive Packets Discarded M9 S ZREEE HUEE RS YRS Y| 277} ZX|E/X
RASOE AME QB2E A SYULCE S AHSHE 7ts
OlRE HH B2t3 BEst7| I3 HY & Yzt

Octets Transmitted oy EXE Zeste QI

e 2 I
FAE HEEE 49 47 D2

Packets Transmitted Without Errors OlE{ 0| A0 M M&El = 1|7l £QLCt.
Unicast Packets Transmitted 7| 2| AL ME&E|X| @ Ii3lE =860 619 HEQ/A-SLIIAE

EZ0AM 28t & Al =YL

o ST

Multicast Packets Transmitted AR E| AL A E| K| @ mzle =S

(=]
HEEE 49 &% Z2ES0M 28 & I =L CH

ST

Broadcast Packets Transmitted 7| | AHL M&E|X| (2 Ij7l8 Z£§

(=]
ol 49 Z2ES0M 288 & o2l =L

Transmit Packets Discarded MO ZE Z2EEZ Mo 7S 4
RASO = AME OFRE2E T 2
OlfL HH B2tS =Bty 93t ALY

O A

A
- A2 T M-e

FX[oH| Rl 2F 74 AR K|

YLICH oS AHSHE 7tset

L ct.
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1.5cm
Most Address Entries Ever Used JHEE X2 RHEEl 0|5 0] AQX|7} sh&SH Mt HO|EHO|A =A
HOlS &=2 2|0 =YLt
Address Entries in Use O A9|X|0f Tht M Glo|E{H 0|2 F4 ElO]20| SEE BN oS
=YLt
Maximum VLAN Entries 0| AQX|0f &&= AT 7HAF LAN(VLAN) $=QlL|C}
Most VLAN Entries Ever Used OrX| 2t X EEl 0|Z 0] AQX|O|A] EABHE VLANS| X|CH QI C}.
Static VLAN Entries HHo2 MAE o A9X|2 HA B VIAN 25 LT
Dynamic VLAN Entries GVRP SE0f 23 MA4E 0] AIx0| HA #4 VIAN &2 +u|ch.
VLAN Deletes OFX|Zf T4 0|5 A E 3 AKIEl O] A9IX|2| VLAN LT,
Time Since Counters Last Cleared O] AQ|X|0f Cist EA| 7t OpX|eto 2 XX 0| At A|ZHY, Al
=, Z)YLCh
Al 2 CPU &EH 27|
System > Management > System CPU Status.
Aum-fefresn:! 10sec w o Refresh

System CPU Status - CPU Memory Status

Total System Memory 246 MByles

Available Memory £8 MBEytes

System CPU Status - CPU Utilization

PID Name 5 Secz B0 Secz 300 Secs
3 (kzoftirgd/0) 0. 00% 0. 02% 0.01%
120 ogapilimer 0. 00% 0. 03% 0. 04%
128 lantfy 0. 00% 0. 01% 0. 02%
129 rtkExTazk 0. 00% 0. 07% 0. 07%
133 cpulltilMonitorTask 0. 61% 0. 55% 0. 57%
138 tap monitor task 0. 20% 0. 06% 0. 05%
146 httpd 0. 00% 0. 01% 0. 36%
153 dtlTask 0. 00% 0. 03% 0. 05%
165 hapiBroadBfdCtr1Tas 0. 20% 0. 05% 0. 03%
175 SNMPTask 0. 00% 0. 02% 0.01%
205 tUI5SH 0. 00% 0. 01% 0.01%
213 ipMapForwardingTazk 0. 00% 0. 03% 0. 02%
2148 openr Tazlk 0. 20% 0. 09% 0. 08%
244 ipbMapLocallataTask 0. 20% 0. 03% 0.01%
268 EMONT 2=k 0. 00% 0. 36% 0, 39%
Total CPT Ttilization 1. 44% 1. 45% 1.78%
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1.5cm

L Ct.

)
=

0l

CPU M| 22| B §27F ¥E AS LT

#Ol=

CH=

Table 8. CPU H| 22| &Ef HE

B0
il

29|X|9] & O &22|(KB) & L}

29[X|0f AHE 7hsot M 22| SZHKB) Y LIC.

ul
L

Total System Memory

Available Memory

CPU YA 8

System > Management > System CPU Status > CPU Threshold

L|Ct.

s

g 748

|7I-
HA

24

M_o

A
o

1~100Q L|C}.

L|Ct.

s

HA% ;I'ch-él;l
O| AFEE ZELIHZ 7|2t2 59| Hf4=2 55 0f| A| 86400=77HX| 7

2+ 2

M_o

A
o

2,

L|Ct.

I

2 743

ot YA

3.

10| E2|AE L.

otz
(==

CPU AFEE0| O] =& Ofal| 2 EO{X[H

=
=)

LICH AFE & YAl E2

b

.
(<]
=

| Al ZX 2 XL ZOtOF

B0 2 O| RO Y LICE A}

otz 5l

IL|C}. Falling CPU Utilization O 7 81 5=7F 4 £ X|

(e]
=

0]

=)
[=|

(]
=

{lo
0
3

ol

<4

K

ol
i
ol

o
o/

59

St
S

At
Rising CPU Utilization O§ 7 H =2} 5 Aot 242 ALE

L|Ct H|= 1~100L L C}.

8

e
o
=]

L|Ct.

s

.
o
=

12 2128 7Y
A8 8 BUEZ 7|2t

o
o

4.

AL

Sk A
RS

52 0] A 86400X7JHX| 5X 2| Hi =2 7

k=3
—

L|Ct.

s

.
o
=

5. CPU O H22| |AEtE KB H?IZ 73

MZ DXHH M2 0H HES SEIM 2.

otHE
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System > Management > Management Interfaces > IPv4 Management VLAN
Configuration.

1. AQ|X|Q| 22| VLAN IDE X|™gtL|C},
ZHE| VLANS A QK| 20| AF2EL|C} 1~4093 H QO] gfo 2 % &~ USL|CL.

Table 17. IPv4 Management VLAN Configuration

Field Description

MAC Address VLAN 2} El OIE| T 0| A 0f &&=l MAC T2 QIL|C}

Routing Interface Status 23 YEN7L &S BOIX| &S SXIQIKIE LiEbLIC

Burned-in MAC Address CHOY of HHOf AL ElE HelEl MAC FA U Tt

Interface Status 23 MEI7H B E SOX| XE SR QIXIE LEHLICH

DHCP Client Identifier HEIA0|A S210|HE0| SHEtEl Ald A= QLT DHCP A{B{ = 0]
I[EE A8 O] FXIE A EeLICt

2. MHIAZE Y Z2ESEICQ HES MEBHLCE
- BootP. [}S 25 7| S0 &X|2| BootP 22f0|EL U=
Mol A BEE @08l A|£2 BootP 28 S H2EAH 2T

_‘JQ
[
1o
W
)
1=
)

+ DHCP.Ct2 2E F7| 50 &X|9| DHCP 22I0|HE = HE3A 2 DHCP
MHOM ZEE ¢og{s A|=2 DHCP 882 E2CI|AES L,
* None. ¥X|= HERI TEE SHOE 2 56t2{ 10 A= SHX| $¥&L|CH
3. QI 0|AQ] IP FAE X|™HEL Lt

o -

3% 7| 242 192.168.10.12 & L| C}.
4. QIEHO|AQ9| Ip MEUI OIATE X|HTL|C}

S 7| 272 255.255.0.0 4 L| C}.

5. Apply HES SE|5HAM| K.

YHOIEE 90| 29X 2 HESELICHL 714 HE A2 FA| §EELICH

o -

IPv6 MH|A ZE 7

28
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MHIA ZEO IPve HEHT BEE 7Y = UASHLCH MH[2 ZEE X9 Y 2
Mg o|H4l ZEQL|CL O] LEQ| E s HEQT

ot 2
Efjyu 225N A5 HEHIZ HestALL 2t e + Yla L.

> IPv6 AMH|A ZEE JAMS2{H.

System > Management > Management Interfaces > IPv6 Service Port Configuration.

+ [ = [ I | &, Refresh |
IPv6 Network Configuration - Global Configuration 7
IPv6 Enable Mode O Disable @ Enable
IPv6 Address Aute Configuration Mode ® Disable () Enable
Current Network Configuration Protocol ® MNone () DHCPve
IPvE Gateway
IPvE Network Configuration - Interface Configuration 2
|| IPv6 Prefix | Prefix Length EUI64

1. IPv6 2 E Enable =& Disable 2tC|2 HES ME4BHL|C,
ME|A ZEO[ |Pve e RES X FE L L.

2. MHIAZE Y Z2EZ §l8 £ DHCP 202 HES HEFL L.
X7t DHCPv6 MHO|M HERIA FEE 2 Sot=X| o2 E XYL LICL gIaS
MERSIH MH|A ZZEO|A DHCPv6 22t0| ET} HZd3tE LI}

3. IPv6 Stateless Address AutoConfig == Enable =+ Disable 2tC| 2 HHES MEHBHL|CL.
* Enable. AMH|A Z E = |Pv6 NDP(Neighbor Discovery Protocol) % 2t E &1

HAIX|E S6l IPv6 FAE S5 5= ASLICH

—

* Disable. MH|A~ ZE = |Pv6 T25 2/ 5517| 98l 7|2 IPve 4 At 7+

7|s& AEOHA| BE LI,

Ol= MH|A ZEOf IPve B HIMT & A5 714 ZES 278U}

0

4. DHCPv6 =c}0| 1 E DUID Z E0f|= DHCPv6 MHO0f HA|X| S &Y [} DHCPv6
SCO|AHE (= H3tEl 42)0A AHEStH=s S2t0|HE MHEXIIF HA|E LI

5. IPv6 HO|EQ|0|E T+ 45I2{H IPve HO|EQ0] HA check box2

29
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1.5cm
Megtuct.
IPv6 H|O|EQJ|0|= IPv6 AH|A ZE QIHE|0]|AL| 7|2 A O|EQ 0| L|Ct.
6. IPv6 A|[O|EXO| HES ALE3}0 IPv6 AfH|A L E QIEIH 0] A0 CHet 7|2 AH[O|ES0|&
INESER
IPv6 =4 FIHAK HO| S0 = MH|A ZE QIHI 0| AN =822 TP 17 IPve
Fa b LHEE L T
7. Ch2S AL
a. IPve =& HEO|AM MH[A ZE QIEHO| A0 FIISHALE HAHE IPv6 TAE
X ggtLct.
b. IPv6 20 T3 EUI(=HE HE AR 208 gdetste® EUl 21 S92
Mestn, S2i0E Mapsiap S M2 Me Hasth e
8. Add HHES SE/&LCt
MH|A ZE OIHHO|A0] IPv6 A7t =7HE L L,
9. MEiGH PV FAE ATH|SHE T Delete HES 2 EI5HM R
10. Apply HHE S S EI5HM 2.
YOO EEl 70| AKX 2 HESELCH 7+ HE A2 SA| HEELICL
stHE ME 10X|2{H Refresh HHE S S 25HAM 2.
IPvé HIES|3 UE{H 0|2 Q17 H|O|Z 7|
> IPv6 HE${3 O|R E|O| =S Ea{H:
Select System > Management > Management Interfaces > IPv6 Network Interface
Neighbor Table.
o | ‘@ Refresh |

IPvE Network Meighbor - List

IPvi Address MAC Address

Cts HOl= IPv6e W ERZR QIE L O|

2

isRtr Meighbor State Last Updated

A O| ™
— -4

HOlE 27t #AIZ|0] ASLICE

Table 15. IPv6 HIE9|3 QIE{H0O|A QI EH|O|E HE

zc Ck:

IPv6 address

HERS QAHHO| A0 EA|Z|E OfR £9(X|9f IPv6 T2

2L},
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1.5¢cm
MAC address 0|2 A2|X|2] MAC FAQL|Ct.
IsRir 0|2 A|AEIO| 2}2E{0|H true(1), 1 X| 22 M false(2)YLICt.
Neighbor State 0|2 AQ|K|Q| AEL:
* reachable (1). O| 22|X|2 0|20 M2 £ UAHLICH
* stale (2). 0| 20| CHSH HEIF ALK O Y LICE
+ delay (3). X|¥ 7|7+ SQ O| RS2 RH HEI =4 &[X]
URUASLICH
« probe (4). 22|X[7} O] I =S HMSt2 D A|=5t0
UE LT
« unknown (6). & == = SE{LICt
Last Updated 0| 40|t 7} Y C|O| E & OFX|2f sysUpTime 2 LI C}.
Time

T EQ|0{= SNTP(Simple Network Time Protocol)& X|2&tL|Ct. O] E0AM & = JAZ0|

ol Z2 QIHUS Sof HOIE M50 N2 I YEYIR HAH HEH A2

[ |
AAH”IOI HEQIR AlZE Z 2 EE(Network Time Protocol)2| & =2+t

MNAE S7I=t5tE

7 RILICF

-

AMZEEE 7

> AZEEH™

ujo

T35k H:

System > Management > Time > Time Configuration.

Time Configuration - Configuration

Clock Source

Diate

Time

Time fone Name

Offset Hours

Offset Minutes

Time Zone Reference

« Apply |

El o

. Refresh

@ Local () SNTP

Auto read form Web Browser

0212112022 | (MM/DD/YY YY)
114:30:41 | (Hrhant:ss)
0 | (129 13

| (0 to 59)
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1. 22 AA local == SNTP 2IC|2 HES MENSHL|CT.

| NTPQIL

L|CH C
SNTPZ d3T =+ U&L Er.

N
e

7o
HA =

w

*  SNTP AMH{7} 5 ASLICE

« SNTP OHX[Z} A= & E{7F S5 RILICE
2. Date ZEO| X ERE &, &, A T2 X FRLCE
3. Time BEO| &M AZES Al &, 2= TH9| 2 X[ L.
4. Apply HES S EISHM|R.

YHOIEE 90| 29X 2 HESELICHL 714 HE A2 FA| §EELICH

Lo d o -

StHE MZ 12X H Refresh HES 2 E5HAM K.

System > Management > Time > Time Configuration > SNTP Global Configuration.
SNTP &35 25 AA2 MESIH SNTP TS g M H0| ot HO| A|ZH g M

Otzf{off EA|E LICE.
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1.5cm
> | -t Refresh |
SNTP Global Configuration - Configuration _ 2
Client Mode @ Disable ) Unicast | Broadcast
Port 123 {123, 1025 fo 65555
Soure Interface
Unicast Poll Interval G {6 to 10) power of fwo seconds, e g 10 -= 1024 seconds, 6 -= 64 seconds
Broadcast Poll Interval B (6 to 10) power of iwo seconds, e.g. 10 -= 1024 seconds, § -= 64 seconds
Unicast Poll Timeout g {1 to 30) seconds, .g. 10> 10 seconds)
Unicast Poll Retry 3 0t 10)
SNTP Global Configuration - Status 2
Version 4
Supported Mode
Last Update Time Not Synchronized
Last Attempt Time
Last Attempt Status Other
Server IP Address
Address Type unkmown
Server Stratum 0
Reference Clock Id
Server Mode Reszerved
Unicast Server Max Entries 3
Unicast Server Current Entries 0
Broadcast Count 0

1. 22i0|YHE BE 20| HES MEiSI0 SNTP 22I0|HEQ| 2t ZEE XL

 Disable. SNTP7| 2551 X| g4&LICH SNTP 282 20| ENM TS X
HOo M =4l El SNTP HA|X|= XN 2| &[X| 5 LTt

¢ Unicast. SNTP= X|8 7F &4 2 2 ZFotL|CH RLFHAE SE0[QE=
FUHNLE FAZ2 XEE MEO| @F 2 ELj A[Ztar MERH O 2 MB{of Cigt
R XA A ZZAA QEHME 2EL = U= SEHE 7|0 Tt

¢ Broadcast. SNTP= HE|FHAE REQ} 5ot HAMO R ZFZEHX T HE|FHAE
Fo ol 2 HREIAE FAS ABYLICL HREFAE Fao)e THY
MEU T e B HEFHAE FaofE QIEY HA ©I7H A& LICH

7| 2%f2 Unicast2 LIC}.

2. ZE HCO0|A SNTP S2I0|YEZF MH T3S +=4I5t= 2Z UDP ZE & X|dgL|C}
518 " ?l= 1025~655350| 11 Zf2 1230|Ct. 7|2 4f2 1230|C 7| 24tS 2°35tH
SNTP IfZI0f| AL &= &K 20| E ZE L2 2B HX| ol 2f3H %*o*ﬁ! LIt

3. SNTP S20|AHE0 AHEE Source InterfaceS M B SHL|CY,
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* VLAN1

* Routing interface

* Routing VLAN

* Routing loopback interface
*  Tunnel interface

e Service port

7|28 22 VLAN 12 &4 QIH I O| AR At ElLCE,
4. Unicast Poll Interval2 X|&dgtL|C}

Ol FLIZHAE RE2 PYE B8R 22 HEMELR BAIR = RLIFHIZE 28 2F
2o = YLt S E&l= 8fl= 6~10LICE 7| =42 6 - LICE.

5. Broadcast Poll Interval2 X|&EgtL|C}

Ol BEEHAE BE2 THE B2 20 HENBOR BHEE B2EHAE B
Q% 7t0] & £QLIC} 0| 2420| BHRE|7| M| SME WS AN HLICh 518 E=
# 9l 6~102LICF 7|22 6L

6. Unicast Poll Timeout2 X| & gtL|C}

FUINAE REZ LHEUS I SNTP SEH= 7|CtE|= A ZH(E)YLICH 5|2 &=
HRA= 1~30YLICt 7| 24+2 5 LICE.

7. Unicast Poll RetryE X|&gtL|Ct.

FLHHWAE RERZ F8E BF ChE 7 MHE AFESH| Hoil & W Az =1t
= SNTP AMHO| Lot 2F S MAI=3tE A+YLICH HEE= Hel= 0~10YLICH

7| 242 1L C

8. ApplyHHEZ SEIgL|Ct

YHOIEE 90| 29X 2 HESELICHL 714 HE A2 FA| §EELICH

Lo dJ"

Mz 1HE 5t7| fI8iM = Refresh HHES S E5HM R

SNTP =228 AME}| H 7|

SNTP S8 = 28 &2 =2 MENSIH SNTP T HE{7I 2O SNTP MY 7 MM Of2fof
HA[E L

34
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SNTP =2 MEIE H2{H:

System > Management > Time > Time Configuration > SNTP Global Status
Y 222 {MESIHSNTP 22 HEI7FSNTP 22 79 A
Of2fofl #A|E LT

SNTP SN &

Chg ®#oile 8% = ©

SNTP M HEf SE7F A0 ASLICE.

Table 19. SNTP 22 AEl
gc ad
Version S2}0|HE 7L K| ¥Et= SNTP A Lt
Supported mode ZE0|HET} X|@St= SNTP ZEQIL|CE S2l0|YE= o8] REE
&g = A&
Last Update Time SNTP S2tO|AET A|A™> A|AH E DXL 2 AL 0|ESH HX| EXt
2 AIZHUTC) YLt
Last Attempt Time OFX| 2 SNTP R4 = K| Q= HA|X| =20 HX| DRt 4
AlZHUTC) LI,
Last Attempt Status QUIHAE Y EZEI|AE B E D0 CfSH OFX| 2 SNTP =

RS
A G HAIX| 2] SERRLLICH MEZRE HIAIX[Zf 2 X] @2
B2 7B SEI7F EAIELCE O] 22 RE HE 220 5 Ct.

k]
9'1
9'1'

L

+ Other. Ct& @AY 70| i& LT

e Success. SNTP Zfgo] Hd3Hon AlA"-  A[ZHO|
YOOl Ex|RASLICE

* Request Timed Out. SNTP AHHE22H &S 2X| 2ot X 2Y
SNTP 2% A|Zt0] ZIHE|ASLICE

¢ Bad Date Encoded. SNTP AMHO|A HISEH A|7t0| |FZ=5IX]|
US L

+ Version Not Supported. AHO|A X|35l= SNTP HZO|
S20|AE0|M X| ASt= Xt = ot K| &L Ct

|01t S7|2tx|X|

« Server Unsynchronized. SNTP AH{ = dl|& I
EE S EAIE UL

2ESLICH Ol:= SNTP MA|X|o| o #A| E

» Server Kiss Of Death. SNTP A{H{0j A O] MH{ 2 [ O]& #2|7}
ME X R0t EAYSLICH Ol MHZEE F4AE
HAIX|OA 01t & L3t Stratum REZ HEA|E LT}

Server IP Address

OPR|Bto 2 4AIE Rast 0| Chet AB ol 1P A LCt,

= s
MEZRE HAIX| 7t = MEX] (o 8l X EO0| BA|E LT

s —

Address Type

OHR| 302 A Q33 0| CHSH SNTP AfH| F20| T2
[EaLt
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Server Stratum

2 AlE|

Fao Izl sl 2 E M AS YL

i

Reference Clock ID

=
OpX|gfe 2 =418 Faot 210 Ciet ME o Z2= AlA AR YL T}

Server mode OrX|2o 2 4l E G2t mf2lof chet Mol RE Lt
Unicast Server Max Entries of 220|AE0 THE + U FLIFAE Mt BFo| Hr
T LICh
Unicast Server Current Entries O| Z22}0|UEQ CHSH LM El SXY| S 58 SLIFIAE MH &2
YLt
Broadcast Count OFX| 2} X) 5 S 0| SNTP 2240 AAE 7} +A154D X2|3t f%| ftis
HREINAE SNTP HAIX| = L|CH
SNTP Server ++d
SNTP= Z|CH 2[Z=7HK| F2tot HERA EX| AA A2t S7|2H5 BEL L A2t 57|12
HIER3 SNTP MHOf| oJsf > EL|Ct AT EQ 0= SNTP 2210|HE 20t 2t 531 CH2
Aol A2t ME|AE M == BlsL T
Mzt a2rs ASHE SYEUCL AS2 BE A0 YRS HolgL|ch AS0| 5842
7HE =8) AAZHE et L T & X| & Stratum 2 & X|0|2 2 Stratum 1 O] &0 A A|ZtS
AL

Ch22 AlS2l o Lt

=,
o Stratum 1. Stratum 0 A|ZF
MHE 7|2 HESZ A|Zt

X1
—

Stratum 0. GPS A|A
ofl

e Stratum 2. A|Zt AA = HER
= 0] Stratum 2 A|H|{= Stratum 1 A{
=gt ot

3 Z2E Edf| Stratum 1 MEHQF HO{H

BAIZEAAZEA[ZE 222 AFEE LT

Y AZE MHIt ALEELICE Stratum 1 A[ZF

oA
BT MSELC

i)

AL oS
2
=

oM NTPE Soll HERXT 3 & Soll Al

SNTP MHZHE L& GEE= A =0 M RES 71222 EI7HE LD
SNTP A2t E2l& ChZ AlZh =50 et ot 27 E LT

¢ T1.22H0[AETI /2 S Bl AlZFRLCH

o T2 MH7F ) 2F S e AlZH L CL

o T3 MHZISEHE B A[ZYLICH

« T4 SciO[UEI M| SES &2 AlZH L
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FHHWAE 20tk 222 IPF27F 2 MHE S0k O AHEE L. X0
o

T SNTP MH = S7|2t §EE ol 2T &l &S MHYLICH T1~T4= MH

A7+ Z2785H= O AFEEILICE Ol 71 tHsh BH-Ho| 2 2 EX| A|ZtS S7|2ksH= O
MS s G QLICE O] B2 MEHSIH SNTP M T8 3HHE AR50 ZHX| o] M o=l
SNTP AMH O A2t SNTP HE 7} S| ElL|Ct

Simple Network Time Protocol SNTP M & 715t 0 =7d35}17| @2t HEE E0 =3 =
UqE L CF

A H

SNTP AMH| 285 g5t E:

\%

System > Management > Time > SNTP Server Configuration.

+ | = | i | ‘o Refresh

SNTP Server Configuration - Configuration

[ Server Type Address Port Priority Version
> | il || I
SNTP Server Configuration - Status
3 3 Last Attempt Failed
Address Last Update Time Last Attempt Time i Heguests Requests

1. Server Type S EO0|A 7 & SNTP MH{ F40| T4 RAS MEHTILCE 7hs ot

. IPv4
. IPv6
- DNS

LIZWAE IP T4 = SNTP M| SAE 0|2 =)
QIL|CH SLIFHAE SNTP 282 0| FAZ MEEIL|CT O
—’F—i7r DNS & |20 AR S| SAE 0|22 SNTP 2K0| M&E ujotchp

FAZ ZQI=IL|C

=
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3. SNTP 8HO0| M&E|= SNTP A|HO| LE HS E =t

Fa%t He= 1~65535Q L|Ct. 7| 242 123 L}
4, SNTP 2HO0| &L= MY =ME 28T I O] MH =9 PriorityE X[ ErLCE.
SE0|UHEE= d3H SHO| £AMEAHLE 2E M7t 27 W7HX| A &M CHE

d=2ls AMHE Helots =M E LIEH-LICH 24 =27t
P =7t 22 MHEL BN HE|ELICH = Olde M7t S &t
8 M= Ol HIOI=0 e =2 Al =M E WELIL

M o=

M
-0

fo T
fo
ozt
i

~3YULICE 7| =22 1 LICEH

| F7FEILICE Q24 YT0| £ F40| A9IK|2 HEE L,
T HZ AR A MEELCH

=

7. SNTP MHE F7Iot2{H O THA| & ghEgfLCt.

Z|CH 37H2| SNTP MHE 78 &= J}SLILCE

8. 7|Z& SNTP A{H{S

ol 285 HEotHH P& MH KOl A= check boxs
MENSE D AFR 7Hs 3t oz

HE L.

rot |'|J>
ﬂJ

ojo

9. SNTP MH 52 N7HsI2A™ MAHZ FdE ME F9| check boxS MENSH C}
Delete HE = S&|gtL|C}.

&=0| MAZ 2 FX| 7t YH| O] EE L Lt

YOOIEE 40| 29X 2 HESELICL 714 HE Argd2 FA| HEE ULt

o
Mz 1HZ 57| RISHM = Refresh HES 2EI5HM R

SNTP AMH AEH HO|20= AQX|0 L= SNTP MO CHeh AEf ME T BA|E LI
Cls HE= SNTP AMH MEf YEE HEA|SHL| T}

Table 20. SNTP A{H{ AFE{

Il

!
mx
ol

Address

K

rg rn

7
of %

r

Mef =4 MH 90| L2 SNTP MH 7} 8iCH= HIAIX|7H
reF QL Ct.

38
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Last Update Time O M| O] SEHO| A|AE A|A 2 AC|O|ESL= O] AFRE HX| S U
AlZHUTC) LTt

Last Attempt Time O SNTP MH{7} OtX|9fo 2 2| &l x| R U AZHUTC) LI,
Last Attempt Status Of A{H{Oll C3F DFX|2t S9 NTP 289 AEHLICL 0 AHZRE

I{Z10| =M | K| 42 Z 7|Et HEfTF HA|ELICH

 Other. L& @AY {0 gi&LICH

e Success. SNTP Z¢0| HI}om AJA"-  A|7HO|
YOOl Ex|RASLICH

* Request Timed Out. SNTP AHHE22H &S 2X| 2ot X &Y
SNTP 2% A[7H0] ZIHE|AELICH

¢ Bad Date Encoded. SNTP A{H{O|A X338t A|7t0] |FZ=5IX]|
AE L

+ Version Not Supported. AH{O|A X|@S= SNTP HTO|
S20|AE0|M X| AStH= Xt = ot K| &L Ct

+ Server Unsynchronized. SNTP AMH & dljE 1|02t &7|3tE|X|
AELICE Ol= SNTP HIA|X|Q| =of HA| EEE S EAIELICH

+ Server Kiss Of Death. SNTP A{H{0]| A O] MHZ [ 0|4t F 2|7}
HMEE| K| Q=CHD BEAISLICH Ol MHZEE £AEl

HAIXIO| A 02t 5Lt Stratum 2EZ HEA|E LT}

Requests ORX| 2} O|O| M E X2 &l O] = O] MOl CHSH SNTP X 4=l L|C}.
Failed Requests OrX| 2t A28l 0|= O] ME O CHe MIfist SNTP 28 = L|Ct.
olx} XHO A

212k Hok A|ZF Y 1™

> U3 Mok A|ZF MXMS M StE{H.

System > Management > Time > Daylight Saving Configuration.

W | & Refresh |
DayLight Saving Configuration - Configuration -
DayLight Saving{D5T) @ Disable () Recuming. () Recurring EU () Recurring USA () Non Recurring
Offset{in Minutes) (f - 1440
Zone (Max 31 characters)

DayLight Saving Configuration - Status

DayLight Saving{D 5T} Disahbled

DayLight Saving{D5T) in Effect
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SfLLY.

Al_-|E

Recurring.

14

Recurring EU. Bt 2 &

Recurring USA. Bt= &|&= O|= &

Non Recurring. BH2 &|X|

bL|C}

1S
(<]
=

ul

mu

(1A

2. Apply H

HO|EE +d0| 29X 2 H&ELICh +3

A
=]

4

[y

49k A|ZHH| - Recurring

x
=

olxn
22

Table 21.

T
0
31
IH
o o g
T T =
a1 7l -
o o I
=< = o
o o 0
1 1 Bl
© | © Lo | o
X0 . 4| X0 .- Y| ok
- o oJdr [
ol H_ ol o L .Ir_ ol g
2 : o Il To| M, O o Il TO| 4
< 0 < < 0 < =
N L= X0 | ™ O . = X0 | Moo
KT o o2 ol M ®w oo 0
X 51 T W Wl & o T W o -
B = T U ogp = %0 O g5
ol X0 w1 - = = ol - ol - = = o
& M xo TOR|OA e 0 TN -
< e WA o e N o
o KEoon T < | om oo 00 < omi| ol
= ogrool KLOR | oo ool Mmool gy ©
R | R Ko Ko | = 0
W< R < 4| m T M @ | B
. T £ 5 O K £ 4 8 = +
= = v = i = = 9 £ S
o - € 5 2 o 5 € 35 2| I mju
U © & 6 5 £| U © & © o £| o =
| m 3 a0 = 2 m 3o =TI F =
ME m L] L] L] L] L] m L] L] L] L] L] mk M
g -
n < -
£ %) Q 0]
u| ° £ 5
Al m i} (@] N

40k A|ZHH| - Non Recurring

x
=

olx
2

Table 22.

B0
i

ul
fll

40
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Begins At Ol 2= ZM B A|Zo| AJZF g2 #4d5te Ol AHEE LT
¢ Week. A2 FE FESL T,
o Day. A|ZYE FEgLct
¢ Month. A} & FdgLCt
e Hours. A|& A|ZHANE gLt
e Minutes. A|Z} A|ZHE)2 +ATLICH
Ends At Ol HE&= EW H A|ZHe| AT 2 +d5t= Ol Ar& & LCt.
s Week. OtX|2F =& M BHL|C}
¢ Day. ZEYE P&t
e Month. 38 & FdgL|Ct
¢ Hours. & A|ZHANE FEELIC
e Minutes. 32 A|7HE)S +dgLICH
Offset HHEC|X| e QTS B 2 Oto) TATLICH fFat HlE
1~14402 Y L CF
Zone AlZHTHE FstL|ct.

DHCP MY &A% +d

DHCP A{H{, DHCP

DHCP &4 Y &=

T

DHCP MH 78

DHCP MHE /452 H:

BHOIS) 9! DHCP Z20lof Ch3t HFE T4E + 9
st

System > Services > DHCP Server > DHCP Server Configuration.

41
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e . W o Refresh

DHCP Server Configuration

Admin Mode @ Disable () Enable

Ping Packet Count 52 {2-10, O fo gisabie)

Conflict Logging Mode ) Disable ® Enable

Bootp Automatic Mode ® Disable ) Enable
DHCP Server Configuration - Excluded Address

|_I' 1P Range From IP Range To

1. 22| 2 E Disable L= Enable 2tC| 2 HHES MEASILICE,

DHCP AMH|A9| 2 gt (| &5 X[FgLIL} 7|2

2. Ping Packet CountE A& 50| Ping &f 212

T2 BUE 2l 5 XYL

DHCP AMHQo| &= 2
Enable ! L|C}.

Zt2 DisableL|C}.

LREE TS 2oty 5 MH 7t

4. BootP A}= T E Disable EE= Enable 20| 2 HHES MEISHL|CL,

Ol= &8 E0{ ot BootPE &
Disable & LI Ct.

5. FAE Mot S S AT LICHL
a. IP Range From ZE0f XQg #2lo

b. IP Range To ZE0| HE|E
FA2E M 25tz ™ IP Range From &
0.0.0.02 2 ACHZ FLLC},

6. Add HEZ =gt
X Q| AT AKX Z=7HE L CL,

7. 2RAX|O|M M2l =

42
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70| 29X 2 HMEE UL 74 HE M2 SA HEE L

—_ Lo d o

> DHCP &2 /d3l2{H:

System > Services > DHCP Server > DHCP Pool Configuration.
DHCP Pool Configuration - | ~ | g ,|

Pool List Create ¥

Pool Name | {Tie 3 alphanumerc charsciers)

Type of Binding Unallocated ™

HNetwork Address

Network Mask

Chent Name {0 o 31 chargclers]

Hardware Address

Hardware Address Type b

Client 1D (io 268, fke ag xEa0c..... k)

Host Number

Host Mask

Host Prefix Length (-3

Lease Time Infinita »

Days 0o 53}

Hours (3 to 23

Minutes 0o 59}

Default Router Addresses .

DM S Server Addresses ¥

NetBIOS5 Name Server Addresses .

NetBil5 Node Type b

Next Server Address | |

Domain Mame | | (O to 255 characters)

Boaotfile | | (0 b1 28 characiers}

43
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o] ZEL 97|

m

f

3. Apply HEZ 2L

YHOIEE 80| 29X 2 ™&E L 7

CtS BEO|AM= DHCP & 74

Table 32. DHCP & 11

Mg Aol

o|
M

AFEXHOI Al EAIZ|R| G5 LT,

M=
1o

= LTt

o

g HE A2 A

20| o 2L Ch

"c oy

Pool Name* 9l71/27] [BHO| Q= AFBRLS| B O HEO|E 371 M BHE7|9f
S RE 7|E 29| 0|20 EAIELICH ALRI7H M2 Mehst
AR S EY B2/ 0|82 €Y &= U= L LHE HAE A E
O|E0| LIEFELICE 97| & 0| A= AFEAS| E2 O] EEO=
7|1E 22| O|Z 2 HA|E YLt

Pool Name MUY 20| O[S YLICH O] LEE 97|-M7| HPHO| U= AHBAITL B
0|2 22+0iN A4S Hest 42 LiEr L Ch E 0|22 o
31RIA| 7HS =L

Type of Binding Zo| HpolLl o3
* Unallocated
¢ Dynamic
*  Manual

Network Address EX Z0| DHCP =40 CHSH el Z=AQIL|C},

Network Mask X 29| DHCP F&0| Ot NEU #sellch HESS
Or~3 = HFAL 20| F StLE 85t MEU A3 5
XEg o= AR = o X G == YS UL

Network Prefix Length S% Zo| DHOP F20| ofsh M=dl wWsgc. HEY3
OjA3 EE HEA 20| F SIS T30 24 DhAAE
N8g = AXY & o XFY == AU 7R 8=
0~32¢ Lt

Client Name DHCP 5 Zo| Z2o|lE o|ZLict,

Hardware Address DHCP 2210I9IE St=9lof E3E 2| MAC F2LICt

Hardware Address Type

Client ID

Host Number

DHCP Z2Zl0|HE0| Cist =& HIYdE 2T IP FAYULLCH f
S2t0|QE AMHXt = SIEQ O FAI XFYE HR0|T ZAES
HAEY = JAELLCHL TAEE ANSHH =5 E2| Z20|HE 0|E,
ZEI0[QE ID ¥ SIEQO FAIE ANEL E RO LEEX
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Host Mask DHCP S210|2IE0 Cf3t +5 HIOITS I3 =L DrAI YL,

SAE OA3 E= GFA 20| T 5tLE 800 MEU Oi23 5

R 4+ UKB S CF XYY+ gE
Host Prefix Length DHCP 220|210 th3t 45 BreIES 9% AU oA YL,

SAE O1AS T HEA 20| 3 LIS PASI0] M2Ul OjAaE
AEE + AT S O XFY & gsUh fEs Hels

0~32¢L|C}.

Lease Time

o
[¢]
tu
12
Ok
L=}

o
)
>
[
mjo
4o

o
| 0
ﬁ

oz
ot
il
IS
Ral

|'I 0.1.
N
s

N
[~
(e}
o
ne
o
1o m
a
Ot
=]
>
o
=
re
on
o
o
Ho
4o
rot
rlo
4o
N
_(')_r

e 40 rx 4o
et m
Of
2
mo 2 gm
o
oo
0
N
™
o
o
]
mot
4>
30
>
-

N

N o

[}
=

1o
=]
ot
-
=

Days

0o
N
]
10
e}
>
i}
I
o
o
El
-
!
>
o
>
~
>
N
n
N
mjo
o
2

o
ob 0|2t LEFELCH 7|22 19Ut f=t

T HATT

=
N =2
[0
hu
el

0E
o
rir
o
]
[6)]
©

Hours of AlZtYLTt o WEE AFEATL XFE 7|2te oy

oo
N
==
N
N

>
=
o)
Hu
Ral
ox
rot
oY
4o C
2
o
-
m
rrr 1l
__n,
=0
fo
o
0
do
rir
o
i
N
N
o
-
inl

Minutes b

oo
2
N
N

=)YLICE o] EE

= C|
FEHEFLICEH 23 Hel= 0~86399 R L Ct.

—_

ox
4o
2
=)

C

Default Router Addresses

10

7| BteE Fa
ste ofpio] el

Ay mu g
[0 Ju

7 — =
2 2|0 870 7HK] K| FE = A= B7F BAIF LT

DNS Server Addresses

22| DNS MY F& SEYUCL 2E 0|F €0 U= =ALEE
SEoHH otHO| 2YE[D DNS MH FAE JHote MUz 2|
8WMHX| X EE = U= B7F HEAIF LT

NetBIOS Name Server Addresses | Zo| NetBIOS 0|2 MH =4 ZEQlLC} ZIC

0
St EE S5 20| 2HYE|1 NetBIOS 0| & AfH]
L=

AN
=AML Z Z| O 870 7HK] X8 == U= BIOIS0| EAIEL

NetBIOS Node Type DHCP 22}0|¢1E 9| NetBIOS = E 23:

* b-node Broadcast

* p-node Peer-to-Peer
* m-node Mixed

* h-node Hybrid

Next Server Address Zo| [} M| Z=AQL|C}

==

Domain Name DHCP Z22f0|9lE0] =njel o|SYLct. EHel o5 A
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255XHHX| 7hs gL Ct.

Bootfle DHCP 22tol@iE0| 7|2 28 o|0jX| 0|Z LIt THY 0|52 A/rf

— - o= -

128Xt K| 7ts 2L Ct.

DHCP & ¥ 4

> DHCP & SM2 7/d5|2{H:

System > Services > DHCP Server> DHCP Pool Options.

DHCF fiocl Opfions

I ; Byplina Vaiia or P Adriess
| ioi ame. Ogtion Ciadsf3-265) Cyfion Typs

= | 4| |

1. Pool Name S E0|A & 0|5& ME{fL|Ct
2. Option Code= MEiTt Z0|| Cish 7 E &8 ZEE X[ LICL

3. Option Types At&ot0] dEiot Z0f| CHoll F+d& &8 L0 LS S8 RES

K| gL L.

e ASCII
e Hex
¢ |P Address

4. Option Value2 &0t 20| CHa} P+ d& S8 I EOf oot gts XIELIC

MEfSH 20 SMIET FIHELICH

6. MESH 20| S =S AKSHEH Delete HE= S &M 2.

DHCP M S4| 7|

> DHCP AMH SH & Eq{H:

System > Services > DHCP Server > DHCP Server Statistics.

46
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DHCP Server Statistics - Binding Defzils

=]

Automatic Bindings
Expired Bindings o

Malformed Messages V]

DHCP Server Statistics - Message Received

DHCPDISCOVER 0
DHCPREQUEST )
DHCPDECLINE o
DHCPRELEASE o
EHCPINFORM o

DHCP Server Stafistics - Message Seni

DHCPOFFER o
DHCPACK o
DHCPNAK 0

47
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Ct2 HO|AM= DHCP At SA ZZ0f CHsl Aot Ct,
Table 33. DHCP MH £7|
gc Ay
Automatic Bindings DHCP AH{9| X}& HQIE £=QiL|Ct,
Expired Bindings DHCP MH{0|| A DtZ E HFQIZ! =1L | T},
Malformed Messages R E| S AIO| D A| K| 2=QIL|C}.
DHCPDISCOVER DHCP A{H{ 7} £=A13 DHCPDISCOVER | A| K| £=QL|C},
DHCPREQUEST DHCP A H{7} £=AI5t DHCPREQUEST M| A|X| £=QJL|C},
DHCPDECLINE DHCP A{B{7} £=AI5k DHCPDECLINE T A|X| £=QL|C}.
DHCPRELEASE DHCP A{H{7} £=AI8F DHCPRELEASE M| A| K| Z=QJL|C},
DHCPINFORM DHCP A{H{7} £=A13F DHCPINFORM M A| K| 2=QlL|C},
DHCPOFFER DHCP A{H{7} &t DHCPOFFER M|A|X| £=QiL|C}.
DHCPACK DHCP A{H{7} 2 DHCPACK Dj|A|X| 2=QIL|C},
DHCPNAK DHCP A{H{7} 2 DHCPNAK Oj|A|X| 2=QJL|C}.
DHCP HfQI HHE H7|
> DHCP HIQIH 2 HE{H:

System > Services > DHCP Server > DHCP Bindings Information.

DHCP Bindings Information - Select fo Clear

2 Dynamic Binding

-}

DHCP Bindings Information - List

IP"Address

1. DHCP HI?IE SE S HA[SIHH L5 2tE| 2 HE S StLIE

Hardware Addreas

. Refresh |

Lease Time Left

Type
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1.5cm

Ch=Z 20| M= DHCP HIQIE FE EE0)| chisf gL Ch

Table 34. DHCP HIQIG HHE

ze ek

IP Address Sao|giEo Ip FaY L

Hardware Address Z2}0|EQ| SLEY|O| =4 QL

Lease Time Left Ql A|ZH 2 dd:hh:mm Ao Lh2 QT A|ZHRIL|CE
Type HolE 9% 55 £ 45,

DHCP S = H7|

HEHIAM F 7 o] o] X0 LS IP Fa0t SEEl= d22 20| T4 50| Us
o

o
SAE0 Mgt §EE = = AL,

> DHCP ZSE2 He{H:

System > Services > DHCP Server > DHCP Conflicts Information.

e _| o -Refresh
DHCP Conflicts Information - Select to Clear >
L Al Agdress Conflicts
Spacific Address Conflict
DHCP Conflicts Information - List 3
IP-Address Betection Method Detection Time

1. DHCP 5= HEE HAISI2H O3 20| HE & SILIE MEigL|C}
« AllAddress Conflicts. M| & 2 E =4 =8 X|HgLCt.

=

o

+ Specific Address Conflict. 2K & £7

ChE #0M= DHCP S SE 2EO oo 2Lt

Table 35. DHCP S & ™H

g0c a9

IP Address DHCP AMH0j| 7|2 & SAEQ| P FAQLILCE
Hardware Address Z2}0|0EQ| $E9|0f =AQIL|C},

Detection Method DHCP MHO|M SAEQ| |P FTAE RH2 HEAIQIL|C}

2

Detection Time

>

A

o

IS Azt ©2 N NNh:NNm:NNs &4l 2 ==0|
Al

YL

7

M

™ on

o
':

I
I-Xl

N

_

0
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DHCP E2jo] 7+/d
DHCP &2j|0| & +/d5}2{™:

System > Services > DHCP Relay.

o bt FES
! Refresh
DHCP L3 Relay - Configuration 5
Admin Mode W [isahia () Enage
Maximum Hop Count |4 | (1-18)
Minimuwm Wait Time {secs) |Cl (0~ 703
Circuit ID Opfion Mode % Disabie L} Enable

1. Maximum Hop CountS AH8510] 2240|9LE 20| AF 57| ol A8 4 i Ar)
g 42 YELIL

HR= (1~16)YLICE 7|2 4r2 4R L|CH
2. Admin ModeZ Disable EE+= Enable 2IC| 2 HHES MENSHL|CL.
2d=tE MERSHH 'Server Address' ZE0f Y25 IP A2 DHCP X 0| MY & L|C}

3. Minimum Wait TimeS AFE3F0] X[ Th7| A|ZhS = EHRI2 YT L CL

0| Zt2 Scto|HEQ| MAO| 7%l 0|2 9| A|ZHS LIEIH= SEI0|HE 2H 13l9|
EfUAEH QL H| W&l L|Ct EFUABRZTL X[ Cf7| A|ZHS =115 Z2 0|2 T Z1 0|
MErEIL|CH H2[= (0~100) LI CF.

4. Circuit ID Option mode?| Disable S== Enable 2tC|2 HES 2
Enable= MEHSIH MEOf| MR E[7] F10| 20| O|TME SH0| 2F| =7t
SCIO|AE0 M 7] O SEOIAM XA E L T

ChZ HO|AM= DHCP 22{0] 4 2E0f Chol 2 LICf.

Table 36. DHCP & 20| AEH

"E Ck:

Requests Received AQIXI7HOPX| O 2 YAHHE 0/ BE S2HO|QERRE +ME 3
DHCP 28 ¢lL|LC},

Requests Relayed A9IX|7H OHR| O 2 AHE 0% A2 HEE 5 DHCP 28
SQLct.
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Packets Discarded AQIX|7} Opx| 222 AHE 0% O] Z2fo| o O|HET} AH|BH

[

ok

DHCP I{ %l =& L|C}.

DHCP L2 g|0]

=23 DHCP L2 o] 27 7

> ZEEDHCP L2 0] @8 S 73512 E:

System > Services > DHCP L2 Relay > DHCP L2 Relay Global Configuration.

o | 7y Refresh
DHCP L2 Relay Global Configuration - Giobal Configuration 5
Admin Mode W Disabie () Enzbie
DHCP L2 Relay Global Configuration - VLAN Configuration 5

VLANID AdminModé CurcuitlDMode RemotelDMode Remofe ID String

| v Ml v v ] |

O+ Cizable Disable Dizakse

1. Admin Mode?Q| Disable = Enable 2tC|2 HHES MEHSHL|CE,

M 1Mo AL AQ{X|0|AM DHCP L2 20| & & d3tstALt H|ZdslstL| Ct.
7| 222 Disable @ L|C}.

L HATT

2. VLAN 49| Z2 VLAN ID= AQ|X|0f A= VLAN IDE EA|SHL T},
a. MESHVLANOIAM DHCP L2 220 & Egoot7 Lt B2 okt Admin ModeE
A8t AlL.

b. Circuit ID ModeZ AI23}0] DHCP SM-822| 3|2 ID 8¢ SMS 4318 AHLL
H|g-dstetL Ct,

c. Remote ID Mode?} &'d3t=l AL Remote ID String= AHE350] {2 IDE X|JetLCt.

3. Apply HEZ S&leL|Ct
A O|EEl 740] AKX Z MESELICH 74 B A2 SA| HEE Lo
« HO|X| OfZ B O
- HO|X|E & 5= 3tHY BEA|L|= HO|E &5 =& MESLICL 7hsst 242 20,
m]|
7: T

50, 100, 200 & B EQIL|C}.

Note: 2F+5 ME{SIH B2t M0 27t #A|Ll= £27F = E = UG LIH.
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- <HO|= HOIH &=2| 0] HO|X|& EAIEL|CE

- > H|O|= HIO|H &=2| Lt H[O|X| & EA[Z LY.

DHCP L2 Eg|0| QIE{mjo]A 1/d

> DHCP L2 E&|0|E 1/45}2{H:

System > Services > DHCP L2 Relay > DHCP L2 Relay Interface Configuration.

DHCP L2 Relay Interface Configuration

I Interface:

[T AR & =

ol 2 e e [ el |
0 o ds

(=]

Admin Mode

[~

Dizanle
Disahble
Cisable
Cisable

Cesable

Dizable

1. Admin ModeS A83}0{
H|ZH g shet L Ct,

7|2 2f2 Disable I L|C}.

2. 82 Option Trust Mode

+ 9 QIE{H 0| A5

T A=

—

=
=
=

!

=

MEHS) O

82 Option Trust Mode

I

Untrusted
lntrssted
Untrusted
Untnested
Untrusted
Untrested
Untnested

Uninusted

W

| o Refresh

MENSH OIE{IH|O| A0f| A| DHCP L2 E2{|0| &

-

2L

AHE35H0] =41 =l DHCP L2 &2|0|(Option-82)01| CHaH A1 2|2
H3StALE H|Z-d =2t et L o

DHCP L2 & 20| QUE{Ljo|A EA H7|

> DHCP L2 20| 2lE{H|o|A SHE E2{H:

System > Services > DHCP L2 Relay > DHCP L2 Relay Interface Statistics.

DHCP L2 Relay Interface Statistics

==

[

UntrustedClient

WithOptE2

[

Trusted Server
WithoutOpts2

o | i Refresh

TrustedClient
WithoutOpte2

i3

I

o
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CtE #HO0| M= DHCP L2 20| QIH I O|A &4 EE0 Chsl & HeLCt.
Table 37. DHCP L2 &2{|0] QE{Lo]2 S
gac 1
Interface DHCP T A|X| 7} 24l E|= QIE{TO| A2 HAIEL|CH
UntrustedServerMsgsWithOpt82. | 412|gt 4= gl ME{ 2 2 E{ =4l option827} Z &l DHCP H|A|X| 2]
+5 BAELIC
UntrustedClientMsgsWithOpt82 AME|S 4 9l S210|HEZRE $A15l option827} ZEHEl DHCP
HAIXISl =8 BEAIZLC
TrustedServerMsgsWithoutOpt82 ME|E 2= Qe MB 2R E| 4412 option827} 8= DHCP HA|X| 2|
+E HAELIC
TrustedClientMsgsWithoutOpt82 AME[EH 4 9l Zalo|d ER HE| 2415l option827t = DHCP
HAIXISl =8 BEAIZ LT
=1 S
ubp 0] R 48 148
> UDP 20| MY B S 7/dsta{H:
System > Services > IP Relay Agent> UDP Relay > UDP Relay Global Configuration.
- | - [ | @ Refresh |
DR Relay Global Configuration .
Admin Mode ® Dissbis Enakbie
UDP Relay Global Configuration - Server Address Configuration -
I\ Server Address UDP Port UDF Port Other Value Hit Count
| | . | |
1. Admin Mode?2| Disable 2= Enable 2tC| 2 HHES METIL|CE,
22|X|2| UDP E2||0|E &d%totAHLL HIZd2tetL T 7|2 442 Disable LT

2. Server AddressE AtESHO UDP 20| MY FAE xxxx YA E X|HeL|C}.

o>

3. UDP PortE At23810] UDP CHA& ZEE X|™HEtL|C}

XY= ZE= Ot 25 Lo

+ DefaultSet. UDP ZE 0 I 22 &0 L|Ct. o] A ‘44 A| UDP ZEE
MENSIX] g2 42 XI"ZELICH

« dhcp. DHCP(UDP ZE 67) T2l 2 &g 0o|gtL|C}.
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« domain. DNS(UDP ZE 53) I Zl & 23|0|EtL|Ct.
 isakmp. ISAKMP(UDP ZE 500) I 7l & 22 0|EtL|Ct,
*  mobile-ip. ZHIY IP(UDP ZE 434) IjZl & & 0|gtLLCt.
* nameserver. [EN-116 O| & AH|AUDP ZE 42) IiZI S g O|gLCt.
+ netbios-dgm. NetBIOS G| O|E{ 13 AMH(UDP ZE 138) IijZl= Eaf|o|2tL|LCt.
* netbios-ns. NetBIOS O| & A{H{(UDP ZE 137) IjZl S 0| gtL|Cf.
o ntp. HEKIA AZt ZZEZ(UDP ZE 123) A S 20| 2rLCt,

« pim-auto-rp. PIM A}5 RP(UDP EE 496) IfZl-2 2a|0|gtL|LC}.

« tacacs. TACACS(UDP ZE 49) 12l S &2 0|gtL|C}.
 tftp. TFTP(UDP L E 69) I{Zl-2 Z8|0|TtL|Ct.

« time. A|ZF MH|AUDP ZE 37) 113l S 2ajo|gtL Ct.

4. UDP Port Other Value2 AHE3I0| 0~65535 AHO|2| UDP L&t ZEE X|YBtLC},
5. Add HHEZS SEgLct.
J3{™ X e Fd2 2 uDP Za|o] Ho|20 g=0| M EL|Ct,
6. UDP 20| HO|20|M ZE &= E& XYE =2 M2 Delete HES S 2ITFLICH
7. Apply HEZ ZEgL|Ct
AOO|EE 70| AQX|2 MEELICEL 714 BZE Arg2 ZA| A8 Lt

Hit Count 2E0{|= UDP ZEO0| =23dl= UDP T{Zl =7} EA|EL|CL.

M=z 2HE 57| 2I3iM = Refresh HES 2E5HMR

ubp Zd|0] AE{T oA 28 4

> UDP Zg||0] QE{H|o]A BE S /g5l H:

System > Services > UDP Relay > UDP Relay Interface Configuration.
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+ [ e | & Refresh: |
UDP Relay Interface Configuration -

Interface Server Address UEP Port UDP Port Other Value:  Discard Hit Count

LIl | | T L]

1. InterfaceE AFESIO] UDP Ei|0|0f| CHol 2 otet QIE 0| A S MEdSHL|C,
2. Server AddressE AFE3I0] UDP 20| M FAE xxxx AISZ X|™HetL|Ct,
3. UDP PortE AM23}0] UDP LA ZEE X|™EtL|CL.

Lt ZE7F X[ @& ULt

DefaultSet. UDP ZE 0 I{ 2l 2 O|LICt Eai|0o] M 44 AluDP ZEE

MEHSIX| @42 A< K| ™ E Lo,

« dhcp. DHCP(UDP ZE 67) T2l 2 g 0o|gtL|C}.

« domain. DNS(UDP ZE 53) IjZl & 22| 0|&L|Ct.

+ isakmp. ISAKMP(UDP Z E 500) Ij 2l 22 0|&tL|Ct,

«  mobile-ip. ZHIY IP(UDP ZE 434) IjZl S 22| 0|gtL|C}.

« nameserver. [EN-116 O| & A H|A(UDP ZE 42) Il 2 20| gfL{C}.

* netbios-dgm. NetBIOS Gi|O|E{ 13 MH{(UDP ZE 138) T2l E2f|o|gtL|Ct.

* netbios-ns. NetBIOS 0|5 AMH{(UDP ZE 137) i 22 20| L|C}.

o ntp. HIEYI At Z2EZ(UDP ZE 123) {2l S 28| 0|EtL|C},

+ pim-auto-rp. PIM XIS RP(UDP Z E 496) Il 2l S 2!8j|0| & L|C}.

+ rip. RIP(UDP ZE 520) Izl S & 2| 0o|gL|C}.

* tacacs. TACACS(UDP ZE 49) Izl 2 g|0|gtL|Ct.

« tftp. TFTP(UDP ZE 69) I Zl-2 2g|0|EtLLCt.

« time. A|Zt MH|AUDP ZE 37) I{ZlS 22 0[&LCt.

« Other. 0| M S MEHSIH UDP ZE 7|E} 240| 2 BHEILICE O] M2
AHESHH AL XI7F UDP E E 7|Ef 40| XAIQl UDP ZEE &Y = ASLICL

4. UDP Port Other Value2 A3 0~65535 AHO|2| UDP CHA&t ZE & X|YBtL|C},

5. DiscardS ArESH0] LX|5t= T2l AFH| & 2d=l/H|2gstetL L.

2dst= AEAZHIP 4 0.0.0.05 YHS 2202 WA o+~ ASLICH ALERILIP
F27b00| Ot M 55 F710ts 8% 4H RES Hjgtdetz 28 + AgUt

6. Add HEZ S&/gfL|Ct
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23 X8 E 7322 uDP 20| B0 S0 &=0] 4-dE LTt

YHOIEE 80| AKX 2 HESELICHL 714 HE Argd2 FA| §EELCH

O Lod"™

Jia
=
rir
A
o
ol
0ot
Jia
mjo
=
N
o
2
O
@
@
D

UDP 22j0f 2IHH 0|~ 7+ HO|S0M 2E &
=

Hit Count 2 =0 = UDP ZE0f =&35t= UDP IHZl =7} EA|E L|CH

M=z 1S 5t7] fI8i M= Refresh HES SE/5HM 2

KM IPv6E 58 SAE 1 T2 EF(DHCPvE) M dHE 7+ & Q&LIC.

.|
S
YXl= 1pve 2EI0|AEQ HERR +8 YEE &E5tE H =F0| &= DHCPv6 AH
L= DHCPv6 20| O] E Hets & = JUSLIT

DHCP AMH|A S g3} £ = H 2 d9lst2{ H:

System > Services > DHCPv6 Server > DHCPv6 Server Configuration.
o | @ Refresh
DHCPvE Server Configuration 5

Admin Mode ® Dizghie L’ Enable

DHCPvE Server DUID

1. Admin Mode?| Disable == Enable 2}C| 2 HHES MEHSHL|Ct
O|= DHCPvV6 AlH|A 2| ZEo| 2ot fE = H|ghd3t & & K| "L CH 7|24t
Disable® L|C}.

2. DHCPv6 A{H DUID ZE £ A}23}0] DHCPv6 A{H{2| DUID(DHCP 118 AlEXhE
X gL Ct,

3. Apply HEZ S&letL|Ct

YHOEE #90| 29X 2 HEELICH 79 HE Arg2 A HEELICH

— o Lo d

DHCPv6 & T4

X 3 E DHCPv6 MM 25 = & AS £ OfL2t F= F7t A MAY = ASH .
% o

=
DHCPv6 MH 22 HEE QX dl= DHCPv6 E2I0|AETI AT £ = HEYA 74
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F2 AUt

DHCPv6 & S 7452 H:

System > Services > DHCPv6 Server > DHCPv6 Pool Configuration.

| L | o Refresh |
DHCPvE Pool Configuration
Pool Name Select Creafe v
Pool Name i I (¥ to 31 slphanumenc charscters)
DM S Server Addresses '
Domain Mame ¥
Pool Name Z =0 = 7| & £9| 0| Et Create &M 0| EA|E L|C}

Note: 217| & #H?HO| Y= AHEAIE 2019 A2 Pool Name EE0|=

7|E 2 0| BA|ELICE 2 45128 &7)/27] Aol U=

1. B2 HA01IB CreateD HEGHT A3 DHOPVG Al B2 Aot 1R%H 012
eptLct

o
o
rlo
bot

|CH 31AtS| A=At EAE = ASLICH

2. Default Router Address ZEE ALESIO E9| 7|2 22 H T4 552 X|FgL| O
MEXHE MTSHE CHE X|C§ 8712| 7| & 2t H FAE X[™¥e = Y& Lt

A
AHE510 Z0f| Q= DHCPv6 20| A E 9|

3. Domain Name ZEE
X ggtL|Ct.

L@l O] 59| X|C Z0|= E=X} 255X} 2 L|LCt.

A QX0 M MEISHZ S ALK SHE ™ Delete HEZ 2 2I5HM K.

4. Apply HES SEIgtL|Ct

YOOIEE 0| 29X 2 HESELICE 714 B8 A2

g[p!
>
ikl
o
il
-
il

DHCPv6 MEAF 92 714

DHCPv6 ™ 5FAl 21 S #/d52{H:

System > Services > DHCPv6 Server > DHCPv6 Prefix Delegation
Configuration.
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|*
[
L

DHCPwE Prefix Delegation Configuration

| o Refresh |

]

] PooiMame Prefic/Prefix Length DD Client Name Valid Lifetime:  Prefer Lifetime

v | | | | ||

1. &l Pool Name S & 0j|A] MENBHL|CY,

Prefix & Prefix Length ZEO0|A A El IPv6 T FALE XL CH.

> @ D

L= =X™0f| 2t 823 Client Name= K| ™ g L|C,
O|E2 ZICH 31Xte| =Xt XY == USLICH
5. U=l BEALQ| Valid Lifetime(X)S X|& gL CL.
Qs 42 0~42949672952) L|C}.
6. U=l HE=ALO| CHBY Prefer Lifetime(ZX)S X|™HgtL|C.

LB f2 0~4294967295 2 L|Ct

=
HEioh Z0f ois ?l el BFAPE F7HE L EL

8. IEiot Z0f| CHol Y& HFALS AKISH2AH Delete HES S =SLIL

YHOIEE 80| 29X 2 HESELICHL 714 HE At 2 FA| §EELCH

Lo dJ

DHCPv6 QE{HO|A HH 1/

DUID ZE0f 22t0|HEQ| 13 DUID %/ Al YSt= O| AFHE &|= DUID A/ HXtHE X|- et Ct,

DHCPv6Of| CHot QIHEO|AY H™Z fA8E = UESLIEL. DHCPv6 2HEO|A EEE=

o= BEH YL O 2tFHMAM Fd8% &+ A= EE

T

> DHCPv6 QIEIO|A B S /g5t H:

System > Services > DHCPv6 Server > DHCPv6 Interface Configuration.

58
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o | o Refresh i
BHCPvE Interface Configuration -
Interface Admin-mode Pool Name Rapid Commit Preference
L ~ w

= | =]
i
I
o
i

P

n
i}
A
i

n
w
m

@ | o

1w
w

i

o
i e o de id
g0 og o.a o
in in
o i}
o) o | e -
i it

pel
n
i}

1. BEAL A8 HEIL U= QEL0|A S MEH Eﬂ—l':f Efo = OtLIE
a. Go To Interface ZEOf| S/ =
|G El Qe o] A0f o Eot

o =
b. DHCPv6 AlH{ 7|50] T T4E SIEjH 0|2 SE0|A check boxS
Mesuc,

2. #2| ZE SE0|A DHCPv6 2 E 243} EE&= H|ZHE MESIH MY 7|52 gL Lt
DHCPv6 A{H{ 2} DHCPv6 2 20| 7|52 A% HYEFA I L|C}.

3. Pool Name ZEO|A AEf HIME W/EE HEAF QI 0170 Ha7F 2ot =
DHCPv6 2 X|dgtL|C}.

4. Rapid Commit2 MEA Of7Ht#H = L|C} Rapid Commit SE0|A S2I0|HEQ} MH Zto| Etx
wekS 5| 85H= Enable &= DisableS ME4gHL|C

= 2% ZE0|M S2t0|Y ETFDHCPVe AH 2to| 7|2 dd g 28 5t= O
8ote 7= 28 #s A gL

QB st 4H2 0~42949672952 L|CL. 7| 222 0L C}.

YHO|EE #90| 29X 2 HEELICH 79 HE Arg2 FAI HEELICE

o

DHCP Hi2IE HIO|S0AM &5 & 5 AFLICL S2t0|AETH DHCPve AMHO|A IPv6
T3 LS P2 T AMHE IS HIO|HH| 0| A0 =5 FItELICH =5 HIF0[2t
L CE.

DHCPv6 HIQIE HEHE HE{H:

System > Services > DHCPv6 Server > DHCPv6 Bindings Information.
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el DHCPvE Bindings Information - List i
DHCP Server » T
Q" Search By Binding 1P | Search
DHCP LZ Relay b B -
Chient Chent Client Prefin/Prefin Prefix Exgpiry Valid Prefer
IP Relay Agent b Address Interface. DD Length Type Time Lifetime Lifetime
DHCPWE Server Confi 100
= DHCPvE Relay
MEZ 18Z 17| fIsiM = Refresh HHES 2EI5HM R
ChE B0 = HEAlRle e = 2le ZE0| ofs 2Lt
Table 38. DHCPv6 HIQIT HE
e dy
Client Address HEQI Gt e ZE Sato|lE S IPve FAYL|CH
Client Interface Z210|QE HEQIF0| BBt QIEHo| 2 M QLLt
Client DUID =2t0[P1EQ| DHCPv6 117 AIHXKHDUID)YLICL DUIDE
SE0|HEQ| StEQ 0 FALL SEI0|HE AlHXo| o YL|Ct
Prefix o HIRIY M HAHE YT HFALL| IPv6 FALIC
Prefix Length Of HFQI STt IS 2IQIE FEALS| IPv6 OrAZ Zo| LTt
Prefix Type 0| BFRITTt QIZE Ipv6 TFAS SEQILITH
Expiry Time HEQISI Tt GIZE HEAPL BHRE M7EK| 2| AIZHE) YLt
Valid Lifetime S2L0IET HTALE AL £ Uk Ao AIZHE) LT
Prefer Lifetime SCI0|HET BEAIE AF2SIEE S8+ 7|2
AlZHE) Lt

Pvé MH 7| 7|

2t I HO[ A0 TE, =4 Bl &

T — X
A CHs DHCPv6 AlH EA S
=l Oyt 7L EE LIEHHL|CE,

A
=2 A
=

DHCPv6 AMH SAH E

System > Services > DHCPv6 Server > DHCPv

Hp{H.
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1.5cm

) < ‘Refresh
DHCPvE Interface Selection 5

Interface ALL W

Messages Received M

Totzl DHCPwE Packets Received

(=1

DHCPwE Solicit Packets Received

(=]

DHCPwE Request Packets Received

=]

DHCPwE Confirm Packets Received

(=1

DHCPvE Renew Packets Received 0
DHCPvE Rebind Packets Received (4]
DHCPvE Release Packets Received 0
DHCPwvE Decline Packets Received o
DHCPVE Inform Pachets Received 0

DHCPvE Retay-forward Packets Received

=1

=1

DOHCPwE Relay-reply Packets Received
DHCPwE Malformed Packetis Received B

Received DHCPwE Packets Discarded

[=]

Messages Sent 2
Total DHCPwE Packets Sent
DHCPwE Advertisement Packets Transmitied o

DHCPvE Reply Packets Transmitted

(=]

DHCPvE Reconfig Packets Transmitted o

DHCPvE Relay-forward Packets Transmitted 0

=1

DHCPvE Retay-reply Packets Transmitted

1. QIET| O] 20 CHet XtM|et DHCPve SAIE 224 Interface == 0| A H[O[E 7} EA|Z

AllS dEiSHH 2= QIR T O] A0 Cigh HIO|E 7t A E LI,

rir

StLE O] &b 2| QI I O| A0f TSt DHCPvE 72 HE THAES2{H I EAESE S 7 U
7+

2t QIE|H|O| A S MEYSI D Clear HES 228HL|CL

M2 nHE 57| fIsiA= Refresh HHES ZE5HM| 2

m

e B0 M= BEAEE 798 =+ 8l 2E

=)

| ol 2 efLCt,
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Table 39. DHCPv6 At S4|

b |
Yc

nx

g

Messages Received

M E HAIXOf et 2 QIEEHO|A =5 SA o A YLIC

Total DHCPv6 Packets Received

OIE{H|O| A0 A £=AlEl DHCPv6 HA|X| 2= L|Ct DHCP v6
Z210|ME0|M DHCP v6 MHZ2 ™A &= DHCPv6 HA|X|0= QK
7%, 2ol A, 2[HelE, SiH|, A X FHE 2F HAIX| 7t
ZohElLICE 3 DHCP v E2[0] Ol0| M E= 20| MY HAIXIE
DHCP v6 AMbE TEe &= ASL|CH

DHCPv6 Solicit Packets Received

QIE{H| O] A 0| A £=AlEl DHCPv6 Solicit HIA|X] £=QIL|C}. 0] SO
HAIX|= DHCPve MHE %7 Q8 E2t0|HEA & E LTt

Lod

DHCPv6 Request Packets Received

2% =YLt

DHCPv6 Confirm Packets Received

QIE T O] A0 A =4l E DHCPv6 2
HAIXE o 80| AZE A0 F=EHX| 221517 26
S2t0[HEO|M ZE DHCPv6 MH 2 TS EL|CH

2ol HAIX] =Lt o] el

DHCPv6 Renew Packets Received

QB O] 20 M =41 E DHCPv6 4! BIAIX| = QILIL} O] R2|
Bl AIX|:= DHCPv6 MHOIM XSt 78 YEE =Fstn
YEOIESHY| 2I8 S2t0|AEMM HESELICE

Lo -d

DHCPv6 Rebind Packets Received

QIE|T O] A0 M ==41E DHCPv6 2|HFQIE TAIX] =RiLICt O] 72
HIAIX[= AL HAIXIOf CHEt SES Al Zot 82 E0iIM

DHCPv6 MHZE ™E&EL|CH

DHCPv6 Release Packets Received

OIE|H 0] A 0| Af 4415l DHCP6 #& BIAIX] iLiCt. O S
BRI BEHEl FATHC] 0|4 TR %8S LEHE7| $1%)
Setol=0|H HE LT

DHCPv6 Decline Packets Received

OlE{H|O| A0 A =A%l DHCPv6 & OA|X| =
HAIX & ZEE $¢7r 30N o]0 AHE
E20|HE0| A DHCPv6 MHZ M EL|CT.

YLICE o] Rl

SYS LIEHH 7] 28l

DHCPv6 Inform Packets Received

QIE{T| O] A0f A # |=l DHCP v6 HE 28 HA|X| =Y L|LC} O
SO HAIX|= IP A &2 0]Qo 11 FEE QBBH7| 2k
Zeto[HEAM H

e
(M)

o

I—| C}.

DHCPvV6 Relay-forward Packets
Received

OIE{ T O] 2 0f| M
el HAIX|=
ol MEELICt

21 DHCPve 20| HE MAIX| =&L|CL O
HIAIXIE MO TESE7| ?{8h Eejo| of o] HE0

DHCPV6 Relay-reply Packets
Received

QIE{HO| A0 A =41 E DHCP v6 20| S HIAIX| = LICt O]
7O HAIX|= MHOM DHCP v6 EE0] OO ERZ HEEH
20| OO ETL SEIO|AE TEE HAXE

ZatetLlct
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DHCPv6 Malformed Packets
Received

IE{H|O| A0 M A= AKX 2 HA 0] ZREIO AR E DHCPv6 D A[X]|

Received DHCPv6 Packets Discarded 7| € T2l 2=QIL|C}.

Messages Sent

HEE HAX|of et 2= AED0[A =& SAHS HAYLIC

Total DHCPV6 Packets Sent

OIE{H|O| A0 A 2 H DHCPv6 HA|X| 5=QIL|Ct DHCPv6 AfH O Af
DHCPv6 S2I0|HE 2 MEE|= DHCPv6 MA|X|0 & Advertise, Reply,
Reconfigure 5! Relay-Reply MIA|X|Z7} Z=BHE L|C}.

DHCPv6 Advertisement Packets
Transmitted

QIE|H| 0| A0 A 2 HH DHCPv6 Advertise HAIX| =QIL|Ct. O] R&9|
ARl @8 HAIX|Of Ciet 8B 22 MHO0|A DHCPV6
SCHO[HE R TS0 MH| A0 AHBE &= UASS LIEFHLICE

DHCPv6 Reply Packets Transmitted

8%, 2%, 44, eHolE, e 2F, =0l oiX| EE= HE HA|X|0f
QIE{H| 0| A0 A| DHCPv6 EEI0|AEZ & El DHCPv6

o=
SE AKX =L C

DHCPvV6 Reconfig Packets
Transmitted

SIE{H| O] A0 M 2 'H DHCPv6 X 7d HIAIX| =R LICE O] Rl

HIAIX= MEO| A =Lt FHOIEE 27t AZE SEH0|AE0
2a2|7| ?5i MHO|A DHCPv6 22t0|HEZ MEE LLE O3 ths
SCiO|AEE LYo 2 HHO|EE ZEE 43| I3 AH Lt

WA/ EE e 28/8Y EWYNS A

DHCPvV6 Relay-forward Packets
Transmitted

SIE{H| O] A0 A 2 DHCPv6 &0 HE HAIX| = ILICt O] &2
HIAIX[= HAIRIE ME{ O TIESEZ| /s Z2f0] ofo]HE0 23}
H&ELO

DHCPv6 Relay-reply Packets
Transmitted

SIE{H|O| A0 M 2 DHCPv6 E2y0-SE HIAIX| =Y LIC} O] FH2
HAIX|= MEOM DHCPv6 &2{0] OO|HERZ TSEH &Heyof
OO HET} SE0|AEN HEEY HAIXIE ZetetL|ct

QIE{m|o] 20 CiTt DHCPve EE| 0] 7

QIE{H|0] 20| CHSH DHCPvE E

glo| S /g5t H:

System > Services > DHCPv6 Relay.
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v | @ Refresh |
DHCPvE Relay Configuration ¥
interface  Admin Mode 1oAY Desfination [P Address Remate 1D
Interface

| vl ] v] | ||

2 Diisakte
3 Disabee
4 Disakia
W5 Disakbia
g Disabée

i Disakfe

(L] Diisabie

HAL g ETL Qe QIHE|O|AE MEdStL|CH O & SHLE 5=
*  Go Tolnterface ZE0| SH/E&/ =
X|HEl QI I 0| A0 S StH=

o
« DHCPv6 20| 7|52 ?loi & 2AHHO|A ZZ0M check box= &R LILY.

Admin Mode 2 =0 A| DHCPv6 2 =5 g3} = H|2-d 251 0] X|F35+0 DHCPv6

20] 7|55 FIELItt.

rlo

>
ot
=S
m

bl
o
-
_|TI_

7|2 242 Disable & LICt. DHCPv6 A{H{Qt DHCPv6 22 0| 7|5
Relay Interface S5 0|Af 22{|0] ME{ O HZAY QIHH|O|AE MEASIL|CE

Destination IP AddressOi|Af &2{|0] ME{0f| AZAS7| 2|5t IPve F=AE X|FHELICL
Remote ID 2 E=0f E2f0] 0O|HE HE M2 X[ FLLICE

A4 ID= DHCPv6 A DUID & 20| QIE{HH| 0| A B Of M IHl E| AL AFZ X} HO
A EE X8 = ASH L

Apply HES SEIgL|Ct

YHO|EE #90| 29X 2 HEELICH 74 HE Arg2 FAI HEELIL

DNS ™ 11/

H A0 AFZ S DNS AH{0f Cigh HE ot A21XI7t DNS S220|9ER X Sots
Ng 7HE 4 AL,
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=1

=2H pDNS 4™

=22 DNS 271 DNS M HEE e 5= A& LT

> =ZEZY DNSs 2d™S #/d5l2{H:
System > Management > DNS > DNS Configuration.
e | | o i Refresh
DNS Configuration s
DNS Status @ Enable () Disable

DNS Default Name (0 to 255 characters]

Retry Number |2 (0=7001
Response Timeout{secs) !

Source Interface [None A4

DNS Configuration - DNS Server Configuration 3

[ ] Serial No DONS Server Preference

1. DNS AHEl| Disable EE= Enable 2IC| 2 HES MEHSHL|C}
* Enable. 22| X|7} DNS % 2| S DNS MH0| £Lf DNS =02l O|E &
SOISIE E S| 2THL|C 7| 222 Enable®! L|C}.

— HA
+ Disable. 22| X|7} DNS #2| & EL{X| Zsl=& TrL|Ct.

2. DNsS HZ|0f Z£etet DNs 7|2 =02l 0| & Y=L Lt

1l

o 2!
240t

AAHIO| H2te|X| 22 2AE O|F0f Oiot 23| =¥t 49 0| ZE&=
OlE2 N3ELILCE A E &0 7|2 =02l O|F0| .comO| 11 ALEXIf testE YU
0| 201517 2|3l test7t test.com2 2 HZAELICE ). 0|2 ZO0|= 255X+5 =

[e)
=

= 1
A
ol&LE

ru|o ru

BN

-

_

NumberE AFE3H0| DNS AH{ 0| DNS 2| &S A =5t= S5 XL Tt

ry
O] =Xto| ¥2l= 0FE 1007HX| F L Lt 7|2 gf2 2 LT

OI'

FSES 7ILhEl s AMZh(=)S

o

4. Response Timeout (secs)E AHE 50| DNS 72| 0f CH
X|7ggtL|ct.

r

0| A|Zt M8t ¥l = 0~3600 L|Ct. 7| =242 3QIL|C}.

5. DNSO| AF2& Source InterfaceS X|™HgtL|LCt.
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tset U2
*  None

* VLAN1
* Routing interface

* Routing VLAN

ChZar 25Ut

* Routing loopback interface

¢ Tunnel interface
e Service port

72X OoZ2 VLAN 12 &AA

6. 22|X|7tDNS Hz2|E EL=

A QIE{HO[ A2 A ELICEH

= DNS AHE X|Z435}2{™ DNS Server Address Z E0]

HEFEIP4E BEI|HOZE IPFAE Y8st Add HES S=IgL L.

Me 7t £ =0 LIEFELICE

Z|CH 87112 DNS MH E X[ FE = ASLILE H=%l=

ddE =Mtz 8L

7. =E0|A DNS MHE XA
SHA|

8. Apply HHES SEE LI

DNS A HE MEd L
AHIO|EEl 40| &

Mz 1

| P E=2
o=

Ct2 #0l=DNS MH 74 &

Table 24. DNS AMH 14

s

RS

st o2 check box EHSED Delete HES S2/3L

E

Delete H{ES S &/5H 2= DNS MH 7t APH| & LT

HEFLICEL T WY A2 S H

Lo d

SElLIL}

St7| QIS M = Refresh HHES S 25tM &

B 7F BAIEO] Lct

ze uy
Serial No DNS MH{ 2| A|HA H LICE
Preference

DNS AlB{o| 7|2 452 EABLICL 7|2 8%e e

=AJ0f et

2L

2Z DNS Ho| =0 HH T= F7}

SAE Q|

o

ZZ DNS HIo|20] X g5

2 P F20) 252

2 085t L SX DNS O EE = & AL

g F71sk:

System > Management > DNS > Host Configuration.
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+ .. | [ | @ Refresh

Host Configuration - DNS Heost Configuration

| | Host Name IP Address

Host Configuration - Dynamic Host Mapping

Host Total Elapsed Type Addresses

2Ol 255X =ute = plon T4 BEYLCE
2. IPAddress HEO| ZAE O|Eut AAY IP FAE HFE IPv4 E HI|Yo =2 Y=L Tt

&=50| 2tHO| ZZ0f LIEH LT,
4. ‘Y™ DNs HIO| SO0 &= M52 3 check boxs
=E0M 25 38 S2E 0|8 &=S X2 H ClearHES
M=z 1HE 57| fI8iAM = Refresh HHES 2 E5HM| 2
SN = 2E 08 HO|S0|= 29 X|7t stgot S AE O|&-IP & &=0| EAIFLIL CHE

HOME S8 =2E LE0 Ofs 2 FHCH

Table 25. DNS SX S AE Of &

1= 2%

Host ANYE P F20| 2Edts SAE 0|28 LIESILICE

Total X 50| H 0|20 HS F7te o|F ZutE A|ZHYL|CE
Elapsed SX ot20| OX|Uo 2 AO|0|EE 0|5 ZIHEl A|ZHL|C},
Type 55 &= FQLIth

Addresses SAE O|ED A=l |p FAE LpESHL|CH

231X Hlo[E{H|o] £ Ee| HES 7| 2873 18

[

SDM(29IX| BlO[E{#[0|2 BHal) BRI AQIK|Lt BLLE{ 7 CHYS 7| 50) AL 4 U
£|H 2] 2 20] CHeH B LT} T SDM BB T

2|2 Q40 RO R YA AE HYO| Mt 2| aAF CEA 2 - AS UL F,
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SDM HZ3IZ ALE5IH A|AH” 2| AAE WSSO HERIT @+ Ao et ChFst
o

System > Management > DNS > SDM Template Preference.

1. SDM Next Template IDE AtE&St0] Ct3 2 HIESZ F4gL|CE

ChE MEE =02 2 detg L Chg MR 2 7= B3R K=2|3HH
7|2 S8E MESHAIR. 7tset ¢f2 Chadt Z5 LICH

e Dual IPv4 and IPv6

IPv4 Routing Default

* |Pv4 Data Center

* |Pv4 Data Center Plus

e Dual IPv4 and IPv6 Data Center

LS #0l= 29 YE7F EA[ELICE

Table 26. SDM HIEE! 7|2 M 9

nE ay
SDM Current Template ID 7Y 24 SDM BS2ALICh TH5 3 2k The Tt 2L Ch

e Dual IPv4 and IPv6
e |Pv4-routing Default
¢ IPv4 Data Center

SDM Template HIZ 2|2 AlWstL|Ct 7St 7k Crtear Zha Lot

A= T —_ E
e Dual IPv4 and Pv6

e |Pv4-routing Default

IPv4 Data Center

ARP Entries 2t 2 &l OIE{TH| 0| A0f| CHSH IPv4 ARP(FEA 0l T2 £ 2) 7 A|Q| |}
82 e,
IPv4 Unicast Routes Pu4 RUZHAE Y El0IE B0l Hrh $QLc
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IPv6 NDP Entries IPv6 NDP(Neighbor Discovery Protocol) ZHA| &=9| X|C§ 4= L|Ct,
IPv6 Unicast Routes IPv6 FLIFHAE HE HO|E &=2| Z|CH +=QL{C}
ECMP Next Hops IPv4 S IPv6 RLIFHAE HE HO|E0| 24X = A= 2 OS2 &
S Ch
IPv4 Multicast Routes IPv4 BE[FHAE HE HO|E &=2| Z|CH +=QLIC}
IPv6 Multicast Routes IPv6 BE[FHAE HE HO|E &=2| =[O =LIC}

SNMP 74
SNMP V1/V2 % SNMPv30|| CH3 SNMP A ™S 8% = Q&L L

SNMP V1/V2 HSL|E| 7
J2HMO 2 T 7)o SNMP R LIE|7} EXEHLICt,

e Private, A7|/AA7| HotO| QL0 HEfZL EnableZ2 ™ E|O JUESLICEH

*  Public, 47| ME H3H0| Y2 MENZ} EnableZ HAHE|O J&LICH

o

Q%ﬂﬂ9%Hﬂﬂuq7ﬁﬂ%E%&HMQ%%%HH%$7H$

=2 = =
gLt galgt A7 LIE|ZH SNMP V1 5L SN 2 Z2EZS AFESI0] 22X 0f
BM AT = ASLICE 71127 =58 HM A ?_3_ I U= HFJLE|IZ SNMPE AHE5H
TdS Hgohs O AH8E = A LIC

Note: SNMP v3& ArE5t2{H ALEAL A'S T 7 & ALE0HH Al L.

> SNMP V1/V2 AR LIE|E /4512 H:
System > SNMP > SNMP V1/V2 > Community Configuration.

| ¥ | = o | ‘o Refresh |
Community Configuration - SHMP W12

3

[ Community Name Client Address. View Mame Access Mode Status

| - | || T
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Community Name= AHE5t0] 7| 77 LIE|E G0t M =LIE|E 2L Ct

=

HARLIE|I O|E& F7I5tM 2. =t &52 X0 16At2] LHAEAL

—

O] Hj7& AtEdt 7| & 7L E| 0| F & dtLtS AEBIALE 2 S 7|
=]

AT
MO
>
e
a

Client Address. 220|HE A9 E2I0|E |P OtATE ZESHH SNMP
S20|AHETL ST HFLIE|E AFHRSIY] O] X0 BN AT == IP T HRE
LIEHH L|CF,

(2EO0|HE FA E= P OrAF) gL T 5tL17F0.0.0.00|H 2E IP FA0M BMATt
SI8ELCH OHX| 2 42 2 E S20[QEQ| FA = S20|UE FAL OMEIIX| 2
OFAS QL ANDE HAE|D /0] S YUSHH MM AT ZEL|CH O E 50 2E0|YE
=2 9 Z20|YME 1P OFA3 0§74 7t 192.168.1.0/255.255.255.001 AL F247t
192.168.1.0FE{ 192.168.1.255(Z )7t X|Ql 2= SEtO|AE0| M AT S EE L|CE
ot AH|O| MO MEH AN AF 5 2{H S2I0|HE |p OtA 3 gk 255.255.255.2555

FE5t0 S20|AUE FA0| ST AFEH| IP FAE AFEFLICH

e

Client IP Mask. 220|HE T4t 22I0|HE |p OIAT E FTSIH SNMP
S20|HETL S HFLIE|E AFR3SIO] O] HX|Off BN AT = A= IP T HRAE
LIEHH L|CF,

(%EfOIEE FAEEIPORAT) L T SHLE7H0.0.0.00|H ZE IP FA0A HMATE
|AEQ| FA= ZEI0|HE FAQl OHIIIX| 2
nrﬁaszr ANDZ WﬂEIEH 7*OI SUSHH MM A7 S EELICH O E 50 S2t0|HE
F4 3 SEH0[YE P OpA = 07 ¥ 4=7} 192.168.1.0/255.255.255.021 &2 IP F27t
192.168.1.0~192.168.1.255(Z &) 0l 2 E S2t0|HAEOf WM AT S| E LTt
AH|O[MO| M B UM A S 55T S20[HE IP OtA S {f 255.255.255.2555

Aot S20[UE 40 siE HREH IP F2E AASELIC

Access Mode M| 7+0f| Al Read-Write =& Read-OnlyS MEiBtL|Ct.

Ol = O] L E[0] CHot AN s=F= KL CH

StatusE AFE35}0] Enable fE= DisableE &S0 O] H R L|E|2| HEHE X[ F R LI LY.

HH 7L El O|§2 2= 7=t HFLIE| 0|5 SOIM 1273l0F 5tH

EnableE MEiS
to M MM QH0| HEEL|C}H DisableE MEfSIH B L|E| 0| 20| & }X|

:,_E-le

[
I
re
rx
iz
Of
N
30

LIE[7F 22| X|off Z=7HE LT,
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7. dEot A7 L E| O[5S AAISt2{H Delete HE= 2SI K.

SNMP V1/v2 Esf MH 1M

> SNMP V1/v2 ER4 43S st H:
System > SNMP > SNMP V1/V2 > Trap Configuration.

| o Refrazh

SHMPw1/2 Trap Configuration - SNMPv1/2 Hest Configuration

[ Community Name Version Notify Type  Protocl Hostname | Address Filter Retries

Timeout UDP Port

?

| v i 4 ||| I I

1. Source Interface SE0| A SNMP E& =27|0f| AR A A OIE{H|O|AE MEHSHL|CL,
tsot 242 L2t 25 L Ct
* Routing interface
* Routing VLAN
* Routing loopback interface
e Tunnel interface
e Service port
VLAN 12 7| 28O &2 A4 QIHHO| AR AMHEE L|CE
2. SNMP EBS $48He SAES F71S12{ B CHS EAIS $8SHIAIL.
a. CommunityName. EZ 22|X2 E'Y SNMP E& TjZI2| HRL|E| EXAtE 2
U= StL|Ct O] O| &2 Z|CH 16XI7HK| 7tSSIH CHAZALE F28 LT
b. Version. T=2IXI7t A2 E- HHE S MEISIMAIR,
¢ SNMP V1. SNMP V12 At&310] =417[0f ERS EHL|CH
¢ SNMP V2. SNMP V2E AtE310] =417[0f ERS EHL|CH
c. Protocol. =4I 7|0A At ZEES S MEHSL|CH =4MX} AT} IPv4 240
AL IPv4E MEISH AKX FATLIPveQ! B2 IPveS M EISHLICE
d. Address. O ZX|0|A| SNMP E#Z F=AISIE H xxx.x HAOE |Pv4 FAE
A EISF{ LE XXXXIXXXXEXXXKXXXKXKE XXX XXX XXXKCXXXX DA O 2 [Py TAE

e. Status. =4AIXHO| MEfE MEHSIM| R
* Enable. T=XXI0|AH ER S EHLICE

* Disable. =1IXt0{| A EES EUWX| BTt
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4, $TMIHE MAISH2H ST =M K9] check boxS MEiTH Z Delete HES S 2I5HAM| 2.

YHOIEE 0| 29X 2 HESELICL 714 HE At 2 FA| §EELCH

Lo dJ —

SNMP V1/v2 E&{ Zg|1 M

E/S g dostA L B2 dote = JSLICHL 29(K|0M 2d ERoz AMEE =70|
UMSH EW HA|X| 7 Mol 2E SNMP E& =472 ASE| D HAIX|7t ER
230 7[ZE L}
> E# ZgqE pMsais.
System > SNMP > SNMP V1/V2 > Trap Flags.
o & Refresh

Trap Flag - SHMP Trap >

Authentication Traps (2} Disable ® Enable

Link Up!Down ) Diisable ® Enable

Multiple Users () Disable ® Enabie

Spanning Tree CF - Disabie ®  Enable

ACL & Disabie 3 Ensble

Power Supply Module state trap 2 Disable #®  Enable

Temperature trap ' Disabie ® Enable

Fan trap ¥ Disabg ® Enabie

EBGF Traps % Disabie Enable

1. Authentication Trap2| Disable == Enable 2tC|2 H{ES MEHTIL|CE

ol
—

oM
nx

o Eol 2HH3tE 2datst ALt Hlgdatet Lt 3% 72242 Enable LI Ct.
2. Link Up/Down2| Disable S+ Enable 2tC|2 HES ME{SHL|CH
Ol 23 dEf ERQ| 2ol E & datst 7Lt g datetL|Ch 38 7| 2442 Enable L C}.
Ol= O ALEXI ERY Q| 3t E 2datst ALt Hlgdatet Lt S8 7|24

Enable I L|C}.
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S ot ALE AL ID7E SAIOf = o]y AX|of 202 MH(’EN £ AE

o =
H
EE 5o 2/ Lt

o

| E2H

el

YHOIEE 80| AKX 2 HESELICHL 714 HE At 2 FA| §EELCH

O Lo Hd

X El= MB 27
> 2A91X|7} X|}5H= 22 MIBE E2{H:
System > SNMP > SNMP V1/V2 >Supported MIBs.

& Refresh

Supported MIBS - List 3
Name Description
RFC 1207 - SNMPYZ-MIB The MIB modiie for ShMPYZ entities

s MIB, published as REC3I27S.

HC-RMON-KIE

HCHUMTC A MIB module containing te

The oniginal versi

nventons for hi N capacily oata types:

SHEP-COMMUNITY-MIB This MIB module defines ohjscts to halp support cosxistence batwean SHNMPY1, SNMPYZ, and SNMPvA.

The MIE for Messane Processing and Dispstching

The Tanget MIB Medule

The management information definitions for the View-based Acoezs Control Model for SNMP.
sFiow MIB

-

i andard Descovery Protocol MIB

The Broadeom Private MiB for FASTPATH Box Services Feature:
The MIE module defines the AddressFamilyMumbers efual comention
Defines & portion of the SMMP MIB under the Broadecom Corporation enterprise Oi0 pertaining 15 DNS Client control configuration

The Broadoom Private MIB for FASTPATH Keying Uity

Information Base extension modite for IEEE 8023 organizatinnally defined discoverny information,

The LLOP Managen

The Broadoorm Private MiB for FASTRATH Link Local Protoca! Fitering

5
S X -PRIVATE-MI
Total 41 items. Showing 1 10 45, Entries per :Egs ” el = n z |3

CHS EO A= SNMP X| & MIB & Bl ZE=0f Cish A FghL c,

Table 43. SNMP X|2 MIB

=l
Ze

nx
()]
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Name H

Description RFC X2 == MIB AHQL|Ct

Configure SNMP V3 Users
> AMEXF Ao i SNMPv3 ¥ E #Ad5HE{H:

System > SNMP > SNMP V3 > User Configuration.

+ | - 4 Refresh

User Configuration - SHMP V3 -

Engine |0 Type @ Local ) Remote

Engine IO S000113D03CE390D015BC0

User Name | |

Group Name | | Local grou a::l_-

Authentication Protoeol Hone

Password

Confirm Password

Encryption Protoool None v

Encryption Key

Confirm Encryption Key
User Configuration - SHMPy3 User Security Model List 2

Uszer Name Group Name Engine 1D Authentication Erm’ypﬁbn

1. User Name SS0|AM & ALEXL AHY S MEiBL|CH
SNMP v3 Access Mode ZE+= ALEX} A 0| CHE SNMPv3 M| A HoHS LIEHALICE,
XL A™HO| = H7|/MT] HMA HSHO| YO CHE ZE AFHOE 97| M8 AMA

—
Asto| BT

2. Authentication Protocol 2}C|2 HHES MENSHL|C},

S 3ot ol

—

0|>|
I=

EZEE

]2l

2 218, MD5 EE= SHAQ! L C}.

+  None2 ME4sH

2

AFEAt= SNMP E2H2 X 0| M SNMP H|O[E{ Off M| A5 == @iE LTt

MD5 = SHAS Mot B2 ALEA 22 H|ZH =7 SNMPv3 215 HIZH= =2
AMEE|RE RS S X|°38l{OF 5t 20| = 8RO OF B LCY.

MEHSE AFR X} A Y Of CHS SNMPY3 Q15 Z2 E 2 A4S X[ et Ct
3. Encryption Protocol 2tC|2 HES MEiBHL|C}
TR Y=ot Z2EZ2 None £ DESYLIL}.
- DESZZEZS MEISH A2 Encryption Key Z =0 7| & Y 3|{0fF ThL|C}.

« IZZEZ0 Nones XI'3otH L=t 7|7t FA|ELICL
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MENSE AFZ AL A Z 0|l CHSE SNMPY3 223t Z2EE 47 S AP o

o
4. Encryption Protocol 2 E 0| A DESE &S A2 SNMPv3 Encryption Key HEO| 223} 7|

i il
rE
o rr
Ot
[mE}
re
>
©
©
<
(@)
>
D
0O
Q
lon
@]
x
mjo
>
iz
2t
o
o
-
n L

YOIOIEE #80| 29X 2 HEELICH 78 HE Arg2 FA| HEELICE

Lo d

LLDP 72

|[EEE 802.1AB 82| X Q| LLDP(Link Layer Discovery Protocol)S At-235}H 802
LANS| AHO|MO| =R 7|5t S2|8 4Y S 0 = JASLCH HESRT B2[Xt=
x

= o= M
Ol §EE B AL EZZX|E Aot LANS| X E 42 dA[ L

LLDPE CHde Z2EZYLICL 2/SE AL BlsH O B2 TS 7 ss
THSHE AH| 0|40 QS k|1, =4 7| 5S FeddhE AH|O[M0| 25 =41 B
Melguch & H st 7|s2 REER 22 SdahHgdata = ALt
2oz BE ZEO )

rir
fim}
ojo
N
or
njo

LLDP-MED(Link Layer Discovery Protocol-Media Endpoint Discovery)

HdE LLDPO| e E 7| S Y LICt.

« LAN A (0f: VLAN, 20|00 2 M =2, DiffServ &) At5 AME El|l E{ M
E040| HELZAO| 7tsTLCt

« X HolEH| o[ Ed= et YX| AKX AM

o M A2 -HER B2V HEYT HXE FHotD SYMZYH, 2ZEY O

=28 LLDP 2™ S #/d5I2{H:
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System > LLDP > Global Configuration.

Global Configuration - LLDP Glebal Configuration
Transmit Interval |3Cl | {5 to 32768 secs)
Transmit Hold Multiplier |4 210
Renitialization Delay |2 | i1 to 10 zecs)
Motification Interval |5 | {5 1o 3800 =ecs}

HR|= 5~32768= A L|Ct 7| 24f2 30 Y L|C}.

2. Transmit Hold Multiplier 2ZE0| & 2+40] S+8 250 TTLS &€&

HP= 2~10=QL|Ct 7| 242 4 LT

3. Re-Initialization Delay 2 =0f {73 ™ X|AH AlZh=2 gL CH
Hele 1~10=QLCE 7|23t 2= YLt

4. Notification Interval ZE0] &3 M& 2t 2 = T2 AHBL|CT.

HP| = 5~3600= Y LICt 7| 242 5 L|C}.

i Refresh

U O|EE 740 AQXI2 MSELICEL B A SA| M EX|T XS 8|
e ot S AL AR FRIE K| gL
LLDP QIE{H|O] A 14
LLDP QIE{H[O|A S F/d5}2{H:
System > LLDP > Interface Configuration
1. GoToPortE 0|83t FH/ER/ZE Aoz ZEE QT S Go HHES SEGHMR

XEE ZEOf sffEst= %*EOI MEREIL|C},
EE AM23}0] LLDP - 802.1ABS ?* S JAe TE

B 2E= 2371 &E SUX BE SAIE A=A

= Al gL

=
S LIEFRLICEH

o
3. M&2 AtESHY MENSE QIE{H|O| A0 CHSF LLDP - 802.1AB M& R EE X| gLt

S
A
r=
mjo
Pl
ol
Ot
2
rx

5. Y2 AtESHY MENSE OIE{m|O| A0 CHSH LLDP - 802.1AB &2 ZEE

76

EHSE OIE{ | O| A0 CHSH LLDP - 802.1AB =4l R EE X|™HBtL|C}.

K| ggrLCf.
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6. MEHE TLV(s):

A. Port DescriptionS AF2310] LLDP Z2| Q0| ZE MY TLVE Z&stLCt,
B. System NameS AF23}0] LLDP Z2| Q0| A|AH 0|2 TLVE ZEetLC,
C. System DescriptionS AF23H0] LLDP Z2{| Q0j| A|AE A TLVE Z&etL|C},
D. System CapabilitiesS AF235H0] LLDP Z2f| 0| A|AH] 7|5 TLVE ZE&HetL|CL

7. Transmit Management Information=S AFE5H0] MEASH QIE{IH O A 0ff CHSH 22|
ZFA7FLLDP Z |0 &S E=X] O £ 8 X|F LT

LLDP &4 E7|
> LLDP S E H2{H:
System > LLDP > Statistics.

® o o Refresh
LLDP Statistics - LLDF -

Last Update 0 days 000000
Total inserts o

Total Deletes

Total Draps o

Total Ageouts

LLDP Statistics - LLDOP Interface 3

Interface Transmit Total Receive Total Discards: Errors  Ageouts  TLV Discards: TLV Unknowns TLVMED TLV 8024 TLV 8023

ChZ #OM= LLDP &4 EE0]| tHof 23 gLt

Table 44. LLDP S 4|

=c 4y
Last Update Q74 A|AEIDL GIZAE E|O|20|A SH20| MM, £ e ALK El
Azt
Total Inserts E75 MSAP(MAC AH|A G| A mOIEYO|A D8t MK HE MET}
AZ A AZE B0 20 Y FA+YLITH
Total Deletes S% MSAP(MAC MH|2 AN~ & O_Em NS N Y2 HET
I.

A AL AZE H O[S0

_l ~

Total Drops 57 MSAP(MAC AfH| 2 K& ZQIE)O|A Dok TH BE
HEE 242 BZ02 ols) 917 A28 AZE E oS0 YT
= = sl YUt

Total Age outs HE HAlY 2t70| SR EIUA7| H20| S MSAP(MAC A{H| A
UM ZOIE)OM Fact TH YE MEZH @A A|LEnt AEE




1.5cm

U-1-F9020HPA

HIOIS O A AR E Sl=ILIC

Interface

CIEH O]~ HA/2R/ZEYLILE

Transmit Total

Receive Total

e ZEO|A LLDP O|O|HEZ} &S LLDP =2 & =& LILCH.
o

[OIHMEZ gdstEl S 3T ZEO|A O] LLDP Of| 0| E 7t
L

Discards

Errors

Age outs

£ ZEOA Ldst ot SIQAL|CH 2 |72 HE HAlY
2tZ0| BHREAT| 20 £ MSAP(MAC AH|A M A
(0]

ZOE)O|M Faot TH FE MET JF 51 HZE HOIS0M
A

TLV Discards

o3
on
Hl
[m
1o
—
—
Q
v
2
o
ol
|m
N
<
re
=l
Ho
HU
rin
Q
N
rot
=
=
9
v
_|
r
<

TLV Unknowns

Sie ZEO| LLDP Of O] ET} QIMBIR| Rot 22 ZEO|M =4 E

LLDP TLV #=¢lL|Ct.

TLV MED 22 ZEO|A $AIEl LLDP-MED TLVS| & £=QlL|C}.
TLV 802.1 802.1 §8o| 2Z ZEOM A=l LLDP TLVE| & +QIL|C}
TLV 802.3 8023 §8o| 2 ZEOAM A= LLDP TLVE| & +QL|C}

LLDP 23 &X| & H7|

> LLDP 2 TX|

HE HPg{H.

System > LLDP > Local Device Information.
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 Refresh

Local Device Information - LLDP Interface Selection

Interface

Local Device Information - LLDP

Enable Mode
Chassis ID Subtype
Chassis 1D

FPort 1D Subtype
Port [

System Mame
System Descripion
Port Description

System Capahbilities Supported

o W

Di=aabée LLOF

AT Address

S 280001 58:C0
Interfzce Mamsa

(g ]

23-port Managed Switch, 1.001.2

bridge, router

System Capabilities Enabled bridge
Management Address 21621012
Management Address Type Pud

1. Interface 20| A LLDP - 802.1AB Z2{| 0| M&E 4 Q= ZTEE MEHSHL|CY,

CtE #O|M= LLDP 22 X 2 20| Cfof 2L Ct

Table 45. LLDP 2% XX| M &

gc L&

Chassis ID Subtype

Chassis ID 22 AlAEI HZE MA| T 225 AYsE O ABEE 2Rt
greucr

Port ID Subtype EE Adxio| 222 HYshs BRI

Port ID EE AERte| 225 HYshs BAIYLCH

System Name 27 Al2ol AlAE ol g YLc

System Description 27 A2 HFE HYE TEO| o3t YLy

Port Description 27 A2ED AZE MY ZE0) s 9L

System Capabilities Supported 2 A|AHO| A|AH 7|5 QlL|Ct

System Capabilities Enabled X Q|0 EM3lE|s 28 A|AHIO| A|AH 7|5 QLT

Management Address Type g =A0 SE L}

Management Address 2 A|AHO ZX| = 22| FAQILICE

—
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LLDP ¥4 &X| HE H7|

= iL (o] = & S A A
old ZEO| HZzE A KXo YEE =l = AS LI
LLDP ¥ EX| RS He{H
System > LLDP > Remote Device Information.
Remote Device Information - LLDOP Interfzce Selection
Interface: (17| L
Remote Device Information -
Chassis ID Subtyps
Chassis 1D
Port-ID Subtype
Port D
System Mame
System Description
Port Description
Sy stem Capahilities Supported
System Capabilities Enabled
Time to Live
Management Address
Management Address Typse
. = o it O AA|ISE A [ TE= S
1. QEHO|AE AFESHY LLDP ZHYE =4l = U= 2Z ZLEE MES

CtE #O|M= LLDP |4 X §2 20| Cfof gL Ct

Table 46. LLDP 22 k| M &

» Refresh

BE 2y
Remote ID 27 IDgiLich
Chassis ID Al~got A ZE MA| 74 ALt

Chassis ID Subtype

Port ID o/ A|AH

Port ID Subtype

System Name

System Description

£ ZE0 ool 2FYL|ct
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Port Description 7 A2BI HPE £F TEO ot My

System Capabilities Supported Q|74 A|AEIO| A|AH 7|SQlL|C}

System Capabilities Enabled X Q5|0 EMSIE|= 97 A|AHIO| A|AH 7|5 QIL|C}

Time o Live M el 27 $20| TTL(Time To Live) 24(&) YLt

Management Address Type g =40 o¥QlL|Ct

Management Address + ManagementAddress. &2 A|AEIO| ZX|El 2| FAL|CE
o Type. 2| FAO| FHYLICE

LLDP ¥4 &X| CIHIEE| H 7|

> LLDP #H EX| QHIEER S Eo{H:

System > LLDP > LLDP > Remote Device Inventory.
o Refresh | |
Remote Device Inventory - LLDP 3

Port  Remote Device ID Mariagemeant Address MAC Address System Name Remote Port 1D

CtE 2O M= LLDP 214 FX| QeS| TE0f oish et

Table 47. LLDP 22 ZtX| QI £ 2|

L k)

Port LLDP Z2j Q0| #A31El R E mEO| 22 QLC,
Remote Device ID 9174 RbX| IDQIL|CF.

Management Address Q|74 A|AHI O] ZX|&El 2| =AQL|CE

MAC Address 212 A28 G AE MAC FAQL|CH

System Name 27 gxlol 2 o|§g XIWEct

Remote Port ID A7 A 2B AZE EE 74 24U

.I

LLDP-MED g 2% ¢4
A2 X|0f| H&Ek|= LLDP-MED Oj/f H==E X8 &= AS LTt

> LLDP-MED MY d™d 2 3/ dsl2{H:
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System > LLDP > LLDP-MED > Global Configuration.

7 o Refresh |

Global Configuration - LLDP-MED

Fast Start Repeat Count 3 1t 10

Device Class MNebwark Connectivity

1. Fast Start Repeat Count(t#ifE A|Z} Bt5 3l=) HEO| Z2EZO0| 2-oE If MSE|=
LLDP PDU =E = grL|Ct.

HPl= (1~10) YL T WE Bh= S0 7|=gt2 3L

Device Class 2#E+= 22 &X|9 3] SR X7t A2 H
A3 M Me M SEES LIEFYLCHE e 1 EHIP A HEEZ 5], Saia 1
ojCjo[AmH2A 22]|X] 5, i AMip Mzt S22 2F) o). Wl HM ¥X|=
QHtH o 2 | AN 22| X|/2t%H, IEEE 802.1 E2|X|, IEEE 802.11 M UM A EZOIE

= = el
SO HER3 A& X YLCt.

=
m
O
AL
-
i
>
o

Qt
I
n
i
d
>

LLDP-MED QIE{mjjojA

> LLDP-MED QE{H|O|AE F/45l2{H .

System > LLDP > LLDP-MED > Interface Configuration.

Interface Configuration - LLDPAIED

= Trargmit Type Langin Vaives
Il interface Link Ststus MED Status.  Operational Stafus  Mofification Status

MEDCapaliiiies Netwoik Policy LoGaiion dentification  Extented Powe vis MDI-PSE Exiened Powet via MOLPD  iventony Information

v | | W | v | W |

Link Status ZE0|= L E Q| 213 AME(E}

ofn
A
rir
bal
ofn

SX)7t HA|E LT
Operational Status @ =0 LLDP-MED TLVZ} O] QI O] A MEE|E=X| O £ 7}
HA|IE LT

1. GoToPortE 0|830 RR/ER/ZE A o2 ZEE QT T Go HHES S E5HM K.

X8 ZEO| s Fot= 50| dEfE LTt

o

2. InterfaceE AF23}0] LLDP-MED - 802.1ABE 1AM 4= Q= E 222 X|HEHL|C}
3. MED StatusE AHESH0{ O| QIE{L| 0| A0|A| LLDP-MED
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X’ gghL|Ct
4. Notification Status& A23t0] QI HO|A9| LLDP-MED EZ2X| &2 R E X|™ehL|C}

5. Transmit Type Length Values2 AH&35}0] A ERSH OIE{If|O| A0f| LS LLDP PDU
T J0IM MSEl= LLDP-MED2| M A R4 20| Z4(TLV)E X|HELICE

« MED Capabilities. LLDP Z&{| 0| M TLV 7|52 A& LI

¢ Network Policy. LLDP Z&j| 0| HEQ|T FM TLVE ME& Lt

+ Location Identification. LLDP Z2{| Q0| A 9| X| TLVE M &TL|Ct

+ Extended Power via MDI - PSE. &% =l PSE TLVE LLDP Z2{ Qe 2 &gt Ct.
+ Extended Power via MDI - PD. &% =l PD TLVE LLDP Z&| o2 M&TtL|C}

* Inventory Information. LLDP Z2{ /0| A| QI E2| TLVE ™ &TfLILCt.

LLDP-MED 2EZ &X| HH H7|

> LLDP-MED 2Z HA| §E S Ha{H:
System > LLDP > LLDP-MED > Local Device Information.

& Refresh
LLOP-MED Local Device information - LLDP-MED Inierface Seleclion 3
Interface |_D."'T i
LLDP-MED Local Device Information - Mebeark Policies information 3
Media Application Type VLAM I Priority B&CP Unkrown bit Status Tagged Bit S'ra'h. (S
LLOP-MED L ocal Device Information - Inventory Information 2
Hardware Revision
Firmrmware Revision
Softwars Revision
Sernal Mumber
Manufacturer Name
Model Name
Asset kd
LLOP-MED Local Device Information - Local Information 3
Suby Type Lecation Information Value
LLDOP-MED Local Device Information - Exiended PoE »

1. InterfaceE AFE5I0] LLDP-MED =8| Q0| & E = Y= ZEE MEiBEL|CT
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Table 48. LDP-MED 2% XX| HH

gc b

Network Policies Information: LLDP Z|2l0f| I E|3 EM TLVZ| Q=X £ E X"t

Media Application Type OfE2|AH 0| FHALICE ofE2|AH0|M FH 82 2 =+ gleH
S8 AT HAE 84, HALAE 8 MT AZEE 84, 3t 9|9,
AEZ|Y H|C|Q, H| | Mz LT}
A= ZH O ZE2|A 0| S¥0= VLAN ID, M =2/, DSCP, Ef 1=
HIE AEf 8 & == Ql= HIE AEf7t YSLICL ZEE O2f3t

Inventory: LLDP =2 0f| QUHIER| TLVZ} =X £ E X|'ERLIC

Hardware Revision SE9|0 M-S x| ™S T}
Firmware Revision HQo| ™S X| ™ et Ct,
Software Revision ATZEQO HAS X|™BHL|C}
Serial Number QS E K| ™S L},
Manufacturer Name HZ=QHN 0|2 X|™THL|C}
Model Name od 0|22 X|&sL L},

Asset ID HAHIDE XFEHLICE

Location Information: LLDP Z2{| 2 0f /x| TLVZ} A =X £ E X|’dgL|C}.

Sub Type 9%l Heol R¥g XL
Location Information EX o80| 9X| IDO| CHSH 22Xt Z =l QX MEQIL|C}

LLDP-MED ¥4 EX| H& H7|

> LLDP-MED ¥Z ¥X| EE B2{H:
System > LLDP > LLDP-MED > Remote Device Information.
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Ll DP-MED Remote Device Information - LLODP-MED Interface Selection

Interface o t

LLDP-MED Remote Device Information - Capability Information

Supported Capabilties
Enabled Capabilities

Device Class

LI OP-MED Remote Device Information - Network Policies Information

Media Application Type VLAN ID Priority pscp

Ll OFP-MED Remote Device Information - inventory Information

Hardware Rewvision
Firmware Revision
Software Revision
Serial Number
Manufacturer Name
BModel Name

Asset kd

LI OP-MED Remote Device Information - Loacal Information

Sub Type Location information

LI OFP-MED Remote Device Information - Extended PoE

1. InterfaceE AF23}0] LLDP-MED7} &3l ZEES

Unknown bit Status

oy Refresh

Tagged Bit Status

CtS HO|A = LLDP-MED &4 X & ZEof Cio A
Table 49. LLDP-MED ¥ Z XX HH
= k)

Capability Information: O] ZE°| MED TLVO|A] =M El x| 2

Supported Capabilities

Enabled Capabilities 0| ZEQ| MED TLVOIA 2=AlEl

Device Class TE Yoz HAL AHK| 7} L|C},
Network Policy Information: O] ZEQ| LLDP Zg|of|M Y EA EH TLVZ| =ME[=X] o

X|gg .

Media Application Type ofZ 2|7 04 RHYLICE ofZ 2l oM | o

|
VLAN ID, M #=%|, DSCP, Ef &l H]
7b AELICH ZEE J2{5t 0§ Z2|AH0|M 2

VLAN Id EX M o8 o tg

i

VLAN IDQIL|CF,
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Priority S Y QYN BAH M2

DSCP S3 YN 39t HZE pscpYLct

Unknown Bit Status SN M QM BAE ¥ 4 g HEYUC
Tagged Bit Status EX MM o ;AE E| A7} X|HE H L|C}.
Inventory Information: O] ZE2| LLDP =40\ QHEZ| TLVE FMEX| R E X|FRLICT.
Hardware Revision ol A AtX|o| SIEQ|O NS K| ™St L},

Firmware Revision 9|74 RrK|o| Yol M-S X|™SHL|C},

Software Revision 9|7 RHK|o| AZEQ O HME X|™EHL|C}.

Serial Number 974 AtK|o| U HSE X|HSHL| L],

Manufacturer Name 7 RHX|O| MZESH O|2S K|S},

Model Name 7 Hx|o| =Y 0|2 XHBL|C

Asset ID 22 Zx|o| xHiH DS KIFFLC

Location Information: O] ZE 9| LLDP

ZH A0IM X TLVZ} 45| =X| 62 E XLt

Sub Type O|X| MEO| ©¥ S X|™THL|Ct.

Location Information £ 89 /X DO ChEt EXtERE E X FEYLICE
Extended POE: 2 ¥X|7} PoE FX[QIX| 0I5 & X|FetLIC}

Device Type Ol ZEOf AZE &7 &K PoE &A| RS X|FgLCh
Extended POE PSE: &% PSE TLVZI 0| ZEQ| LLDP Z2{| 0| M =2 E|E=X| IR E X|-EHL CL.
Available Y7 LE pSE M Zt2 1029 12tE th|L|Ch
Source 9174 mE pSE M.

Priority 7 ZE pSE MY M9 Lt

Extended POE PD: €% PD TLV7} O] ZEQO| LLDP T 0]l A El=X| R E X|™ELICH
Required YA ZEQ|pD MY 27 A L|CE

Source 7 mEO| pp M.

Priority YA ZEQ| pp MY M &= L|Ct

LLDP-MED & 4 EX| QIHIEZ| H7|
> LLDP-MED ¥4 &X| QIHIEZ|E H2{H:

System > LLDP > LLDP-MED > Remote Device Inventory.
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LLDP-MED Remote Device Inventory - LLDP-MED

Port Manapement Name: Aszeild System Model Software Hevision

Table 50. LLDP-MED & Z ZHX| oIt £ 2|

o Refresh

ze 4y
Port LLDP-MED7} £H43El 2 E ZEO| S 2Q|L|C},
Management Address 974 A|AHIO| ZX|El 2| F=AQIL|CE

MAC Address 7 A 28T AZE MAC T2 LT

System Model 27 ZX|ol 24 0|Fg XIFE

Software Revision 27 Ko 2ZEY O HHG XIHE LIt

ISDP T+
ISDP M &l QIHHO|A AHE 9 = JUSL L.

M

ISDP 7| & MY AH™d 1

-

> ISDP 7|2 HY ¥ S 735 H:

System > ISDP > Basic > Global Configuration.

o | oy Refresh

Global Configuration - 1ISDP "

Admiin Mode ® Disable 2} Enabie

Timer E (5254 socs)

Hobd Time [180 | r¥0-255 sa0s)

Wersion 2 Advertisements () Digaie % Enabie

Heighbors tabde last time changed 8 days 00030200

Device D RTLE301-28

Device |D format capability Senal Mumbsr, Host Mame

Dievice |0 format Sernal Mumbar

1. Admin Mode2| Disable == Enable 2}C| 2 HE S MEHSHL|C}
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ISDP A{H|A0| 23t o £ & X eLICH 7| 2af2 3t Lt

2. TimerS AFESIO A ISDP L2l H& AtO| Q| A|ZH ZHAS K| gLt
HR| = 5~254 = L|Ct 7| 242 30 L|C}.

3. Hold Time2 AMESH0 AQX|7} M&SH= ISDP IjZlo| 27 A|ZtES X|HSIMA| 2.
HR NS =4 X 7HSDP I 22 AHH|SH?| Mol MSE Q2 E NES|0f ot=

7|Z2t2 X|™HgtL|C} Q= 10~255X QI L|C} 7| =222 180X QI L|C}.

[@=|
4. WA 2 Advertisements2| Disable EE+= Enable 2}C| 2 HHE S MEHSHL|C}
Ol= EX[0|A 1ISDP H{7TH 2 TiZl M&S 2ot ALt H|ZHd 2t etL|CH 7| 24f2

Enable 2! L|C}.
CS HEO M= ISDP 7|2 MY 7 ZEof CHoll Ay etL|Ct,

Table 51. ISDP 7|2 X< 114

" ek

Neighbors table last time changed Neighbors H|O| 20| O}X|2to 2 HZAE A|ZtS EA|EHL|CE

Device ID Of 29|X|°| HX| IDYLICH.
Device ID Format Capability ZHX| ID HAl 7|5 QL)
Device ID Format XHK| ID EAlQIL|C}

ISDP Y 2% 738

> ISDP MY 2™ E #/d5|2{H:

System > ISDP > Advanced > Global Configuration.

- o -Refresh
Global Configuration - ISDP ) ) »
Admin Mode ® Disabie ) Enabée
Timer !3'3 | (5-254 secs)
Hobkd Time 180 | (#2655 sace}
Version 2 Advertisements (¥ Disabia 8 Enzhis

Meighbors table last time changed

Device 1D RTLEE01-28
Device |0 format capability Serial Musnber, Host Mamea
Device D format Sarial Mumber
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1. Admin Mode2| Disable == Enable 2tC|2 HES MEHSHL|C}
ISDP A{H|A0| 243t Of £ & X| - LICE 7| 272 Enable & LICE
2. Timer 2EO0|AM M ISDP T2l H& ALO| Q| A2t 7HA S K| gLt

H| = 5~254EF QI L|C} 7| 242 30= QI L|C}.

3. Hold Time 2E0|A AX|7t M&sh= ISDP THZI Q| 25 A|ZHS X|H &L Ct.

287 AZE2 =4 X7HsDP WS AASH| Mo HEE §E2E X Zolof o

o
r
o

7|2t XYL L #H Q= 10~255X QI L|Ct 7| =222 180%
4. Version 2 Advertisements2| Disable E= Enable ZIC| 2 HES MEHSHL|C},

Ol= ZX|0|A I1ISDP H{F 2 T 7l ™
Enable® L|C}.

of>

= =

S =M SIS AL H| =M SISHL|C 7| 222

CtS BEO|M=I1SDP g MY 714 ZCof CHel A et Ct.
Table 52.1SDP 11§ ™Y 114
s 4y

Neighbors table last time changed Neighbors Ef|0|£0| OIX| 20 2 HZAE A|ZHS HA|SL|C}

SE 2
Device ID O 29|X|2| ZA| IDYLICE

Device ID Format Capability ZHK| ID "HAl 7|5 QlL|Ct,

Device ID Format K| ID "HAlQIL|C}

ISDP QE{m|0] A /4

> ISDP QUE{H|0|AE F/4d5|2{H:

System > ISDP > Advanced > Interface Configuration.
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1.5cm

>

U-1-F9020HPA

i Refresh

Interface Configuration - ISDP Configuration

Ll Port Admin

o ] (=] - [ o |
1] I G P r
o | s [N o . )
in il in 1 i
(11} [T} [T} (i1} i
oo B || B O
mom m ® W

o
on
]
i
fu
"8
m

-

1. PortE AHBSIO BE| BEJ THE EES MEBLCE

2. Admin ZES M85 ZEO|N ISDPE E-d%}5tA Lt H]

7| 222 Enable Q) L|C}.

ISDP 0| H 7|

ISDP 0| RS H2{H:
System > ISDP > Advanced > Neighbor.

ISDP Neighbor - IS0P Meighbor

=13
=

St

Refresh |

Device ID Interface Address Type Address Capability Platform PortID Hold Time Advertisement Version Entry Last Changed Time Software Version

Cts #O| M= ISDP 0|2 EEO Lo 2 FetL(C}.

Table 53. ISDP 0|2

e Trans Bridge
e Source Route

e Switch
¢ Host
* |IGMP

* Repeater

ze ek
Device ID ISDP 0|29| K| IDYL|LC},
Interface oIy B0l AMEIE QIEH 0|2 QLICh,
Address 0|29 F=ALCH
Capability 0|29 8. 30| X| & ELICE:
* Router
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U-1-F9020HPA

1.5cm

Platform 0|29 28 FHLICE (0~32)
Port ID 0|29 ZE DYLCH,
Hold Time 0| 0| &t ISDP 22| 7 AIZFL|CE
Advertisement Version 0|20 M ELi= ISDP A QlL|LC},
Entry Last Changed Time OpX| 9t &2 0|= 0| A|ZH0| HZA | Y& L,
Software Version 0|29 AZEQ|0 A,
ISDP S4| E7|

> ISDP 84 & E&{H:

System > ISDP > Advanced > Statistics.

ChZ HO|AM = ISDP S 2E=0]| Cish 2 dgfLCt.

Table 54. ISDP £ 7|

|
Yc

ek

ISDP Packets Received

ISDPv1 % ISDPv2 TH A2 Z &S0 =2l =l ISDP T 21 L C}.

ISDP Packets Transmitted

ISDPv1 3 ISDPv2 T A2 &S0 MEE[= ISDP T2l Y LTt

ISDPv1 Packets Received

ISDPv1 T{ 20| =2l A& LTt

ISDPv1 Packets Transmitted

ISDPv1 T{ 20| MEE|&LICH

ISDPv2 Packets Received

ISDPv2 IfZI0| =M | Q&L T,

ISDPv2 Packets Transmitted

ISDPv2 T{ %0 M& & &LICH

ISDP Bad Header

ISDP Checksum Error

ISDP Transmission Failure

ISDP Invalid Format

T E ZRE HA 2l 1sDP 1Al =Y L Ct.

ISDP Table Full

ISDP E|0| = 2| E|O]& 37| YL|Ct.

ISDP Ip Address Table Full

ISDP IP F=2 H|O| 22| H|0| = 37| Y L|C}.
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U-I-F9020HPA
1.5cm

EfO|H &7
22 efo|o T etojo] YPS 7Y 4 AU
==2'H Elo|H 278 4

> ZRYEEO|H 23S /35 H:

System > Timer Schedule > Basic > Global Configuration.

+ n= | o Refresh

Global Configuration - Timer Schedule

Admin Mode ¥ Enable ® Dizable

Global Configuration - Timer Schedule List

| Timer Schedule Mame: Timer Schedule Status

1. Timer Schedule Name2 AM&5}0] EtO|T 27 O| 5= X|EEfLICt.

2. Add HES Z&/stLCt

—_—=2 =2 d
EtO|T{ 7t =7HELICE T+ HE A
3. MEich EfO|H 2¥S MA S Delete HES 2 E5HM K.

M B MBS SAl M8,

-4
>

Configure the TimerSchedule

> EO|H Y™ S g5t H:

System > Services > Timer Schedule > Advanced > Schedule Configuration.

= | i | & “Refresh |

Schedule Configuration - Timer Schedule Selection 3

Timer Schedule Name | w

Timer Schedule Type |:I

Timer Schedule Entry I:l
Schedule Configuration - Timer Schedule Configuration ?

Timea Starf | | {hh:ny

Time End | | i mimy

Date Start | 3

92



U-I-F9020HPA
1.5cm

1. Timer Schedule Name =& 0{A EfO|H AHES MESIN K.
2. Time Schedule TypeO| Al Absolute &= Periodica M &g L|Ct,

3. Timer Schedule Entry S0 A T+ G3SFALE F7te BHO|H 28 &=2 8
MEHSHM| 2.

4. Time Start(A|ZH A|Zh) ZEO| AHE 20| A|RE|= A|ZE2 HH:MM "AIC 2
Aot T},

O EE= EYLILE AlZhS X 8okA] 2 20| 2 K| HELIL

Daily mode. Every WeekDayE MEHSIH 2 QAL H ZQ
HAE LICE Of 2 (Every Day)S Z 2
olo|YL|Ct, Y5 X|-HStK| &

©  Weekly. E}O| 2H2 O F H=E| =5 XSS CL

Every Week(s). 2780| E2|/ &= & & oYU CL F 8 X[ F5HX| 2

Of 3 L7ZO| E=|AHE L.
WeekDay. 27| £0| 28kl= 2 LS X FSLL.
*  Monthly. EfO|H 27Y2 2E Hh=0 2 XFoL|C}
Monthly mode. 27| Z0| A k|= &O| IR E HAISLICH g HE= FolE
W& +=0tct L7Y0| ER[AE L= ofof Y LLt.
9. Apply HHES SEIgLICt

YHOIEE 90| 29X 2 H&SELICH 714 HE Ared

o

rlo
g[p!
>

bl
op

tn
-
_|TI_

93



U-I-F9020HPA
1.5cm

>
40

o HE 7N

. VIAN 74
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U-I-F9020HPA
1.5cm

EE 4% 7Y
29X e] 22|18 AHHO|AE F Y = UG LI

- EE 4¥E THS:

Switching > Ports > Port Configuration.

Pt Liitk Config - Por Confgualic

Pomt | Pt Type  Admi bldode Bute-riegutintion ALiTnpall £0,100, 16,04 10 e8] Fodce Boeset  Maxkouin Fraims Sia= P Cantrol Lin Sty

1. PortS ArESH0] QIE H[O[AS HETHLICY,

2. STP ZEE AME3}0] L E = LAGO| Oiet 2T d E2| Z2EE &2 RES
MEHSHL|CE,
7tset 42 CHE3at Z2&L )
« Enable.O| ZEO| s AT E2| Z2EZ S 2d3lsl2{H 0| MEiBIL|CE.
- Disable. 0| ZEOj| Cigt ALl E2| Z2EZ S H|gdatstz{ ™ 0| MEiTL|C
7| 2242 Enable LT,

3. Admin Mode S-S0 A Enable = DisableS A EfSHL|C}.
ZE NO 2| REE AESYLICEL ZEJHHEYI O 052 H EnableE M EHSHOF
Lot 3% 7| 2442 Enable LT,

0

4. LACP Mode 2 Z0{ M Enable EE= DisableS MEHSHL|C.

Ol @3 A MO Z2EE &te| REE MEISHL|CH ZEJF AT Ao Zosie{H
D E E Enabled{OF StL|Ct S & 7| 242 Enable® L|C}.

5. Auto-negotiation F-Z0{ A Enable &= DisableE M4 BHL|C}.

Of ZEOf| Cfigt its e 2= FL|CH 7| 2442 Enable® LI CF.

i

X8

ot



1.5cm

6.

10.

U-I-F9020HPA
Note: A& Yo RES HE0 2 A 2790 §8E= S H = 5

2 QX|0f AN ASHR] R 4= ASHEL

Speed RO M ME{OE ZEO| K= ZrS AEHILICH

Jtset BE U2t Z5 L.

—

o Auto. ZE HT 7t X E L CE
* 100. 100 Mbits/second
*  10G. 10 Gbits/second.

Chfet £ = gts 2307 flet +& EAt= g E(,), OFEE() R SH()YUCH XS
dd 55 2E5IHE XS @Y REE EnableZ 2°FH{0F & LICEH 7| =42

Link Trap objectE AFEot0] B3 SE{7t HEE [ ERE 2 2X| 6|5 2FeLICt.

3% 7|27%2 Enable| 0] AELICE

Frame SizeE A&510] O|HH &5, CRC X TO|2EE Z&l5t0f QIE{L| O] A7}
K| 4Bt AL A-ESHEE g & 2|0 OHH Z2 Y 27| S A" ggLCh.

HR|= 1518~12288 YU L|C}. 7| & =[O =& 3 7|= 1518 L|C}.

Debounce TimeS AFR3I0] 100~5000 H|O|A X E C|HFAI0| CHSH EFO|T
1002 2| =X (msec) EHRI2 X|7F gL CY.

mjo

A
A

o\J

7|2 ClHb2 2 EHO| 42 0”LICt O] = ClHt2 A7} HiZ gt A S-S 20| gfL Ct.
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U-I-F9020HPA
1.5cm

11. Flow Control 22 0| A IEEE 802.3 &2 X|0{ Enable &= DisableS ME4SHL|C}
7| 2442 Disable Y LICH. ZE HIH7} 745 XHH AKX &= LAl SX| =5 S ELHX]
USLICH SE MOz ZEJ Matz|= =2 & et 2 4= 92 I 40|y &4 2
2 X|5h= Ol =20 ELCH 2date| M ZEO| IfZl0| AHE St Ol AtH
THE JALE 206t THELH HX[o| YAl BX| 28N SESHE 42 2/K= LA

X T2 Yg 2 ZEQ EBTS
X
—

Zof ol XY E AlZt St i AlE HESHA]
BASHALE AL E0| X8l ®2 BAULE SO07HE 22X = ZEIF 28| )IS CHA
&g = A=F L LAG 2 HH 0|29 42 SE MO E 751%%* T ooz 3sE

mjo

A9 X= gt 22 YHOIEE L 2AX|7F HE S ALt A= S M &
X

O

ChE HOM = BAIRE 782 5 Sl HIOo[H o CHo) 2 =L Tt

Table 107. £E AMH

Zc a9

Media Type OjCc|o S¥lL|Ct.

Port Type Yot ZEO| ZR O] ZE& Normal¥LICH JHX| 42 HL 7tset
¢ o2 ZEL o

e Mirrored. ZE= B E EZ|EO| ZZE T EY EALLE

O e ZEYL|CE
e Probe. O| ZEE AE5I0] O|HAUE ZEE D L|H L CH
e Trunk Member. ZE7} 23 TAH EHI | L HAYLICE

XiMH L& 2 LAG 2t 2 EZSHM Q.

Admin Status ZEO| M2| ZET} D-Disable?® ZP 0] ZE& 0[RS LIEFHL|CE
Jts%t Ol f& 23t Z& Lot

o STP.2I1d EEZ| Z2EZ 9t

+ UDLD.UDLD Z2EZE ¢/

+  XCEIVER. X| 21| X| &= SFP/SFP+7} & = &Lt

Physical Status ZE £59l 0|5 REE LIEPWL|CE
Link Status 3%t &5 FOX| &E FXEJ =X FEE LIEFHLICH
iflndex 0| ZEQ} MTHEl OIE| T 0|A HO|E S29| ifindex! L|C}.
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1.5cm

U-1-F9020HPA

ZE 4% 714
X2 2= ZEO| thet dF S 5t EASHE:

Switching > Ports > Port Description.

Port Description - Port Dezcription

| Port Description (Max: 64 characters) MAC Address PorilList Bit Offset  CLI Name
1 | 0w CB:38:00:01:58:02 1 0
| mez 838000 1:58:C2 2 B2
7 | i 3 o3
[ o4 4 04
[ 5 C8:36:0001:66:C2 5 5
] | o8 B30 0E-01:68:C3 i 08
[ | o CB:38:00-01:56:1C22 T T
£ | s CE:38:00:01:58:C2 8 08

1. 2E B2 AM8510l ZEO| dZY 28 ZAE S YL o Z0|= Z(T]

64AMIHX| 7ts = LICE
2 HEOM= 2t BA|E = #dE &= 8le L0 tisl 2 Fe Lt

Table 108. £E M ™

nc k)

Port HOIHE HEAISIAHL g AHE|O|AE MBS}

MAC Address g elEmolaol alH FagLn

PortList Bit Offset MIB ZiX| R PortlistE AE3H0] SNMPO A e[ [ ZEOf
SiEst= HIE =4 gt Lt

ffindex EEQ ZE QIET 0|2 ol AQLTH

EE EfiA|H HE H7|

S B= dd7 ZEO Ofet EMAH HEE 2 + ASUL




U-1-F9020HPA

1.5cm
Switching > Ports > Port Tra

nsceiver.

Port Transceiver Information

Po Vondor Name

Link Langth &0um | Link

Langth b2 5um | Senal Numbar | Pat Number Nominal Bi'Rata | Hevision “Camphance

1. MEf3 AX|o] B2y ZES EAISHH Unit DS M=sin, BE X0 22|y EES
HAISHZH AIIE MEfelL|

2 Q|X[0f Ceh 2[4l YEZ otHE M2 DX|2{H Refresh HHES 225t R
CtE2 EAIE= 82 5 8l HIO|Eof| CHal 2E L
Table 109. ZE EHA|H

ue 4y

Port CIOJE17F E A2 QIE{T O] A QL.

Vendor Name srPol SZ @M oSt

Link Length 50 ym 50um Q0| X|gl= 23 Zo|YLct

Link Length 62, 5 pm 62, 5um RO X YEE Y3 Zolyuct

Serial Number SFPO| U3 HBQIL|C}

Part Number SFPO| HE B QlL|Ct

Nominal Bit Rate SFPol 3 M H= Lt

Revision SFPel 35 AX Y LCE

Compliance SFP ==

PoE

PoE 4 1

N

r

PokE 7’3 ¥ H|O|X| S & A|S}

System>PoE>Advaced> Po

2{™:

E Configuration
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U-I-F9020HPA
1.5cm

O] H[O|X|:= PoE ™ A& AAIZL, PoE H KMot RE, At IAF, 712F AlZh

s MEE, e WAs 89S E9EU L

Switching Routing QoS Security Monitoring Maintenance @Save Logout

Management Deviceview Sarvices DNS  PoE SNME LLDR 1soe Cluster Thmer Scheduie

PoE Config fon - Globel Cor ion

?
Basic b = =
_ PoE Power Usage Threshold |9{l (1260 99 9%}
oF For Conmuieten. . i PoE Power Limit Mode | class-based v
Fo format
Auto Reset, Period Time |0 (D40 10000 minute. G-cizable euto-reset function.)
Auto Reset. Minimum Packets |1UEI (100 1000000, The minfmum number of recefved packels in @ perod of time.)
PoE Configuration - Unit 7
Total Supply
: PSE Firmware  Power = Threshold  Consumed 3
I tmic Model Hose inrte Staws o cion e Pns:;r P Wett) B (Watt) ml{zge
O 1 PoE~ | POE240W 8Pord | 8 OFF 0. Main AC 2068 241 55255 582

PoE ZE 1A

> PoE ZE 7’4 ¥ H|0|X| S EA|5I2{H:

System>PoE>Advaced> PoE Port Configuration
O Ho[X[of= e 25, #H HMt(mw), 18 R, Its W2F0| EAIE LT

Minagermeni  Deviceview  Sereices | DNS  POE SMMP LLOP SDP Cluster  Timer Schedule

B v |
ok Por Canfiguration '

7] Pout Adenies Made Max Pomes (mW) Powes Limit (] HighSomwer Mode Class Output Vollegs [Volt) Distpue © { tonet Power (Wart) Tem Tl Status AutoReset  Timer Scherule
— [ o
0000 i i3 WA 55255 5555 -
0000 = A L]
0000 55.2 RA
Joed 55X WA
30000 55.2 LS
WK 5.2 WA
W00 8.2 na
10000 52 W

PoE ZE HH
> To display PoE port information web page:

System>PoE>Advaced>PoE Port Information
O| H|O|X[0fl= AHHO|A, mps £X, RXRE MF, A HE, 2t&3}, ShortCounter?t

HA|ELIL.
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U-I-F9020HPA
1.5cm

M System Switching Routng QoS Security Monitoring Maintenance @Save GLogout

Management Deviceview Sarvices DNS PoE ENMP LLOP |SDP Cluster Timer Schedule

o Refiesh |
R .. :

Basic 3

b

Interface mps Absent  Invalid Signature  Power Denied  Overioad ShortCounter
o
F'UEC.Urrgud[Uu oz

(i}

BiEal &

2 oe e e e e ala

PUI: F‘JI’ ConTlgu El'll{)l‘l

o4
s

e

g

= =TI | =T = =T - =
(=1 == | =~ T~ T - T 6 — 1 O~
SO || e | E | &
&S sl e ] | &

O

oa

HHeE= = z'%l- 2
2 IEf LAGE ”éﬁéLAGVLAN A S SESHLCH 7| 2o 2

Of ELILY,

mjn 3
=
Ok

9'1

s

re
L
<
—
>
Z
1o
-4
0x
o

= o
ZEE FAY £ 9,15% R?&XI ?iaLI Ct
A LAGZt X[ A E L. FLAGO| H& )22 FItE|H LACPDUE T &AL :=4I51X]|
St

2 HAE StLt ol¢el HolF Ol B3 E Aol ZE MEO|2n: o= 3
A 252 82 = ASUCLHL 291K = LAGE HHY 32 AXFH XMLt

> LAG @%ES /8% E:

Switching > LAG > LAG Configuration.
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1.5cm

U-1-F9020HPA

e | % Refresh

LAG Configuration - LAG Configuration

W EEE YT T ¥y
(o R L R =M (= N [+ 0 1= NN - S 1+
=l R ol A - -
(R R T 1 1 A R T T et

LAG Name Description 10 Admin Mode Min Links  5TP Mode Siatic Mode Link Trap Configured Ports Active Ports  LAG State

I:I:II =

Enabis Enable

1 Enablie Enabla

il

m

[

&
1

mom m
| e |
W WA W W
T
]
o
i
1
3

A A
[
o
i

il
i
vl
(L

m om omL
o o
(TR TR
-l e -
i 3
i i
-~ o -

W
m

|
ul
1
I}
i
[
i
i
=)
o

Z|CH 15Kte| =it EXE S LT = USLICH LAGE HMdlziH R=2% 0|E2
X|’gsH{OF B L|Ct.
Admin ModeE At23}0 Enable B = DisableS M EHSIL|C,

LAG7} H| 23t E| 3 EBf Tl S 20 LACPDU7L AHM| | K| %X|C LAGE P St
2|3 = SN EX| Q&LICH ZX 7| 272 Enable® LT},

Hash ModeZE AHE510] LAG(ZE X '2)0f| AHE E|= load-balancing ModeE 1 EigtL|CE,
EE WZlE A& 2l A FSLHE MENSHO ZE X 2(LAG)MAM EzfE o
TYO| Y ELICHL 3= ozl MELE HEO|M HHo|H2| THHS -5t 0 i T
IjHE £ 23 AZASH MESE LT

Src MAC, VLAN, EType, incoming port. Iff 2l 0t HZA = A A MAC, VLAN,
EtherType & =41 ZEQL|C},

« DestMAC, VLAN, EType, incoming port. I Zl 1t 214 =l CH& MAC, VLAN,
EtherType % =4l LE QIL|C}.

* Src/Dest MAC, VLAN, EType, incoming port. Src/Dest MAC, VLAN,
EtherType ! I§ZI2f 2HAEl =41 L E IL|C} Incoming portZt 7|24t LI CH

« Src IP and Src TCP/UDP Port fields. Z{Zl2| &A |p & AA TCP/UDP ZEQL|LC}

+ DestIP and Dest TCP/UDP Portfields. Iff 2/ 2| CH2f IP S! CHA TCP/UDP ZE
Ze ot
*  Src/Dest IP and TCP/UDP Port Fields. Tl Z1 9| AA/CHA P 81 A A/CH4 TCP/UDP
ZE ZeQlL|o
« Enhanced hashing Mode. LAG2| ZE =& 7|89 2 &= MODULO-N %5, &ut
SHAl ¥z | 2 FLINAE EcfT S, FO{
|

= =
EEHY 95 A Iz R0 TE w2l 4 MEo| EFYLIC.

- L2 IfZe] B &4 ST MAC 27t Al ALHOf| At &l LICE



U-1-F9020HPA

1.5cm
- L3TAQ AR AN P, e IP F&, TCP/UDP ZE7F ALEELIC}
4 ST Mo deE r 6+04L Get 2HE AN EE| Z2EE 22| ZEE

+ Disable. O] LAGOME AI{'d E2|7t H|ZHd 3t E| Q& LICH
+ Enable. O| LAGO|= AIf'd E2|7| &3t J}ESLICE.
EnableZ} 7|2 2f & LIC}.

5. Static ModeE AF23}0] Enable EE= DisableS MEASHL|C,

2
>
>
il
—
>
0
0
O
C

LAG”} 23t £ MESHHLE H2|5HK| $ELICH F, M ZE
LACPDUE ™&SIX| (o Alg = Qe B E LACPDUE A E L CH 3% 7| 24/2
Disable & L|C}.

6. Link Trap= AEot0] B3 JEi7t A E [ ERS 2K 0|25 X[FLICH.

S 7| 24t2 EYO| & E|= Enable® LI C}.
7. Local Preference ModeE AHE5I0] LAG QEEHO|A0| 24 7|2 4 R EE Enable

L = Disable®fL|C}.
7| 242 Disable QLI C}.
8. X MEH=El = LAGE X752 ™ Delete HE S 22l 2tLICE.

O| LAGO| #+M2I0|9E BE ZTE = LAGOM HAHED 7|2 VLANO| Z&HE|L|C},

ChE EOM = =t3H0| BAR= 98 + Bl 20 ol 2 F Lo

Table 110. LAG T+

ze uy

LAG Description LAGO] MRS 4% 2XIAS YLITH Lol Z|Tf 64XIIHA
7tsgLtt.

LAG ID LAG AlHd

LAG State Y37} &S FOUK| X5 SR YK LS LEEHHLITE

Configured Ports Ol ZE X Ho| PO EES LIELICH,

Active Ports ZE XE0) ¥IHOZ Fojstn Y EES LIEFYLICH,
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1.5cm

U-1-F9020HPA

,_
>
@A)
o=
T
i 2
-1
0x

2 EAY F 70 ol¢e TOo|F oA IS HE5I0] ZE x{ Z0|2t 1 : St=
A A8 EHEY = UASHLCEL 290K |= ZE MES T 32 AN XN2lg ==
Az L.

LAG HH &S Tt/ d5l2{H:
Switching > LAG > LAG Membership.

o (e Retresh

LAG Membership - LAG Membership

LAGID IE'

= his

LAG Mame |l:'.h1 | (Max: 15 characters)

L&E Deseription - 64 characiers)

m
et

Min Links | 1 |

Admin Mode Enable w Link Trap Disabla
STF Mods Enable Static Mode Enabile

Cument Active Fors Empty

Port Selection Takle

Bl units "

Z|CH 158t SA EXAtE S YT = ASLICH LAGE ddot2iE 2 O|ES

X[ g8l OF 2f LICt.

4. LAG Descriptions AFE5H0] LAGO| R 2438 ZAES YL

20| = 2|t 64XHK| 7t LI

5. Admin ModeS A23}0] Enable EE= DisableS MEHSHL|C

LAGZ H| 2ot Ef g SEutL CPDUW”HIEIXI AX| 2 LAGE 5=

3= oM =X EsHE S +7| £ Enable ) LI T},
6. 3 E™S AIESI 23 eV HEE [ ERE 22X 6|5 X'ZLICH.

DX 7| EZ7HS EBO| ML= Enable® LT}

7. STP ModeE AtE3S}I0] LAGRE 23 E Al d E2| Z2EF 2| RES 2oLt

H| 2 skt Lo,
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1.5cm

U-1-F9020HPA

Jtset ok

—

rlo

ChS 1 &L,
Disable. O] LAGO|M = AT d E2|7t H|Z-dotE| Q& LTt

* Enable. O| LAGO|= 21 E2[7} g0 ASL L

2dst7t 7|2 4L LIE

Static ModeE AL23}0] Enable == DisableS MEHSHL|CL,

LAG7H 244815 B 4-A1E| LACPDUS M517{Lt ME 51X &LICH 5, Bl ZEE
x| ol BE LACPDUE M ELICH 3% 7|23t2

Hash ModeE AE50] LAG(ZE *{'2)0|| AHE E|= load-balancing ModeE M EHBHL|CY,

SYYIUS MY ML Y3 F OHLIE MYSto] EE HLLAG)OIA EHTO)
FHO| ZHELICH Y& T3l0] M Do) bro|Lf2] THHS Mafotn of
ES 7Y Y0 HASto) MY LT

Src MAC,VLAN,EType,incoming port. Tf 211t A A El A~ A MAC, VLAN, EtherType
X =4l ZEQL|CH

« Dest MAC,VLAN,EType,incoming port. T{ 2l 0t & Z =l O & MAC, VLAN,
EtherType X =41 LEQIL|LC},

« Src/Dest MAC,VLAN,EType,incoming port. 22 /CH & MAC, VLAN, EtherType
SO Zlaf #AE =4 ZEQL|CEH O] FMO0| 7|24 LI

« SrcIP and Src TCP/UDP Port fields. T§Z12| &A [P 3 A A TCP/UDP Z = QI L|LC}.

« DestIP and Dest TCP/UDP Port fields. T Zl 2| C{&F IP % CH 4 TCP/UDP ZE
Ze Lt

« Src/DestIP and TCP/UDP Port fields. T§ 21 2| &2 /CHAH P & A A/CH4 TCP/UDP
ZE HEQLCH

« Enhanced Hashing Mode. LAG2| ZE =& 7|8t2 £ &}= MODULO-N %5, &tt
SiA| €0E|E S AHESH= HIRLIFHAE EcfHE Sl FLIFHAE EiE A, FH Ot

LAY 45 WA 7o IE w2l £4 98 7|S50] ASLICE

- L2TZe B & Y MAC 27t ofjA| Al Lhof| A+E-E L E.
o
HO A

- L3 Tjzlol A AP, CHA IP =2, TCP/UDP ZE 7} AFR ElL T,

10. Port Selection Table2 AIE310] ZEE LAGS| 7 HR|ICE MEHTHL|CE
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VLAN £

0] 2 29| X|0f VLAN(ZI LAN) X| @S F71otH E2|dat 2t 8o 0| & €75
= UL T BEE|X|Qt O 7LX| 2 VLAN 22| X| = thE 20]0] 2 ST & 7|8te =
IS TESHH, 2t DI 2 HEEYIE =28 MAHER EE5}0]

E E2iHo oigt of Li2 22|, 2ot 8l 22| S M ST

JE2HoR ARIXS HE ZEE SYUH EREWAE O Q0 JAEFLCH VLANS SLT
MO HREIWAE CHQOZ MI|FHOoR BE3l02 HEEIHAE

Xo| 2= ZERZ MEEX| BELICH VLANS ALEoHH AEALE S2[H
bS|

|
|
FotEl =2[H 7| s 82 gt &+ ASLICE

HEXA2S| 2t VLANO= VLANYM &=

Zlol 200 2 &0 Q= IEEE 802.1Q
Ef 10f| LIEfL}= 23 VLAN ID7F S EHEIL|CH 2l E

AHO|M2 Ef == Ef19| VLAN

ot A HM 29X ZE= T3S
ols

Ij
gl

fa2s dEg + AgLCE 0l 32 1A

=
HESIALE 7|2 VLAN IDE AHESHO] Ef O
VLANO] Cliet EefElE Meg = UX|TH 7

]
4l
2 4 4 UBUCHL EY ZEE 50|49

= d =
|2 VLAN ID= StLp2H X| g 4= QL Tt

VLAN BH A HO|=0| MEE VLAN 152 Holg = YSLICH MEZQ 24 A/K|=
X|CH 102471 2] VLANS K| ISL|CEH VLAN 1L 7|EXo2 MMl RE TEJF 1420l
7|2 VLANQ L|C}.

7|2 VLAN Ad d

LH 5 VLANZ ZE 7|2 2t & QI HO| A0 2fsh 0 =[O /2T £|F AHEX| A= 2O

S LICE Ol2{et LHF VLANS ZE 7|Ht 212 F IHH0[ A0 2|5 LS E|H O o[ Arge =+
I:IAI:ILll:I-

2t 8 VLAN QI E{H| o[ A 0f g &l LTt

> W5 VLAN 23S 7/d5l2{H:
Switching > VLAN > Basic > VLAN Configuration.
1. VLAN 2382 7|24z M2Est2{® 79 27 check box2 M Ef LT,
I 7|22 ohga 2L
|2 VLAN 10f =& ElL| T}
VID 12 T+dE LIt
dmitAll Frames2| 5| & 7ts%t =8| /d #42=2 &Lt
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. E mEL A ZEZ0| H|Z A Bl AFEjE T El L C}
. E ZEL B0V} XA K| S Dy ot MESIEE A E L CH
« B= ZEOM GVRPZI HIZERE Y B S &=0] X[ T LIC

7|2 VLAN2 N2t 2= VLANO| AFX| & L T,

L& VLAN 2785 | g L.
L{ = VLAN 744 M H0]= W2 VLANS| 29 7|&10 2 2271 mA[E L

a. Internal VLAN Allocation Base= AF25l0 2t 8 QIEH O| A0 CHEH VLAN
gtet 7|1E2 X|ggtL

Wi 5 VLANS| 7|2 7|2 # 9l 1~4093 2 LTt
b. Internal VLAN Allocation Policy2| Ascending &= Descending 2tC[2 HES

MEHSHLICE L2 VLAN ZHEHof| Cf

%

~ XH% Xl St |__| |:|-_

o od

VLAN IDE AFESIO] A VLANO] CHSH VLAN A EXHE X| "L T}
VLAN ID2| ¥ 2|= 1~4093 2 L|C}.

=

VLAN Name (ME8 At HEE AFESH0] VLANS| O| 5 X gL C.
X 2R = ASLCH 7|22

= —
b DefaultEt= O| =2 AME gL Ct,

gl.
>_9
ﬁ
i}
w
N
Pal
_o

VLAN O|E2 %H”% T
_._HHOI|_|[|. 1

VLAN Typeré'EE 4 5¢l

7| VLAN(VLAN ID = 1)2| a2 HEe = Q& LICH 2 7|2 YL Of
2HZ AHESH VLANS M Aot H T a2 oty AHEYLICH GVRP &2 2
M= VLANS Z£7|0] Dynamic 32 AFESLICH S& VLANS 78 M s
FYS StaticC = HAT = YELLCE

YOIO|EE #90| £29X|2 HEELICEH 79 HE Arg2 FA| HEELICE

Lo d

1= VLAN 3+
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> 11§ VLANS 71d5l2{H:

Switching > VLAN > Advanced > VLAN Configuration.

§ W= - | - Refresh
VLAN Configuration - VLAN Resel
Reset Configuration ]
VLAN Configuration - intemal VLAN Configuration ?
Internal VLAN Allocation Base =4ﬂ93
Internal VLAN Allocation Policy %) Descending () Azpending
VLAN Configuration - VLAN Configuration -
1 WLAN D {likes: 2, 5-10) VLAM Name{Max: 64 characters) VLAN Type Make Static
| L | —
| 1 default Defauit Dizable

1. Reset Configuration - 0| H
X

EZ MESD O 2HOAM MEHZ <HOI5HH 2 =
VLAN T+ O§7 H =7} S & 7

= |
|2Zto

Hu
=
nx
o
il
-
il

LS 7|2 VLANE A28t 2= VLANO| AMH|El LICH S8 7| 2442 ChSat &L C}.

b b b b b R
rin
HZI
r|r

rln

E &= 7|2 VLAN 10| 2=l L},

rin
HZI
r|r

PVID 12 &Lt

AdmitAll Frames2| 51 & 7tsot 2| G 42 #-EE L L

rin
Hl
|m
rir

4 2RO H2detE e 2 S ELICH
A

rin
HZI
r|r

Ef7F XEelX| 2 =t HEot=T HdELICh

rin
Hl

EOoM GVRPZ} HIZdotE| D RE S8 &=0[ X @& LCH

L5 VLAN Tt

Li = VLAN AlM0fl= LH2 VLANS| 2 7| &0t 2T R E7F HA|E LICH LHF VLAN2 ZE
7|9t 2t &l QI O] A0] 2fs O A0 AT %|F ALEXIO| A= EO|X| R&LICE
O|2{3t L5 VLANS ZE 7|8t 2t & QIHH| 0| A0 ofsf 2 E|H 228 VLAN

I mo| A0 e = S&LCE

= O =T HAH
> W& VLANS F/dst2{H:
Switching > VLAN > Advanced > VLAN Configuration.
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1. Internal VLAN Allocation Base ZE0j| A 212 & CIE{H O| A0 CHSH VLAN & 7| &2
X ggtL|Ct,

£ H 40937HX| 2| ¢f2 Y = UGS LT
2. Internal VLAN Allocation Policy@| Ascending 5 Descending 2tC| 2 H{ES MENSHL|CE.

Li £ VLAN 20l oot 8= X g &L C

VLAN EHZY 74
QIEHO|AMAM A9X|ZE BE AF S Fde = UASLLL 29K ZE RE= HEL =
A RO et ZEO| =X 5 oot 0]0f w2t ZE O] VLAN 7d & MetetL Cf.
HETH AQXZE DEE SESIH VLAN 7142 Thedtsld @ B8 Z[435H= O =&20|
ELICt
VLAN E-Z S 7/d352{H:
Switching > VLAN > Advanced > VLAN Trunking Configuration.
- | ok Refresh
VLAN Trunking Configuration - Switchpor Configuration y
| interface  Switchport Mode  Native VLANID  Trunk Allowed VLANs Trunk Except VLANS
2 || || || |
vz Genaral 1 All
5 O'= FErers) Al
[ e G;r'= al All
1. QIE{H|O|AE MERtL(CE
o MENGHEX[O) Ciot 22X ZE FEE HAISIHH Unit ID EEE MESLICH

+ GoTo Interface(2IE{HO| £ 2 0 5)8 ALSH0] o T =S Y2{otol QIE{T|0|AS
MeistLc,

* InterfaceE AH83t0] HIO|H 7} HA|Z| AL T E CIHEHO|AE MEASHL| T
2. Switchport Mode S = 0| M CtZ & StLIE MEAGILICE

* Access. 0| ZE& X|T AH|O|HO[L} X[F AL HEE ZEO| HetetLCh
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J

MM A 2 E = StLEO| VLANO|BF ZHOi gL f EH17P A= 20 Ef 7} gl
{27l 25 585X 2t & Ef 7t Y= T HSLL

* Trunk. O| 2E=CHE A9X|0f| HZE ZEE 9[ot AYLLL EYIA ZEE=
O 2 VLANO|| Fofeh 4= o Ef a7} X|'g &l 2l Ef 70 X | K| @2
ozl 25 51 8&gLrt

« General. 0| ZEE A&}

o TEZ ALK} MOo| TASH A QSL|CH ZE
otHO| HHE ARSI HH

O N
o, PVID, Ef X E, =4l EH &
VLAN £d2 FdetLCh 7| 28e2 B & EEE X220 General ZEZ
TN E LT
* Host. 0| 2E &= AFE VLAN 7280 AM2E L|CH
*  Promiscuous. 0| 2E= A& VLAN 72 40| ArEE LICF
3. 220 A MEISEL0] Access VLAN IDE A EHL|CL.

B TEO CHSH AN A VLANSZ, TE AQX|ZE T ETJ} Access®l Z20)TH S3535tL| T,
4. Select from the list to configure the Native VLAN ID.

This is the native VLAN for the port, and is valid only when the port switchport mode is
Trunk.

5. Trunk Allowed VLANS A3 gtL|C}.
Ol EEdaREZ FMHE W ZEJI FHR0| E &= = VLAN M EQL|C}
J2XMOZ O| S20|= oA MM E|X| 42 é$O1IE sttt 2
VLAN ID2| & Q= 1~4093 QI L|C}. S}O0|Z(- )%
AH23L0] 220 M VLAN IDE FETL L} S
VLANS X|-ZLICH All 242 &9|(1~4093)2| 2 & VLAN% A-dgLCt,
6. Apply HEZS =TTt

YO OIEE 90| 29X 2 HESELICH 714 HE A2 FA| §EELICH

o -

Native VLAN Tagging EE0f|= Enable &= Disable?} EA[& L|C},

« VLAN B2t 2dotel 49 EE3 ZEVHE|OF XY E[X| §2 =2 &
VLAN Eff 1 §{0] 7|2 VLANOA sid Z2f| &l T L Ct.

njo
1
>
of
g

« VLAN Ef X|HO| H|2-dalel 4@ EYE ZETHEfD Gl =S AIotH
st mf VLAN Ef 10 7|2 VLAN ID7t Z8HE LT},
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VLAN HIEH A 34

1.5cm

> VLAN HH M2 7452 H:

Switching > VLAN > Advanced > VLAN Membership.

f@ sSystem Switching Routing QoS Security Monitoring Maintenance # Save o Logout

Ports Mgmt LAG VLANs AddressTable 5P Multicast MVR Auto-VolP upLD Loop Protect

VLAN Memberghip - Static Configuration

7
Basic »

Lr1 N Cc ;L.ra on HE LpeEhon ljl

.-'Lf-h T urﬂ'}; Conf

e WLAN Name default
—'-:.r‘ F' .-I_‘l .,or"lg;r:ﬂcn

WLAH Type Default

Port Selection Table

B unitd

1. VLAN ID 220 VLAN IDE ME#SL|C},

2. Group Operation SE0M EE ZE

mjn
rx
qm
e,
kl
0o
0x
o
-
il

« Untag All. O] VLANO|| CHol|f M& = 2E T2

MERSHL|CH @& ZE = VLANG| ZgHE L
*  TagAll O] VLANO|| CHsf M&S =l 2 E T2 Qo EfA7 X| Q&= ZEE MEfTEL|C}
DE ZEE= VLANO| ZEHEL|Ct

+ RemoveAll. GVRPE &3l 0| VLANO| 83X 22 S&8Y = U= BZE
ZEQL|CE O] MEH2 MENGH VIANS| 25 ZEES HeletiCt.
3. Port BA|O|A ZE IS E ME4SIOY Of VLANO| F=7HbLCt
4 HEEOS M 7HX| 2E S StLE A8 & AU
. T(Tagged) OIVLAN01| CHsy & E%E I°'01I EiO7t X 8el= ZEE

+ U (Untagged). O] VLANO] Chis| H& & 2= Zof (0 E§2 7 X F [ K| @2
ZEE MEHRL|C MBSt X E EVLANoﬂi & L.

* BLANK (Autodetect). GVRPE &4l O| VLANO| S&H o2 S5
ZEE MEASIL|CE O] ME42 MEHGHVLANOIM ZEE X Q2L Ct.

Cta 20N = =30 BEAILl= 9T = Qle L0 s 2Lt

Table 77. 12 VLAN T H A
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e Static.

+ Default (VLAN ID = 1). &4

* Dynamic.
VLANO|2 2 GVRPO|A RAHE = AELICE

VLAN Name MEiSHVLANS| O| S 2 L|C S S Z=Estof X|Cf 32Xt2| F=Xf
EXY 4= 9ELICEH VLAN ID 12 &4 DefaultZt= 0|22
At StL|CE,

VLAN Type MEfSHVLAN R:

AHEXETE Tl B VLAN.

NPOZ HASHK| A2 GVRP 5522 MM E

VLAN MEl H7|
X Y&l ZE VLANS| MEE & 5

VLAN &EiE E2{H:

UL Ct.

Switching > VLAN > Advanced > VLAN Status.

VLAN Status - Curreni Siafus

Houting

I

VLAN Name VLAN Type

Intesface

Untagged Member Ports Tag Member Poris

default Defauit

ChE BEOAM = =30 BAIZ=

Table 78. VLAN AtEH

(as]

"c Hy

VLANID VLANS| VID(VLAN A/ 2XHQIL|CE VLAN ID2| 2 1~4093 2 LI C.
VLAN Name VLANS| 0|2 LT VLAN ID 12| 0|22 B4} 'Default Y L|L}.
VLAN Type VLAN S3:

« Default (VLAN ID = 1). &t Zx{etL|C}.
* Static. AFEXAt7} g8 VLAN.
e Dynamic. 1O 2 HSISIX| ¥

o
VLANO|2 2 GVRPO|AM HAHE = A& LICH

Routing Interface

VLAN 2t 80| Of VLANO] Es 8 & &2 VLANZ HZE
OB O] A Y L| T,

Member Ports

VLANO| =&l mEQIL|C},

112




1.5cm

Y

U-1-F9020HPA

ZTE pviDAH™ M
ZE pvID 4HE F/d5lo{H:

Switching > VLAN > Advanced > Port PVID Configuration.

o Refresh |

Part PVID Configuration - PVID: Configuraficn

Il Interface SwitchportMode Access Mode VLAN - Accepiable Frame Types  Ingress Filtering

:zl

1 General Admit A Disable

[ o2 Genersl 1 Adrmif A Dizabnle
O | oz General 1 S rriif A Disable
[ oy General 1 Admit & Disabie
]| g Geners 1 Admit & Cisabie
JE Genars 1 Admit Al Disanie

| o7 Geners 1 Admit A Disable
GV Geners 1 Admit Al Disabie

1. 2= =28 ZE U LAGOH Ciet §2E HAISHHH Al HES SEELICHL

2. InterfaceS MEASIL|CY,

Interface €0l Q= Interface check boxS MEHSHL|Ct O QI HO|AE
A& L|CH ZE QEHO|AE MEist2{H XS oA Interface check box

3. PVID 2E0|M Ol ZEO|AM =4I &l Ef A7 RIS E[X| ERAALE 249 =2|71 K|

=g 2o ==& VLAN IDE X|™gtL|C},

¥

Port Priority

4. VLAN Member ZEO|A B ZEO| VLAN ID EE= VLAN 228 X|™EtL| Tt

VLAN ID HH%|= 1~4093 & L|C}, S 7|24t 1 LIC} SIO|E(-)2 AI8S
X ESHAHLE 2 H()E AHE 30 SE0|AM VLAN IDE FE2%L|CH S8t 02 5|8

S
5. VLAN Tag ZEO|A E}7t X|HE

VLAN ID B9 = 1~4093 L|Ct. HE X|YStHH 5}0
VLAN IDE T2t H & () AFESHA 2. 81t 02

5E
dE 72U 2 MEE5H2{H None 7| ¥ EE AFESHIA| 2. VLANO] CH

[=]
X8 ZEJ O] VLANS| T+ 0l A0t B- T 4= A& Lt
6. Acceptable Frame Type S50 A O] ZEO|AM 4Igh = Q= T8 FHEES
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Aot
M2 VLAN Only 3 Admit Al LT},

© VLANOnlyCZ MHE ZHQ 0| ZEO|M A= E} T X|HE|X| Q2 =3 F&=
SM=Q Ef27F XY E = 0| AFHIE LT

Admit Al 2 H7FSHH O] ZEO|M =4I1E B gl= =2 E£= M Ef 7}

= ZY0| 58|11 O] LEO| CHSH LE VLAN ID 240| 2 HELICHL & M

SILEE A SHH VLAN Ef 17t X8 & =2 210] 802.1Q VLAN AHof [t

gLk

ra o ;_

ua

7. Configured Ingress Filtering & Z0{A| Enable EE= DisableS 1&gt L|C}.
o Zd3te|H Ol ZETLO| = Yat HZAE VLANS| T 0| OfH A2 = Yo
AMAEUCH Ef 27 X8 2 Z2 /0 VLANS VLAN2 = & FL|C}
Ef 20l IDZF A& LICH Ef 27 X ZE K| 2 Z2f| J0|A VLANZ O] =S
2 AlsH ZEO|| CH8 X[ ™= ZE VLAN IDY L|CF.

o H|EABIEH DE T 20| 802.1Q VLAN E2|X| AF0|| [} M EHElL|CF 2 &
7| 27te HgASE|of Q&L )
8. Port Priority ZEO|A ZEO| EAISH= E§ 27} XM E|X| &2 TjZI0) SHete 7|2
802.1p M =2|E K| gtL|Ct.
S 771X Q] XS e 4 Q&L )
MAC 7|t VLAN 3+
MAC 7|8t VLAN 7|58 AFR3SIH Ef 27} K| E|X| %2 4=Al T{ZIS VLANO| Eetsto]

oj7lol &2 MAC TS 7|He R EE S /e + UASLHICL

MAC-VLAN H|O| 29| & =2
FA9 |5t= VLANIDE &

SREUCLHE, MAC F2-VLAN ID Of 0| =&l A|A" FA| H[O|S0] ASLICH.

B 27t X E|X] pAALE @MF = Ef 27 X E I 20| AL(X|0f| =%5t 0 MAC-VLAN
HOo|20] &=0| Y& 2| AA MAC FAE X3P L|Ct 2=0] AZ™ ST VLAN
IDZF o210 ZEEL|CH 1§20 0|0 M=% EjA7 X[FE U™ O] 2 FAIRLICH
O8X| o™ &7t 02z dFE L CH &2 E VLAN ID= VLAN H|O|Z0] CHsh
2HOIE LTt VLANO| 2%t 42 T 210f Ciot =41 X2|7t AL E L ch "X o™

—/
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THZO] AR EILITE O AFSREZE AIAROIA M45IX] %2 VLANOY CHEH MAC 2
HYS THE 4 ASS oot

= T MmmOo=2

MAC 7|2t VLANS T/d5}2{H:

Switching > VLAN > Advanced > MAC Based VLAN.
MAC Based VLAN - Copfiguration =

MAC Address VLANID

1. MAC Address Z 0] VLAN IDOf| H}QIE gt R 25t MAC TAE T CH

O] 2E= MAC 7| VLANO| d-g & Z202 g = A LI

2. VLAN ID 2E=0f 1~4093 #H2|2| VLAN IDE X|™HgtL|C}.

MAC 47t VLAN O{Zoff =7t LT},

4. VLAN OfZ0|M MAC T2 A K|SH2{H Delete H{E= S BLICH

ZTZEZ 7|4t VLAN O 8 714

ZEEE 7|8 VLANS AHESH0] Ej 2 7h X|IFE(X| 42 TH2lof Cist EHE 7|&E S Folg
= UELICHL 7| 2Mo 2 ZE J7|BKIEEE 802.1Q) =& Z2EE 7|8t VLANS 785X
o™ Ef 7 X|ZE|X| 42 TfZI0] VLAN 10]] S ELICH ZE 7|8t VIAN £ Z2ES
7|9t VLANE 2|35t0] 0| &2 MFele &= A& L CH = Ch Ef A7 X[ FHE T2l 24

|IEEE 802.1Q EF0f 2} X220 T2 EF 7|8 VLANO| Z3HE|X| Q& LT

n

EYZ=2EE0 EHi ZZEZ 7| VLANG| ZEE 2Eot= ZR 1T Z2EZ0| ofish
C=

o c =
StekEL|CE ErE ZTZEZS0 EHoHiEOﬂM FAE E 7 X™EE
VLAN ID, 7|2 PVID(1) EE= Z E VLAN 714 SIHE A23810] ZEO| EHS| Tt
PVIDZ} 2 E L T

=
7tX[H, 1~37 2 EEE% ’SQIE _3.:.*%F = A1, 0 ZES 2oty &+ A HLL AES
92 I o|§= X FotH A& ID7t Ats2

ZZEE 7|8t VLAN 152 /462 H:
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Switching > VLAN > Advanced > Protocol Based VLAN Group Configuration.
Protocel Bazed VLAN Group Configuration -

Group 1D Group Name Protocel Other Value VLAN 1D Ports

| I I ~]

2. Protocol 2EO|M 10 QAT T2 EZS MEAGL|CH
T 7tset ZEEEE2 M| 7HX| 7 LS LICE
¢ IP.IP= GOl ME2 S H|HA MHIAE MSdt= HESRA AS
TREZYLICH
« ARP.ARP(FA O EZZEZ)= UEYJI AS F2E
o) Fa0 M= O HSt= 59 =& Z2EEZS YL
« IPX. IPX(Internetwork Packet Exchange)= U ERIE &3
MESH= ¢ = OO HE/I AES ZEEZYL|CL

—

3. VLAN ID 2 =0|AM VLAN IDE MEHSHL|CY,

1~4093 B 2|0 =AY = JSLCH AFS EE ZEE= 0| A5 X2l T2EE
CHo =41 = E§ 71 X| ™ K| 42 TfZl0] O] VLAN IDE & SHetL|Ct,

4. Add HEZS S&EgL|Ct
TZEZE 7|8 VLAN O150| AQX|0f F=7tE LTt

5. Group ID 2EQ| o2 MHEHE T2 EZF 7|Ht VLAN J1E2 M752{™ Delete HES
e

Ctg oAM= =tH| #AlEl= 8T & Sle 20 tisi 2L

Table79. T2 EZ 7|Ht VLAN 108

£ Ek
Group ID ABRZH M3 IS Alete O AL ElE He YL Ch 18 DE
A8t 18-S MY I RHE 02 SEHELTH

Ports Jg0 Sot 25 Yo ZES BAIGLCL
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T2EE 7|8 VLAN 18 HHY 74

ZZEZ 7|9 VLAN & HHHMS ¢

1.

0x
St
ir
e

192.168.10.0 A2 YIS 1 IP F2A(0: 192.168.10.101)5 A0 HREE
ZH| gLt

HFH O|HUl ZEO| 0| A Ol =& £%|X|2| O|HH ZEO| AZGL|CE,

|I-|0

BEtRME AlZFetL| ot
Y HIIRKN FA Lo AQK|Q P FAS QS CE
AKX 7|2 IP FAE 192.168.10.12 Y LT}

=719l &}@0| BA|EL| O},

AHEAO|E0t | 2= S YHTLCE
7|2 B[R} ALE X} O] 52 adminO|1 7| = Zt2|At H| 2 = H|O JASLILCH F,

| =)
PHS S YEOHA| OHYA2,

Switching > VLAN > Advanced > Protocol Based VLAN Group Membership.S M E{SIA| Q.

1" System Switching Routing Qo5 Security Monitoring Maintenance # Save O Logout

Ports Mgmt LAG VLANS AddressTable 5TP Multicast MVR Auto-VolP UDLD Loop Protect

Basic

I Lo
Protocol Bazed VLAN Group Memberzhip - 3

Group 10 | L |

Advanced ¥

_ G-DLO r‘afni |

’.-’,-:\F‘ :ased -'..r-'\.

I':'Ebee‘ Based

|
Port Selection Table

-'—'ru oo Based "._AN r' ralp - Unit 1 '

-_,-D"I"g' ration

8.
9.

Group ID ZE0|M Z2EZ 7|8 VLAN 1.F IDE MEiGLICE
ZE tH;c“z(1, 2,3 5)E MESIo] Ol ZEEE 7|8 VLAN &0 7t ZEE

1—

SIHIO|AE &8 Z2EZ 0 CHofl StLte| DE0 2 £ & AS UL IPE AE0

=]
F7tet 2 IPXE M A80l= =7t = AKX IPE 25}
A
=]
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Table 80. T2 EE 7|% VLAN 18 HHA
e My
Group Name Ol Wei& Mehst ZRE S 7|4 VLANS| 0|28 AletL|ct S
=0l &|of 32K12] QAF 2AHY 4 LT
Current Members Ol HES ST MEtst TR E 2 7|4 VLAN 182 $7f H ot
HEA|E LT
IP A =4l 7]8F VLAN 7+
IP MEU.VLAN OiE2 IP MEU.VLAN HIO|Z2| &52 783510 HolgLch &
AP F2, HESQZR 0AF 8 J5k= VLAN IDE S8l X[ E LT VLAN 740
MEHI2 X 2E ZEOM SFELICH
IP MEUY 7|8 VLANS /452 H:
Switching > VLAN > Protocol VLANS > IP Subnet Based VLAN.
IP-Subnet Based VLAN - Configuration
[T1 1P Address Subnet Mask VLAN ID
| | | | | |
1. IP Address Z2E0{A VLAN IDO|| HFQIS =l 23t IP FAE X[7det LT
HoZ A= M+ RHI|IHOZ P FAE YHTLICH
2. Subnet Mask 2ZEO|M IP 22| 2ot MEUl OtATE X|7dtL|Ct
Hoz FEE MA+HI|IH MEUH OrA3E YL O
3. VLAN ID ZE0f|A (1~4093) H2[2| VLAN IDE K| gL C}.
4. Add HEZS S&E/etL|Ct
IP A Eull 7|dt O| =7t LCt.
5. MEiSH P MEU 7|8 VLANS AK|SH2{H Delete HHEZ2 &2 LICE

I E DVLAN T+
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ZE DVLANS T/d5I2{H:
Switching > VLAN > 802.1Q TUNNELING > Port DVLAN Configuration.
1. Interface check box2 M EHSIY E2|X QB O|AE MEdSFL|CE,
DE ZEE MESH{E G MOl Interface check box2 M EHSHM| Q.
2. Admin Mode Z E0j A Enable &= DisableS M EfSHL|C}.
O|= O|F VLAN 24 S 2d3lst AL Hl2hdete &= A= 2| REE XEEH .
7|2 2t2 Disable® LIC}.
3. Global EtherType @ =0{|Af DVLAN Ef 12| & 16H|EE X|HEtLILC.
« 802.1QTag. 0x8100= LtEfLf= LHtX O = AL E|= Ef DY L|CH
« VMAN Tag. 0x88A82 LIEtL= YEIH o2 AL E|= Ef 1 QIL|C}

« Custom Tag. 0~65535 H2|0| A EtherTypes T+ tL|C}.

GARP 29X 27 18

Note: GARP 7t B4 ASt0| ML= O XL 10271 28 &= ASLICE

GARP 2 %|X| 42 1/d5l2{H:

Switching > VLAN > Advanced > GARP Switch Configuration.
GARP Switch Configuration -

GVRP Mode I Disabie 3 Enable

GMRP Mode W Disahie () Engble

1. GVRP E.E Disable = Enable 2}C| 2 HHE S MEHSHL|C}

AQX|Of L3t GARP VLAN SE TZEZ 12| REE MESH|CH ZA 7|22
Disable® L|C}.

2. GMRP Z.E Disable EE= Enable 2IC|2 HES MEHSHL|C}
AQ|X|Of LSt GARP HE|FHAE EE2E T2 EZ I T EE MENSHL|CH 2%t 7| 272

Disable® L|C}.

GARP ZE 3 M
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Note: GARP 7+ B4 At20| 8L O X|CH 1027t 28 &= JSLICEH

GARP ZEE 7/d5l2{H:
Switching > VLAN > Advanced > GARP Port Configuration.

GARP Port Configuration -

Interface  Port GVRP Mode Port GMRP Mode Join Timer{centisecs) Leave Timer {centisecs) Leave All Timer{centizsecs)
v ] = =]

sable 20 80 1000

£

s3ble 1) 60

e 5, oo SRR v Y o I v |
q in in

Lo SN v SR o |

1. InterfaceS ArESI0] H|O[H & EA[SHALE - de =2[H QHT|0|AF HEEL T
A

2. Port GVRP Mode Z E 0| M Enable EE+= DisableS M EHSIL|LCE.

= ZEO i3 GARPVLAN S8 T ZEE 22| ZEE XL
1EHSIH T2 EF0| 2 MBE|X| $on &0 AlZh TE A2t A et BF A|ZHO]
S| X| ASLICH & 7| 242 Disable® L|Ct.

— HATT

3. Port GMRP Mode & E 0| A{ Enable EE= DisableS MEHSHL|C},

= ZEOf| Oist GARP HE|FHAE SE Z2EZ 2| REE XYY LICH HE M2
oM Z2EFO0| Sdste|X] ol HO AlZh BT A7 X &Y EE A
g Ct.

E|X| &L & 7| 2Zt2 Disable® L|Ct.

0|'J

4. Join Time(centiseconds) 2 =0{A VLAN == HE|FH|AE OF0f Cfot B MU S

SE (L= MSE)S= GARP PDU & ALO|Q] A|ZtES ME|X THR| 2 X|™HTtL|Ct
10~100(0.1~1.0%) AtO| 9| =AIE USIN Q. & 7| 272 204 E[ZX(0.2%) Y LICL. O

Eto|He| QIAE A= 2 & E O ZF GARP & 7HAHO]| CHSH ZX{etL Ct.

=

5. Leave Time(centiseconds) 2E0|A VLAN EE= HE|FHAE OE0 Lot 5 #4282

U2 = AZE 5= AASt| K] 7ICkEl = AMZHE|ZE)S X[F R C

=

o
L

AH
HA

rir

=
S

= MH|AE |X[5t7] I8 CHE AH|O|MO0] St £40f ChSt S &2
ZFae A|ZH2 5|8 TtLICt 20~600(0.2~6.025) AFO| Q] =XIE YUESIM L. &
7|24t 60ME|X(0.6X) LT} Of EFO[HO| QIAH A = 2} I E Of ZF GARP & 7HALO]
CHal Z=XHetL Ct
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6. Leave All Time(ME|ZX)E At2310] LeaveAll PDUZ MM E|= HIZE X O{ gL Ct.

LeaveAll PDUE ZE SE0| = FAE AYS LHEIHLICL SE2 FXI5H T &7t
CHAl ZFRIBHOF LI ™A |7 7[ZF EHO|T{ = LeaveAllTime ~ 1.5*LeaveAllTime
Heo| Aol grez A ELICH EFO|H &= 10022] 1 thel2 X|Ig E Lt
200~6000(2~602%) AtO[2] Z=XHE YHSIM 2. 3T 7|22t 10004 E|Z=(1028) & LI}
O| EfO| Q| QIAEHALE ZF MEO| 2 GARP & 7HAt0] CHs =XetL|Ct.

VoiceVLAN

=8 VLAN 70| gt o7 S 79 5 ASLICE §471/227] M2 ASHo] e
AHEAHEH O] BtEHO| HIOIH & #HAE = ASLICE

> 24 VLANS /d5}e2{H:

Switching > VLAN > Advanced > Voice VLAN Configuration.

Vioice VLAN Configuration - Global Admin

Admin mode ® Tissbie Enable
Vioice VLAN Configuration - Ports Configuration .
Interface Interface Mode Vian ID/Priority Co5 Override Mode Operaticnal State

——vIIl ] V]

[H3 Disskia Disatle Disabled

[ mez Disakie Disabig Disabled
| ov3 Diizakée Dizapie Disabled

04 Diisabéa Disable Disabled

1| o5 Diizakbiz Disable lisableg

)] Diizzbia Disable Disabled
2 BT Ciizakbia Disable izabled
[ ms Disakia Disabie Disablad

1. Admin Mode2| Disable =£-= Enable 2tC|2 HES MEiSIL|Ct
22| X2] &4 VLANO| CH3E 22| ZEE X|FeL|Ct 7| 222 Hlg gt Lo,

2. InterfaceE AHESH0] S2|& QIHI|O|AE MEdSHL|CY,

3. Interface ModeE AHE5H0 MEHSH OIE{ O] A0 CHot &4 VLAN EEE MEHSHL|CY
* Disable. 0| Z40| 7|22t L|C}.

* None. IP T=t7t AtH| £ = AFESH Bt X' EX| @2 S8 EfjEHE 22 =
S EL L.

* VLANID. Bt X & 88 EgH s EWES T | & I L.
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1.5cm
« dotlp 24 Ec|Z0j CHH 24 VLAN 802.1p M =2| Ef1 5 st C}.
O| & MEHst AL 7f ZE0f dot1p 242 YHTHL|CL.
« Untagged. Ef 17 X|HEX| A2 S ERfEHES ELHEE M3V E A 8TLICH
4. ValueE At23510] VLAN ID EE+= dot1p /S Qe C.
VLAN ID EE= dot1p /2 AHESIY 4r2 Y=Lt
5. CoS Override Mode Z E0f|M Disable =+ EnableS MEHSHL|CT
7| 222 DisableQ! L|C}.
6. Authentication Mode = E0{| A Enable EE= DisbleS MEHBHL|LCY,
7| 2452 EnableQL|Ct 915 ZEJF SM5IE|H SQX| A2 S VLAN ZENA
24 Egfjgo| 5| &L Er 015 D EJHIZ M 3le| ™M K| &= dot1xE Edlf QIFEL|Ct
Note: dot1xE S 2152 dot1x7t 2/d3t=l AL 0|2t 758}
7. DSCP Value ZE0|A ZEO|| izt 24 VLAN DSCP 242 gL Ct
Sast = 0~64QLICH 7|25t 0 LY.
Operational State(2f& & Elff) ZE0f|= 8| E QB 0| A2 S/ VLAN & SEN7F HA|E LT,
b < =
MAC =2 H|O| =
MAC 2 HIO|E8 EZALL 18 4= QELICH O] HIO| &0 A X[0f] MY &= ZHE
HEIF Qe FUIHAE S50 Tt 27 ZoE[0 QYELICH O] HEE= AR Dy S
HMujste dies Z2Hg i £ 22 7|50 o8| At E L|Ct

MAC =2 H|O|& +/d

> MAC F24 HIO|&& +/d52{H:
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1.5¢cm
Switching > Address Table> Basic > Address Table.
Ports Mgmt LAG VLANS AddressTable 5TP Multicast MVR Auto-VolP uDLD Loop Protect
AddressTable x o ¢ Refresh
Address Table - MAC Stalus 2

Total MAC Addresses

Advanoed b
VLAN ID MAC Address Interface Status

DGEXAC:36:01:51 oia Learmed
DO-ED: f o5 Learnad

oig Leamed

0485 E8 52525 oig Learned
1C:AB:0D:21-6C:50 oita Lesmed

40:80:5C:61

bi1o Learned
4(r80-5C- A E3:08 g Learmed

BOBAAC.OF DS g Learmned

@
B8
mlrug_
11T
FHTJU'>
IO‘;
H1J>
4 0
Hr »
rﬂg:
n g
o
=2
H O
|11ru:5
[0 o
g
L v
i
ot
- |
il
=
e
N
w
N
(6)]
(o))
\l
m oo
©
>
Z

« Searched by VLAN ID. VLAN IDE 41 Ei5t11 VLAN ID(Y: 100)E 3t L2 O| &
HES S FA7 EMSts 4R S =32 A UM 22 BEA|FD

1 5o LIHX|(H &) MAC F4&7

Hl
>
il
-
n

« Searched by Port. Port& MEistn H
A S| CHOll: 2/1/1). O3 CI2 Ol HES
diE 252 X UK 2522 HAEFR 1
HA|ELCE

Che BO|M = otHO| BEAIRl= 9 &+ Qle Lo tish 2Lt

Table 106. 7| 2 =2 H|O| &

uc g3
Total MAC Address SHEEAL THE & MAC F4 8 BAIFLCH
MAC Address AQUK|o) MY s BEHY BRI As

SLIZHAE MAC
E

FaYUCL M2 S E22 72 E 6HIO|E MAC 2 LIEHO:

O
= |

01:23:45:67:89:AB).

VLAN ID MAC A2 HZEZl VLAN IDYLICE
Port O A} & El TEQIL|CH




U-I-F9020HPA
1.5cm

Status O| eh=o| AEfQIL|C} Zfo| o|O0|= Chent 2Lt

AO|EZ ChA| ah5d &= lE LT
o Learned. 8% QAAEA0| 742 SH&SL0] ALRSED U LT
¢ Management. S QIAHAO| g2

7|E QAAEA 07| = gLt

53 4 ofo]F 2HH MY

A8 e ME HO|EH| 0|20 Cist =4 of 0] ZHd s 28E + ASH L.

—

Switching > Address Table> Advanced > Dynamic Addresses.

Dynamic Addresses - Aging Configuration

I
Address Aging I'30ﬂ | (zec)

1. SHez oo ME YEO| Tz 7|Zhs = TR 2 X["35I24H Address Aging

Timeout(seconds)= AR EfL|CY.

802.1D-19900| M= 7| 24t2 2 300X E HESHLICH 442 10220 Al 10000002 AtO| 2|
A2 X8 = USLCH & 7| 2442 300 L.

o

JE-II-I MAC _7I<_A _—I.l.)k-l

> ™AE MAC FAE F/d5le{H:

Switching > Address Table> Advanced > Static MAC Address.

Static MAC Address - Intarface Lisi 5
Interface
Static MAC Address - Configuration 5
[l static MAC Address Value VLANID Sticky
| | [1v [ ]

1. InterfaceS AFESIY =25 QIE 0| A/LAGE = gtLICH.

2. Static MAC Address Z E0| MAC Ta2E ¢ &
124
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U-I-F9020HPA
1.5cm
3. MAC A2 ¢ZE&l VLAN IDS MEHBtL|CL.
4., Add HEZS Z&lgtL|Ct
X MAC 274 A X0 =7 L|CL,

2L(X[OM 7|E 78 MAC 25 A K|St Delete HES 2O K.

AU Eg| Z2ES

STP(Spanning Tree Protocol)= 2= E2|X| B E0f| Ciot EE| EEEX|E M-S L L
STP= Eot HEYA Q| £|F AH|O[M ZHo]| THY HEE I1|—3-3P04 FZE MAGLIC
X egs A1 E2| 0= Common STP, Multiple STP X Rapid STP7} Z&HE! L| T},

24 STP= A= AHO|M 2| THY B2 8 MESotd RS List HAYLICL S&

STP A0l TH3H XpA|3H L{ 82 236T0|X|Q| CST ZE A% PAS HESIAIL.
MSTP(CHS AT E2| IR E ) AT
I m| O] &

IEEE 802.
+%30] ¢

-9
M

02
rot

ro
[>
rm
[>

Ir

C

[m

u

lo

2

]

- [o

| >

|'l'|1

| >

mjn

Rl

[Ho

O
=2
Ir
19
r

lor

rullu
| >
£
I
[m
i)
10
\

il
c
>
|0

Hu
bal
n

Ot

=
bal

e

P(Rapid Spanning Tree)di| X|H

o

S

ST S

T 2l QlEL(EN S 718 S A2 ZEJ HE
|

I

A

—

I

=

> mo mY me JU OHﬂ
[ T

j_\
=
u
=

IL|C}H). . RSTP2t 7| = STP(IEEE 802.1D)2| At

2| LEE P35I QIAISI0] ZEE Forwarding A Ef 2 B2 A Mztsta
X 5t= 7| s YLICH S, 0|23 7|52 pointtopoint & edgeport

AME LT MSTPE= RSTP X STPRF 25 Z 2t/ LCH STP X RSTP E.2|X|0f

HHSHA EES L CH MSTP E2|X|= &S| RSTP E2[X| £ STP E2|X| 2 & &3t &

2 m |>

= Wy J

T o

+ XAz

g =

Ictl oY e N
o
oz
o To
=
o
ofy
e
[N
|
2
[N

Note: & E2[X|7} S &ot X[F0| A4 H LA|
ofid 8 O|F, Bo[MAE 7] 5708

0] 802.1s0] Of S}
LX|sf{OF 2fL|Ct.

H
A=Q
T
(=)

N o] «
XYt HEYI EE2X|0 O|X|= Fekof et =7t HE = IEEE
802.1Q EE 2 HXTIM K.

712 SsTP AN

> STP 7|2 ™S 7452 H:
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Switching > STP > Basic > STP Configuration.

STP Configuration - Configuration

Spanning Tree Admin Mode Z Disable ® Enable

Force Protocol Version OV IEEE80Z9d % [EEE 3021w EEE 52

Configuration Name |C8-39-0D-01-56-C0 |

Configuration Revision Level 0 |

BPDU Guard ® Disabie ' Enable

BPDU Filter ® Disable ¥ Enable

Configuration Digest Hey Dac 3517 T FA0283e04b3 382 148 2b208den2

Fast Backbone %) Disabie () - Enable

Fast Uplink ® Disabie L} Enabie

Max Update Rate 150 {0 b 32000 packets'second. Defawit 150)
STP Configuration - Status 2

MET I ViD FiD

1. Spanning Tree Management Mode2| Disable t£= Enable 2tC|2 HES MEfSHL| T}

AQIX|O]A ALY E2| XQ1S S BIEHX| O] 22 X|HEL T}

2. Force Protocol Version2 AHE5H0] AL X|0f CHoH ZX| Z2EE HA OZ7fHSTE
XI’S?J L|C}.
M2 |IEEE 802.1d, IEEE 802.1w, IEEE 802.1s, PVST % RPVSTYL|LC}.
3. Configuration Name= At&510] AX AL S 8= AES= O AHEEl= MEXIE
X[’ ggrLCt.
Z|CH 32Kt9| ==Xt EAHE AR S = USLICE

4. Configuration Revision LevelZ AFESI0] 21X ALE SOl T2 AlE5t= O AFBEl=
AHALE X|E L ot

SI8 &= 2f2 00| A 65535 AtO|ULICE 7242 0 L|CE.
5. STP7Z| H|2d3}El SOt Forward BPDU2| Disable SE+= Enable 2IC|2 HHE-S MEHSHL|C}

Ol= AQ XA ALY EC|7} H|ZESHEl S0 ATflY E2| BPDUZ} MEE|=X]
~

6. BPDU Guard?| Disable EE= Enable 2}C| 2 HHE S MEiSHL|C}

oz
%
s

|C}. STP BPDU 7tEE AIRSIH HEQA

BPDU 7tE 7|52 &/d3t 2 E
£ M85t 2 EZEXE LD O F 7SS FAIE

ZE| A= STP = Q1 ZA|



1.5cm

10.

1.

U-1-F9020HPA

A& LICt STP BPDU 7HE7t S SLEl O X| ZE §|9| AQX|= HH| STP EZZ K|
€ 0| X|X| ¥&LICH BPDU $=41 A| BPDU 7tE S22 0| SMOZ2 I MEI ZEE
detstn ofiet ZEE H|g g3t AE 2 MetetL|CH O|2 Qs ZEJt #2|Xo 2

=

= LTt

R >

[=13
S
=1

.,_
L

T

=
2y

T o

ot

P
P

BPDU Filter2| Disable EE= Eneable ZC| 2 HHES MEHSHL|CL,

BPDU ZH 7|52| &dst & E X|FgLICt. STP BPDU ZEHE 2 2= £F Of|X|

ZEO HEELICEL &5 B2 X ZE= YHH O = BPDUE A1 A5t ZAE0
AZZ|0{OF BtL|Ct. 25 F0l 0 X| ZETJ BPDUE $=A8tH SA| 25 MEfE A&L|ct

0| 4% O] ZEO|M BPDU 2HYO| 2d=tx|H O] LEO|A =4l E BPDUS

AL T

Fast Backbone Mode?| Disable = Enable 2tC[2 HES MEISL|CL (PVSTPO 2F S S E L Ct)
UE A7 AIE ER M UE 3 E MESIE T O] SHE AFESHUAIR. A[2HZ
802.1d0f MK & 32| BPDUE FAISHA| & LITH 232 A|AE2 BPDUE AHESHY

BPDUE =4It ZEE DtEA|ZL 9

Ral
okl
fial
Ral
'_I"r
rlo
il
ri
H
[m
2

n
[m

0

Y3 Y2l 2T SES VMo 15 Hojs X9l S EHO)
AoB ME2 71 YIS MEPLICH WE W2 SEE 2N O HY Y E o
eSS

Ol SdS A8otE 7|2 RE ZEVILIR2E 49 M RE ZEZ {dH5t= 57 A[ZH0|
Ch=ELCH 2 YEa ZE= 72N o= H2Eote|0of /S LTt

2 A3 27 2ot A2 fof O 2ZE7F &Mt E LICEH S 8&|= 4/
22 0~320007H2| THZI Y LICH 7|24k
Apply HEZ S=2tL|Ct

YO OIEE 40| 29X 2 HESELICL 714 HE Argd2 FA| HEE LIt

Chg #OM= 82 & Sl 220 ths 2Lt

Table 85. STP 7+

ze ek
Configuration Digest Key STH ALS T FHE Algohs O AHBEE A ERtYLICE
Configuration Format Selector BPDU w30 AFEE|= A HAlo| A QIL|C},




U-1-F9020HPA

1.5cm
MST ID MST QIAEIA(CST ZIeh G Zt QIAEAQL HZAE| ST VLAN IDE
T = H o2 )L
vID ID VLAN ID & 2} Dt ZE sie FID2 F4E Holg Lot
FID ID FID & 2 FIDQ HAE 3T VLAN IDE T E Bjo|2QL|Ct
o |
g SsTPE™ e
> g STP 84S 1+/d45I2{H:

Switching > STP > Advanced > STP Configuration.

STP Configuration - Configuration

Basic
Spanning Tree Admin Mode

Force Protocol Wersion

,5_ Cc"n ;n..ralor‘ Configuration Name

=':ur' g gl. Stion
Configuration Revision Level
BPDU Guard

EPDU Filter

Configuration Digest Hey

Fast Backbone

Fast Uplink

Max Update Rate

STP Configuration - Status

MST ID

e ¢ Refresh
]

T Disabie ® Enanie

) IEEE202.1d W |[EEES0ZAw (O EEEBGETs

|c8-38-00-01-58-C0 |

0 |

® Disabie Enable

@  Dissble Ensiie

(eeac2617 TH02E3cd4n8 382 1d85h20deb2

® Disable ) Erable

® Dissbie ) Enabie

T

i150 (0 o 32000 packeizizacond. Default 150]
VID FID

1. Admin Mode®| Disable == Enable 2tC|2 HES METHL|C}
2QX|OM 20 d E2| XS 2dote k| o2 E X ELIC 7|2 4f2 Enable LI Ct.

2. Force Protocol Versiong AF&3t0] AL2|X[0f| CHot M| Z2 EZ BT Oj7fH=F X[ LT}
=M 2 IEEE 802.1d, IEEE 802.1w, IEEE 802.1s, PVST % RPVSTYLI|C}. 7| 24/ IEEE
802. 1w L|C}.

3. Configuration Name= AFE3HY] S A ¢ 1S Al Eot= O A8 El= MEXE
X°dgf LT,

Z|CH 32Kte| At ZXIE ALY = USLICH
4. Configuration Revision LevelZ AF&510] PAXf AL S0l 71 & AEdt= O AF8 &=



U-I-F9020HPA
1.5cm

5|25 = 22 00| A 65535 ALO|QL|CH 7|25t 0 LY.
5. STP7| H|2d3}tEl 59 Forward BPDUO| Disable £+ Enable 2tC| 2 HHES MEHSHL|CT.

Ol= A%X[O|M AT E2|7} H|2HdztEl S0 A E2| BPDUZF MEE[=X]
O£ £ X| ™| Ct 7| 24f2 Disable 2 L|C}.

— HA—
6. BPDU Guard?| Disable EE+= Enable 2}C|2 HES MENSHL|C

BPDU 7tE 7|&52| gd3t £ & X|ELICH. STPBPDU 7IEE A l

ﬂJEIXrE STP =02l ZAE M85t &d EZZX|E Y| 0| F 7tsoHA FAIE
4= UELICL STP BPDU 7HE7t /4%t E O X| ZE F|o] A2|X|= TH| STP EEEX|0
AskS O|X[X| %ELICH BPDU =41 A| BPDU 7= S&2 0| Mo 2 A HE ZES

oot ofld ZES HiZ ot JEI = HRELICE 0|2 Qo ZETL BHE|Ho 2

BPDU ZH 7|5
ﬁ‘;Eoﬂ I—i_E?_EIL|[
A Z £|0f OF gL Ct. Us
Sl&LICE O] 42 O] ZEO|A BPDU ZE 0| Ed3}x|H

ArHIghL o,

J

8. Fast Backbone Mode?2| Disable EE+ Enable 2tC|2 SHL|CH (PVSTPO|TH S &l L|CH)

= E
rim
mjo
rx
12

i)
o
rz

o

ZH 237 gt 22 A
802.1d0{| A{ B
BPDUS *t@ TEEZ OIZAIY

AESHUA L. A|A”—2

2t
o
ot
d0

r >
el
Ral
52 T
o>
-
1
to
Of
AN
>
> 0
oz

o Tlo
oy}
v
)
c
mjn
>
ol
O
kel

Ot Tlo
-

9. Fast Uplink Mode2| Disable = Enable 2tC|2 HHES MEISHL|CE (PVSTPO)| 2F i 2HEl LI C})

0] 848 ABSID 7|2 22 mEJLC12E A2 M 2E ZES Metsls 27 AZH0]
CHSELICH W2 YT BEE JIRHOE HgNSEof ABLIC

10. Max Update Rate ZEE AEStO] 2 A3 A0} YHO|E £ E FL |t

bt
o
Q
oo
S
S
S
<
=
10
=‘.==
IIQ
I~
i
N
rT
s



U-1-F9020HPA

1.5cm
11. Apply HES SEIgL|C}
HOOIEE Fd0| AKX 2 HMEELCH 74 HE A2 SA| HEE LT
CHE B0 M= 2t 0| BAIRl= 8 5 Sle SO CHo 2HetL ot
Table 86. STP 74
zce ek
Configuration Digest Key HIY AR E01 LA S AHSE O AFR &= MST 74 H|IO|E(VLAN
ID-MST ID Of&)0f| A 444 =l HMAC-MD5 2| 16HI0|E ML},
Configuration Format Selector BPDU mZH0f| AFRE|= 1M S Alo| A QIL|C},
STP &Ef
MST ID MST QIAEACST Zg}) U 2t QIAEHAQL AZE SiE VLAN IDE2
TEE HolS LT
VDD VLAN ID % 2} ID9F S ZE siE FIDZ Fd & Hoj2L ot
FID ID FID & 2t FIDQF S ZAE 81 VLAN IDE T4 =l B 0|2 ¢l L|C},

CST A%

A 2| X0 A CST(Common Spanning Tree) X

2
=

L Ct.

(o]}
A

CST @¥= T/dsiz{H:

8l L& A1l d EZ|(Internal Spanning Tree)S +

Switching > STP > Advanced > CST Configuration.

by x=3
HA =

1. oliet 20| CST

Bridge Priority.

FeHEIL|CH BPDUE
ZE Ol LjE A

ot
ot
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0 ™ n
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OP

Mo 4> fot
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S
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N 0omn
i

2 nf

o F

=
Ho r|r
>
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o
Rl

4> rC do
Mo oo i

o
2 AL

x
~ 10
> 0
o Hu

To
N oA
=

09

o

Bridge Max Age (secs). &
AMUZ2 EEEX|HEE T

g

.

|0

hu

M

INESIHEE
2RK[LF EEIXIW STPE

nstst =

—

Isl
-

=

Of

|Ct. of

ZE gl

o
e

o
515

-
Ec

n

. 40969]
oICZe R
b2 5t
£ 327682 L|LCt,

i M= |T
4o

FAIld E2(CsT)0f tigh 22| x| 2o =3
71 ol E2[X|7F i 7|5t= AlZh(Z=)S LIEH LT

130

M St
o=

A
e



1.5cm
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oF Hel= 6~400|1 gt2 (2% E2|X| M= X|H) - 120k &AL 23 2% (B[]

) -
2 AlZt +1)E2CH 37{Lt Zrotof EHL|Ct 7| 2742 209l L]t

2 o
fu for

Bridge Hello Time (secs). 3& X L{F AIf'd E2|(CST)0| Cigt EE2[X]| =22

AZH2 RE HE|X|7F 4 BIA|X| ALO|Of| T 7| St= A|ZH(ZE)S LIEFRLICE €4
2X 2 DYELICEH g2 (Bridge Max Age / 2) - 12 CF 2Lt ZHOtOf ShL|CH 7|2
PHESIM| R AlZH 2f2 2 LT

L= HATT

N

Bridge Forward Delay (secs). E2|X| A& x| A|Zt2 E2|X| 7t T2l S S|
Ho| 5 X o5 JEE |FXISt= AlZh(ZE)S LIEFE LT 2H2 (Bridge MaxAge /
2) + 1ECH 3Lt ZOFOF ©FL|CE AlZE R 4X~30XYLICH T[22
152 Y LT},

Spanning Tree Maximum Hops. S’ CST QIAEHA| Ciot HEI AX| E| 7] MO
Oleet = A= x| E2[X| § =Y LICL F2ot Hel= 6~40QYLICH 7|22

===
= L HATC
ol
=

2032 YLt

k

Spanning Tree Tx Hold Count. Hello A|7F & L0 A E2[X|7} MES 5= U= Z[CH
bpdus =& AT LICL f2ot Hel= 1~10RL|C 7|22t 6 LICL.

L HA T

2. Apply HES SElotL|Ct

YHOIEE 90| 29X 2 HESELICHL 714 HE A2 FA| §EELICH

Lo dJ"

A Q| X[0]| CHo M HERE otHE ME 10X 2{H Refresh HES 2 EI5HM| Q.

Ch=

HO|M= BAIZ|= CST MEf| 2O Cisf Y otL|Ct

Table 87. STP 112 CST 4

e k)

Bridge identifier csTOl 22X AYRLICH Ha|X| M=ot 22|X|2| 7] MAC
FLE MESHY FYE L

Time since topology change CSTS| EEZE2X|7} OHX|ate 2 HMZAE 0] 9| A|ZHZE)YL|Ct

Topology change count CSTOf| Lol EZ=X|7F HEPE S LT

Topology change CSTO| EeEl mEo|M EE2X| B0 MM FOIX| {25 Letfe

2QX|o EEEX| WY Of7) H= LRI True EE= False?! 2%

US FE UL

Designated root E2E H7|X|o| HE|X| AlEXQIL|C} O] HE|X| @M2Q|9F EHE|X|Q|
7|2 MAC TA 2 A EILCH

Root Path Cost CSTe| XM E ZE0 thet Z2 5|8 YLch,
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Root Port Identifier CSTO X|H REO| H2817| st ZEQIL|C},

Max Age(secs) CSTO| X & REO| gt =2 HIEYLICE

132

Forward Delay(secs) ZE ZE 22|X| MY X[ Of74=0f Tk 2RIt
Hold Time(secs) T4 BPDU M3 A0 2] &|4 A|ZHeiL|ch.
CST Regional Root CST XY 2EQO| 2Ma9| U 7|2 MAC T2 LLIC}
CST Path Cost CST E2| x| REOf tidt = H| YTt
CST ZE MH 7
AK|O EF ZEYAM CST(SS 21id E2|) X LHFE A0 E2E & =
USL|CL,
DOT1SO| Al Ztst 5 ZHO| LstH L E = FICHY O 2 H|Z M 3HD-Disable)® &
UL L|CEH 7FE LM Ol 21012 DOT1S AZEQ|0{0] BPDU Z2{ 0| 2Mst= 22|}
Z2{Y 7|F2 DOT1S7t 3Zx ZtA2 =2 1571 O|4& 9| BPDUE +=4I5t= A YUL|Ct. DOT1S D-
Disable2| CI2 912 33| EFL|C}
CST ZE HH™E /452 H:
Switching > STP > Advanced > CST Port Configuration.
5 : “:':Inu‘_mm?\mm. F:ﬁm:.:?mmmn i E‘:: ul P m:u :m.m:unw ...... L e ,‘: .'Wr\l'h:-. ﬂP.:::\iluu.u M,‘: ,_5‘": M‘G".: rt"‘”":l Porif
1. InterfaceS MEHSHL|LCY,
CSTR A=l VLANDt HZAE E2|X E= ZE A9 QI I|0|AS MEHT &= QI&L|C}
2. Port PriorityE AMESI0] CST L{2| £ ZEO| it @M =2 & XIEL|CE
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10.
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nx nx H
ox [m
n  OF

oA

= LICt 16-1) 1622 ™ KO YESLICH 7| 242 128 LI}
Admin Edge PortE AHESH0] X|H &l L EJL CIST W2l Of| X| == E QIX| X| g gtL|Ct,

0 ‘+E AtES}H0] Disable BE= EnableE ME{SIL|Ct 7| 242 Disable 2 L|C}.

OI:I

Port Path Cost= AH&310 AUFE 20d ESOM RIS E ZEO Lot 32

HIES M etz 28 L Ef

1~200000000 H[2| ¢t AFEELICH 7| 242 0 LICt.

External Port Path Cost2 AFESI0] AT 'd E2|o X|FE ZEO Cfet F Z2 H|E

M 2re 2 d™etLCt.
1~200000000 EH2[o| ¢+2 AFEELICH 7| 242 0L CL.

BPDU FilterE A& 35t0] o| EO0|M STP7} 2-dot=|™ O] ZEC| BPDU EdfH S
282 5h=BPDU EHE #EEHCH

7t 22 Enable == Disable ¥ L|Ct. 7| 272 Disable® L|C}.
BPDU FloodE At23510] O] ZEO|AM STPZt HIZMHSl=l AL 0| ZEO| E&Hst=
BPDU E2f|E 2 £2{Y3dt= BPDU FloodE T2t LICt.

7t 22 Enable == Disable ¥ L|Ct. 7| 272 Disable & L|C}.

Auto EdgeE AMESHO] ZEO| Xt& O|X| RES -_r“‘*é.“—l Ch. 123 ZE7 273 7|
&t BPDUZt HAIE|X| Gi= B2 OfX| ZE7F & = UG LCH

7+t 242 Enable == Disable ¥ L|Ct. 7| 2722 Enable® L|C}.

Root GuardE AFESI0] ZEO|A 4ot 2 E M HEE T

KXo REV HALX| AR ES5= FEJIE R E :rL 4oL C,

EZE= 7| JEf7F £ O THZI = MESHK| RS LICH 7ts53F 442 Enable =
Disable® L|C}. 7| 24t2 Disable 2 L|C}.

Loop GuardE AHE3t0] 0|0 2 HE FZE B35} s ZEQ| FZ 7=
EnableSt 7Lt Disableg L|Ct.

ﬂJIﬂJ

2O eV 2HE3tE|H T E = S A/sE/M Y ME CHA STP 2 X 5 Y K| KT 4
HMSHEIL|ICH 7| 2452 Disable Y L|Ct.

FH=elE 162 B2 2FELULL 0§ S0 =S 0~15 AFO[2] g2

el ot 022 dFELth 16~(2%) AtOlel Zte=z HEFsle{ ofFH 02

Zt

mjo

Ej 2
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11. TCN GuardS AFEStY| ZEJt3lE ZES Soff +4lel EZ2X| HE JES TS|
ot & H|otsh= ZEOf T3l TCN GuardE T+-d = LTt

7ts3t 442 Enable SE= Disable ) L|Ct 7| &

r|o

Disable & L|C}.

12. Port Mode 2 AF83810] LE F= I E XY} 23S Al ER| Z2EE 22| ZEE
EnableSt 7Lt Disable®f L Ct.
7+s%t 242 Enable= &= Disable ) LICt. 7|2 ¢t2 Disable® LIt

13. Apply HHE=2 Sl L|C}
YHO|EE 70| AKX 2 MEELICHL 74 HE A2 SA| HEFL|CE

Lo 4 o

22X0f theh 2|4 Y22 otHS M2 10 X|24H Refresh HE= S &0t 2.

Cta #O|M= otHO| BEALl= 9T = Qle L0 ol 2Lt

Table 88.CST ZE 1M

ze Ek:

Auto Calculated Port Path Cost AE H80| A}E O 2 A AE|=X|(&AM3}) E A A K|
REX(HIEERh)E BEAIYLILH ZE F2 B &0 o) T8 440
00l 3L Z2 8|82 BEQ YA $EE J|FO2 Mg

Hello Timer CSTO|| CH#h D70 4 ZteiLict.

Auto Calculated External Port Path | 9|2 A2 H| 20| AtE 02 A AT =X|(&AS}) £ A AE[ |

Cost
REX(HZEEHE BAILLICL 2F ZE Z2 H| &0 ] 8
2001091 B 9% F2 H|g2 ZEO| YA £EE J|FS
ALHELEL

BPDU Guard Effect BPDU 7tE 2 ItE HA|SHH BPDU T3S $=Al6Hs OfX| ZET}

HlghgetE ULt 7tset k2 2det = gty ot
Port Forwarding State 0| ZEO| FMEH AFEfQIL|C}.

CST ZE AEj H7|

A2|X|9l EH ZE 0| A CST(Common Spanning Tree) X LIE ALjjd E2|(Internal
Spanning Tree)E& & == A& LICL.
CST ZE AEfE HE{H:

Switching > STP > Advanced > CST Port Status.
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1.5cm
e 35 A e pioe S ooy e gt SR lewena fp Sipiedecesisl Lyl bboreie  neno
ALK O CHSt XA HEZ 3IHS MZ 11X H Refresh HES SE/51M| .
CtS BEOM = 2t HO| EA|Z[= CST &FEf HEOf CHol & FH LT,
Table 89. CST ZE AHEj
Zc My
Interface CsTet AIZE VLANIF e 22|H £ ZE A QEH0|~E
Al .
Port ID CST WO K| Q= ZEOf Ciot ZE AHXIQLICH ZE M+t

EEO| QIEH 0|2 B2 TYELITH

Port Forwarding State 0| ZEO| T ME|QIL|C},
Port Role 23LE 2t MST 22|X| ZEO|E 2 AnjY E2|of i3t ZE %gtol
SEELCH ZXE 982 RE XE X|YE IE N ZE W ZE

Designated Root CSTE 2 E EHE|X|. BEE|X| &Ma=2|9F EE|X|9] 7|2 MAC F=AE

Designated Cost XY E EETHLANO HSSHe F2 HIg YUt

Designated Bridge RYE ZETH Qe BR(X|Q| B2|X| AEAtL|C B2|X| @M &gt
H2|X|2) 7|8 MAC F4E AHE S0l FYELICE

Designated Port LANG| 712 22 Bl 88 MBSt X1 =2xel ZE YR,

Topology Change Acknowledge Ol ZTEO| s M= CHS BPDUO| Cis| EZ2X| HZA &0l

=

227 2FE UK AR E ML LI True £= False @ LICH

Edge port EEJHOIX| ZEZ SY3lE|UEX O RS LEtLICH 288t EE
|2t 2te Arg LIt

Point-to-point MAC K| & ZF ALEjO| I ZFQIL|C}.

CST Regional Root CST X|of 20| =2|x| A|gRtQIL|ct 22X @M=2ot =2[X|o|

CST Path Cost CST A% 2 E0] st A2 v geLch,
Port Up Time Since Counters Last | 7} 2 {7} OFX|2t o 2 X|Q Xl 0|Z 9| A|Zt0| Y AL B X2
Cleared

HA|EL O
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1.5cm
Loop Inconsistent State Of i ZEJF 2T 2 AK| AEfo Y| Of2E A@etLch
Transitions Into Loop Inconsistent O] QIE|IO|A 7} Bx EQUX| ME|Z M=l 314Q/L|C}
State
Transitions Out Of Loop O| OIE{HO|A 7 2m B aX| AEJO| A MSHEl S14=Q1L|C}.

Inconsistent State

MST &A™
AKX M CHE AT E2|(MST)E 8 &= S LICL
> MST QUAHAE J/45i2{H:

Switching > STP > Advanced > MST Configuration.

MST Configuration - Configuration
MST 1D Priorty VLANID Bridge identifier Time Since Topology Change Topbiogy Change Count  Topology Change - Designated Root RockPath Cost - Root Portidentifier

.
Jle 32768 14083

1. MST ¢+ 7dgL|Ct.

o MSTID. MM MSTO| IDE X|H™$tLICT O|0f CHE 28t ZF2 1~4094 QL | C}.
O|= MST ID MEH AXto| MEH ZM0| MEHEl Z 20| Bt HA|ELICE
X

Priority. MST2| E2|X| M &= 2t LICH A9

B2 24240 S 2|7} B ELCE BPDU

I
El
rio
rot
ot
4o
rx
H>
(¢
N
ie)
N
0z
AL
rlo

|T
u
Jo
rx
Ay

2R[X7F RE 2| X7} gLt I ?l= 40962 Hi 4= LICt. 40962
Hi==7F OfH =2l AI'EotH 2 =?lE AHE2 2 40062 B2l CHE2 2

mjn

fo &2
rx
My mx

H2 M= E 4T ELILL O E 0 M=
0~4095 AO|2| Zf0|H o2 =2 A& L|Ct 7[&
Q= 0~614402 L|C}.

o
o
Q= 32768QL|CH L& B

* VLANID. O|= A%|X|2| ZF VLANO|| CHet 2 & &XHE NS SHL Tt VLANIE MST
QIAEHACl AAZ T HSH7| Yol O| & MEHSHAHLE MEH Fag = JASLICE

a. QIAEA Aol check boxS MEASHL|CE (4 7H9| check box2 M E43}0]
= ot
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4. MST QIAEAZ AK[SI2{ B 8E QA EAO| check boxS MEABIT Delete B E-8 2213
AQIK|Of ThSH £ A HE R SIS MZ DX 2 Y Refresh HES S2USHA 2.

Tdz 2 elAEA0 Col ChE 2O 28 e Y27t =t HO| EA|ELICH

Table 90. MST /4

zc Bk
Bridge Identifier MEHSE MST QIAEI A 0| B3| X| AlHXIQIL|CH E2|X| LM2=2| 9t
H

Time Since Topology Change MEESE MST OIAEIAO| EZZX|7} OFX|BtO 2 HZAE 0| nx7}

Topology Change Count MENSE MST QIAEAQ CHS| ES2X|7 HEE 3I4=QL|Ct

Topology Change MBS MST QIAE A 2 E ZEQM ESZ2X| HEO| Ty
SOUX| 6 FE LIEtH= 22(KQ] E22X| B1F D7 #H 4 gt LI
True = False® 4% 42 FUCH

Designated Root 2E =22|X|Q E2|X| AlYXIQL|CH EE|X| M&Q|9F 2a|X|Q|

7|2 MAC A2 AMEIL|CH

Root Path Cost O] MST QIAE Al X| ™M ZEO| [t ZE H|EL|C}

Root Portldentifier O] MST QIAEHAQC| X|H REO| HMASL7| QB LEQL|CE

AT EB| MST ZE AEf 17|

AQX|Q EH ZEO| L3t CHE Anf 2|(MST) 282 7+t BEAIZ = JASL|CH
DOT1SOf| &l Ztot @ 7 ZHO| YMSIH T E = ZIEHH O 2 H|2/d2H(D-Disable)& =+

QUL L|CH 7HAt LHIA Ol 2012 DOT1S AZ E Q0|0 BPDU Z2{Z/0| EHAiSI= 22 Q1L |t
ZY 7|F2 DOT1S7t 3x 7tAS = 157| O| 42| BPDUE =+4I5t= A LICt. DOT1S D-

Disable?| CtE {1212 53| EFL|C}

201'd E2| MST £E HEfE H{H:

Switching > STP > Advanced > MST Port Status.
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o ¢y Refresh
MS5T Port Configuration - M3T ID Selection -
MST Port Configuration - MST Pord Siatus 5
I interface Port Priority Port Path Cost Port Mode

Note: A2|X[0| MST QIAEATE FIEX| B2 8% =HHO| No MSTs
Available HA|X|7} H#A[Z| 1 Chg B 23 HOIS0| BAlE =7}

HA|Z|R| S LT

1. MSTIDE 0|&3}0] 7|& MST QAEHA T LIS MST QI AEHAE MEAGHL|C
2. InterfaceE AHESI0] MEISHMST QIAE AR AAZI VIAND A= S2[H £ ZE
e CIEL|O|A & SHLIE MEfSEL|CY
3. Port PriorityS AE3}0] MEHSE MST QIAEA O] EY ZEO| Cist @M &=2I&
X ggtLLCt,
HE M= 169 Hi=2 H™ELICL OE 80 SM=E 0~15 ALO|Q] {22
MYote{n oM 022 MAHELICE 16~2%) AO|Q] Zto=2 MHdlz{l SIH 022
MHELCH 16-1) 1622 MY Q&L|CL.
4. Port Path Cost= AM25t0] MEHSHMST QIAEAO| X|HE ZLEO| Cist ZE HIE2 Al
o2 MMt}
1~200000000 H|o| 2+ AFETtL|Ct,
5. Apply HEZ S LICt
AHO|EEl 40| AQX|Z MESELICH 74 HE Af2 ZA| HEE LT

CtS HO| A= Spanning Tree CST Configuration(A I 'd E2| CST 74) 3HHO| EA|Z|=
7| M8 MST ZE 74 HEOf CHall L Ct.

Table 91. MST E E AtE||

zc Ck:

Auto Calculated Port Path Cost ZZ H|20| XA}= o2 HAtg Xl(%“é'*f) =0 PNI={DN|
H|&Of CHo T+ & 240l

EER LS §|$ogmuﬂqq
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Port ID Mefst MST QIAEIA LjoA| XIYE ZE0| Ofst ZE A gRtelL|ch
ZE 249t ZEO| QIHHO|A M2 G ELCH

Port Uptime Since Last Clear FLE{ 7t OIX| 2o 2 X|Q Al 0|Z 0] A|ZH0] Y, Al &2, X2

Counters
HA|ELCE

Port Mode A0{d E2| Z2 & Z(Spanning Tree Protocol) 2| BE&= ZE E&
ZE MEn AZELC 7tst A2 293t Ee Hlgdet Lok

Port Forwarding State O] ZEO| FMEF AFEJQIL|C}.

Port Role Zd3tE 2t MST 22X ZEO|& 2t A1) E2|0f Cf3 ZE AFO|

PEILICHL ZE o222 RE ZE X|FPE ZE UK ZE, #Y

1

DRAE| EE £ HZN2E ZE 3 5 ShLpLIC

Designated Root o3 MST OIAEMon fhet £ Bax LTk 2alx| SM29le

Designated Cost XHE ZEJ} LANO| MBSt F2 HlgLct

Designated Bridge XPE ZEJ Qe HaX|e| Ha|X| AEtgiLct 22X
SM&Qot H2|X|2| 7|2 MAC FAE AFBSIO LAHELICH

Designated Port LANOI| 7}a &2 H|8S HBste XY 22X ZE AL Tt
ZE daglet ZEQ| QIEH 0|~ 2 THELCE

ZEOM TS 8 +4lE= BPDU(E X Z2EE G|0|H BHel)2f =2 R0 Lot
Ct.

=i

Toview Spanning Tree statistics:

Switchi 21j'd E2| A& E2{H:ng> STP > Advanced > STP Statistics.

STP Satistics - Status 2
ety STPBPDUs STP BPDUs RSTP BPDUs RSTP BPDUs MSTP BPDUs MSTP EPDUs
Received Transmitted Received Transmitted Received Transmitted
o 0 a g D i o
vz il a 1] D o il
o3 0 il i} 0 o i}
4 J g il D B 0
£ i a 1l T8 o 0
i) 9 a 0 o ! 0
o7 a ¥ a o 0 0
wa il il 0 0 i} 0

22/X[0f oot =M HEZ ofHE Mz DXHE M2 1H HES SE5HH K.
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LS B0 M= STP &4 2ABOM A8 = A= FE 0| tidh 2L
Table 92. STP 4|
zc Ek
Interface AQIK|o SalH E ZE MY QAEHO|A F 5L MEALICE
STP BPDUs Received MEHSE I E O A £AIEl STP BPDU 4=l L|C}.
STP BPDUs Transmitted MEHSE TEO|M MAEl STP BPDU 2-Q!L|C}.
RSTP BPDUs Received MEHSE T EO|M 2=AIEl RSTP BPDU 2=Q!L|LC}.
RSTP BPDUs Transmitted MEHSE T EO|M MAEl RSTP BPDU 2=QIL|LC}
MSTP BPDUs Received MEHSE TE A 4=AlZl MSTP BPDU 2! L|C}.
MSTP BPDUs Transmitted MEHSE TEO|A MEEl MSTP BPDU 2= Q! L|C}.

H A E

HE[F|2E

HE|F|AE P ER|EHL S AE 1%9; kSt ERfEQILICH BAE QIE2L
=3
= |

224.0.0.00| A 239.255.255.255

MFDB H|0|= E 7|

HEFHAE HE HOIHHO|A= RE 2 BEPHIAE 2 o500 Ciet ZE BHY JES

ERELCL ¥52 7|= VLAN |Dszr MAC =& 822 F e &=0& = 0¥
D2 EZO0f tHet HIOIE7F et 5= AZ LT

> MFDB H|O|22 E2{H:

Switching > Multicast > MFDB > MFDB Table.
MFDB Tabie - List 5

MAC Address VLANID Component Type BPescription Forwarding Interfaces

1. MAC FAE ZAMZ ALESI MAC A2 ST .

6712] 2Xt2| 16Tl =AtE EELE T 2510 &SN 2(0|: 00:01:23:43:45:67).

Fat AW oS =0 HA|E LT FetotA LX|SHof gL T,
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Table 96. MFDB E|0| &
= Y
MAC Address HlO|H S K3t HE|F|AE MAC T2 LCH,
VLAN ID HE|FHAE MAC FAL B E VLAN DY LICH
Type =0 0| EAIELLCHL & g52 XS AR 745
SEYLICEL otE TENAL ZE2EEZS A2 58 &=0|
HO|E0f =7t LICt
Component Ol= HE|ZHAE MH HO|HH|0|A0N O] =S BHYSI= 74
QAJLICE 75T 22 IGMP 25T, GMRP, §& ZE 2 8 MLD
AEERIL|CE
Description 0| HE|FHAE HO|E &20f L3t HIAE MHQIL|CEH It 22
o2 74, HERA 4 & HESA XJAYLICH
Forwarding Interfaces 2t MY =52 BE MY QHOO|IAE AYstn X HHE
PIHIO|AR LIEEl QIE{EH 0| AF K| 7{5H0] THY & L|Ct
MFDB S4| E7|
> MFDB SHE E2{H:
Switching > Multicast > MFDB > MFDB Statistics.
MFDE Statistics - Status 5
Max MFDE Table Entries 1024
Most MFDE Entries Since Last Resat G
Current Entries g

CHS HO|A= MFDB 4 ZCof CHol AESHL|Ct

Table 97. MFDB S 4|

g2c 29

Max MFDB Table Entries HE|FIAE FSF §O|E{HO|A E|0|20] oS 2 9= |} &2
gL

Most MFDB Entries Since Last OFX| 2 R A 0|= HE|FJAE FMEH GO|E{H| 0| A 0|20 U

Rese! |0 &= 4=QL|Ct O] 4t MFDB %1 =9 EA|2tD & $HLCt

Current Entries YUE|FHAE HZ 0|0~ EolZo] HAf H8 SULct
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2R(K[7F 29X M BEFHAE EfHZ

Ch YE|HAE P EHTL sAE 1E0=

B2 DIP FAZ AELC

MP FH2| & E1 A|X|E 7|8to 2 HE|F|AE
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1.5cm
20l ofF tL|Ct,

> IGMP 2%E S /d5|2{H:

Switching > Multicast > IGMP Snooping > Configuration.

Configuration - IGMP Snooping Configuration -
Admin Mode ® Disable ) Enanle
Validate IGMP IP header ) Disatke ® Enabie
Proxy Querier Mode W Disabie [} Enabla

Multicast Control Frame Count G
Interfaces Enabled for IGMP Snooping Mons

Diata Frames Forwarded by the CPLU

Configuration - VLAN 105 Enabled for IGMP Snooping >

Mone

1. Admin Mode®Q| Enable EE= Disable 2tC| 2 HES MEHSIL|CT,
Ol = A%|X[0f CHSH IGMP AFEH 2 fo 2| REE X|™HELICH 7|24t2
Disable® L|C}.

2. Validate IGMP IP header 42 At&310] 2= IGMP HTOf| Ciot 8|5 R2d AAE
Enabledt7{ Lt Disablegt L|C}.
IGMP IP &f| 2QI0| 2N 5tEl AL IGMP IP 8|5 = 22 H 21 M, ToS U TTLE
2tolBtL|C}, 7| 242 Enable® L|C}.

L HATT

3. Proxy Querier 2 =9| Enable &£ Disable 2tC|2 HHES MEHBHL|CE

O|= A|AHIOIMN IGMP Z2A| F2|7|2 TS} AL B =SSOt H| 2 SHE HL
2 IP7}0.0.0.09! IGMP Z2A| #2|= IGMP 25| TjZ0f thst SH o2 M& g X|

UL LICH 7| 242 Enable L|Ct.
4. Apply HES SEIgLICH
AHO|EZl 40| AQK|2 HEELICH 74 HE A2 FA| HEE L|CE

o

22[X0f oo 2| A HEZ otHE M2 DX|HEH M2 0 HES SESHM 8.

O2 Ee =229 IGMP 25738 &Ef X SH 0| TSt YEE o HO| EA[HL T
Table 98. IGMP A+3 /g

ac L

Multicast Control Frame Count CPUOIM NE|2|= HEIFHAE MO = = L|C},
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1.5cm
Interfaces Enabled for IGMP ST IGMP A+ Z 0| E431E BE QIET0|A ZEQLCH,
Snooping
VLAN IDs Enabled For IGMP IGMP A5 TZ0| =A3}El VLAN IDE EA|SHL|C}
Snooping

QE{m[o] 20 CHEt IGMP 25E F+d

> QUE{HO| 20 CHTHIGMP 25T S Fd5t2{ H:

Switching > Multicast > IGMP Snooping > Interface Configuration.
Interface Configuration - IGMP Snooping Interface Configuration

; Group Membership Max Response Time (1-  Present Expiration Time  Fast Leave

interface  Admin Mode (o1 19 2800 secs) 75 secs) {0-3600 secs) Admin Mode

=N | || | | E—-—E
1 Dizabi= 280 a 0 Diz=ble
vz Dlisabds 280 g 3 Cissble
3 Clizabie 280 2 d Dizable
o4 Disakbia 280 o o Disable
| w5 Disabie 280 al 0 Disabla
| ma Disakie 260 10 0 Dicabie
| o7 Disabée 260 a i Cissble
e Disabis 280 3] i Diz=ol=

StHOl= 2 & S2|H QIEHO|A, VLAN X LAG QI E{ T 0| A7} LI ElL|Ct,
Interface check box2 A&t QIEI|O|AE MENSEL|CH

Admin Mode  E0j| A Disable == EnableS ME{SHL|CT,

AKX IGMP A+H S @[sl MEISH QIH I 0| A Q| QIHI|0|A REE K| gLICE.
7| 2742 Disable®! L|Ct.

Group Membership IntervalE AHESL0 A(X[7F 10| M di'E QI I|0|AF ATH|5H|
Mo £ QHmo|Ao £ AE0 gt EXNME 7|CtE| = AlZHE XIER LI

1~3600 ALO|Q| £f2 UEHSIAM K. 7| 24t 2602 Y L LY.

NESEE I

120 3AG 20

10 YL|Ct #ME 420

i
-
0x
Y
=)
N
B+
HL
n
12
rlo
£y
mjo
K]
JE
el
>
>
to
N
rhr
£N
ro

]
0

Present Expiration TimeS A3}
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1.5cm
=Z 0| A QAL O|AE HMAHSH7| ™of| QIE{L[O|A0 CHot FHE2[E =4I5H7| f/5)

7IEt2| = AlZtE RIS L

0~3600z= AtO|Q| gf= UESIMR. 7| =22 0= /IL|Ct 0 242 7o AlZh Alet, = 2tz
gE= LIEF-LICE
6. WE Li7t7| 2| RES AFEot0] £ QB 0|20 gt #hE L7ty RES MEftLT),

7| 222 Disable® L|C}.

7. Proxy Querier ZEE ArESH0] £7 IEHH|O| A0 Ciet ZEA| 27| REE HEigL(CY,

HZH3tEl B2 A2 IP0.0.0.02 AFESH= IGMP ZEA| FH2[& IGMP Z E| 1 Zl0f
Lot SE O 2 MEL|X| UELICH 7| 242 Enable® LI C.

20| 22 X|of HEE L g HE M2 FA HEE L

o —

VLANO|| CHSt IGMP A 53 1A

> VLANO|| CigHIGMP 258 M S 45l H:
Switching > Multicast > IGMP Snooping > IGMP VLAN Configuration.

IGMP VLAN Configuration - Configuration »
Group 2 Multicast
COVLAN ﬁ'.ifu"&?‘é? Fastieave  Membership ’F:E:g:;“e Time Router Expity  Report
10 Filbstin Mot Admin Mode  Interval {2-3600 {1-25 secs) Time {0-3500 Suppression
b sE03) [ 2805)
| || v Il v i || 1 | |-

DCizable Floodirg Dizzble 260 10 o Désahle

1. VLANO|A IGMP A+4 2 &42}5t2{H VLAN IDE LSt IGMP 2 FE 4t
Tt .

mjo

«  Admin ModeE AtE3t0] X|"§ &l VLAN IDY| CHSH IGMP A% 2 Enabledt Lt
Disable®f L|C}.
* Fast Leave Admin ModeE ArE35H0] X[J &l VLAN IDO] CHet IGMP &+ HhE
L7}t7| 2 E& EnableSt7{Lt Disable® L|C}.
+  Group Membership Interval2 Ar23t0 x|
g BHY ¢4 e 2dEguch szt H
1~36002= QL Ct,

o X8 %Z VLAN IDOf| CHSH IGMP A& of Z|CH S& A7t 442 A5t Maximum
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2. VLANO|A IGMP &A5FH

|> ng
m

oA
[m no ol 4r

i

U-1-F9020HPA
Response Time= AFESLICH R HY= 18 I8 & 2t4 - 17HX[ L T}
MY U2 A8 T8 24 L0 HOF LT
«  Multicast Router Expiry Time= At&3H0] X[ El VLAN IDO]| CHSH IGMP A5+E 9|
HEIFHAE 2t E T2 A2 S A E YL Raoh #el= 0~36002 & L Ct.

* Report Suppression ModeE AE35t X[ E VLAN IDO|| CHSH IGMP A543 210
AN REE 2 dslstALL H| =R LICH IGMP AT EAM AN E AL SHH
0|0 3 M4 HO|ES #5575t HAE SAEJHU IGMP EOME
A = A2 HEIHAE EfHE S =457 Qo) & 2ot 2 0 MBHIGMP

2tREO| EYL|CH AR O 2 IGMP 2t HE MSE= HEFHAE BN
EzfHg0| E20{SLCt
« X|d =l VLAN IDOf|
He|7| ZEJt H|

ojZlof et SE2

CH%t Proxy Querier 22 Enabledt7{L} DisableStL|CH T2 A
HotEl AL 24 1P7H0.0.0.0Q) IGMP ZEA| #2|= IGMP £ E|
2 MSE[X| AELICH 7| 24f2 Enable YL CF.

L HATC

ot=|
mjo
o

g delotn ZE0|A H A5k H:

a. VLAN ID €2 check box= ME#SL|CY,

—_

b. Delete HEZ S&/gLIC

. VLANO| CHSH IGMP AT M™ME X352 d:

mjo

rx
JE
Il
r
o

a. VLAN ID €2| check box
b. #4/2 YOO|EgtL|Ct
c. Apply HEZ S&E/gL|Ct

2780| 22X 2 HSE L.

o

ZE[FHLE ctRE 18

IPHAE 2t E 7t AZE AHHO|AZ QHIO|AS 788 = USLICH 22|X|0f 25}
& 2= IGMP Ij 22 O] AHHO| A0 HAE = U= BEFHAE 2R HE

R LICH 29X 7L HEFHAE 2R HE RS2 2 XISt 00 W2t IGMP Tzl S
StEZ HFE 2| 4% 7+90| ERotXA| FELCh BEFHAE Bt E7F S8

A3 AKX 2ZHEH & IGMP I Zl S 4ot ot2{= 2202 2R eL(C}

YEIHAE BHREIS TSR :

Switching > Multicast > IGMP Snooping > Multicast Router Configuration.
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Mutticast Router Configuration - Configuration ¥
| Interface Multicast Router
0t Disable
O | oz Disable
(] | -or3 Disanle
o4

25

0

1. InterfaceE ALESI0 S2[H QIEHHO|AE MEHSHL|CE,
2. Multicast Router 2 E0j|A{| Enable =+ DisableE &3t L|C}.
3. Apply HES SE/etL|Ct
HHO|EE #d0| AKX 2 MEEHL|CH 7 HE Arg2 SA| HEE LT

HE|7|AE 2} E{ VLAN 1+

VLAN ID(<VLANID>)0| M E0{ 2= A+ HE IGMP I§ZITF O] QI m|o| A0 HAE
HE[FHAE 2R HE MYSIEE QHEO|AE A 8Y &= JASLICHL 2K 7 KSR 2
HE|FHAE 2R HE ZX|5tD 0|0 [t IGMP T2l S MEYSIE 2 CHE 20| AL 74 0|
HQotX| FELCH HEPHAE BIRHI SR HEYA AKX 2ZRH &4 IGMP

IS IS E 2 sl2fs AQ0|2 Tash|ct

HE|FHAE 2}2E VLANS T/8512{H:

Switching > Multicast > IGMP Snooplng > Multicast Router VLAN Conflguratlon

Multicast Router VLAN Configuration - Interface Zelect

interface 01 »
Multicast Router VLAN Configuration - Configuration 3
[T WLANID Multicast Router

1 Dlisabia

1. InterfaceE ALESI0] QIE{HO|AE MEATIL|CE
2. VLAN IDE AM23}10] VLAN IDE MEHSL|C},
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3. Multicast Router & E0f|A{ Enable == DisableS MEiSHL|C}.
4, Apply HES Z&/gtL|Ct

YHOIEE #90| 29X 2 HEELICH 74 HE Arg2 FAI HEELICE

IGMP A2 ALESI{H StLe| Y AL(X| L= 2t HI HI|Ho 2 HEQIAS BE
ZE KXo #Helsto] HE|IFHAE M4 Y2{0F gLt o] Y HAX[= IGMP
FHe|7| YL ch IGMP 202 LT PRp| Scte TEME SIX| HE|FAE 12
?“‘A XANALE AKX E ¢ 1|0|56+L| r AQX|7t A0 HHOIEE HHY HEE

MR ZSHH 2T FX|7F A= ZEZQ| HEFHAE ME S SX|LCL

o

HE2 3 S VLANOIM EE 2 IGMP 23 FH2|7|0f CHet MEE 745t BEAIE 5=
US L.

IGMP £25+& #2[7] 748

IGMP A& 2| 7|0 Ciet o7 H+E
AFEXIZH O] 2t HO| HIO|HE BAT 4= JAELILCY.

rir

SLICE Q17|/M7| WA A HSHO|

1
0x
i
N
30
30

IGMP 2+ H2[0] 2 S 85I E:

Switching > Multicast > IGMP Snooping > Querier Configuration.

Querier Configuration - IGMP Snooping Cuerier Configuration M
Guerier Admin Mode ® Disable ) Enable
Guerier IP Address |0.CI.CI 0 |
HGMP Version |2 |
Guery Interval{secs) !ECI | 1-1500)
Cuery Expiry Interval|secs) |125 | B0-300]

VLAMs Enabled for IGMP Snooping
Gurerier

1. Querier Admin ModeZ& AtE5H0] AL{X[0f Ciet IGMP A+=E & ot 22| BEEE
MEASHLICE,

7| 222 Disable® L|C}.

2. Snooping Querier IP Address ZE0] IP A5 23tL o},
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U-I-F9020HPA
Ol 7|0l IGMP H2(0I M A& FAZ AFSE AT H2|0| FAS XIYLICE O
FAL F2|7k MBES VLANG FA7H TAE0f X 22 0 A E LT,

3. IGMP Version2 AFESI0] H7|X 0l IGMP 2|0 AF_E|= IGMP Z2EZ HE S
X ggtL|Ct,

0E

= 1~2 Lt 7| 242 2 LT

4. Query Interval(secs)2 AH&SH0] AW F2| X7 B F=71& 2] Ato[2] AlZH
HA(X)S XLt
He| 742 1~1800 H?|2| 2£0[0{OF RHLICE 7| 2442 60 LICE.

5. Querier Expiry Interval(secs)S AH&5t0] OHX| 2 27| FEIL HAE Fo| AlZt
UA(X)E AEgH

el JMA}L o R 72H4 2 60~300 B 2| 440|0f0F BtL|Ct 7|2 4t2 125 LI T}
6. Apply HES S=8tL|Ct

YHO|EE 90| 29X 2 HEELICH 749 HE Arg

Lo d

I

Al I—I%EI |_| [:|-_

= =

rlo

2tHO= IGMP A& FH2|7|of CHsl 2d=t=l VLAN ID7F EA|E LT},

VLANO]| CHst IGMP A 52 F2|7] 3+
HE3 9| VLANID} 871 At IGMP H2|7|& 8 4 &L L.

Helo VLAN 278 S /g5t H:

Switching > Multicast > IGMP Snooping > Querier VLAN Configuration.

Querier VLAN Configurafion - IGMP Snooping 3
Chrerier Last t siat Operational
3 Election Guerier VLAN Opeﬁ'atlonal Operational i 2 Max
| VLANID Admin Mode 7 Querier Guerier
Participate  Address Version Wik ke | ran ?_esponse
ime
| v [ | |

1 Dizable Disable oD Disabled 2

1. IGMP 25E & 2|t M VLAN IDE 4432 VLAN ID 2 EO0| A New Entry2
MEdSHY Chg HEE 2bdetL Tt

+ VLANID. IGMP 254 F#2|7| & &3t VLAN IDY LY,
* Querier Election Participate Mode. 2|0 0] & EZ EnableSt 7L} Disable®f LIt
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- Disabled. VLANO|[ A 52 H{7HO| CHE HE2|0| & L HSHH AT
H2lols 2|07t gl= SE 2 Ol ST L.

- Enabled. 2% F{2|0{= F2|0f MEiof HO{SL|Ct o] R 71 H2 P
FA7F S VLANOIA 2|0 2 2 s . CHE F 2| Xt 2l XH7F ot
HENZ O] STLICE.
« Snooping Querier VLAN Address. X|'d = VLANO|A M& &= F7|H Q1 IGMP
FH2oM AA FAE AT AT F2(0] IP FAE X|FL O
2. Apply HEZ S&lgtL|Ct

2780| 29/ X|0f §EELICh g HE A0

o

A
=

o
0

in
C
Il

3. VLANOIA] A% #2|0|2 Bl 24815123 VLAN IDE ME51T Delete HES
S2guct

ChS HOAM = =tH0| BAZ = 88 - Bl 20 o) 23 Lo

Table 99. # 2|0 VLAN 7%

L= gy
Operational State VLANOIA IGMP 2458 2217|9) 55 A EfYLIC CFS 8| 5

StLEE & ASH L

*  Querier: 2% % AQ[X|= VLANS| FH2|0| YL Tt AFH
22K = FdE FHelof HE| HH SLs AT THHe =
HIIHQl A2 E 2L CH AFE AQK[7F VLANOIAM O LE2
HE|oE oM H 2o REZ MetEL|C

* Non-Querier: 254 A 2|X|= VLANO| A innNon-querier
oot #ejof THE 7t EfO|0 7} TR EH ARY
22X = H2lof REZ MEHE LT

« Disabled: 252 FZ|0{= VLANO|A ZHS5HX| Q& L|CH
A LT 2| 7)= VLANOA IGMP A% 0| ZE38}X| QAL

X}
Hel 7| Fa7t YRR JJAAL HERT 22| FAE

TR @2 e HEEe 2E2 Mt U

Operational Version F2lofo] &5 JHseIGMP ZREE HE L|Ct.
Last Querier Address VLANO| A F2|7} ATl 0tx|e H2|7|of 1P Fa Lo
Last Querier Version VLANO| A 2|7} AXTE OFx gt F2|7|Q IGMP Z2ES
HH L.
Operational Max Response Time o 22|07t B R2|0f AFRE KO S8 A|ZHS EA|SHL|C}
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=/ o
CAH722T] M| A H O] Rl AFEALEE O] 2t EHO| HIO|H S

MLD 25 4HE 7513 H:

Switching > Multicast > MLD Snooping > Configuration.

MLD Configuration - MLD Snooping Configuration

MLD Snooping Admin Mode ® Disatis 2} Ensble
Proxy Querier Mode ¥ Disahis ) Enable
Multicast Control Frame Count

Interfaces Enabled for MLD Snooping Mom=

Data Frames Forsarded by the CPU

MLD Configuration - VLAM 1Ds Enabled for MLD Snooping

Hone

1. MLD Snooping Admin ModeE A&3t0 AL(X|0f| TS MLD 24 22| ZEE
MENSELICY,
7|2 %42 Disable® L|C}.

2. Proxy Querier Mode2| Enable tE-= Disable 2tC| 2 H{ES ME{TL|C},

Ol= A|AEI0IA MLD ZEA| F2[7| S Zd=lotALt vl datetL(r). HZdstE 3%
o

AAIP7}0::09 MLD Z2A| H2|= MLD EE| T{ZI0f| i3St LEfo 2 M| K|
AELCH 2ot 42 MLD ZEA| 2|7t TS E L 71242 Enable® LI

3. Apply HEZ S&letL|Ct

YOIOIEE 0| 29X 2 HESELICL 714 HE A2 FA| §EELICH

Lo d o
2 QX0 Ciot =AM FEZ tHS ME 1X|2{H Refresh HHES 2 E/5HM Q.
Ohg #0Me #8Y 5= Sle MLD 2538 7 ZEof ofsi gL ot

AL
T
Table 100. MLD A+ 1M

EE Ck:

Multicast Control Frame Count CPUOIM X2|E|= HEIFHAE MO =3y = L|C}
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Interfaces Enabled for MLD S| MLD A5Zl0| A 3lEl @ E OlE @ 0| A 22 QILC},
Snooping

VLAN IDs Enabled For MLD MLD A5 Z0| A 3HE VLAN IDE EA|SHL|C}

Snooping

MLD A3 OIE{T|O]A 7

MLD 254 QIEH0|AE F/d5|2{H:

Switching > Multicast > MLD Snooping > Interface Configuration.
Interface Configuration - MLD Snooping Inferface Configuration

5 [ A SRR | s ek T o ST Rt
— | il | | m—
J| o Disskiz 280 ] 0 Cesabie
oz Disabie 260 10 ] DEsanie
0| aa Disabée 260 4] i Disable
! 04 Disakia 260 0 il Cizable
l (£ Dissbie 280 a ] Dizable
oo Disable 260 7] ] ksable
| o Disable 260 o Disable
L ova Disabla 260 10 o Dis=ble

2| &, VLAN % LAG QIH T O| A7t HEA|ELICE,
1. Interface check box2 AH250{ QIEHH|O|AE MEHTHL|CE

2. Admin ModeE A2

St
OIHO|A REE MEHSH|C}

- g

J|=are Hlggst Lt

T HATT

3. Group Membership Interval(secs)2 AF&3t0] AL[X|7F OAF0|AM s QAHI|O[A
AXSHZ] ™ol £F QIHmO|ASl £ &0 et EUME TJICiEl= Azt

X ggHct.

A9X|2] MLD 2585 flof MdEfst QAHT|O|A0 Tt

7ot HelE 2~3600= Y LICE & 42 X S AIZTELE HOF gL Ch 7| =gk2

4. Max Response Time(secs)2 AME3t0] ST QIHEO|A 0| £ A F0| Cigt EAME
FASHA] 27| WZ0f ARIX|7F QI O] A0 2| E il = 7|Ct2|= AlZtS
INESEeiEny
1B 3AG 2D OE

10=YL|Ct #ME 420

g
T
>
=)
N
\|:>/+
HL
n
1A
rlo
£y
mjo
o
JE
el
>
to
N

o

]
o=
T
>
=)
N
HI
1A
ko)
fe)
o
-
|
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5. Present Expiration Time= AFESHY A{X|7F BE[FHAE Bt2E 7t A E QI 0| A
SE0|M AHHO|AF MAHBE7| THof| QAE T 0|20 gt H2|E +4l5t7] <l5H
7|EtEl= Al E XIE L .

0~3600E AO|Q| 242 QBB R, 7|23t 0XYLICE 0 2H2 B3k A2t M3 5

H =
=Tt gl5S LIEHE L.

6. Fast Leave Admin ModeE AIE5t0 £ QIEHLO|A0 CHSH WHE LI7LY| REE
MEASHL|CY,
7| 222 Disable®! L|C}.

7. Proxy Querier ModeE ME{SI0] A|ABIO|A MLD ZEA| 32| 7|E Enabled}t7 Lt Disable®f L|Ct.

HlghgotEl 89 &4 1P7F0:020 MLD Z5 A H2[= MLD EE| 1{Zl0] Ciet SEe=
HMEEX| fEUCH BEIE 42 MLD ZEA F27b MSEUCL J|2ae

LS = L-O H
Enable® L|C}.

MLD VLAN &% 3/d

MLD VLAN 2% & T’d5}2{H:
Switching > Multicast > MLD Snooping > MLD VLAN Configuration.

MLD VLAN Configuration - Configurafion [
Group Multicast
o VIR s ":::"m“:t‘ Fastlesve  Membership ’;E:'mgg“e Time Router Expiy  Report
D Eiftering Mode AdminMode  Interval {2-3600 i EE‘;&@I Time-{0-3600 Suppression
ng SECE) BECE)
I o | | v JilH o || ||| 1R | v|

1 Drzzhle Fleoding Cizable 260 10 0 Dizable

1. VLAN IDE AFE3510] MLD 2 5+20| gd35t=l VLAN IDE AL Tt
2. Admin ModeS AFE3I0 X| ™=l VLAN IDO]| CHS) MLD A+ S 2 ststL|Ct,

3. Fast Leave Admin ModeE A23510{ X|d &l VLAN IDO|| CHSH MLD A& W2 L7t
D = Z EnableSt 7Lt Disable®tL|C}.

4. Group Membership Interval& AH&SH X|"dEl VLAN IDO| Ciet MLD 2+E2| &
U 2+ 22 -

QBB MOl (KT S AIZH+ 1) ~ 36002 L|C}.

5. Maximum Response Time= AF&3H0] x| El VLAN IDO|| Cigt MLD A+E of Z[CH

SE AlIZHgt= 28euct
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[uY HAS 126 (1 THY 2F XYL A S 1E 7Y
7t
HA

6. ZE|FHAE 2t2H BtE A|ZH2 AFHESHY X3 = VLAN IDOf| Ci et MLD &2 5E Q|
HE|IFHAE 2t H TtE A7t 442 HETLCHL K23 ¥2= 0~3600 2 LI Ct.

7. Apply HEZ S&gtL|Ct

YHOIEE 40| 29X[=2 HE&ELICE

QIE{T0] 20 M HE|FHAE 2} E E/F3} £ = H

= e

ik
0x
Lo_}

QE{HO| 20| M HE|FHAE 2} LE|S /G357 Lt H| 2Hg S5 H:

Switching > Multicast > MLD Snooping > Multicast Router Configuration.

Multicast Router Configuration - MLD Configuration 5
[ ' interface Multicast Router
B Dizahle
o2 Diszble
ERE: Dliszble
L) o4 Bisable
) o Dizable
O m Elizabla

-1 @ o

isanle

[e=]

=

g
L

—.

=)
]

Disable

1. Interface: Q| E{I{|O| A S MEHBHL|CY

o

24

2. Multicast RouterS At&ot0] A1E4GH QIHHO[ A0 HE[FHAE 2t E & EnableStALE

Disablegf L|C}.

3. Apply HES SE8tL|Ct

>

ZOolE=

—

40| AQIX|2 HAELIT

Lo d™g

0

HE|FHAE 2} E VLAN 8 1+

HE|7HAE 212 E VLAN 2782 #4512 H:

Switching > Multicast > MLD Snooping > Multicast Router VLAN Configuration.

154



U-I-F9020HPA

Multicast Router VLAN Configuration - MLD Interface Seleci E)
Interface o1 ik

Multicast Router VLAN Configuration - MLD Configuration 7
LI VLANID Multicast Router
[ Digabée

1. InterfaceE A8SH0] QIE{I|O|AE MEHBIL|C,

VLAN IDE A0 VLAN IDE MEHSHL|CE,

Multicast RouterE AH&3H0{ VLAN IDO]| Lot ZE[ZHAE 2R HE Enabledt Lt Disablegf L Ct.
Apply HHE2 SEIgLICt

ZHOIEE 40| £29X[= HEELILE

A 0O DN

MLD 254 FH2|7] 4

<

LD &+& FH2[7|of thet Djrf 5 5L
AFERIZE O 2t Ol HIO|HE BHEe = ASL

> MLD 254 H2|{E F/d5I2{H:

Switching > Multicast > MLD Snooping > Querier Configuration.
[i‘ System Switching Routing QoS Security Monitoring Maintenance # Save  © Logout

Ports Mpmi LAG VLANS AddressTable 5TF hl.ilir.aﬁl MVR Auto-VolP uoLD Loop Protect

— £ e
Querier Configuration - MLD Configuration

T ?
lMFDB »

Querier Admin Mode ®  Disabée  Enabie
IGMP Snooping »
GQuerier Address | |

I ... f |

MLD Configuration

Guery Interval{secs) |60 | (1-180G1

Guery Expiry Interval{secs) |6€l [BO-200)

VLANs Enabled for MLD Snooping
Querier

Cuener VLAN Configuration

1. Querier Amin ModeE AHE5H0 AL X0 CHSH MLD A5E Ol CHet 22| 2=
MENSHL|CY,

i
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2. 7|52 MLD He|0|M &AL FAZ AL ART 2|0 T=AE X|H5HH
Querier Address= A& 8tL|CL.

L
—
IPv6 & A2 xoxaxoxaxaxixix H xox L T

H2| 7t HE &= VLANO| =27t 5|0 AUX| HE M AASELICH X -E =

3. MLD Versiong AHESHY d7|& QI MLD 2|0 AFHEE|= MLD Z2EZ B2 X[dgL .

4. Query Interval(secs)= AHESH] AFT 2| X7 EH F=7[H F2| AtO|Q] A7t
A (X)S X-GgL

H2| ZHH2 1~1800 A (2| gtO[O{OF RhLIC}. 7|2 4f2 60 LI LY.

5. Querier Expiry Interval(secs)& AM&30] OHX|9} 2|7 FEIF MAE 2| A2t
HA(X)E AEgu ot

el HMAt 2R -4 -2 60~300 B2 440|0{0F B L|CL 7| 242 60 LI Lt

2tHO|= MLD 2+ F2| 7|0 CHell 2/d=2tEl VLAN ID7F EA|E L L},

MLD 254 Z{2]0{ VLAN 8™ 1/ d

MLD A5 F2|0f VLAN A™ S 1 Mdsl2{H:

Switching > Multicast > MLD Snooping > Querier VLAN Configuration.

Querier VLAN Configuration - MLD Configuration

Last
Guierier
Version

~ VLAN
ID

Graerier Election Querier VLAN Operational Operational Last Guerier

AdminMode o icipate Mode  Address State Version Address

1. VLAN IDE AH83t0| MLD 23 #2|7|7t &2 o /g%t VLAN H|O|E H| 0] A0
VLANO| EXH3H= VLAN IDE MEBtLICE

2. Querier Election Participate ModeE AH&3t0] ME R E0|A MLD 24 2|0
£ E Enabledt7 Lt Disablegt L Ct.
O ZET} H|2 g3t k| H VLANOIM S Lot Ol CHE F2| 07t X[ =[H A%H
He|o{7t #e|of 7t ot AEfE MBHELICEH O] ZETF 2t H AFE 2|0j=
N REIPFA7L 2O MEIO|M 5251 siE VLANOIA F2|0 2 & S5H=
FHe|of MEfof FofgtL . ot HelXk= FHE2| X7t OfE AEf 2 O] s L o,

3. Querier VLAN Address& AF23510] X| M= VLANOA MEE|= F7|M Q1 MLD
20| 24 FAR AEY AL 2|0 FAE XL/
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CtS BEOM = 2tHO EAIL= 7O = gle ZE0f s 2 EeL(C.
Table 101. #2[0 VLAN %
£ g
Operational State VLANOIM MLD 28 #2]7|2| 25 Mef LIt tha dEf & Bt 5
UASLILCE

*  Querier: 27T 22| X|= VLANS| H2|O{YL|Ct A5E A9X[=
TIE HEof FHE| AN S AT Ao 2 FHU|Hel A E
EYLCH A5E AQX|7H VLANOIAM O L2 F{2|0]E L 7ASHH
HH2/0| REZ O|FgtLC}

* Non-Querier: A5 AKX VLANOIA H[FE[0] ZEQL|CH
Ha|of T2 7+ EFO|H7f BHEEH ALT AQKlE FE|o RER
MetE Lt

+ Disabled: 24 F{2|0{7} VLANO|N X-E5IX| SEL|CH AFd
22|7]= VLANO A MLD AT O| RE=8FX| LALE F2|7| Z=ATt
THEX| BFUAAL HEHR 22| FAE TR G2 2 HIE Y%t

= OoT = O
ZEz MetEL o

Operational Version #2lofo] &5 7Hs B MLD Z2EE HAHYL|Ch

Last Querier Address VLANO| A F2]7h A 0tX|gf H2|7|2f 1P FaLc

Last Querier Version VLANO|A 2|7 2% EE OFX|9 #2]7]9) MID Z2E 2 HH QLT
Operational Max Response Time o Az of7F B 2|0 AFRE AT ST A|ZHS EA|SHL|C}

MVR £

712, 0z, 1=

=, g, SIHHO|A = OF HHY 488 14 + A&HLL

7|2 MVR AH 4

> 712 MVR 4™ E 74d5l2{H:

Switching > MVR > Basic > MVR Configuration.
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MVR Configuration -

MVYR Running ® Cicable 2} Enable

MVR Mulficast VLAN 1 {1 - 4034

MVR Max Multicast Groups 255

MVR Current Multicast Groups E]

MVR Global Query Response Time 3 {1 - 100 2econds)
MVR Mode ® compatiole ) dyreamic

1. MVR Running2 AFHE30{ MVR 7|52 Enabledt7{L} Disable® L| C}.
S 7| 242 HZ gL

2. MVR HE|FHAE VLANS A+E3I0 MVR R E|ZHAE O|O|E{ 7t =2 &= VLANS X|&ghL|C}.

AA LEE O] VLANO| &£THL|CH 2H2 1~4093 HRIO|M ™ o~ USLICE

3. MVR Global Query Response Time2 AF&3I0] =417| ZEO|A IGMP E11A
UH S 7ICHE|= Z|CH AlZHS 278 gu ot

Of A|Zt2 =X ZE LEZH7| X 2| of 2 HE L f. IGMP F2|7} =41 7] ZEOf| A
HEEH 29X = BEPHAE OF HHAUNM ZES HA3H7| ol IGMP &

HH A 200 Cfst 7|2 £= 2 E MVR FE| A|ZHS 7| CHELCE 22 171022}
ZELCH Hel= 10|M 1007HX| YL CEH S& 7| 24f2 5/10 EE= 172 LT}

4. MVR ModeE A3 MVR 25 R EE X|™gtL|Ct,

YHOIEE 40| 29X 2 HESELICHL 714 HE At 2 FA| §EELICH
2 QX[0f CHot 2| S22 otHSE M2 DXHH M2 1Y HES SEOHM 2.
Ctg oAM= =tH| #AlEl= #8E + Sle 20 tis] 2L

Table 102. MVR 4

e 4y
MVR Max Multicast Groups MVRO| X|38}l= A|C} HE|F|AE 02 2T},
MVR Current Multicast Groups SIX| STEl MVR 129 &2 HA|SHL|C}
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I MVR AH 3

I8 MVR M E Hdsla{H:

Switching > MVR > Advanced > MVR Configuration.

MVR Configuration - ¥
MVR Running ® Disabie L} Enabie
MVR Multicast VLAN i (= 4054

WMVR Max Multicast Groups 258

MYR Current Multicast Groups o
MVR Global Query Response Time IE 1 - 100 zeconds}
MVR Mode i compatibie L2 dynamic

1. MVR Running?| Enable SE+= Disable 2IC|2 HHES MEHSHL|C}

S 7| 242 Higdet gLt

2. MVR Multicast VLANS AtE350d MVR B E|7HAE O|O|E{7} =41 &l = VLANS
J(|7é> LIt
BE AAZEE O VLANO| 2L CH 2H2 1~4004 B QIO A AT 5= JASLICH
7|22 19Uk

3. MVR Global query response time= AF&3t0] =417| ZEO|A IGMP 210X BH 4
7|Ct2|= Z[C A|ZHS AE LI O] A|ZH2 =AXH ZE LEZET| He2|of 2t M E L

=
IGMP F 2|7t =417| ZEO|M MEE|H A(X|= HE[FHAE O&F HHYUOM ZE
HAok7| Fofl iIcMP L& ®E{ A E0M0f et 7|2 = FdE MVR HE| A4S
Z|CHEILICH 282 171022t 25 L T Hel= 101 1007t K| (I LICH S 7= 242 51
= 12 Lt

M

4. MVR Mode 2IC|2 HEZ MEHSIH MVR 25 R EE X|FgtL|C.
7

YHOIEE 0| 2K 2 HESELICHL 714 HE At 2 FA| §EELCH
22[X0f cheh 2| YEZ ofHS ME X243 Refresh HES SEOHM K.

ChE H#OM = o0 EA = 78 + Sl Y20 oo 2FLICh

rir

Table 103. & MVR +4

El
n
nx
()]
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MVR Max Multicast Groups

MVRO| X| ¥5t= Z|CH HEIFHAE OF LT

MVR Current Multicast Groups S

»

MVR 15 £

MVR &2 7/d52{H:

Switching > MVR > Advanced > MVR Group Configuration.

KVR Group Configuration -

| NMVR Group IP Statiz Members

1. MVR Group IPE

2. CountE Ar&3tY A& MVR & =8 A|ELIC

28510 o2 MVR &2 4
SO A 50| SpLfet

HAIE

AESH A MVR &2 IP FAE X|H¢E

Count{1-258)

-
n

L|Ct. HQ|= 1~256 %] L|C}.

4. MEiSE MVR &S AH|5t2{ 2 Delete H{E2 S =0 2.

CHE BOM = 2HHO| #AIRl= 14 & §le FEOf tisf 2L ot
Table 104. MVR 1 & 7+

ic ay

Status SFMVR 282 HEgiuct

Members SEMVR IE0 Hojsts ZE S ct

MVR QI E{5j|o| A&

MVR QIE{L|O|AE F/d5l2{H:

Switching > MVR > Advanced > MVR Interface Configuration.
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MVR Interface Configuration - -

| Interface Admin Mode Type Immediate Leave Status
| v | I v | v]

mEE: Diizable none Dizsbls MACTIVESNVLAN
] |02 Disable nons Di=able MNACTIVEIn'YLAN
O |:ma Disabile nione Dizshis FACTIVERRWLAR
1 | ‘o Dicabia nors Dizsble NACTIVERNVLAN
=R Disanle rHIfe Diz=hle ACTNWENRVLAN
[ |“ova Diszbile nons Dizable MACTIVERn\WLAN
1| o7 Disable iR Diszbis MACTIVERVLAN
[ | e Diisahie none Chzable MACTIVEERWLAN

2} ZEO| HEf7F HA|ELIC,

1. InterfaceE AFESI0] QIE{L|O|A S MEdSHL|CE

2. AdminE A% ZE 9| MVRE Enable EE = Disable® L|C}.
S 7| 23f2 Disable® L|C}.

3. Type2 MBI ZEEMVR A7 ZE FE= AA XEZ QgL
712 ZE Y2 noneYL|LCt

4. Immediate LeaveE A2 E E 0| A MVRE| Immediate Leave 7|5 Enable EE=
Disable2fL|C}.

OH
2
ﬁ

2712 Disable®L|Ct.
AHO|EZl 40| AQK|Z2 HEELICH 714 HE A2 ZA| HEE LT

22{X0f oieh 2| A HEZ otHE M2 DX|HEH M2 0 HES SESHM 8.

MVR 1& BH & 748

MVR 1& HHHS 452 H:
Switching > MVR > Advanced > MVR Group Membership.
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< Rafresh

W
N ... contrsion

Basic

_ =

Port Selection Table

MWVR Configuration
Fation
E e —— Rode A 3 & 1.8 U B B ¥ 18 e 2
.HHP%HHHF%H-
e H-------'----hiﬁ
o 2 4 a & 1012 %4 49 14 20 22 24 25 26 27 28

1. Group IPE AH&3I0f MVR 1&2| IP HE|IFHAE FAE XL

O ZE ZEZ A0 Eiot LEZ O] MVR AE0| 7Kg 5= ASLICH

3. Apply HES S=gtL|Ct

YHO|EE #90| 29X 2 HEELICH 79 HE Arg2 A HEELIC

Lo d

MVR E74| E7|

> MVR &4 & E2{H:
Switching > MVR > Advanced > MVR Statistics.

MVWR Statistics - Status »
IGMP Guery Received 0
IGMF Report V1 Received ]
IGMF Report V2 Received D
IGMP Leave Recenved 0
IGMP Guery Transmitted o
HGMP Report V1 Transmitied i
IEMP Report V2 Transmitted 1
IGMP Leave Transmitbed o
IGMP Packet Receive Failures 0
IGMP Packet Transmit Failures 0

ALK 0f cHet XM "HEZ 2tHZ ME X2 H Refresh HEZ2 SEI5HM K.
LS BEOM &= 2tHO BEAIL= 7dT 5+ 2= Z20| sl 4oL Ct
Table 105. MVR S 4|
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zce ek
IGMP Query Received 2AEGMP R 2| £QlLC},

IGMP Report V1 Received AEIGMP ETM 2= V1.

n

IGMP Report V2 Received 2AE IGMP BTN 2= V2.
IGMP Leave Received LAE |IGMP LR QI £=QlL|C},
IGMP Query Transmitted MAE |IGMP HE| 29 L|C}
IGMP Report V1 Transmitted MZE IGMP EIM 9l 2= V1.

IGMP Report V2 Transmitted

Pl

ML E IGMP E1A Q] 4= V2.

0

>

IGMP Leave Transmitted

Pl

MEE IGMP 2| LT}

IGMP Packet Receive Failures

IGMP Packet Transmit Failures

Auto-VolP

v

DTZEE 7Bt ZE MY Y oul BHE 748 = ASLH Tt
ZEEZ 7|4t ZE M™H 1M

D2EZ 7| ZE d™ES 7512 H:

Switching > Auto-VolP > Protocol-based > Port Settings.
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Port Settings - Prolocol based Global Configuration »

Pricritization Type
Class Value i, =

Port Settings - Profocol Based Port Setfings ’
[l Interface Aute VolP Mode Operational Status
| o Disabte Diowm
g W2 Disabke Down

[J| o Disabie Down

)| are Disabla Do

| os Disabie Ciown

| e Disable Diovavn

| w7 Disakea Diowm

] s Disabls Dowin

1. Prioritization TypeO|A] Traffic Class ==+ Remark= M EBtL|C}.

2. Class Value S =0f|AM Remark CoS7t &dotEl 42 374 VLANOIA =21 & TfZ10f| CHsH
M Cos Ef 242 K| gfL .

22/ K= YEet g2 2 YU O|EELCEL 2 X7 P S 2Lt HAE S M WS
2
=

=]
Ao E MY

Auto VoIP OUI 7|8t =4 719

> XI& VolIP OUI 7|it £4 &8 /g5t H:

Switching > Auto-VolP > OUl-based> Properties.
Properties - CUIl based Properties Configuration 3

Auto-VolP YLAN 1D |ﬂ | {0 fo 054

Oll-based priority T ™

1. VoIP VLAN ID ZE0f| A2[X|2| VoIP VLAN IDE Y& gtL|Ct.
XtE VolPOl= 7|2 VLANO| gioB 2 HA VLANS 4 ddl{oF gtL|C}.
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2. oul’|gt RMEel SFUAM £9(X2] oul 7|E =2 S ML L

rir

2 Al 2!

mjo

A2 X= e ¢2 2 YU O|EF L 22 X7t HES 2L A
o
=

&K oF o L Ct.

oul 7|gt =z E A%

> XIS VolP OUI 7|8t ZE HH™ S #/d5I2{H.

Switching > Auto-VolP > OUl-based > Port Settings.

Port Settings - OUl Port Settings 3

It interface Auto VolP Mode Operational Status

B |G

2 Diisakée Diom

'3 Diizabia Diowm
R Disakbéa Chomn
(] | -0 Disabie Dl
(b0 Disabée Doy

RHE Dizabea Dicwwm
03 Dizabie Dlowe

Operational Status 2 E0i|l= 2t QIE{H[0| A Q| TiX| 2t AEf7F FA|E LICH,
1. QIEH I O|A check box& AFESHY] QIH{H|O|AE MEAGHL|CE,
2. Auto VolP 2E ZE0j|A Disable &£ EnableE MEiEHL|CE
XS VolP= 7| 2% 2 2 Disable| 0 Q& L|CH
3. GoTo Interface(2 HH[O| A2 0| F)E AFESHY o 2 E 50 QIHI|0|AE MEASHLICY,
4. Apply HEZ E&|tL|Ct

29X Yot gt =2 YH|O|EELILE A9X|7F HHS UL 7

2 A S M =
Ao B MY S +doiof gL Ct.

—

rir

165



oul o] = +/d

> OUIH0|ES F/d5l2{H:
Switching > Auto-VolP > OUl-based > OUI Table.

OUI Table - Canfiguration 5
I Telephony OUL [Xx:cxx) Desmipt"ron (0-32 characters)
1 | po:niER SIEMENS
000368 c15Cod
O0:12:43 S0
DO:0F:E2 HC
o-80-52 TSL

(=1
e L B
C

c

m

[ | ‘ooEDTS JERILIMK
00EDEB 3C0OM
00:04:00 AR

| gaiBar AU AZ

1. Telephony OUI EEO|Af AABB:.CC HAIL 2 FI1e VolP OUI HFAE K| ERLICE
Z|CH 128742 OUIE 4 E = ASLICH.

2. Description 0] oulof CHot HH2 YL CL
HYO| |0 20|z 32Xt LICH 7|2 ™Mo 2 fL40= TS OUIZt LS LIt

* 00:01:E3 - SIEMENS
* 00:03:6B - CISCO1

* 00:12:43 - CISCO2

* 00:0F:E2-H3C

* 00:60:B9 - NITSUKO
* 00:DO:1E - PINTEL

e 00:EO0:75 - VERILINK
* 00:E0:BB-3COM

* 00:04:0D - AVAYA1

* 00:1B:4F -AVAYA2

3. Add HHE=S = LI
Hat s4 oul &=0| =7 L L.

4. Y9 d=2 HHSHEHE HH HES S EHM K.
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Auto VolP El| &7

> XS VoIP HE{E Ho{H:

Switching > Auto-VolP > Auto-VolP Status.

Aute-VolIP Status - Sialus

Auto-VolP VLAN 1D

=

Maximum Mumber of Voice Channels Supported 18

[

Humber of Vioice Channels Detected

A QX0 CHSH M FEZ otHE ME 1 X[2{H Refresh HHES SE/5HAM 2.

O 20 Me= e &= Sl AHE VolP B HEOof sl d LT

Table 81. XI5 VolP &El

zc Ck:

Auto-VolP VLAN ID

Detected

Maximum Number of Voice XY= | 24
Channels Supported
Number of Voice Channels VolP o] M

IS = AS LI,
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22

O] MM CtS F=H|E CHEL|CT,
. FEZE

E}REH IP 7

AGX|0f LBt B RE YA H 24

* IPv6

s VLAN 7R

. FLAPOEZFEZfQ
. RIP 74
. EfREH FY 7Y

o JIYOIRE O/F3 EEEFE Y
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-
42 e
bR HOlE2 88 2ot 22 42 5 08 220M Z2E 4L 228
HOIE2 02| &0 St oz eot= o2 B2E ohagd + ASUCL 28
HOlE0= 2= 827t LIEE L L
e 2 1y
> 7|12 BRE 7853 H:
Routing > Routing Table > Basic > Route Configuration.
Route Configuration - Interface Configuration »
| Route Type Metwork Address Subnet mask Mext Hop 1P Address Preference
T | || | |
Route Configuration - Leamed Roules Slatus N

Route Type Metwork Address - Subnet mask: Protocol  Mext Hop Inteface  MextHop IP Address  Preference Metric

1. Route Type =F0|AM CtZ 4= F& T StLIE MEIGLICE
¢ Default. 7| 2 225 ddst{HCC
2, MEUOHAS OZ g FA R 72
*e”g% Xl’SZ“—l':f.
 Static Reject. & HE =25 Y528 HERA FA, MEU OIAF G
712 482 X|FgL ot
2. Network Address Ci&2| IP 22 FHSFAZF HA|E LICH.
3. SubnetMask HZ = HEIE AMHSI= IP QIHE|O|A FA 282 LIEFHL|CE
Ol MEY/HEXA OpAF et aE Lo,
4. NextHop IP Address i &/ O £ &¥5t= Z29| [t2 2R H (U= ER)E EgiE2 HEe
I AFE S LE7HE 2FRH IP FAE EAIRL|CE
CHE 2t RE= & QIS O|R & SHLEO| AL 2 A E HER A0 thet 22
QIE{HO|AS| IP FAYL|C
5. Preference 15 E 2557t X|2| == 242 HA|TLICE
HE EH 2ol 7| AF A2l AHel2ti e ghE X FHY = USLICHL Lot
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SR E]
.
=EE

2[X0f ook | A 22 olHE

S 20ME BEAE= 7

20| ZRurt L

2ot o] Z=0f Ciet 2F5 XIFE LT

—

= 2@E 2AZ 7IE[0fOF St X[O 31AMIHK| 7S L EL

=2 AKISHE E Delete HES S LIC

d& o Sl HoIEof CHol EHetL(Ct,

Table 121. 2t % EH|0|E 7|2 EE2 7+

s 4y

Network Address CHAtO| 1P A2 HEAFQILICEH

Subnet Mask MEYHESI 0tAIRIIE 5t0 HZAE HEYIE Adste P
QIHIO|A F=A 222 LIEFRLICH

Protocol O| ZEL X|HE FRE MM Z2 222 YT UL IHs8e Ohg
= SLEY L
e Local
* Static

Route Type Ol Ik Z2E 20| njet AFE, BN £ MY & AgLct

1

Next Hop Interface

Edgs tidez MEY I MEY LI7tE 2t2*H
QI E{ 1| O] A R L| L.

Next Hop Address fhaoz gote F2ol T BHRE (Sl )2 TS ML o
A8 Li7te 2t H IP FAYLICH CHg 2t HE g AEE 01
T OtLIO|ALE 2 AZE HEI0 tiet 22 AHH 0|22 |p
Faguct

Preference 7|2 42 (0~255)2 M4 UYLICL ALRAHE 7HY W F=29|
7= 23 AEel A2l2tnE ghe XY =+ AFLL L
SHXE 7t 32 3 U2 0| 71 2 427t =YY




U-1-F9020HPA

ClolE 0| A0 YLHE ZE2ALICH AFEAE BA ZR9| 7|2

H =1

MES X HSI0] BN HEJ EX 21QE ma2E 20| A2 HC}

M=E| =X o2& HojgtL(tt. Eot 7|2 482 LT ol oot
CHE 88 d=2:20 84 828 o Ol £E M O{g LTt

Metric SRX|IHX|Q] AR0| Chet mal |

[y

- o
7|22 1YL L HelE 0~255Q L

13 ZE 7Y

> Ag Z2E 45 H:

Routing > Routing Table> Advanced > Route Configuration.

Route Configuration - Interface Configuration

[} RouteType Nebwork Address Subnet mask Next Hop IP Address Preference

T | | | || ||

Route Configuration - Leamed Routes Status

Route Type: Network Address  Subnetmask  Profocol Next Hop Inteface.  Next Hop IP Address

1. Route Type EEE ALESHY 7|2 £= 8 AR Z=2E X[FE UL

2 AZE MMEl= AL 02 = |p =A0FX| ™8| OF stL|CH 12X Q&

Zpgofof gLt

=

2. Network Address CHAO| IP AZ HEAHZF HA|E LT

3. SubnetMask 2Zz WESRIE AEot= IP QL 0| =2 R ES LIEFHLICH

0|2 MEU/HEQ3A OpAA RN E S L},

™

Preference Metric

4. NextHop IP Address CH&f
I AtES Lt7H= 2tRE IP

[ =)

o O
OIE{ | O] A9 IP F=AQIL|CE.

[EE S QIS 0|2

2 ot P2O| T BHRE(Jls 392 EY TS HYY

&5 EAIRLCHL

AZE HERZO et 22

=]
NE 83X 29| 7= 23 ai(Eel A2l2tn ke 2h)E X8 & ASLILh sE¢
SN2 7t B2 T U=k U0 718 H2 427t Z2 & H|O[EHH| o[ 20 Y= E
BEYLICL AFEAE 83X 29| 7= 285 X80ty 88 827t 58 219 E
Z2EZO FJREC M K=K &S MO{gLC} Eot 7|2 282 seet Hao



8.

Ch= BOM = =t

U-1-F9020HPA

2= 8510l Z=E AEot= 0] Z=0f gt 2= XLt

—

22 G=xAL 50| E e BE EAR I E/0f0F St E|Tf 31At77HK| Zhs & LT,

=
2Q/X[0f CHet 2|4 HEZ ofHE M2 DX[2{EH M2 28 HES SE5HH K.

rg
=2
H
>
m
rir
-
0x
mot
>
o)
rir
0k
HT
=2
=
2t
nx
(ol=)
o
-
il

Table122. 22 1M . S& 5 A=

s oy
Network Address CHALO| P ZE2 FEAFQILICY,
Subnet Mask MEYHEYT otATetn e o0 HAE HEYIES Algete IP

CIEHO|A =4 2SS LIEHHLICH

Protocol 0| ZEE X YE FRE MM ZREES LB CH M54 Ch
Z spLiQL k.
¢ Local
e Static

Route Type Ol 2E&= 7|20 AHL EHY 4= /UASLICH

Next Hop Interface EgjTlg Aoz FMES I AT L7t= 212
QI I o| A L|Ct.

Next Hop IP Address fiao= sste 2ol kg 22 ((YUE F)= E2jhg HeY o
AHEE Lt7t= 2hRH IP FAYLCH O 2R HE g4 QIE st 0|2
3 stLtol7iLt HE e Y E30) f 22 QBB 0| A0 P
FagLct

Preference 7

282 0~255 ALO[| F= LYLICE AEAE 78 18 =22
5 -
H.

H
#a| A22tie ghE X[PE 5 ASLCL LS
LIO |

>
==

832 XYl WY ZRIL 5N 219y mRESC| FREL

H2E[EX| o2 E MO Eot 7|2 23

Metric XX
z

MX|e] B=Of et 22| HIE. 4tS YEOHK| He 87

SHN| g
7|22 19Ut #HelE 0~255Q L L}
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— = = =

B2 120). 0l2{2t 342 1~255 H9I0| Yol Zt0|0| F= HET LT LICL (hEo
BtoE ZRE2S A2 HE2S A0 CHE Z2 2T} B 2l0] Z2E 20| YaiT
%|TH P22 2L

ol =82 d% d=2 HEEO| 7tE
RIP 5! OSPF(Open Shortest Path First)
WRSHHH 2t Z2 EZ0f| Ofs) M2 CHE 7=

FE 7|2 882 X|¥olA:

Routing > Routing Table > Advanced > Route Preferences.
Route Preferences - Configuration 3

Local 0

Static [1

|

RIP 120 GEE
OSPF Intra 110 | (712 255
OSPF Inter 110 | 1 o 255
OSPF Extarnal [110 | ¢1-40 255
BGF External 20 | (1o 288
BGP Local 200 | 1o 258
BGP Intermal (200 | (110255
Configured Default Gateway 253

DHCP Default Gateway 254

1. Static2 AFESI0 2t EHQ 07 A2 7|2 47 42 K- gL Ch
7|22 1L Tt M= 1~255Q LT}

2. SIREHOMRIPER 7|2 9 ¢t2 XL CH
7|23t 120 Lt HY= 1~255Q L C}.

EO|AM OSPF LHE 42 7|2 A4 ¢t2 X geLCt.

o

°
242 110Y L CH HR= 1~2552 LTt OSPF AFF(RFC 2328)0] [t2H OSPFE
Sl 5= 20| Cisl CHS =A 2 7|2 482 NSlof gL Ct.

4. 2REO|M OSPF L& 42 7|2 28 ¢S AIEEHCt
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7| 28t2 110YLICt B2 = 1~255QL|CH OSPF AtY(RFC 2328)0] (HE2™ OSPFE
SOl St E 20| il Ct2 =Mz 7|2 4782 MSoofF 2L Cf.

2t E{0| M OSPF 2| 42 7|2 473 2= XL

7| 222 110YL Tt Hel= 1~255% L|Ct. OSPF AFF(RFC 2328)0] =™
typel/type2/nssal/nssa22t 22 2 & OSPF 2| 42 S Cislf 7|2 A7 3Lo|
& LSl OF gLt

Apply HEZ 2 &/2tL|C}

YHOIEE 90| 29X 2 HESELICHL 714 HE A2 FA| §EELICH

o -

2HICo= 221 ZE 7|2 MX ZH0| TA|E LT}

2t E 1P g

CIE{m| o] Aot E2| A2|X|0f Tt 2t 8 D75 18T = ASLHICL

2t E IPE 7/dsta{H:

Routing > IP > Basic > IP Configuration.

1.

Routing ModeE AE3I0] Enable B+ DisableS &g} L|Ct,

QIHIO|AE ol 2t ot H HA A(X|0f CHSt 2t E S 2 atsoF LT,
7|22t Disable® LI L.

ICMP Echo Replies2 AFH85+0] Enable & DisableE MEBtLCE.

gt E MEISHH 2t ETHECHO SHE Y &= JASLICHL 7|[2X2Z ICMP O 2
S

=M
= L
2 0|2 280 tish MSE L.

ICMP Redirects2 A2 3}0] Enable B = DisableS MEHSHL|CL.

o

| HYMo2 123 QIEH 0|2 F0IA 2425 B 22 E T ICMP /i8S

(o]} |-

AL

T A
ICMP Rate Limit Interval2 AFESIH HAE ZHAY S| 8% = ICMP 25 I{Zl =&
X ™3l IcMP 25 T2l 2 Ho{& = ASL|CL.

ne M

o &
i

HT
I

2oz £ & Mg 100 2Y/EYLICHHAE 242 10002 2| X). ICMP £ &2
Hoh2 Hl2d3}st2{™ 0] YEE 022 MAHTLICH fREs £ 2t42
0~2147483647 Y L|C}.
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5. ICMP Rate Limit Burst2 ALE3} T A E 7HZATH S| 8 &= ICMP 22 Tj3l £2

X|’g5tof IcMP 27 T2 S M Ooe = ASLICH.
7| 2Hoz HAE A7|= 1000 2 Y L|CH HAE 2840[ 00| & O] EEE F45t=

PO
r|o r

T2t A 0| OtHLICH ot HAE 37| el 1~200% L Ct.

6. Select to configure Global Default GatewayE A&} Global Default Gateway

Tog WYL

7. Global Default GatewayE AFE5I0] 22 7|2 A O|EQ0|E =522 +HE U=
AELICL Ol FHo 2 FLYE 7|2 A O|EQO|= DHCP MHE 0| S5 El 7|2
71|0|E$JIOIEEf o M= ELCE 7|2 AO|EY0|= StLttt e = A& LT O]
FHE o2 H 2 =51H 2f FHO| O 742 CHAZ LT

2 HEOM= 2tEH B#A R = Y 5= gle L0 tisl 2Lt

Table 123. 2t & IP 4

zuc My

Default Time to Live HS AL ZRESOM TTL %8 ISR 2 e 290X
A8 Hojgael 1P SE0 s TTL(Time-To-Live) EEO
HYUE= 7|2k Lt

Maximum Next Hops AQX|7} K| @ste A0f & QLT Ol ZmtY EfY A==iL|CH

Maximum Routes AQX|7h X Yste 2O B2 @Y HOolE A7)YUCE o=
ZAmtY EbY ALk

O o0 £ &l SA = RFC 121300 A|g &l CH= & LT},

SHE 2.

Routing > IP > Basic > Statistics.
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Statistics - Siatus

IpinReceives 35085 lempln SreGuenchs i)
IpinHdrErrors o lemplnRedirects o
ipinAddrErrors o lempinEchos [}
IpForwDatagrams o lemplnEchoReps o
IpinUnknownProtos o lernpinTimestamps o
IplnDiscard o
bl lemplnTimestampReps O
IptnDelivers 25985
lernpinAddridasks [H]
IpCutRequests 20344
2 lempdnAddriaskReps o
IpDutDiscards o
IpOutNoRoutes o LI =
IpReasm Timeout o lempOutErrors o
IpReasmReqds o lempOutDestlnreachs 0
IpReasmOKs o lempOufTimeExcds o
IpReasmFails o lempCutParmProbs o
ETagls i lempOutSreQuenchs o
IpFragFails o
il lcmpOutRedirects 9
IpFragCreates o
lempOutEchos o
IpRoutingDiscards o
lempCutEchoReps [}
lcmpinMsgs o
icmiplnEmors o i ke by i E'
lempinDestUnreachs o lempOutTimestampReps &
fcmipinTimeExcds o lempOutAddriasks o
lempinParmProbs o lempCutiddrMaskReps o

ChS BOAM = =tEH0| BAE = 48

ot

T e SR oo 2 FefLCt.

Table 124. 1P 7| 2 B4

EE g3
IpinReceives QFE AIE COE IS Zot0] QIEHO|20M 4T 4

Hol5 7ol & = LICt

IpInHdrErrors HZE HIM T Hs 22X, 7|Et WA 2T, TTL(time-to-live)
EIHIP M M| & LU @7 S2 ZSY P YEHe LRE
Qlaof AXE U= Hjo|H I = L|Ct

IpInAddrErrors IP SICIo] CHAN TEO) QU 1P T4t O AE{E|OfM SAISH % QUi
Q&3 F471 ofL7| G20 AKIE Y3 Hlo|E 1 $Lich of
S0l =EE 200 0000)9 XIYEIX| % S22 o)
Za7t BEE/LICE P A 0| 90|17} ofL|2 2 0| 132
Hestx| g AE(E|0] A2 0 FI2E0) Cj4 FaTt 22
Z47} ObL|7| 20| ALK Glo|E{20| meHELICY,
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IpForwDatagrams

0| O.ﬂE1 E|7} 2[& IP CH 0] OFLIOfM SiE X|F Hig2= TED|
ot 23 CIOIE 1= o =~ IL|Ct IP

71|0|E-‘?JI0I SHA| §h= AHEIM O] ZH2E 0= IP
u]

odste
= =
AOIEQIO] AetS of I ZoHE L.

IpInUnknownProtos

H3HOoE AMEIJX| D & == GIALL X|JEX| Y T2EEER
ol
—_

MHE 22 F270 XEE HIoH 7o =Lt

IpInDiscards

K&EHO M| S dX[oH7] 2o 27t SY5HA| HAX T HIH 7t
FEoZ g AXE YU 1P HOIHI™Y =Y LIC Of FH2H0=
H

MzEs 7Ithe|ls S o 7| & HIOo|H 1=0] =L x| gaLtt

IpInDelivers

=

[

IP AFAI ZZ2EZ(CMP Z8hHo| 43Xz ™
Gioje{ O3 =L|Ct.

i

= ol
S =

IpOutRequests

24 Ip X Z2EZ(ICMP Z23H0| & 28 Al IPOf| K38t &
IP CIO|E{ 13 =& L|C} O] 7} 2E{0f|l= ipForwDatagramsOf| Af
AAHE HO|E O 0| & X| & LICt.

IpOutDiscards

theezol &S YX[oH7] 2o M7t ZESHA| &

3Q
Pl
ra
T
=)

B= Eo| 0|92 ﬂ1|7|5,_ =% |p EiIOIEi ol =L|C}. of

IpOutNoRoutes

o =l 1P O|O|E| 17
FYLCL O] 7F2EOl= O] E2 8lg 7IEE $5dts
ipForwDatagramsOf| A A AHE 2= HA | ZetE Lt o 7]ol=
2= 7|2 AOIEROI7t 20 S AETL 2R EY 5 Bl BE

Hlole zo] =& LTt

|6
Hu
ol
k

25t A2 =2 Xl-% _/|\_ O-I AFX-"E

IpPReasmTimeout

M E Z210] O] AHE|OM =B S 7|Ct2|= SO B2tk 2|

IPReasmReqds Of AHE[OM HEBIEO =4I 1P ZZf =Tt
IpReasmOKs MEMoz M= Ip HolEH o =QLC},

IpReasmFails P AZY LTEIF0) Ofef ZXIE AT} (0|0 BAGOL: A
AT} 08 5) AR Y1AIFL x20| $4T O TS AT
X7 2 FNOIX R 4+ UCDR 0l HIIH P £2o| 4L
oL gauc

IpFragOKs Of EJE|Of A E2tetel Ip BlO|E| 13 @lLict,

IpFragFails Of EJE|O A ZZBHSHOF $K|BF ZZIB5HX| &S % CREREE-E
50| 0|2 XZete 4 90| AHE P o[BI S ct

IpFragCreates o NE{E|o] X2t ZM=E AT 1P HOE 1Y X2 $LiTh

IpRoutingDiscards QuO|E 27540 MHE B2 ¥R 2Lt 0|23 Y22
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lempinMsgs AMNEE|Zt =412 B ICMP TAIX] =€ I f. o Zt2H0=

Hu
)
=
rm
H
rin
0ot
Jo
o
Hl
|:|0F
il
-
in)

icmplnErrors

lemplnErrors AEE|7} UMK ICMP BT @ R(ERE ICMP M3 Y, ZRE

QI E ICMP B AIX] 2= LI LY.

=)
lempinDestUnreachs SAE ICMP TH&Of 91T 5 gl BIAIX| LTt

lemplnTimeExcds 2 AElICMP AlZE 2T+ HAJX| £ Lct

lemplnParmProbs 4 AE| (CMP Of 744 25| BAIX] $L|ch

IcmpInSrcQuenchs LAEICMP 2A 2K KA X| =L C}

lempinRedirects S AEICMP 2| EI A BIAIR] ST,

lcmpInEchos +AE ICMP O 2(2 %) BIAIX] =g L|C.

lempinEchoReps A8 ICMP Ol 2 S HIAIX] =Lk

lempinTimestamps 2AIE| ICMP EFUAS T (Q8) BAIX| QLT

IcmpInTimestampReps 2AE |CMP 2FUAEBN T Sk OA|X| 2QlL|C},

lemplnAddrMasks SAE ICMP F2 DA Q8 HAIX| L

IcmpInAddrMaskReps ZAE |ICMP =4 OFA3 S8 HA|X| =L C}

lempOutMsgs O AEIEI7} BLIT AIZ 3 5 ICMP HAIX] 2=2iL|Ct. O]
7+2E{ 0= icmpOutErrors2 A|4HE B E g=0| =& Lot

lempOutErrors M 25 S ICMP Lo N L74E X 2 Qlsh o] AEE|7} HUYX|
#2 ICMP TIIAIR] = LICt O] gtofl= 1p7F 21t CIO|H S
2t e = Bl S ICMP AS 2|$01|H HHE LF= ZLK
RELCh 27 oM 0| 7H2E o IS DX 2F
20| g8 + A&

lempOutDestUnreachs HEE ICMP CH4t0ll 22 % Qe BIAIX| £ L Ch

lempOutTimeExcds MEE ICMP AlZH X34 BAIX| S LT,

IcmpOutParmProbs ML ICMP O§ZH B2 2R TA|X| £=QlL|C},

lcmpOutSrcQuenchs MEE |CMP AA K| BA|X| £=QlL|C},

IcmpOutRedirects MEE |ICMP 2|C| M HA|X| $=QL|CH SAEQ| LY SAEYJ}
2|CI NS BUX ¥O02 ol 4 oYLt

IcmpOutEchos MEE |ICMP |2 (2K) HA|X] =Lt

lempOutEchoReps HEE ICMP 0|2 SE BAIX| 2Ltk

lcmpOutTimestamps ICMP EfQLAEBHI(QH) K A|X] £=IL|C}.
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IcmpOutTimestampReps FMZE| |CMP EFQYAEBIT S HA|X| £=QIL|C}
IcmpOutAddrMasks MEE ICMP T4 OtA3 Q& HA|X| £=QL|Ct,

x

221 X[of chet 2t oj7HEH g

I o] At BTz A X|0f CHet 2t E D75 9% & ASLICE
22| x[ofl cist 22 o7 H S g5k H:

Routing > IP > Advanced > IP Configuration.

IP Configuration - 3
Default Time to Live o4
Routing Mode ® Disabls () Enable
ICMP Echo Replies () Disabie ® Enablé
ICMP Redirects ) Disabs ®  Enabie
ICMP Rate Limit Interval | 1000 | (Qio 2947483647 ma)
ICMF Hate Limit Burst Size 100 | 1 152009
Maximum Mext Hops 3z
Mazximum Routes 2043

Maximum Static Routes 23

1. Routing ModeE AtE3t0] Enable = DisableE MEgHL|CE
QIHHO|AE Sl 2t 25t T A A2(X|0f ChSt 2t S g 3tsiof ghL|Ct.

25 & Sh=g
7|22 Hlgdat Lt

2. ICMP Echo Replies2 AHZ3}0] Enable £+ DisableS M EHBHL|Ct,
2t otE MEiSIH Bt ETHECHO 8EE 2 &= USLICH 72X 22 ICMP o2
SH2 o3 23X chsh ™S L C

3. ICMP Redirects2 At83S}0f Enable B+ DisableE M EABtL|C},

—

19102 IE{T|0|A £F0IAN HABE B2 BHSETHICMP 2/CI2HS B 4

4. ICMP Rate Limit Interval2 AFESIH HAE ZHAY S| E&|= ICMP 25 I{Zl &
X ™3l ICMP 25 T2l 2 Ho{& = AEL|Ct.

2o R £& Heh2 100 A/ Y LICHHAE ZH4 2 10002 2| X). ICMP £ &
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Mot Higdetstei™ O] ZEE 022 HHSIMAIR. fast & E 7HA9 H2l=
0~2147483647 A L|C}..

5. ICMP Rate Limit Burst Size2 AF25IH HAE ZtZACH 8|25 = |ICMP 28 TI}Zl
£ X|"3t0] ICMP 28 THZIS X oj& 4= UL LIt

\J

r|o I'HI
rir

HOo2 HAE 37|+& 100I 2 I L|CH H{AE 7H240| 00|H O] HEE 143}
R 20| ObEHL|CH RESHHAE 37 E1~200°'I—|Er

—

Al

6. Select to Configure Global Default GatewayE AF-&3}0] Global Default GatewayE2EE
HEgL o,

7. Global Default Gateway= A%t =28 7|2 H[O|EQ0|E =822 T+ & U2
AL

Ol @Ho 2 7Y & 7|2 HO|IERO|= DHCP MHO|M 5 E 7|2 HO|EYO|LCt
U2 ELCL 7= AO|EQO| = StLtR 18 = AS L O 3B S o2 H 2 =513
Zt YOl O] k= TiM LTt

YOOIEE 40| 29X 2 HESELICL 714 HE Argd2 FA| HEE ULt

CHS EOIM S BHBI0) EAIS)S RAE 4 Sl HEo| ey QYyBLIT

Table 125. 2t & IP 7+

gc a9

Default Time to Live S s ZRESOM TIL U2 MIHA e Ze 29K
A8 Hojgadel 1P SE0 Ues TTL(Time-To-Live) EEO
HYUE= 7|2 Lt

Maximum Next Hops 2K 7} XYt £0f g +=LCt Ol Aoty EfY A=LCh

Maximum Routes AQX|7L X|Yst= A ZE £@EHRE HoOE IATHYLICE O]=
Ao EFY LTt

Maximum Static Routes AQIX|7F K|9St A|Cf 2™ AZ 4L}

IP S4 27|
0| 3tHoj| E & EX= RFC 12130 X| ™= = QL|ct.
> IP SHE E2{H:

Routing > IP > Advanced > Statistics.
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Statistics - Sialus

lplnfReceives IE1TE
IpinHdrErrors 6]
IplnAddrErrors (6]
IpForwDatagrams 6]
IplnUnknownProtos lE]
IpinDiscards o
IplnDelivers 3ETE
IpOutRequests 25534
IpCutDiscards G
IpOuiNoRoutes o
IpReasmTimeout &)
IpReasmReqds 6]
IpReasmKs G
IpReasmFails o
IpFragOKs (H]
IpFragFails (6]
IpFragCreates G
IpHoutingDiscards o
lempinMsgs (&)
lcmpinErrors 6]
lemipinDestlinreachs &)

Ch= BOM £ =H3 0l BAX= 748

Table 126. IP 74|

IcmpinTimeExcds
lempdnParmProbs
Icmpin SreGuenchs.
IcmpinRedirects
IempinEchos
IempinEchoReps
IempinTimestamps
IcmpinTimestampReps
IempinAddrMasks
lcmpinAddriMaskReps
IempOutisgs
lcmpCutErrors
IempOutDestinreachs
lempCutTimeExcds
IempOutParmProbs
lempOut SreCluenchs
IempOutRedirects
lempCutEchos
IempOutEchoReps

lempOutTimestamps

IempOutTimestampReps

lempClutAddrasks
IempOutAddriMaskReps

S0 tis 23

L CE.

zc L
IpinReceives Q&2 $AE HO[E 1B T3sto] AETI0|A01H +AIE Y2

HIO|EH 17l & +=L|Ct

IpInHdrErrors ERE MY, HE Hs 2UX], 7|EF YA 2F, TTL(time-to-live)
Zoh 1P &M NE| & LUHE @7 52 ZESH IP S|He FE
oI5l T7| 8l 22 GoE 13 %

IpinAddrErrors IP SICIo| CH4 TEO| QUi 1P 47t Of AE{E|OIA 4T 4= QUi
St AT} OL|7| DJ20| AH E 2 BO|Ef 1 4QL|Ct O]
0l BRE FA0: 0.0.0.0)2 X[ ZX = A0 S
B)o| FATIt matE LICt IP AH|O|EQO|7t OtL|E &2 Ho|H 1S
THSIK| b= AHEQl 2 O] 7I2H 0= Y FATt 2Z
FAT) OfL| 7| 20| APK|El Cijo|E{1240] =ghE Lt

IpForwDatagrams O AEHE|Z} £|F IP CH&O] OfLIOIM ST 2T CHE2E MHSIY|
3t d2E #on A= L3 o™ LI IP
Ho|EQo| dgtE SHX| b= AUEE[OAM O 72E{ 0= O] AEEIE
Solf AA 2IREEYoH AA A2 FM N7t d5ot AL
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IpinUnknownProtos HTHOR £ME|AX|B & & QAL A ALK Y ZRESE

QI8 MM E 22 Fa7t XZE HOoIH ™ LT,

IpinDiscards RI&E Ol HalS WX|SH7| 9lef SH 7t AR UUKIT HE B2t
2% So| 0|92 H7|E Y2 P §o|E 1ol +eL|c. of
JHSE{l s MEYS YIckels SO H7|E Ho|s1Ho| Eats|X|
U

E

e)
0l

IpinDelivers P AL ZRES(CMP Eeh0| 3502 HEE & ¢
GjOJEf 13 SelLc

I[pOutRequests EZIPAEX Z2EE(ICMP ZEHO| ME @8 Al IPO| XSt &

IP G|O|E{ 3 =R L|C}. O] 7}2E{ 0= ipForwDatagramsOi| A
Al LhEl CIO|E 20| k[ X & LTt

IpOutDiscards

|0

[}
==

o M&ES YRISH| 2l 2R 7t EYSHK| RRUKX| 2 E I

N 0z

OH

2% So| 0|92 H7|E £3 P G0|E 10| +¢LCh 0|

Bol= 3ig T2l of (»2) H7| 7|22 &

U

Ho

b
ipForwDatagramsOi| A 7| 4tEl C|O|E{ 1240| =gt

ol

IPOutNoRoutes Yoz MEY 425 X2 & Yof MHE P

TYLICE O] 7I2E0|= 0| B2 83 7|52 5Fd5t=
ipForwDatagramsOfl M | 4HE B= TiZI0| ZotE LTt of7|0f=
ZE 7|2 HO|EY0|7} Ct2E|0 ZAET}L EIRER & gl BE

Hlo|e{ 2o ZatE L.

IpReasmTimeout Z=AME ZZH0| O] AEHE|OA REES 7|Ci2|= SQF HEE

i
bt
i)

IpReasmReqds o] AEJE|O| M FERIBHOF S +AIE 1P £2F $YLiCt,

IpPReasmOKs

0x
oH
1
|0
tu

Mz=gE 1P HIOIH IO LTt

IpPReasmFails

Bv]
o
k=)
0z
njc
o
e
k1
s

e
e
E
o
ol
o
PO
N
°

o % on
oy 2
Ot
> Ao
»a
et
>
0 T
|0
|O
Hu
o
rir
_El
N
n
B+
7l
N
10 N
=
>
ne
iz}
fo
rir

I
o

IpFragOKs o] AEJE[Of M ZZH8lEl 1P O] 13 4Lt

IpFragFails Of AEE|O|AM z=2fotoof RX|T Z=Zfate 4= Lo AH|E 1P

AN

A
o
In
]
o
4
o
-
n
=
mujn
o Min
P
N
Iot
2
not
il
&
]
N
X
2
il
Q
N

2}
= ol 0| 20 **o”%* - AL

IpFragCreates o YIEfE|o] Z24et A2 MM IP GO[E1Y 2 +Lct

IpRoutingDiscards
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IcmplnMsgs

ANEE|7} =415k & ICMP HA|X| =R LIC}. O] 72 E0l=

icmplnErrors2 A 4HE 2 E @H=0| Z=ahE Lo

IcmpInErrors

QUE{E|7} =AM ICMP & 2 F (R

Z0[ §)7t U= A2

ICMP K3 M, HZ2E
2Ol [CMP T A IXI Y LCkH

=
ICMP L0 @ == Bl= HIAIX| =RL|C.

IcmpInDestUnreachs A

lemplnTimeExcds A ICMP AlZE AT} DA X 2giLct,

lcmpInParmProbs A E ICMP Of7H 2= 28| HAIX] = LICH

IcmpInSrcQuenchs LAEICMP AA 2K HA|X| =L C}

IcmpInRedirects 2 AEl |CMP 2|C|2M D A|X| 2=QIL|C}.

lempinEchos Mg ICMP O Z(R%) BIAIX] =QiL|Ct

lcmpInEchoReps A E ICMP O 2 SE HAIX] =YL Et

IcmpInTimestamps 2AMEl|CMP EFUAEHIT(QK) B A|X| $=QL|C}

lemplnTimestampReps SAIElICMP EFRIARE S O AIX| @)Lk,

IcmplnAddrMasks 2AE|CMP T4 OAT @& HA|X] £=QL|C}

IcmplnAddrMaskReps 2AE |CMP T4 OFAT 2T OA|X| £=QIL|C}

lcmpOutMsgs O] AEE[7} EL{2{D A|E38H & |CMP HA|X| = L|Ct O]
7+ E 0 icmpOutErrors2 A AtEl B E 8150 EQEHI L|C},

lempOutErrors M 25 S ICMP LHOIA 2ZHE 2X2 I8 0| AEE|7} HLH|
B2 ICMP HA|X] = LICE Of Zofl= IP7F 21t HIO|H S
2REE &= Qe S ICMP AIS RN UHE 7= XX
HEUCH 28 7= o] 7t2H 20| IS 0Kl 27
70| & = AsHH

IcmpOQOutDestUnreachs ML= |CMP CHALO| IS 2 9l= DO A|X| 2=QlL|C},

IcmpOutTimeExcds

HEE ICMP AlZh =1F HAIX] =L C

IcmpOutParmProbs

>|

HEE ICMP D7) 4= EH| HIAIX] QLT

IcmpOutSrcQuenchs

>

HEE ICMP &2 AX| HAIX] = LTt

0

IcmpOutRedirects

HSE ICMP 2|CIH A HAX] LT SAEO| F@ 2 AETL

2lE3d S 2K ez o= o»L Lt

IcmpOutEchos

HEE ICMP 0| Z(27) HIAIX] =Y LICt.

IcmpOutEchoReps

HEE ICMP 0|2 S & HIAIX] = LICt.

IcmpOutTimestamps

ICMP EfYARHZ(Q7) BAIX] = LICY.

IcmpOutTimestampReps

MZEl |CMP EFQUAEBIE St OA|X| £=QL|Ct.

IcmpOutAddrMasks

MEE |ICMP 4 ObAR 2H HA|X| 2= L|C},
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IcmpOutAddrMaskReps MLE |[CMP =4 OFA T SEF GA|X| 29QIL|C},

—

IP

AE{H| O] & 8

O 2%[X|of CichIP QIE{H[O|A HIO|HE YH|O|EY = UG LT
> 1P AE{HO| AT F/F5}2{ H:
Routing > IP > Advanced > IP Interface Configuration.
SIH2 N E2o2 BA|ELCH
IP Interface Configuration - Configuration ?
IP Address: s s 5 2
) Interface Deseription bl Conhguestin IPAddress  SubnetMask [OUUND  Sdmunistrative LoK
Method
| L ~Ii I I d || ¥
O] ovd MNone Disabia Enable n3CHyE
L w2 Mona Dizabie Enable nachive
! 3 Mone Disabie Enable riSctive
O [0 MNone Cisable Enable nachive
O w5 Maome Disable Enable
[ e None Diisabie Enable
| o7 Mane Ciizatis Enable
[J|.eve None Dlisabla Enable
0| o hidne Disabée Eriable
| 10 MNone Disabla Enable
O om Hone Disabie Ersble nizctive
1. Go To InterfaceE 0| &30 RLR/ER/ZE F4]9| QIHH|0[A0] X ATH = Go
HES ST
X8 &l A0l A0f 3 Y 5t= &=0] M= EL|CE
2. InterfaceE AHE3t0] QIO A S MEHSILICE
3. Description= AFE5H0] QIE{IH| 0| A0f CHot 2= et L
4. IP Address Configuration MethodE AH&3t0] QIE{H O] A0 M IP FAE F45H=
S YL
None, Manual, DHCP2| A Z}X| 20| A L(Ct 7[2F 22 O W’ 2 None & LILC.
DHCP #& S Xf2785t2{ ™ None & #S AFESHUA| 2.
Note: 7+ 2 &{0| DHCPO|A NoneL 2 HAE|H 3tHO| M2 DX X|7| Foj
ofZtol X|HO| et L(Ct.
5. IP Address& Ar&5t0{ QIEH| 0|~ 0| P FA 5 Y SLIC
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10.

1.

12.

13.

14.

15.

16.

U-1-F9020HPA
Subnet MaskE AHE5H0] QIEH O] AL MEU OAFE Y HTHL|CL
Ol MEUHEQI OtAaTetnE 6t HAAE HEQIE AHSH= O AHBE|=
OIE{HO|A Q| IP FA BES Mot
Routing Mode =& 0f| A Enable =+ DisableS ME{StL|CL.

71222 Enable®L|C}.

L HATT

Administrative Mode S AHE 5t QIE{ | 0| A Q| #t2| 2 E & EnableSt 7Lt Disable® L|Ct.
7| 222 Enable® LICt. O] RE= =2|X VLAN QI E I O|A0 = X| & E|X| & L|Ct.

Forward Net Directed BroadcastsS A23510] HEQA XS EREIHAE IS
Melst= e s MEistL|Ct

— oH=

i
0x

S8 MEYOLD L| YT X% B2 EHAET} ML,

T

Encapsulation Types AFE0H0] A|"Y &l QEHO[A0 A &= TiZlof Chiet B3 AF
Hast rgs dELCL

—

fuiot
0x
Fo

S dEiSHE AKELICEH 7| 242 Bl gst Lt

=

7t

or
FQI

242 Ethernetdt SNAP I L|CH 7|2 2k2 Ethernet & L|CH.
Proxy ArpE AH&510] X| 7 El QIE{IH|O| A0 CHS Z = A| ARPE DisableSt Lt Enablegt LI},
Local Proxy ArpE AHE S0 X|HEl QIE I|O| A0 CHs 2Z Z=EA| ARPZ DisableStHLt
EnablegL|Ct.
Bandwidth(kbps)& At&5t0] O] QIH I O] A0 & LHEZS X|FHE LT
O| 7 M= QIHIO|A £ E O 22 +=F2| ZEEZ0| MHELICHL OSPF=

EH ©

[HEZS AMR3l0] 23 B[]S A ML C |28 Hel= 1~10000000 ) LI Tt

i —

ICMP Destination Unreachable= AH&35H0{ O] QIE{I|O| A0 A ICMP CH A =&

=7ts2 E= REE X|7dgtLCt.

MolEl AL 0| QEHMO|AE ICMP CHAO AZE £ gles EUX| Z&L|Ct
I.

=7t RET} 23t E|0f Q&L
ICMP Z|C[&H M Z ALE 510 ICMP 2| L3 2 EZ EnableSt Lt Disable@ L|C}.

otel 2202

2R E LS MM O 2L} QIEH 0] A A 2|C|2Mo| =
ZIC

|
I HO| A0 A ICMP 2|C|3M S H LI 7|25

2g%te|of gt

=13
=
O

<
T
u
~
=
rz
ko
[m
N

PM

—

UE AMESHY QIE I O|A0A ME&E[= 1P IfZIC| X|CH 7| E K| gtL|Ct.
Saot 8= @3 MTUS| 68HIO|EQLICE 7|24/ 0Lt 4f 02 IP MTUZ}
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TIER & 5&92 LIEF LT IP MTUZF 78 Sl M = 2t2E= @3 MTUE IP
IPMTUE [0 Z2| & 27|10 M 2{0]0f 2 3|2 ZO| S

F Il

17. (1B QIET O] A0 A IP =25 AK|SHE T Delete HES 2= ELIC

YOIOIEE 0| 29X 2 HEELICL 714 HE A2 FA| §EELICH
22[X0f cheh = YEZ ofHS ME X243 Refresh HHES SEOHM K.
ChE #OME EAEE 782 & Sl= HIOI&0| CHol 2 FgL

Table 127. IP QIE{H|0]|A 7

e ek
VLAN ID QIE{H 0| 29| VLAN IDYLIL}.
OSPF Admin Mode CIE{H 0] 22| OSPF #2| REES BAIRLICE 7|24t
Hl g3kl Lot
Link State RIYE QlE|H ol 20| M By EE Y YULICL YAT HE
30|10 HE HE{Q B AHHO|AE 2 JER ZHFEL o
Routing Interface Status 213 AEj7) AtE Z=OIX| &= ZX|QIX|E LIEFHL|CE.

HXIP 2I<_A :I.I.)L'I
> BXIPFAE Ao H:
Routing > IP > Advanced > Secondary IP.

Secondary IP - Interface Select

Interface 0w
Secondany IP - Rouling Interface »
| VLANID Primary IP Address Secondary 1P Address Secondary 1P Subnet Mask

1. Routing Interface 20| A{ QIE{IH[O|AF [EHSFL|CE,
2. Secondary IP Address EE 0| A MEESE QIE{IH{O| A0 HX P FAE F7HLICH

3. Secondary IP Subnet Mask 2E0f| X |P AL HAE MEU OIATE
UL T},
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Ol= MEW/UHERA BtA32tE ot AZE HERIZE MESt= Ol ALE L=

2 222 HolgtLtt 0] ¢ THE 20 97| HEYLICt,

QIEIO| A9 1P T BRES

o= —

4. Add HEZ &gt C}

MEASE QI I 0| A Q| B |P FAZF FIHE L CH

5. MEHSH QIHH|O|A0M B P A APH|SHE]H Delete HES SE LI,

ChE BEOME BEAIR=

Table 128. EX IP

3% 4 Sl HlOo[Hof CHa 2 F 2L Tt

il
Zc

nx
(]

VLAN ID

HEAZ AL A E QIEHO|AQ HZAE VLAN IDYLICE.

Primary IP Address

QIEHO|AS| 7|& IP FAYLICE

IPv6

IPve M M

olE{Hoj At Ea

74

29|X|of tHet ipve 2t 8 OB 9" & ASHICL

> IPve MY MH™EZ F/d5t2{H:

Routing > IPv6 > Basic > Global Configuration.

IPwE Unicast Routing

Hop Limit

ICMPvE Rate Limit Error Interval

Global Configurafion - IPvE Global Configuration 3
® Disable =} Enable
I o
(64 |.-o-‘-55,-
1000 | (1-2147483847 meecs)
100 | rr-200

HoMPwE Rate Limit Burst Size

Maxirnum Routes

1. IPv6 unicast Routing

DisableSl= &M &

2. Hop Limit 20
gL ot

Of g2 2t?H &1

Z oA IPve FLIFHAE 2R 82 MAXO Z Enable =&
MEdSELICE,

=
Soj AIZHEL IPv6 THZL0 AFBEl= SLIAHAE B 4 342
Ol= ESELICH Bo| RE3H B2 1~2552ILIC} 7| 232 TAEX)




U-1-F9020HPA

BSYLCL Ol 2t H 10| M 0 gto] & E S 2l0|gfLC}.

LS LLooOo= —

3. ICMPv6 Rate Limit Error Interval 2E0|M HAE 7HAY §{E&[= ICMP 2F 1l

=5 A gLt

Ol Zf2 ICMPv6 27 T2l 2 M O{StL|Ct 7|2 &= Not2 XY 100HH73’J%I L|C}. Ol =
2 H 25

I:HAE Z2t240[ 10002 2| =¥} 2|0|ZL|Ct ICMP £ & X|ots HIEH
EE 0L HHTLICEH BT KL 7HE2 0~2147483647 2 2| = EH {0 S?A
FL|CF.

4. ICMPv6 Rate Limit Burst Size ZEO A HAE 7tAE 5| &= ICMP 25 I3l
=5 K| gLt

II°|' mIZI

Ol Zf& ICMP & IjZlS
7t740] 00| O] HEE 43}
1~200 4 L| C}.
5. Apply HEZ 2Lt

YOOIEE 40| 29X 2 MESELICL 714 HE Argd2 FA| HEE ULt

IPv6 A2 EH|O|E H7|
> IPv6 2t & HIO|ES E2{H:

Routing > IPv6 > Basic > Route Table.

HMojgLCh 7| HAE 37|= 100 A YL CH HAE
A =

Route Table - 1PvE Roule Table ?
Routes Displayed | &l Routes v
Humber of Routes 4
IPvE Prefix Prefix Lengih Protooal | Mext Hop Interizce Mext Hop |P Address FPreferance
2001:DBE:C1E: 54 1 10 2001 DB8E18: 1011 30

mjn
>
L
o
I
o

1. Routes Displayed 50| A Ct& & StLt

bal

« BestRoutes Only. 7% £2 &4 ZZ 0t BA|EfL|C}
« Configured Routes Only. At X7} st A2 5

H
ARX0f Chot 2o S22 otHE M2 1DX[2H Refresh HES S &0 K.
Che BOME EARE 78T + Sl HIOIHO| CHol ZFeL(ct.

Table 129. IPv6 Z 2 H|0| &
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4c L

Number of Routes ZR Holg2 & By 2 ST

IPv6 Prefix 24 220 HEYI YEAYLCH

Prefix Length oM AZo| MEAF Zo| QL ct.

Protocol 2Y 420 Z2EE ¥t

Next Hop Interface A7t gdstE QAHIo|AYLICHE AR ZEO| EL TS 2 Nullo
QIE{ O] ATt E L Tt

Next Hop IP Address st AZ0| Yt CHe = |pve TAQL|CE

Preference TEE d2ol 2 7|2 -t

IPvé QIE|H| O] A 27 19

> IPv6 QE{HO]A H% 9.

Routing > IPv6 > Advanced > Interface Configuration.
ot PG I.»O:.Miml Z“M“Am;' mm K wm. - annmmn.um ::.':‘.:u in:;:'\. :‘mn:uama Ady Leidia ﬂ-nwm mm.umrq mhwm ;r,:::ln:\m i

1. Go To InterfaceE 0| 250] FH/ER/ZE GA9| QI O|A0 ZIUSHZ Go HES
=gt ot

X8l QIE H 0| £~0] s Eot= &t=0] e E LTt

2. Interface 0| = check boxS MEHSIO] MEHSHL|CH

o
=
= =2/ AHL 0| A REELCf.

3. IPv6 Mode 2Z 0| Enable EE= DisableE MESIL|CY,

IPv6 2 E7t 2ot E|H QIE{H| O] A

= T F4 810] IPve 2 S AT = AE LT
O] AL EUI-64 7|Eto| &IF-2ZH FAT

™
AR E L CH 7| 24f2 Disable® L|C}.

L HATT

4. DHCPv6 220|HE B E ZE0j|A QHLO|A2| DHCPv6 22t0|HE EE Enable

L = DisableE MEHBFL|C},

AKX =X| otLtel QIE O] A2 S 20| E

12

TR=
==

ot

b= USLICH 7| 2442 Disable Y L|Ct.
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10.

1.

12.

13.

14.

U-1-F9020HPA

Stateless Address AutoConfig Mode(&HEH H| K& =4 X}
OIE{ 1| 0| A O] Stateless Address AutoConfig(A}EH H| X%
IE = DisableE M EiBL|C}

T
%

=
(<)
=
e

7| 2242 Disable @ L|C}.

Routing Mode =& 0| A QIE{ IO A 2| 2t & 2 EE Enable === DisableSt= =

MEdSHL|CY,

7| 2%t2 Disable 2 L|Ct.

Admin Mode S20{ A IPv6 2. E Enable &= DisableS M EigtL|Ct.

Disable ¥ L|Ct. IPv6 R E7F 2-d3tE| M QIHI 0| A s TY A
UAELICE O] AL EUI-64 7|Eto| A I-2ZH FATF A E LT

MTU 2E0|M QIEHO|AL| X|0f ME& Bt E X[ LICE.

240] 00| ™ O] QIO A& 2t 20| CHoH 2-dat|X| QS LICt 20| 243t

79 0| 242 002 MHBH 22 QBBHR| YALICH MTU B 9IE 1280~15002 LI C.

7|22+ 1500 LI Ct.

Duplicate Address Detection Transmits = S0 A| QIE{ I 0| A 2| DAD(E & T4

LX) & =5 X[FLct,

DAD & 42 0~600 H /0| AO{OF LTt 7| =242 1 LI
QIE{ 1| O| A0f| M & El router advertisement Life Time Interval2 X738t LCt.

o2 Eo F1 ZFAELCE 3L Z0tof EH—I Ch. 02 2R HE 7|= 2t*HE

|
ALESHA| RS 2l0[gLICh 2t E +38 Hel= 0~9000 LIt 7|24t 1800 L Ct.

Adv NS Interval 2 E0{| A QIE{LH|O|A0A 2 22 EH &9l X
X ggtLCt.

o>
=
N

H

%2£0| 00| ™ 2t Eof ZtAOo| X|HE|X

1000~4294967295 L|Ct. 7| 2gt= 0 LI},

Adv Reachable Interval 2 E0| A 2t E &0 A|ZHS X|™&BtL|Ct.

Ol=ND &9 = =& 7t53%t 0|22 12{5}t7| ¢
4

=) |
7t A|Zto] ¥ Q|= 0~3600000 I L|Ct. 7| 242

Adv Interval 2ZEE AME35H0] QIE{ 0| A0 A 2tRE &1 M& ALO|0f| 5|8 &= Z|CH
AZHE K| g gLt
Z|CH 210 7tH 0| HQ|= 4~1800 LIC 7| 222 6002 L|CF.

Adv Other Config Flag 5= 0f|A| Enable S== DisableE MEi5I0] 2t2F
190
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7|Et B M 8 22 E AT LICL
71Ef 8 2119 7| =22 B2 8=t Lt

=

15. Adv Suppress Flag == 0| A QIE{H|O| A 0f CHSE 22 Ef 21 AH|Z Enable
L = Disabledt = & MEHBHL|CY

OIXl 2219 7|24+2 Disable L|LCt.

16. Destination Unreachable =S50 A{ O] QIE{H|O| A0 A ICMPv6 CHaf0| AZAS o= Q=
28 HLj= 2 EE Enable == Disabledt =& MERSHL|CL,

HIZ2-d3tEl 42 0] 2 HIO0|A= ICMPv6 0| = =& =715 52 ELUX]
EELH 72822 IPve o = =7t 257} Enables| O] RS LICH

17. Apply HE S S=atL|Ct

YHOIEE #90| 29X 2 HEELILH 79 HE Arg2 FA| HEELICH

E

ChS HOM = BAIRE 792 & 8l HIOIHOf CHo 2 &L .

Table 130. IPv6 11 & QIE{HO|A 7

e Ck
Operational Mode OIE{T 0| 20| RtE MENS XIFYLIC 7|2k HlEEee LT
Link State Y37} 25 SAX| &E FRIEUK| S LiEr LI

IPve HEAF 7L

> IPv6 HFALFLEE FEELCH

Routing > IPv6 > Advanced > Prefix Configuration.

Prefix Configuration - 1PvE Interface Selection 2
nearface 0i »
; Valid Life Peeferred Life - Autopomous  Curm
PwE Prefin/Length EUIGE Tine Tioae Omnlink Flag Flag State
| | | | o | | v

1. Interface T F0A AEHH O] A S =4 BILICY,

HE ArO] HEE|H ot H YO O|EZF Zdot0o A2 MdEoh =
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U-I-F9020HPA
YHO|EELICL 2& S2[H I HHO|A7F R2otL T
IPv6 Prefix 2 =0 A QI 0| A 9| IPv6 ™ FALE K| TtL|C}.
Prefix Length 2 Z0{A QIE{TH O] A 2| IPve TFAL ZO|E X|H LT

EUI64 220 A X|HEl 64H|E SLIFHAE FEALE Enable = Disabledt =2 MEASHL|C}.

o &~ 0 BN

Valid Life Time 2E0M HFAF A2t 2t 20 E X|™&etL Ct

Ol 283 ZH™2 ?ldl fact Y50 E 135t= O 5{ &= A|IUYLICHL =3 =Y
0~4294967295Q! L|C},

6. Preferred Life Time ZEN A HEAIA|ZIEZ 212 H 205 X|GgtL|C},

0| HFAOAM 8 Ats FEE Fa2t 2 U 7|2 =8 A2 0~4294967295
210l 2A0{OF BhL|L.

7. Onlink Flag SE 0| A Enable =& DisableS M E{SHL|C},
MEdSHHFOE 283 ZF ALY = JUsA| & E X|FLCH 7242
Enable @ L|C}.

8. Autonomouse Flag 5Z0{ Al Enable = DisableS ME#SHL|CY,
MESHHTFALE RHg T4 FE0 AA8E &= UK R E X|FLICL 7|24
Enable @ L|C}.

9. Add HES S&gLCt
IPv6 =47t QIE{H| O] A0f =7HE LT

10. QIEHIHO| A0 M 7| E IPve T4 &3-S A1K|5t2{ ™ Delete HHES SELICE.

11. Apply HHES SEILICt

YCIOIEE 80| 29X 2 HESELICHL 714 HE At 2 FA| §EE ULt

LO dJ

>
= =

O ME{Zt EA|ELIC} 2t 20| H|Zd 2tk L DADZ}
TENTL|CH QIHE O|A7} 2/d0|11 DADZt ‘&%t 2 MEf=

—

> ot
0z
jlul
]
[m
or 2
rir
%
<
()]
al
>

El
o o
rir
— OX
4o
jlul
rir
L

ni
0x
o
-
il

IPv6 S 4 7]

IPv6 QE{L| 0|~ EA & Ha2{H:

Routing > IPv6 > Advanced > Statistics.

192

rlo



U-1-F9020HPA

Statistics - ICMPvG Stabstics

Statistics - IPvE Stalistics

Interface AL ¥

Totzl Datagrams Received [}
Recetved Datagrams Locally Delivered 1

Received Datagrams Discarded Due To
Header Errors

Received Datagrams Discarded Due To o
MTU

Received Datagrams Discarded Due To
No Route

Recerved Datagrams With Unknown
Protocol

Received Datagrams Discarded Due To
Inwalid Address

Recetved Datagrams Discarded Dut To 0
Truncated Data

Received Datagrams Discarded Other

=

Received Datagrams Reassembly o
Required

Datagrams Successiully Reassembled [}

Datagrams Failed To Reassemble 1]

Datagrams Forwarded ]
Datagrams Locally Trasmitted 0
Diatagrams Transmit Failed 0
Datagrams Successiully Fragmented ]
Datagranis Faded To Fragment [}
Datagrams Fragments Created (]
Multicast Datagrams Received 0
Mulficast Datagrams Transmitied ]

Total ICMPvE Messages Received
ICMPVE Messages With Ermors Received

ICWPvE Destination Unreachablz
Messages Received

ICMPvE Messages Prohibited
Administratively Received

ICHPvE Time Exceeded Messages
Recaived

ICMPYE Parameter Problem Messages
Received

ICMPvE Packet Too Big Messages
Received

ICMPYE Echo Request Messages
Received

ICMPwE Echo Reply Messages Received
ICMPVE Router Solicit Messages
Received

ICHIPvE Router Adverfisement Messages
Recaived

ICMPvE Neighbor Solicit Messages
Received

ICHPvE Neighbor Adverfisement
Messages Received

ICMPvE Redirect Messages Reoeived

ICMPvE Group Membership Guery
Messages Received

ICHPYE Group Membership Response
Messages Received

ICMPvE Group Membership Reduction
Messages Received

Total ICMPvE Messages Transmitted

ICMPvE Messages Not Transmitted Dus
To Error

1. 2HEO[A FFOM AHHO|AE HEHSILICE

MEY AFBO| # Y g 3ol
A o] £ ELct

22X0f tieh x| 22 otHE M2 X243 Refresh H

Che BOIM = BEAIR=E #4848

M=z DHO| 25t M2

Table 131. IPv6 115 QUE{H0|A E7|

193

L=1]

(=]

=1

(=]

=]

ICMPvE Destination Unreachable
Messages Transmitted

ICMPvE Messages Prohibited
Adminisiratively Transmitted

ICMPvE Time Exceeded Messages
Transmitted

ICMPvE Parameter Problem Messages
Transmitted

ICMPvE Packet Too Big Messages
Transmitted

ICMPvE Echo Request Messages
Transmitted

ICMPvE Echo Reply Messages
u itiad

ICMPvE& Router Solicit Messages
Transmitted

ICMPvE Router Advertisement Messages
Transmitted

ICMPvE Neighbor Solicit Messages
Transmitted

ICMPvE Neighbor Advertisement
Messages Transmitted

ICMPvE Redirect Messages Transmitled

ICMPVE Group Memberchip Guery
Messages Transmitted

ICMPvE Group Membership Response
Messages Transmitted

ICMP w6 Group Membership Reduction
Messages Transmitted

ICMPvE Duplicate Address Detects

TEO Cfef 2E L=}

ZEoA 8.

= QL= CIOIEOff Chol E gLt
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zc ek

Total Datagrams Received Q22 £AME HO|E 1S ZEhs0] OIE{H 0| A A Al Q12
GlO|E{12o| & $=QL|ct.

Received Datagrams Locally IPv6 AL X} Z2EZ(CMP Zgho| M3™o2 MY E £ Oo|HI

Delivered
F=QL|Ct o] 72 H& o|2{2t H|O|E{ 1340 X|7ZEl QIE{H| 0| A0 Af

S7totn, Ol= &7 O|Oo|E D=-0f oigt &8 QAEHW|O|ATL Ot ==

Q& Lich
Received Datagrams Discarded | b{Z #% 2AX|, 7|6t H4| @&, & + =1}, IPve 34 X2l 5 LA
Due To Header Errors o — i N N
2F 5SS ZE00] Ipve SIEH S| RF = QI3 AME & HolHOH
Yt
Received Datagrams Discarded 7|7} L}7F= QIE{m|0|A Q| 213 MTUE A1t80] MErSH 2~ gl= ol
Due To MTU
GlO|E| 23 4= Lict
Received Datagrams Discarded | 402 H&3 22 #2 4 9{0f AHE 2 Hlo|E 13 ¢t

Due To No Route

Received Datagrams With Unknown [ DX o 2 £ AIZ|QIX|OF QF & 7L} X|UE|X| Y= Z2EZZ QI
Protocol
MHE 22 F270 X E HolHael =Lt O] 7H2H&E o|2{st
HIOlE 20| X|ZE AEHH 0| 20N S7t5tH, Ol = L& H|O|H 120

CHet &3 IET| 0|27} Ofd & ASLICH

Received Datagrams Discarded IPv6 S||C| CHA ZEO| |pye A7) O] AEE|OAM AT = = Qgol
Due To Invalid Address
ZFA7b OfL| 7| WHZOf APHEl 23 HojH 33 =QL|Ct O =0i=
EXE FA(Y: 0 X XX S= FAOI LA B2 FAL
U= FA)7F ZeHE LCH IPve 2t E{7} OL|EE HO|E1H# S
TSR] Qi= AHEIS| 2 O] 7I2H0|= Y =271 gl7] W0
AMH|E MO 30| ZetE LICEH HX| Fa
Received Datagrams Discarded Dut | {jO|g{ 22 = Q0] 23t §O|E{ 7} Mg X| Lot ALK =l Q&
To Truncated Data
HlolH 13 +=L|Ct
Received Datagrams Discarded | X|4% 0l 2|5 #X|57| /8] 2H7F SR RUAKI B HH 7
Other
2% 59| 0|/ 2 H7|= ¥ Ipve LIOJE O™ =L|Ct O] ZH2EH0=
MEEE 7|Ci2|= & H 7| E HlojH 10| Z=at[X| Y&L|Ct

Received Datagrams Reassembly [ 0| OIE|{H| 0| A A X§ZZIS|OF Sh= Al |Pve ZZF £=QIL|Ct O]

Required N _
72 E= Ol2{gt =Z0| Ma|& QM O|A0AM S50, ol= L&

Z2to| 92 QIEH 0|AT} Ofd 45 ULt

Datagrams Successfully MO™MozZ Z2E |pve O|O|E{ 3 £QlL|C}. O] F}RE < o|2{sH
Reassembled B
CIOlE 20| XM2| & QAEHO|A0AM S5, o= Y& =22 Y&

EHmolAY B & RlELth

Datagrams Failed To Reassemble | |pyg E| MEz| dnz|=0| o X =

I_
A 0 242 B
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m7IE 1pve Z240| H4+Y Ba
X2|E ClET|0| 20X S7keiH, O
Obel +& YELITH

Datagrams Forwarded

A 0|
o T -

AEE[OM O] 7+2E{0= O] AHEIS
A AZ K27 M2

o

A2 L7t QlEfHo|A

Ato = FMEsl =28 §o|H 1

L},

Sk AT ZeE L

ol F+2E7t

Datagrams Locally Transmitted

Datagrams Transmit Failed

o AE{E|7} O] E2f IEHO| 20N HBHOR HE BlO|E 1Y
S,
o AEEI7H HBHO 2 MEOHA 28 HO|E 1Y SeLITh

Datagrams Successfully

o £ AHIO|A0A =Zt=tel IPve HIOIH IR = LTt

Fragmented

Datagrams Failed To Fragment | o] GIE{T|0| 20| N E2{3}2t 4 gt £ B0|E 18 Lk

Datagrams Fragments Created | o] 2 QIE|H 0| A0 A ZZsto| ZTt2 MAE £ Gl0|E 1Y =2
QLT

Multicast Datagrams Received OlE{T|0| A7} 4= AlISH HE|F|AE T|Zl 2=QlL|C},

Multicast Datagrams Transmitted OlE{ 0| AO|AM M&E HE|FHAE THZI 2=QlL|C}

Che #0M= AR = 8 5= 8l= HIOIH0j| CHsf 2 FerLCt.

Table 132. ICMPv6 S4|

gL ks

Total ICMPv6 Messages Received OIE{H|O| A0 A £AIBHZ |CMP TIA|X| 2=QIL|C} o 7|0f| =

IPv6lflcmpInErrors 2 A AtE BE OA|X|7¢ =gkE LICE O] QIE I 0| A&
ICMP T A|X| 7t X 2| 2l QIE{H| O] A 0| HA|X|Q| 3 QIE{m|O]AT}

Messages Received

Obd +& UL
ICMPv6 Messages With Errors OIE{H|O| A 7F = AKX B ICMP 2 QB (Z2E ICMP MY, Z2E
Received N
20| 5)7t U Aoz SHQIE ICMP HA|X| £=L|CH
ICMPv6 Destination Unreachable OIE|H|O| A O A] 2=AISH |CMP CHAN| @S 2 Q= D A|X| 2=QIL|C}.

ICMPv6 Messages Prohibited
Administratively Received

Al

d =

[

CIE| T O] A0 M ==
Ol AR 2= LT,

i

2l =X

MsHICMP CHA =2 27184

ICMPv6 Time Exceeded Messages
Received

QMO A0 M =4ITH ICMP AlZH ZR3F BIA|X| =Lt

ICMPv6 Parameter Problem
Messages Received

I O] A0 M =415k ICMP D71 = 2R HIA|X] =L Tt
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ICMPvV6 Packet Too Big Messages | Ol E{TH 0| A 0| A £=AISH ICMP T Z10| L2 2 HA|X| £QlL|Ct.
Received
ICMPvV6 Echo Request Messages OIE{T|O| A0 A £=AIBH ICMP 0| 2(2K) HIA|X| =QIL|C},

Received

ICMPV6 Echo Reply Messages
Received

I H O] A0 M =4I5H ICMP O 2 S & TIAIX| =Lt

ICMPV6 Router Solicit Messages
Received

_._

0

QIE{T|O| A0 A £=AlISH ICMP Router Solicit HIA|X| £=QIL|C},

i

ICMPv6 Router Advertisement
Messages Received

_._

0

QIE{T O] A0 M =418k ICMP 2t E 2 TIA|X] = LT},

i

ICMPV6 Neighbor Solicit Messages
Received

QIE|{H|O| A0 Al 5= Al ICMP Neighbor Solicit HA|X| 2=¢iL|C},

ICMPV6 Neighbor Advertisement
Messages Received

QI O] A0 M =415k ICMP 217 E 10 D A|X| £=QIL[T,

ICMPV6 Redirect Messages
Received

QIEHO[ A0 M =4ITH ICMPv6 2|C|3M HAIX] =QL|Ct

ICMPv6 Group Membership Query
Messages Received

QIEH O] A0 M =4I ICMPvE & BHY F2| HAIX| = LCh

ICMPv6 Group Membership
Response Messages Received

QIE I O| AT =418t ICMPV6 O-& HH A

SE HAIX] #=LC

ICMPv6 Group Membership
Reduction Messages Received

2N
(==

QIE{HO| A0 A =413t ICMPvE & HH HIAIR] =L CF

Total ICMPv6 Messages Transmitted

0| QI O|ATI M&S A|E3H = ICMP HA|X| 2=

F+2E{0|&= icmpOutErrors2 A AHEl B E $H=0| 56.:.

2Lt Of

IL|ct.

ICMPv6 Messages Not Transmitted | I EZ= £ |CMP LIOAM 2ZAE 2X| 2 Q18| 0] QIE{H oA 7t
Due To Error o N =
HE5HR| Rt ICMP IA|X| = LIC}. O] gtofl= IPve7t At
OIS 2t = gle At 20| ICMP AT 2R 0AM 2HE
LFE ZYEX| BEUCL €8 FeoMs o] 7H2H o SEE
OjXE @& 20| 812 + AsLIC
ICMPV6 Destination Unreachable OIE{T|O| A0 A| EtH [CMP CHAND| 18k 2 9l O|A|X| £QlL|C},
Messages Transmitted
ICMPv6 Messages Prohibited MEE ICMP A0 e 4= gleg/ate|Z oz 22X = E41 HAX]
Administratively Transmitted
YL

ICMPV6 Time Exceeded Messages
Transmitted

QI O] A0 M 2 ICMP AlZH 222 TIAIX] =& L|Ct.

ICMPv6 Parameter Problem
Messages Transmitted

CIEH O] A0 A EH ICMP D7 B4 = | BA[X] &L},

ICMPV6 Packet Too Big Messages
Transmitted

QIE|Tf O] A0 M &' ICMP ZHZI0] HF & HAIX] = LICH.

ICMPvV6 Echo Request Messages
Transmitted

QI O] A0 M 2 ICMP 0| Z(R7F) HIAIX] =R L|CH

ICMPV6 Echo Reply Messages
Transmitted

OIE{H|O| A0 A EH ICMP O 2 S & HA|X| =QIL|Ct.

ICMPv6 Router Solicit Messages

Transmitted

QIE{H O] A0 A 2 ICMP 0|2 QF HA|X] LT}
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ICMPv6 Router Advertisement
Messages Transmitted

QI HO| A0 M 2 ICMP 2t H L& HIAIX| = iL|C}.

ICMPV6 Neighbor Solicit Messages
Transmitted

QIE I O] A0|A 2 ICMP O] 2 2K HA[X] =Y L|Ct.

ICMPv6 Neighbor Advertisement
Messages Transmitted

QIHEO|A0AM EH ICMP 217 330 HA[X] =R L|C

ICMPV6 Redirect Messages Mgl g|C|aM HA|X| £QlL|C}
Transmitted
ICMPv6 Group Membership Query | M &l |CMPve 12 M Al 2| HA|X| 2QIL|C}
Messages Transmitted
ICMPv6 Group Membership FMAE |ICMPve 12 M A S8 B A|X| 2=QIL|C}.
Response Messages Transmitted
ICMPv6 Group Membership MR |ICMPv6 12 HH A ZHA HA|X| £=QL|Ct.
Reduction Messages Transmitted
ICMPv6 Duplicate Address Detects | Ol E{ 0| AT} ZHK|SH =2 Z=A £QlL|C}
=
IPvé 217 H|O| = B 7|
> IPv6 217 HIO| &S HE{H:
Routing > IPv6 > Advanced > Neighbor Table.
MNeighbor Table - IPv6 Neighbor Table 3
Total Count of Learned
Heighbors
Search By Interface Interface w ﬂ
Interface 1948 Address MAG Address s ;_Z‘?:ﬁ"r 'j';:z e
2 DBa:C185:0d E-2A:CE 04O Stale Inemp | DG 20
1. Search By Interface 2EE AHE510] IPv6 T4 E= QIELO|AEE IPve ZEE AMELCL
o IPve FAz HMOIHH M 7|F S E0|AM IPve FLE MEISHN K. 128HI0[E
16Tl IPv6 TAE SECE T2 442 D82 = YHeL Tho
2001:231F:::1). 18 Ot Ol HHES SEISHM| . FA7 Y2 B T &=0]
HA|E L L H25HA XSO0k LTt
o QHHOAEZ HMst{H AM 7|E S50|M AHH0|AF MEISHD QIE I O
IDE SRER/EE HAOR YHSLICKO: 2/1/1). 28 T+ 0|5 HES
SEOIM Q. 47 Yo B ST =0 HA|E LI
MEHSE OIEHO|A = RE QIE{HO|A0AM IPve 21 &5E X|22{H Clear HES 22T
2Q/X[0f cieh =4 HEZ olHS Mz 2X|HH Mz 1Y HES SE5M R
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ChE 20N = EAEE +82 = Sl HoIHo tiof 23

YL,

=

Table 133. IPv6 11

= 0|2 Ho|=

4c a9
Interface oY H|o|= WOl 70| EA|E|= QI mO|AYL|CE,
IPv6 Address 0|2 E= QIEHO0|AQ| IPve FAYLICE
MAC Address OIHHO|AQt AZAE MAC F=AE X|HTL|CH
isRtr O| 20| 2t HQIX| HFE LIEFHLICE 0| 20| 2t HQl B 42
True L|Ct. O| 20| 2t E{7} Ot AL /2 False LICt.
Neighbor State Q1M FHA| Fo| HEfYULICE T2 IPve Q1T ZM A X
o= HELICE
e Incmp. ZZ0|AM F4 =010 =HE|D QUESLICEH 0|2 F O A|X| 7t
oietel @8E = HEZ HﬁE FAEZ MESJAX|T ST 0|2 B
HA|X| 7} OF&] =4l E| K| QEQE L T
¢ Reach. O| 20| st ME =27} M2 2&5t4l UCt= SEE 0
=rolof Opx|af A A 7hs AlZh(E2|x) Lol =AE S LT
REACH & EfO| = S &K= 1fzlo] M&E I St X E
F SR &Lt
- Stale. ¥ 27 M2 &=stn ACt= OLX| 2 SFHQl =01
HhS 0| = ReachableTime & 2| % O|AH0| A1t A& LICH STALE
HEfO e S XK= D20 MEE WiIHX| OFF 3 =X = FT}HX|
pSLC
e Delay. @2 27| |2 Zt&5t AUCH= OpX |2 SOl =0l
22 0| = ReachableTime ZZ|X 0| 40| ZutE|[Y &L C}. OFX|8f
DELAY_FIRST_PROBE_TIMEZ L{0f TjZl0] M&E| A& LICE
DELAY &EHZ TPt = DELAY_FIRST_PROBE_TIMEZE O|LHOj
AE 7tsd =Ql0] AKX RFoM 0|2 fF HAIX|IE 2L
#ElE PROBEZ HZATIL|CH
e Probe. ¥Z 7t54 =010| =4 Y7HX| RetransTimer 22| Z=0tC}
O] 28 MAIX|E CHA| EY 8 7tsd &Rl H=Fes
&L
Last Updated FA0| H& st Ao R HHQIE 0| = o A|ZHY LI

IPve 84 Z2 748

IPve 17 A2 E F/dstL|C}:

Routing > IPv6 > Advanced > Static Route Configuration.
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Static Route Configuration - IPvE Route Configuration 7
Prefix Next Hop IPvE :
IPvE Prefix Length Adcséss Type Next Hop IPvE Address Interface  Preferel
= I | | | v

g

1. IPv6 Prefix 2EO0|AM - E 20| L IPve B FALE X[ LT

2. Prefix Length ZE0|M T E B20f Cist IPve HFAL ZO|E X|"d gL Ct.

3. Next Hop IPv6 Address Type S-S0 Al CHS S StLHE MEigtL|Ct.
* Global IPv6 Address.

4. 74= AZ0 tH$t Next Hop IPv6 AddressS & etL|Ct.

5. Interface SE0|A MESIO 7 RIZEHAOR AI-2ZH IPv6 LIS 5 T

K| g gL Cf.

IPvé B = E|O|= 3

IPv6 2} 2 HIO| =2 /g 5ta{H:
Routing > IPv6 > Advanced > Route Table.

Route Table - 1PviE Routle Table 2
Routes Displayed | All Routes bl |
Number of Routes 4
IPvE Prefix Prefix Length Protooal | Mest Hop Interface Mext Hop |P Address Preferance
2001:DBE:C 181 g4 1 0 200108818191 30

1. BAIE 2 LEO| OIS BE0M EAIZ 2 MestLch

+ AllRoutes. 2= 2 |Pv6 ZZE HA|TL|C}.

i



MZ 1X|2{™H Refresh HE S S2/51A| 2.

o

=
= QL= IOl Eof| CHol & FgL k.

I

2L|CH

&

=]

o

0]
0
Tofll
Ko
ol
il

B2 H|O

A@ILICH.

2ol HEYI H

q

A

b

2d B2 HFA ZO|YL|CL

QI8 H| O] A7} & LT

-I-F9020HPA
Configured Routes Only. AF&X}7} 4

Best Routes Only. 7}

AQ|X|of CHet XA HEE otH
Table 134.IPv6 112 Z 2 H|0|

Number of Routes

IPv6 Prefix

Prefix Length
Next Hop Interface
Next Hop IP Address

Protocol
Preference

il

IPv6 A& 7|

e 1~255

H.

b

FLICH M2

=
HLICt 25| 7HR o

=

.
(=)

2AX™S

L|Ct. O]
= O

St
=1
EHS

=

z28

F

C
—

|
L Cf.

—

8

X
=

-

| Aze A
o

o

I.

o
=

200

lZ7lE 28 748

2EZO
23 = 350t

7|
FL|C}.
(1]
110
110
110

-
o

=

—

REZ0| Cfsf M2 Tt
Routing > IPv6 > Advanced > Route Preference.

Route Preference - |PvE Roule Preferences

IPv6 ZZ 7|2 MW 74

B27+ 042 7Y
Local

Siatic

05PFvd Inira

D5PFvI Inter

D5PFv3 External

1L

>
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1. Static ZEO0|M 22O C

H-c'>-|.7c-|75-|| 4E 7| A—Ug 7l-%x|7t-|'<‘;+|_||_‘_|-.
HY|= 1~255Y L|C} 7| 242 1YL CF

- O

2. OSPFv3 Intra 2EO|A 2R EC| OSPFV3 QIEZI Z 2 7|2 AH Zf2 K| ™t .
el = 1~255Q LIt 7| = 2t2 110 LT

L HATT

3. OSPFv3 Inter Z= 0| A 22 E 2| OSPFv3 Inter 22 7|2 A7 4/2 XYL
Hel= 1~255QL(Ct. 7[24t2 110 LTt
4. OSPFv3 External ZE0|A 2t2E2| OSPFv3 2|F 42 7|2 273 7+2 X ggtL ct.
Hel= 1~255UL|Ct 7|2 2f2 110 L O,
5. Apply HHEZS SEgfL|Ct

YOIOIEE 40| 29X 2 HEELICL 714 HE Argd2 FA| §EELICH

Lo d

Local ZE0|= 2Z 7|2 4730 EA|E L

mn
r
M

2= dd, 739 % AN+ A HCL

> IPv6 E{'2E Fd5I2{H:

Routing > IPv6 > Advanced > Tunnel Configuration.

Tunnel Configuration - Tunre! Configuration

e 1D | Mode 1P Mad= Pl Unrzachables | 1Pvl Address

- EUIG+ Solre Adress Sguce ce | Destingt Livk Simiis
| —— | —— | —

i
at

1. Tunnel ID BE2| A& 7Hs¢H HE ID S50 A e LT}
2. Mode SE0|M X|@lE= ZES MEELCH

*  6-in-4-configured
* 6-to-4
3. SE0A IPv6 ModeE MEHtL|CE.
4. IPv6 FAE AFESHY O] IO A0 A IPv6S Enable®f L L}
Of M2 FAIHQ IPve FLE XY U7X 2 e = A
5. IPv6 Unreachable &= SZ0{| A Enable E==DisableS 1&gt Ct.

Ol= O] QAEHMO|AMA ICMPVE Lie B2 =7t @55 EUls ZES A FELIL
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HIZHEE MEsIE 0| QIEEO|AE ICMPve CHAO AZE £ gig2 =UX|
¥ELICH 712 E o2 1Pve 4 £ 27t ZE7} Enable|0f Q& LICH

6. IPv6 TA/HFA Z0| HE0o MEiSH QIE{I| O] A0 CHSH L E =l IPve TAE
UHATELICH

ie)
ogt
1=
|0
Hu
oo
JE
)

Fas HEAE SfL|CE.

7. EUIB4 =E0| X 64H| E =E 17 AHXHEUI-64)E Enable == Disable St= %
MEHSHL|CY,

6tod E{Eo| AL 2002:tunnel-source-IPv4-address:;/48 & Al0| X EiRY| 48H|EZ |Pv6
FAE L C)

8. O HE0f Lfal ASt= &2 =25 XL,

MESH QIE{T0| A0 AHE FATE A2 FAR AZELLC,

10. 32 72 MTls BI[H2 2 Ol HES e =S YHYLIC

11. Add HEZS S 2Lt

12. MEiSHEHES

J>

FH| St Delete HHES S22 LICE
13. Apply HHES SELICE

YCIOIEE 80| 29X 2 HESELICL 714 HE Ared2 FA| §EE UL

LO HdJ

Interface Link Status 2E= B2 AHEHO[AV &E SUX &5 SK A=A 6| FE LIEFELICE

VLAN 7 &

VLANZS K| Rlot= Y7 ZEQ 2R E S X|25t= Y7 ZEE AT EQIOE A4 =
UASLICE VLANS| E2{T0| OFX| VLANO| 2tRE ZE

T =2 JAELCH

EE7 20| of E2|F (7|2 2h)oll CHol &gtz ™ QIHFR E i Zlof CHsl 2= it
He|X| H2|7F =~ & OS2 VLANZE HZ g L|CH MAC 4 F4(MAC DA)2f VLAN ID=
MAC =24 H|O| 22 AMSH= O AR E LICH VLANO| CHs 2t 20| ZM83tE|1n QIHR E
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FLHIHAE 1{Z12| MAC DAZ} L& E2[X]|-22H QI 0| A 2] MAC DAYl 4% 1j{Zl0|
SR EEL|Ct QIHFR2 E HE|FHAE TiZ12 VLANS| 2 & ZEQ} L|E EE|X|-2}2H

I H|O| &2+ & VLANOA =4l &l Z2)2 & LTt

EZE = = O|49 VLANO| £t & 182 = 282 TEQ| B E VLAN E+= 5t 2o
CH3H VLAN 2HR 0| 2HMSHE 4= AUSL|CEH VLAN SH2 B2 AFSIH & O| Ao E2|H
HEEJLSYs AEUl0 AFE = QELICH VLANO| 02 22X HEYZY ZH QAL
FIt 2 = B0H0| R0t A0 = AHEE &= JSLICH O] MMM = VLAN 228 2
X}t & AKX E ot B2 EQEL|ICL ZE= VLAN ZE E&= 2t2H ZEY
#= QUX|Ot & C}Y == Q& LCH O2L VLAN ZE = 212 E ZE QI VLANS| Y2 =~
USL|CH

VLAN 2t28 34
VLAN 2t 8 S F45I2{H:
Routing > VLAN > VLAN Routing.

VLAN Routing - Configuration 7

[ I WLANID Port. MAC Address [P Address Subnet Mask

1. VLAN IDE MEHSIL|CY,

O €E0= O] 29(X[0f 7+ d& 2= VLANS| ID7} EA|E LT,
2. IP Address& AFE3H0] VLAN 2t 1B H[O|A0f Lo 18 IP TS Y HE LI,

3. Subnet MaskE ArE3St0] VLAN 2t & QIE I O] 20 TS +dg MEU 023 5 AT

5. VLAN |

Ctg oAM= =tH| #AlEl= #4E 4 Sle 20 tish 2L

Table 135. VLAN 2} E! 1M

zc Ck:
Port 2H2 25 9IH VLANOH ZEE QIETo| AL Ct,
MAC Address VLAN 2+2) OIE{T0|A0) THEHEl MAC FA QLI
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ARP (FAx 20 T2 EE) 7|

ARP(FA 20l T2 EE)= 2f0|0| 2 MAC FAE j0|0] 3 IPv4 T4 HZATIL|CHL AT EQ0=
8 A =5 ARP 182 5 NSLYLICH =& ARP 732 ALE25IH ARP H|O|E0 252

o

ARPE QIHY Z2EZ(P)Q| B £E0|H IP FAE O|HUr 22 22| SAZT(LAN)OIA
Ho|5t= O|C|0{(MAC) FAE HetstE O AFSELICE 1P IjZS ELHOf Sh= AHO[ME2 IP CH4 Q|
MAC & £ EH**OI Yot ME e 42 0S8 2t2H9 MAC =AE YOtoF ghLct,
Ol o & ARP & LIZHAEst0] SESHE ARP 281 IiZlS
22 A

S

CFH
HOoro
MAC T2 IP T2 20| F=7tel AT 2 sEH2l tid
e I

B oz O

o> 0% 2 Tl

Ch

M e
:Io

=

|o r
E
0x
|IH'I
E
1o
o

H
=
T

ARP 7fAl= HEY ALl 2t AHO|MO|N 2EHE FX| 22[Zl= HO|[ZYL|CE ARP 7HA| =2 ARP
SFQIX| SEQIXO 2A 0] ARP IfZl HO|ZE HEQ| AA HEE AAMSIO St&E LICH M2
ARP 280| LAN MOHE &= 7h4F LAN(VLAN)S| 2 & AH|O|MO| EREFYAEL|H ZF = AMX=
LK IP A MAC FAE ST ARP HA|Of] MY 5= JASLICE FLIHAEQI ARP 8EH2

Lt O = ARP FHAIOf B AEF HEE XNEot= QEXIO| AP A& LICE XA HE &= 24 ARP
FHAIQl 7|E ZHXE AL Ct,

X &= ARP &= == EHE0| W2t CHELIC

A= HEYIOAM Ol = JASLICEL F, ot £ MAC T2 HAL|UTE 1P FATt O

CHE MACZ AFSSHO] HZAEIZLE LIEIS0)A RITS] AR S LICHO: T4, B2 o, i
MU0 MK $/2). 0|2 Qs HEAI0| EAEE M2 Y=o 2 8302 §=20]

M3l EXfoHoX| SHelsty| floh F7IHQ2 M2 DHXIILL 20| ARP
H3lol w4 Ao AZE Z9 AN AT/ S ARP IOl 2248 Bl
LUBILICEL YBHO 2 TS Sof N FEL BR 7|2 SOrYLICH

7|2 ARP 7jA]
O| 2tHE AHESIO| ARP 7HA[Q| ARP &=E2 HEA|RHL|C,
ARP 7§ A|0]l ARP &322 EA|SI2{H:

Routing > ARP > Basic > ARP Cache.

204



Y

U-1-F9020HPA

ARP Cache - Siatus )

MAC Address 1P Address Interface

1. IP Address= A|AEIS| MAC =242 ARl P A E HA|SHL|CH

2%(X12] 7| & 228 IHH 0| A & BtLtof| A E MEU0| A= FX|2| IP F240{0t
L.

2. Port ZEO|= HZS| 2EH YR/ X/ZEIF BA|ELICE

>

3. MAC Addresst= &X[Q| FLI7HAE MAC FAE HA[GLICH F
1671 2= 2 L|CHO4|: 00:06:29:32:81:40).

= =222 =& 6712f 2Xt2|

22[X0f tieh =M YEZ otHE M2 DX|HEH M2 0H HES SEM 8.

Ho|x| ofZ &4 Ml

* Rows per screen — 2tHE BEA|E|= H|O|F &5 =& MEISL|CE 7ts% €42 50,
o

o
100, 500, 1000 ¥ 2 =QIL|LC}.

« <HO|Z HOIH &=52| O] 2 TS EAIZLIC}

< >HO|= HO|H &=2| Ctg =2tHE HEAIGLICH

E [~ =
ARP EH|O| &0 2= F7}
ARP(F2A 210l Z2 EF) H|O| 20| 252 Tt = JSLICE

ARP H|O|Z0]| &5S F7I512{H:
Routing > ARP > Advanced > ARP Create.

ARP Cache - ARP Siaiic Configuration 5
[ 1P Address MAC Address

ARP Cache - Slatus 5
Port IP Address MAC Address Type Age
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1. IP AddressE O|

22X|2] 7|1E 2t &

St [_| [:l-.

=

U-I-F9020HPA
8510 =t IP =45 YHGIN K.

I H 0|2 & ofLtof| A= MEU0 A= EX|2| IP F20{0F

2. MAC AddressE A&t} X2 RLIFHAE MAC 48 A8 LIC

ZELE &2

3. AddHEZ2 2
14 ARP &5

4. A2X0f M

5. Apply HES 2

MEHSE X

-

=l 6702| 2XtE| 1672 FAE Y=L CHOl: 00:06:29:32:81:40).

FIXI0f| == 7HE LT,

ARP =5 AX|5t2{H Delete HES S LI

IPOf| LS MAC =2 OfZ O] HAELICE 79 HE Arg2 A HEELICE

2 RX0f CHeh =
ChE ®O|AM= =t

Table 136. ARP 7| A]

HEZ 3tHE MZ DX 2{H Refresh HES 2E/5M Q.

= 7Y + 8l SO s 2Lt

EE a9

Port AZo| #H ¥r/ER/ZEYLCL

IP Address IPFAYLICEH AQX[Q] 7| & 2t QHI 0| F Stitol| HZAE
MeUol e X2l 1P FA00F gHLCt

Port HZo| B HR/ER/EEYLICH

MAC Address BHo RUALE MAC FagUth FoE 2222 TRE 6749
2At2] 16¢!14= U LICHOYl: 00:06:29:32:81:40).

Type ARP &50| S YLICt 7t 342 Chat &L
* Local. 29| X|2| 2t & QIHHO|A MAC F& & StLIQt

AZE ARP & YLCH.

e Gateway. IP T4t 2t H 2| FAQ S5 ARP =Y LICE
*  Static. AFEA7} 7ot ARP S LI
¢ Dynamic. 2t9H7} gh&ot ARP &= & LT

Age ARP HIO|E0| M &=0| OtX|2 o 2 M2 1T 0|32 At
7|1Zh(E) k.
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ARP H|O| & 7| E&= 7/d

mot
0

ARP(F4 20l T2 & 2) H|0| 20| T4 Oj7f 42 WA 2 A& LTt 0] &

AESHY HIOl=22 85 BEAlY = AL

2
mjo

ARP E|0| =& /g5l H:
Routing > ARP > Advanced > ARP Table Configuration.

ARP Table Configuration - Configurafion

Age Time {secs) |‘|2ﬂl} |
Response Time {secs) |‘| |
Retries |4- |
Cache Size |2C'43 |
Dynamic Henew % Dissble 3 Enatte
Total Entry Count g

Peak Total Entries G

Active Siatic Entries ]

Configured 5tatic Entries 0

Baximum Static Entries 258

ARP Table Configuration - Clear

Remove from Table [Hone v

AQK|7F ARP QK 0f Cist

o
odz=
Q/2{sfoF LT O] BEO| Bl 1~10KYLICk,

3. Retries& AE310] ARP 20| MA| =& = X R+E X|Fot= I+

2L,

0| LEO| He|= 0~10QL|C} RA|EO| 7|EZFS 4QIL|C},

4. Cache SizeS AFESI0] ARP 7ilA|2| Z|T| &5 =& X[ Yot F+S LHY L

O| L O| W= 64~6144 LT Al 27|92 7| 2242 20009 L|C}.

5. Dynamic Renew= AME3I0] ARP T+ 247t UteEl S5 ROl ARP 55

S22 Ailsten A=K 6|25 HOfgfLCt.

207



U-1-F9020HPA

7|2 MH 2 EnableLC}.

6. Remove from table2 At&3}0| ARP H|O|S0f|A AAe £ =2 MASLICE
LI El MEH Atet2 AX|E ARP EE9| ™S X|GTtL|Ct,
* All Dynamic Entries
* All Dynamic and Gateway Entries
* Specific Dynamic/Gateway Entry. O| & MEHSIH ALEXI7L Q5P FAE
X8 = AL
 Specific Static Entry. O| & MEISIH ALEX 7 HRot P FAE X HY =+
A LICE.
* None. AL X7} ARP EIO| 201 22 AIHISIX| o 2iE 242 MEfEL|Ct
CHE #HOM= 2tHO| BEAlR= 4T = = 2O ois 2Lt
Table 137. ARP H|0| & 74
gc 493
Total Entry Count ARP H|O|29| &= &2 2QlL|C}
Peak Total Entries & &3 0| = &0 ZHLCH O] 7H2H 242 ARP H|O|& 7HA|
37| 4f0| HAE WO CRA] A|ZFE L T
Active Static Entries ARP HO|£29| &£ &t ™M™ &2 49l L|C},
Configured Static Entries ARP HO|20| M=l MM gt=20| = Jj=QL|C},
Maximum Static Entries HMo|gt 2 Q= X0 HA sH=2 20lL|Ct
RIP 74
o
e e
RIP 243}
> RIPE &/d3}sl2{H:
Routing > RIP > Basic > RIP Configuration.
RIP Configuration
RIP Admin Mode 5 Disable @ Enable
1. RIP Admin Mode Z = 0{A] Enable £ Disable &M S MEfStL|C},
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23S HESHH AL|X|0f TS RIPZF g 2HE LI 7|2 442 Enable I LIC},

RIP 2% 148

I RIP AHEE Ad5I2{H:

Routing > RIP > Advanced > RIP Configuration.

RIP Configuration - Canfiguration M
RIF Admin Mode ) Disabée ® Enable
Split Horizon Mode ) Mons ¥ Simpie (_} - Foison Reverse
Auto Summary Mode ® Disabie (.} Ensble
Host Rouwtes Accept Mode () Disabls ® Ensbie

GFlobal Route Changes o

Global Queries o
Diefault Information Originate % [isabis () Enable
Default Metric |I} | {Tia 15

Admin Mode Z E 0| M Disable = Enable 2tC| 2 HE S MEISHL|C}

$O ot
o> ox

oIS MEMSHEH A X|Of TSl RIPZE ZISHEILICE 7|28 2 2 RIP= Enablek|Of
L|C

—_

* None. 0| Z220|= &% N2|7} gl& LICH

. Slmple BRE o5 E 2tPHE HEE YO0 E =X BaLCt

Poison Reverse. Z2+= 25 & 2R HE MSE[= HO|EQ ZatL|X| Pt

5|
HES:2 Fottiz 28 &L

=2 A EH2 427t el staE 2tRHE TS E YHOIEN 228 T EM

UASHE ZME YRIo7| flet 7= YLITE

Auto Summary Mode Z E0{ A Enable &=-= Disable &M & ME{StL|CY,
23t E MENStH QIS 42 50| T H=ECE %k

Z0{5L|Ct 7| 24f2 Disable ¥ L|Ct.

2
Opt
02t
o
+
N

Host Routes Accept Mode ZE 0| A Enable &+ Disable &2 MEigtL|C}

2ot S HHSE 2R Ht S AE F2E SEYL O 7242 Enable I LICY.

—
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5. Default Information Originate 2 =0 A 7|2 ZAE Y& Enable &E-= DisableE
MEdSEL|CE,

6. Default Metric 2E0|M MH{ZE A= HEZQ| 7|2t S XL T
O| EE0j= 0|0 4¥E 22 7|2 5EE=0| HA|E|1, OO0 LM [X] &2
J20|= 00| EAIEL|CH RE 42
7. Apply HES SEISLICt
YOOI EE F-d0] AL(X|2 MESELICHL 7o HE A2 ZA| HEE LT

ChE UM BAILE 782 4 Sl HOo[Hof CHo 2 =L Tt

EQ

Table 138.RIP 1 & 1+

V7

"= oy
Global Route Changes RIPO] 9|8 1P 22 HIO|EfH0| A0 Ciet 3= ¥ HI+2Lict
of7|o& B2 B M= 1H0| etk K| 5L L.
Global Queries CHE AIABOIN RIP #2|2 BSE S YU
e I A A
1g RIP AEH O] A B 148
g RIP AEHO|A BES /3512 H:
Routmg > RIP > Advanced > Interface Configuration.
Interface  Send Version  Receive Version RIF Admin Mode  Aufhentication Type -Auibenticalion Key Aulherticalion 10 Bai Fackets Received  Bad Reuies Received  Updstes Sent 1P Address Link Siate

~ v { v v ] [

Interface & 2| checkbox& M
2. GoToInterface ZE0| FRX/EXR/ZE 40| QIHL0|AE YUSHSID Go HEZ 2T

X g & A1 O] A0 of Ft= eF=0| MEF LT,

3. Send Version S 0| A QIE{H|O|AZt HH RIP MO ZfZIo| ™S MEASHL|CE

U2 Lhg & otL YL Lt
* None.RIP X[Of IjZl2 HEEX| E5 L.
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 RIP-1.EEEIHNAEE S RIP HT 1 FAo| IjZl S H | L|CH

e RIPM1c.RIPHA 1-33 0C HECI|AEE EG|RIP B{A 2 @Al T3l
HYL|C}

mjo

* RIP-2. ZE[FHAEE AE5I RIP T 2 A S E > LT

ﬁ

U2 RIP-2QJ LT},

T
r

T 2F0M AEHEHO|A 7L &3H= RIP MO THZl S MEMSLICh 242 CHS

=

S otLtLICE

RIP-1. RIP H{& 1 Y@ AlQ| T 22t 5{- &L T},

RIP-2. RIP H{7 2 Ao miZI2F 5| &¢tLCt.

¢ Both. & ¥4 5 0| I{ZI0|2t S{ &g LT}

* None.RIP MO T{Z 2 5 8| X| & LICEH

7| 2242 BothQLICt.

RIP Mode 2Z 0| A Enable =+ DisableE MEiStL|C}.

OIE{I{|O| AO|A RIP HA 1 EE= B 1
HEXI X HEEEIHAE REE =

£ 28=iot7| Hofl HA sl QE T 0] A0 A
25

.

()

foF g LICt 7|24f2 Enable® LILCt.

= T HA T

0%

m

S Z0{| M Authentication TypeS MEHBIL|

72 L gL
* None. Z=7| 2IE{H| 0|~ JE{YLICE O] FHS HEHSHH QT Z2EZFO0
2| X| pE L.

Simple. 01%g MEs3 Q1572 Astats HAIXIZ BEAIGUCE 0] 7|&
HEYI0N FMeEE 2E TS| RP GO U HAoR mBELC
HEYI9 2E B EE SUs 7|2 PAE0{o} BT

* Encrypt. 0|Z4S HH5IH QIS 7|2t 215 IDE 25+ YH5t2r= OAX|7t

= =
HA[ELC &t =oh= MDS5 HIAIX| CHOINAE ZH2[ES AL HERAS
2= 2RHE 2ot 7|19 ID2 &0 0F L CE.

OIF Q¥ Q1SS M 3 7|5 YstetE HAIXIZL BAIEIK & LICH B i
orate Meisl |CH 16 S IR JHSEHLICE 97)/M7| HEto 2
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YHO|EE 90| 29X 2 HEELICH 749 HE Arg

rlo

22X0f oot x| 22 otFHE M2 10 X|2H Refresh H

ChE EOAM =

Table 139.RIP 112 ¢

Ze ay

Bad Packets Received Off 0|} 2E 0|50] H7|E RIP Z2 A A0)A =418t RIP SE T} 2
Y HC

Bad Routes Received OfH O|RZE(O: ¥ 4+ 9 F4 AY £& BRE HEY) 2AlE
2o RIPOjZIC B2 LT

Updates Sent o] QIEJH 0|20 N MAH 2 HM&E Ea|HE RP YEO|E Lt
ol7|ol= M22 =7t E%*E._' HH L OIEZE I:c'i‘)\lx—".g e K|
pHELIC

IP Address 2t Ef QIEjm 0|2 2] P FA QLT

Link State RIP QIE(T|0I ATt 5 FOIR| B FXEYER 09 E Lerd

B E TjHi =

O otHZ= ALESI0 RIP B2 MHIZE O/ -5 T IR LICE 24 BEN S8 = 2 2
Fol EAELUCHL ZEXRE ¢S Y8l ZE w2 o 5= 2 1 HAXZE
HA|E LT},
> DZRIPFE M= AU FAsIH:
Routing > RIP > Advanced > Route Redistribution.
Route Redistribution - Configuraficn -
Source [ Connected
Redistribute Mode Disabie
Metric |0 | o150
Blistribute List |0 i 1 3199
Route Redistribution - Summary 2
Matct hatch Match Match NSSA  Match NSSA
Source Redistribute Mode Metric: Distribute List Tt External External External Extermnal
Type 1 Type 2 Type 1 Type 2
Connecied Mot Configured Mot configured
static Mot configured
ospf Mot configured Enakie Disakie Disabla Dizabée Cézable

bap

Mot canfigured
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Source =2 RIPE Soff AHIZE| =5 O0] & &2 Z22 AT L|CE O]
Sl A8 7tstt 22 2 SOM LHE 22 28 79T & AL

e Connected

e Static

« OSPF

Redistribute Mode SZ 0| A RIP MHi & 2 = Enable SE= DisableS M Bt L|CH,

=
CHok ZHBH 2 Metric X|EE 2= gL L.

.02 T oMl E 2lo|L .

t
ZES AFESHY Y Z2EZ0]| ofof MiHl 22 Z2 5 EH YYo= AN~

Distribute List
SEZ A-tLCt
8% ZE20 M= E L|CH O] BHO| EXYSHA| §Us WML FES HESH= B

NS H
D= 427t S{EELICHL YMA F5 1D f&8% 42 0~199Y L Lt
7

t
MEEE 87 ML SF0AM AHEEl= Rt EE= HEat 25 LI

e Source IP address and netmask
e Destination IP address and netmask
* Action (permit or deny)

[}2 22 TE(Of: A2 WA ZE, M 29, Tos S)= FAIELCH

’

LA P FaE FEQ Y IP AL HWMELCH AN A =5 50 A4 1P
AOtAT = QPUETIE DRAT R ME|Z[0 &4 1P FA2 L HIEZH Z2O| T

Faof LX|SHOF 5H= K|S LIEHA LT,

Note: OrA3 9| 12 ol & 4 HEO| &2 §lE§S HHEFHLICE

AN A 22 FHO| Y P Faok wnrﬁa(% A2 S2)7 ZEHE FL Y 1P
FAL Z2 )40 UEYI DhAT e HMELCH YN A S20| T4 UotAIE
H20l 0 DLAR0IA EIZ Rgi0] 28 HIEE Lehs Ssls e
o2 ghuct

E

YCIOIEE 80| 29X 2 HESELICL 714 HE Ared2 FA| §EE UL

o —

= BOME BAE= 78Y + Y= RIP 2= MH| £ HIO|E{of| Chof 2 etLICt.
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Table 140. RIP Z 2 U= 29}

£ ok

Source Protocol RIPO| 2|5 THHHZE AA A= QL|CH R85 242 T2t 25 LT
e Connected
e Static
e OSPF

Redistribute Mode EXM AA TZEZ0 5t A2 AHHIZE REQL|CH 7|[2XMoz o|=
Hl 2 datE|of &Lt

Metric XYE A Z20f ChE M 220 HEE=YLICH HEEO|
45X e 3 Yeof 00l BAIGLIC

Distribute List o4 Z2ES0) o)) MHEE H2E LEFsHs oM~
=SEQYLICHL FEEX| %2 E2 ZE0] 00| EA|EL|CE

CS XHZE 22 552 OSPF7 242 MEE A2 2L S50 OS2 & otLf o|40] ZateE =

AS LT

Match Internal =

A EE L

OSPF Z2& 4

gLt

Match External Type 1 TH =& o5

23 1 OSPF d&2

£ 28gyct

Match External Type 2 MHIZE Q8 23 2 OSPF &

425 4L

=

Match NSSA External Type 1 XHHI S NSSA QI8 23 10

SPFZ2E ¥t

Match NSSA External Type 2 XHHI S NSSA QI8 238 2 0

SPF Z2E 288Ut

OSPF

7|2 ospF 2% T4

N

> M

7|2 OSPF #d 2 F/d45}2{H:

Routing > OSPF > Basic > OSPF Configuration.

OSPF Configuration

Admin Mode Disable @ Enable

Router ID 0.0.0.0

1. Admin Mode2| Disable == Enable 2IC|2 HHES &
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2dstE MEHSIH AKX CHsH OSPF7t Z-d3ELICH 7|2X22 OSPFe=

2d%tE|0f AELICH OSPF7t 2s5te{H BHA 2t*H IDE Fdsiof gL IP 4

2tHZ AHESHO] 2H2E IDE 338t LT CLI B config router idE HESHU AL,
DRSHA M= Moz FEE 107

2HRE IDE AS(RHE A2 ) Ljoj A 2t S T
#0328/ £ o

HX OSPFE&
23l2{™H OSPFE

AQIX|2 HEELCH T4 W A2 54 58

o —

ME

OSPF 7|2 B2 &3 88 *4

- IR FE ¥Y 4EE TYHA:

[

Routing > OSPF > Advanced > OSPF Configuration.

Default Route Advertise Configuration

Default information Originate @ Disable ¢ Enable

Always True @ False
Metric 0

Metric Type

External Type 1 @ External Type 2

188
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HIZgstelor 2LCE M 2t H IDE 238 =
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OSPF Configuration
Router ID } 0
Enable ~
= Disable
RFC 1583 Compatibility Enable ~
Enable ~
0
un
MNew LSAs Originated
LSAs Received
External LSDB Limit 4 (-1 to 21 17)
Default Metric 0 (0
Maximum FPath (1 )
ef [ { 4294967
Defaul assive Setting Disable ~

ALt
rir
]
=i
-
w
>
mjn

= MEHSIH OSPF= 7|2 4 2(0.0.0.0/0.0.0.002 &
AIZFStL|CE 7|2 HE MMHe 7|28 O 2 Disablek| 0] Y& LILCH

Always 2 E0{| A True £+ FalseS ME{THL|CE

7= & 490 2t of UX|T

et E 2| 2k HI0|=0f o]nf Rl=

0%

ox!
10 0:

=M0| False@® 2%, OSPF= 7|2 B2}
o2t 7|2 2 E A|&tgtL| Lt

7|2 @27t o|o] EXfSH=X| o £ 0off A 0| OSPF7t 7|2 ZEE A&t & o2 ™
AlwaysE TrueE AL} 7| 22f2 False 2 LICH

Metric ZEO|M 7|2 Z22| HEZ S K| LICE

QaTh 2ol M= 0~16777214LICt 7| 232 0 LT}

Metric Type 2E0|A 7|2 ZAE2| OSPF HEE Fd 2 MEdSL|CE

External Type 12} External Type 22| & 7tX| F&0| X| A& L|C}. 7[2442 External Type
2@ L.

Apply HEZ SEIgL|Ct

YHOIEE 80| AKX 2 HESELICHL 714 HE At 2 FA| §EELCH
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OSPF 278 T4

(=]
482

OSPF T+/d512{H:

Routing > OSPF > Advanced > OSPF Configuration.

QOSPF Configuration

Router ID

0.0.0.0

Admin Mode Enable v

ASER Mode Disable

RFC 1583 Compatibility Enable +

ABR Status

Opague LSA Status Enable ~

Exit Overflow Interval (secs) 0 (0 to 2147483647)
SPF Delay Time(secs) {0
SPF Hold Time(secs) 10 (0 to 65535)
External LSA Count
External LSA Checksum

I,,.
r'—
j‘
T
=

xternal LSDB Limit

Default Metric

O| XtOlS AsHBHL|C}.

config router idE MEs Y

2dalS e,

14

Ol =43t M2 1dt= 2] AS-external-LSA SOf|A{ 41EH
A4Y AAE XEEUCE 243E MEistH 7|2 A fE2

217

Maximum Paths 4 (1to 4)
AutoCost Reference Bandwidth 100 (1 to 420496
Default Passive Setting Ysabla
1. Router ID ZEO0f| AS(RHX| AI ) WollM 2tREE D/oHA AlEHdt= 22
=E 107! FAo| 32H| E FH+E YLt
2t E IDE Hyst{H HX OSPFE H|2-datsliof gtL|Ct Af 2t2E IDE 8ot =
HE AL E HESI2{H OSPFE CHA| dztofof 2L Ch 7|&2t2 0.0.0.00| X[t
F 2% 2t2H ID= Ot L Ct.
2. Admin Mode Z = 0f|A{ Enable =& DisableS M EiTtL|C}.
2HdetE MERSHH AL[X|0f CHs OSPF7t 2 atE LICH 7| 24/ Zdat Lt
OSPF7t Zt&5te{ ™ A 2t H IDE 7/ds{OF &L CH IP 744 2tHOM EE= CLI HE

g M AEEE 7|2
OSPF-2 EF(RFC



U-I-F9020HPA
2328)°| MM 16.4.100 HolEl #AIYL|Ct O|l= &Lt CHAOf| CHSE AS-external-LSAZL
CHE HY0M AlZE 42 2128 FX t”7<|3*L|Er. 72U %“8 U L|CE OSPF
Lol 2 E 2R HE SYSHA +4 Ct.
3

et sg = A= 8 RFC 158

ru|o
o
ot
oz
‘5
o sl
_,9
ot
-
-'T'-

OSPF7t Opaque LSAS A&t Z2{2dHs E2 Opaque LSA EHE B3tz
2L

Opaque LSAE= OSPF 2t E = O IO AHE X} Hol §EE XA st O
AtEE L.

7|=0| O+l @ LSAS| #=7t 7+d &l M|ghS =1f5HH 2t EH = RFC 17650] Z2| &
2 RHEE JEjZ SO LD

Exit Overflow Interval 2EE AF230] OSPF7t LHEZ MEHS HH 0Lt D Al =38}7|
Hof| 7|Cte{of 8t= A|ZH(ZE)E RIEELICH LB EE HEf0| M= OSPFZt 7|20] Ot
QIF LSAE A& == glE LIt 32 @HERE 7t40]| 02 % OSPF=
Hig-d ot E| UCH7E ChA] 2 otE 77X RHEE HEfE HOLEX| &L Tt Hel=
0~2,147,483,647X & L|Ct. 7| 24+-2 ORI LICH.

SPF Delay Time2 Tg gL Ct.

OSPF7t EZZX| B M-S s4let AR H Ch5 SPF Al Al R77HX] 9
A ZHZE)YILICE X[ AlZE2 0~6553528 AHO|2| F=RIL|Lt 7|2 gf2 52 |IL|Ct £(0]

L HATC

00|™ X| 0| RS2 oln|etLICt &, EEEX| HZE Al SPF A 40| A|&FE|LICH

SPF Hold TimeS T+ %fL|Ct.

£ F HO| A SPF A& AFO|Q] E| & AIZHE)RJILICH #H Q= 0~65,535% I L|Ct

2 AZt2 10X YLICH gL0] 00| H X[ 20| QI S2 Q|O|=LICt &, & 7kX| SPF A4t=

|
|
SILPY SA| 28E & ALtk

External LSDB Limit @ =& A2310] OSPFO]| CHeH Q5 LSDB |3t =5 MM etL|C},
2£0[ -10| ™ Xoto| Q& LICt 2t H ol 23 HEf H|O|E H| 0] A0 = 7|&20] Ot AS-

external-LSA2| =7} 2|2 LSDB H|2t0f| =&t 2t REH= @LHEE & Ef0 S0{L LT

ot E{= H[O|EH| O]~ 0f 2% LSDB |t E.’i%ﬂlE AS-external-LSA 0|42 2] E}X|

ESLCH 27 LSDB M|et2 OSPF 8 3l/tE= Ak OSPF 0| HZE 2=

2t E0|M S LSHA A7 E|0fofF BfL|Ct Q2 LS

1~2147483647 & L|Ct. 7| 2242 -1RILICE.

DB Xot o] ¥el=

Default Metric 2E5 AFESH0] MBI ZE 22| HEFHO| tigt 7| =2ts 28 LI

7|2 5850 F X B2 4% 0l 2= HO ASLICEL FE 4l ole
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1~16777214 4 L|Ct. 7| 222 0 LI C}.

10. Maximum Path 2EE AtE510 OSPF7t £7d CHAO| CHsll E0e o= /U= HE T2
ALt

11. OSPF7t 23 H| &2 A Atste &S X052 ™ AutoCost Reference Bandwidth= 2t L|Ct.

A GES = H7HH E Bel2 XFe U @3 H| 80| 1K g2 4% A HIE
= UYZES AHYO|A LHYZC 2 L 0] A LHE LT,

H Q| = 1~4294967 I L|Ct. 7| 222 100 L|C.

12. Default Passive Setting ZE°| FE0 1 Enable = DisableE 4154310 2= OSPF
CIE{I| O] A0 Cio MY THAIE R E H7H S gL

— =2o=
O WES THSIB S| QUETO|A +F AL 2E HHS HOIBLICL OSPFE
THA £ QIE T O] A0 QTS BASHX UXIBH HAE YEYTE AH YEYTR

o = —H-d
2B CF 7| 2452 Disable LI Ct.
13. Apply HHE S S 2lgtL|Ct
YO OIEE F40| AKX 2 MEELICHL 74 HME AFZ 2 SA| AL
CHE HEOM e BAIEl= 8 4= 8l= HIo[E 0 CHsl dFeL|Ct.

Table 145. OSPF 14

=] Ay

ASBR Mode BRI CIE TREZ0 H2E RS2 IS R =L 7|2
HEE Y0dHE Q5 LSAS AMSIZE LME Z2 X8 AlAH
A7 2t E Lo},

ABR Status 2tRE{7 CH2 ZREZ0| P2 S HYHRSG=E FHE B £
J|2 ZBEE Zndte Q5 ISAS AIMSIEE FME AR Xt
A28 A2 2t REYLICH

External LSA Count 213 AEf C|O|E{ 0| A Q| QIE(LS §& 5) LSA(R!I A AMEj &2h
Lot

External LSA Checksum 213 ME| GIO|E{H|0| A0 ZEHEl Q5 SARA MEf 22| LS
AN AL o A= 2t E Q| Y3 AEH OO EfH| 0|20
HMZA0| Y=X| Eolstn £ 2t2E{O /3 AEf GO|E{H0|AS
Hl @8l O AFRE 4= UASLICEH O] 2 167I4:QLICt

AS_OPAQUE LSA Count SO MA BT HQS Zoste 25 LSA L}
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AS_OPAQUE LSA Checksum SO M ST #He
SAYLICE o] EA=
Qx|

!

2
18 4

>

A LI Of g2

=

AE =
2t

stoletn & 2t e

tsl= 258 LSAS| LS H3d

Y3 e HO|EfH O] A0
Y3 HEf GO H0|AE H| W= O

2 16Tl

|:|0|'

20|

1o

2LCt.

New LSAs Originated

2t E-LSAE A|ZfEtL|Ct

AIZfRILIEL O] g2 O] 2f

£ OSPF FHOIN 2t E =

03] LSAZ A|ZISIL|C} 2t BIRE =

2t E 7L sl R H2| HERA0 Chol

XHYE 2t2HO7|E ot 2 ol HEXHIO CH HIER A LSAE
SE{O| A A|ZFEl LSA 5=

£ LIEFELICE

LSAs Received MEL QAAEHAGIZ =90l

S SAE SARA ME| Z3) St

O] =Atoll= AHA| 44 LSAS| X4l QIAHADIIL mote|X| &L Ct
OSPF & EY ID 8
X% IDE T8I Y:
Routing > OSPF > Advanced > Common Area Configuration.

OSPFv3 Common Area Configuration

- External SPF  Area Border Area LSA Area LSA  Import Summa
[Tl Area ID P ry
i i Routing | Runs Router Count  Count Checksum LSAs
1. OSPF Area IDE Y 3H3tM 2
%% IDE 2HLE CIEHO|AT HZEE Y42 DRI AEsts Hog 7
10%15= @Al 0| 32H|E F4=QiLICt.
2. Add HEZ ZEgLICt
A AID7}F =7k L .
3. MEiot A IDE AHH|SH2{ ™ Delete HES 2 E/5HM 2
CHE HEOM e BEAEl= 8 5= 8l= HIO[E 0 CHsl 2Lt
Table 146. OSPF 38 ¥ 74
21 oy
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External Routing

AS-external-LSAZt JH TH|0f| 22 E'EIEXI OlF& Zgolol s

FAol| ch3t 2t H 7|50l thet 7 o Y0l A FHQ
AR QF 28 7|52 e = Ue Jtss M2 O3t
ZELCEH 28X %2 42 Rt S8 2 import External

LSAs LT},

Import External LSAs. 2|5 LSAE 7tX 21 HujgtL|ct.
Import No LSAs. 2% LSAE 7t ALt FISHK| Oy Al 2.

SPF Runs

gt 9ol A MEf HIO|HH|O|AE AHESIY FY LY 22
E1|0|§%71|H"3§1-¢-°n=“—|[|'.0|% Y™ o EDljkstra dn2ES

Area Border Router Count

ol
X

Y oM AZEY 5= A= Y B 2tRE2l & +YLIT ol

=0= 00|10 2} SPF T A0 A AAHELICE

Area LSA Count

2|
=]

AS 2|7 LSAE He[st O] S| P3 ¢E H|O|EH|0] 20 A=

Area LSA Checksum

ol
H
L=}
E|
E|

3 HE 1o & +YLCL

FYo| 3 SE CIOIHHo| 20 =etE 3 SEf ZF 2| LSA
30l thet 32HIE 2% gl SAIYLICE o] g 0= 2R (LSA
g 5) 23 HEj 2O MUt A= 2tRH2 F3 HE

O|EfHf O] 20 HZO| JA=X| 2olstn F 2t Eo|

O|E{H|O| A H|Wdt= O AFEE + AFLICH

1
0z
L]

Flood List Length

ol=

Of X|9e| 84 S50 U= LSAS| =Y LIC.

o]

Import Summary LSAs

Routing > OSPF > Advanced > Stub Area Configuration.

OSPF Stub Area Configuration

— || Area D

Area

. Area _ Import -
P (280 e (resatay s Summary  Default Cost Tﬂypen s
Runs Router =27 " Checksum Senice
Count | Zount LSAs

1. OSPF Area IDE Y=3IN Q.

Area IDE 2t H AHHO[AVL HEE|l= SHS AR MBSt §22 FEE

SE=1C

10804 40| 32H|E
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2. SEM 23t £ HZYSE MEESH0] Import Summary LSAS THd 8Lt
=SMIE MEISIH QOF [ISAE AH Yo Z JIHF L Ct

3. 2H 90| SX| = Default Costd]] M2 HEZ 4t2 Y50 7|2 HIES
gL ct.
S ook o M= 15 H 16,777,2157H K| Y L Ct

4. Add HHES SHYLO
e g2 A Yoz g E L

5. 28 A9 XY 2 MASI2AH Delete HES S 2/2tLICL

YOOIEE 40| 29X 2 HESELICL 714 HE Argd2 FA| §EE ULt
Che #O|M= BEALlE 79 o Sl HIOIEof CHol 2 efL(Ct,

Table 147. OSPF A& ¥4 1M

g Ay

SPF Runs S Fojol 23 AEf HIO|E{H|0|AS AFRSHY Y LY F=2
Ho|2& AAtt Sl L|C} 0| = YN O 2 Dijkstra Y 12|ES
Abgsto] -8t

Area Border Router Count Ol Yo Lol ZE 4 U I HA 2t2E £ +UL
0| X 20jl= 00|10 2t SPF THA0) A H ARl L T,

Area LSA Count AS 9|5 LSAS F|Q|8tn 0 Yol 23 Atef B 0| o] 20 Q=
23 Aef ool & ULt

Area LSA Checksum 0| Yofo| 23 Aef HO|E{H 0| A0 == 2T AEf L0 LSA
HZ Ao Cizh 328 E 23 gl SAYLICE 0 EAH ol 2R (LSA
9% 5) Y3 M) Lo MelHLC S 22 Y3 ME
G O] Bt 0] A0 B1ZO| Q=X| HHOIStD = 22 E{ 0| YT A
Gl O| Bt 0| A S H|mEH= O AFRE 4 ALICh

Type of Service Ol e AH HEZD HABEl Uk ToS LT

OSPF NSSA €99 11d

> NSSA HYS /452 H:
Routing > OSPF > Advanced > NSSA Area Configuration.
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OSPF NSSA Area Configuration
Area A | 1
- Area aa Impor
. ’ SPF Border X Area LSA 2
Area 1D = LA | b Summary
Runs Router Checksum

Count Count LSAs

1. OSPF Area IDE 2 =3IM 2.

Area ID= 2t E QIEHHO|AT7I HAE]
108l HAIO| 32H| E HaL|Ct,

[= |

rir
0Q
19
mjo
&
=0}
O
X
1z
nE
Ot
rir
oz
o]
Hu
=l
A
r

0

2. 50| A Enable &= DisableS &350 Import Summary LSAE T+d gL Ct.
g3t E MEISHH Q9F LSAE NSSA @Yo =2 7hMSL Ct
3. Default Information Originates -4 %&tL|Ct.
Ol 2N S AHE5IH Q9 LSA 7IM 7|7t H| 2 dotEl 4% 7|2 d=8 NSSAO| &8 =+

o
Ho
[AELICE Ol = IP 2H9E OSPF 74 ZE0|A CLI B E & Y (area-id) NSSA default-info-

originateE 8iAM = M &E = JASLICH

a. Admin Mode SE£0|A 7|2 HE MM Enable == DisableS MEiStL| T},

b. Metric VaIue oo 7|2 2 X0 Cist 7|2 X & Zr2 ZE8g .
240| 2F HRlE 1~16777214 Y L Tt

c. Metric Type ZEOAM X & 7 220 X Q& X &®E 2 Mgt Ct,

=542ttt 25 UL

« Comparable Cost. OSPF X|HQ} H| 1 & 4=
HE 2 L|Ct.

= External Type 1

30

« Non-comparable Cost. OSPF M| E &|0| H|& 2Lt ACt1 7Y E| = External
Type 2 I EE & L|C}.

4. NSSAZQ| Translator RoleS ME#SHL|LC},
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82 tS1t gEU ok

—

a. Always. 2t E{7} A 2tE 7t &l= =7 HY 7|9 A2 A S| Ct,
b. Candidate. 2t E 7} A 2t H AEO| ZEHSIH Hat7| MEH T = M| A0

Stz & gfLct.
5. Translator Stability Internal 2 =0{A NSSAS| Het7|E F-dgtL(Ct.

2L E{ 0] ofsf H7| 2|2 BHolst =

o =2
S HFE o= 7|.7J?=I L Eh 72 Hel= 0~3600% LCt.

o
rir
2o
o>
il
o
o
Hu
N
Z
n
7))
>
]
=
£
Hel
anl
H
I
=z
()]
)]
>
>
vs]
Py
mjo
-
0x
o
-
i

SIS o2 NSSA Yo gL TH

YOIO|EE 80| 22X 2 HEELICE 78 HE Arg2 FA| HEE L
ChE EOME BAILE 782 & Sl HIO[HOf CHol 2 =L .

Table 148. OSPF NSSA €%

y= ay
SPF Runs S ®ofol 3 B HO|EHOIAS AFBSO] B L B2
B0 22 A MBS Z4QLITE Ol Y¥EHO 2 Dikstra X252

Area Border Router Count Of Yo LHoIA AT 4 2= B B 2tREo| F $ YL o=
M0l 00|10 2t SPF IH A0 A AP LICE

Area LSA Count AS 9I% LSAE H|Qlst o] o YA e CIO|EfH| 0|20 QU=
Y3 YEf F1o &+t

Area LSA Checksum Of ¥ol Y3 HEf Hlo|EfH|o| A0 ZEHEl 23 Hef LBl LSA
H 3ol T3 328|E 2= gl FAYLICE of EA0= 2R (LSA
R 5) Y3 Yef Lol Xl T Bl 2teEo Y3 Y

HIO|EfH O] 20 HZO| YU=X| 2elstn F 2t Ho|

o
HIO|E{H|O| A H|Wdt= O AFEE &= ASLIEL

1
0%
L]

Translator State Ol LEE NSSA 7 2tRE7H 38 78 §8 52 B =X| of 2ot
WS EAGLICH 753 gL 3T 2T
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* Enabled. NSSA 4 A 2t2EHO| HAYX} A2 T2
MY E L
e Elected. 22 NSSA 47 2t2EH= R 7LSAE fH 52
[e]]
AN

getst S L

- Disabled. 2 NSSA 44 2t2HE R 7LSAE FY5E
Hetstx| et& Lot

OSPF B9 E%l 73

OSPF B9 HelS T 8Lt

Routing > OSPF > Advanced > Area Range Configuration.

OSPF Area Range Configuration

Area D IP Address Subnet Mask LSDB Type Advarlise

1. OSPF Area IDE Q=3IN Q.

Area IDE 22 H AHHO|AVF HEL|= SIS LR AHESts H22 717

10%14= s Alo| 32H|E M2-QlL|C}.

o 11— oT d
2. MEHSHX[Yo| A HR|0f| SiESt= IP AddressE Y= SHAM| L.
ool A H|0f LTt Subnet MaskE &L CL.

(=]
4. LSDBType ZEO| 220 AIHE HS U F4 oot BE 23 21 9¥S
Mesti|ct

Uit
0x
Lo_}
i

>

m
rg
-

}

0E
40
N
£

m
I:O
12
=
w
>
mju
ofm
el
(01%
o
I
=2
e
in)
-
i

TIO0IM X E T4 YRS M0 Delete HES ST LICL
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8. Apply HES SalgtL|Ct

YHOIEE Fd0] 29Xz HMESELICHL 7d HE A2 SA| HEEL T
o [T A M
OSPF QIE{H|O| A 14
> OSPF QE{H0|AE F/d5I2{H:
Routing > OSPF > Advanced > Interface Configuration.
OSPF Interface Configuraticn
12 3 VLANS All
Subnet Admin Router Retransmit Hello
Wi IFtirens IMask Airmaih Mode Prerty Interval Interval
1101 0.0.0.0 0000 | D Disable 1 5 10
12 0000 0000 O Disable 1 5 10
1/0/3 0.0.0.0 0000 | O Disable 1 5 10
Diad :2';‘;'_"’" !ﬁf_:‘k KU Fassive Vst T Auhentication  Autheaticalion
Interval In'-..e?al I:N:';] Ignors Muode Hhadiicndt tii Typa ey
0 1 1 lona
10 1 1 Nona
i) 1 1 lona
A0 1 1 fone
40 1 1 flone
Go To Interface m
Authertication sie Designated DR L L [9a T Metnc
Key ID Souter R el W B Cost
Router Events |S5As Checksum

1. GoTo Interface ZE0| FH/ER/ZE Y49 QIHM|O|AE YHSD Go HES 2
X E QAHm 0| A0 s Hdt= &t=0] MESE L|CE.
2. Interface €2 check boxS MEHSIL|LCE
3. OSPF Area ID ZE0| 22 F2E 10T HACE 2HE H
O] IDE MEist 2t E QB HO|ATt HZAL[= OSPF S92 N/otA AlETL T

ZXoHR| Qe YO IDS B ST YL V|22 HAFLCE

-
0l
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7| 2442 Disable2 L|Ct. OSPF 22| 2EE Ed316HA| 210 OSPF Df/fH+E 8
= QX0 2e| REE 2ot I7HX| #HE AtRO| M8 &|X| Y& LT,

Che Q2= 22l ZE7F 2dstEl 4202 2AIE L

e State

* Designated router

* Backup designated router

*  Number of link events

* LSA Ackinterval

*  Metric cost

OSPF7I MCHZ %55t ™ IP QN | O] & 71 2FHO|L} CLI B & config ip 2/ E{HH| O] &
HEQIZS A8t Q& 3HID T4 MUl OLAI S Q2|0 FHi|Ct,

Note: OSPF= 2t E 0| A =7|2t | H 2t K7t X278 & 7K =7| =t
SEIE FAIRH .

Router Priority(Et7E 4 &%) 20 MEiot QIHEH 0|20 LSt OSPF 24 =715

YEgtLch

I H 0| A0 R == 0~255 ALO[Q] = X|FELIL. 7[=4t2 10|, Ol 7t
ot EH UYL gt 02 2HREH7F o] HIERIZNM XIE 27t & =

Lo
IT —
Bl=S LIEF-LCE.

& OIE{I| O| A0f L3 OSPF Retransmit IntervalS R25H0] I| M S 7HA S

X7 &l QIE{m| O] A0f CHSH OSPF hello 78S & EHR| 2 Y& S0 Hello Interval=

O Bj7i &= HEYA0 HEE ZE 2H2EO0|| CHs = LsloF gL Ct 2t Hel= 158
65,5357t X| LI Ct. 7|24t 10= Lt

X|H =l OIE{ 1| 0| A0f| CHSF OSPF Dead Interval(X)2 & 2istL|C}.

Ol 2t H 7t CH2 & Tt M Q15T | T0j| 2t E{ 7t 0|2 22 E 2| hello T2 S 27|
QI8 7|Ct2|= AlZhE X8 L Ct O] o7& W EY I 0| HAE 2 E 22 E101| CH s
& Lolfof BfL|Ct O] 242 hello 7t 2| Hi=0{OF BLICHO: 4). G 23t 212 HYl= 12 H

65,5357t K| Y L|C} 7| 24f2 402 @ L|C},
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10. =

1. =

12.

13.

14. QI

15.

U-1-F9020HPA
Iftransit Delay Interval = E=0j| X|7dEl QIE{HO| A0 CHSH OSPF T& X|HES Y=L C,

ol 23 e YHOIE S HEoks ol 22l= oY

—

ol ]
ZHZ=)E RIEELILE F2ot ke Hele= 1~3600=(1AIZH R L 7| 24t2

£0{ M Enable™=+ DisableE ME45t0f MTU IgnoreE T+t L|C}.

|= 4= A&l HO|E{H| 0| A A T{ZI0|A] OSPF MTU £ X| ZtX|
HI g2t LICh 7|2 342 Disable(MTU & €A ZX| 7} 2-gotd) L.

i

E 0| M Enable EE= DisableE M E4SHO] Passive ModeE & L|Ct.
OSPF7} CIE{H|O| A0 QI M S HdSHA| RS E QELO|AE =522 TF
OSPFE IA|E QIEHO|A HAL HEQIE AH HEQIZ FOgtL|Ct
M O|AE 7| 2O 2 & BEVLOtULICH &, =& BE 7| 24t2 Disable Y L|C}.

II|I'I

L|Ct.

=

ﬁ

OSPF Network Type 5% 0f| A Broadcast &=+ Point-to-Pointe M E4gHL|C}.

OSPF= A|J & 2tRHE UESl HR2EIWAE HERIO oM HEXT LSAS
Gttt X8 2t @30= OsSPF 227t 274 o ¢ =X & §lE L Ch o|H U

QI O|AL| 7|2 H EQ A S8 L2 Broadcast L| L}

T o1

ZZ0{| M None 0|2|2| Authentication TypeS ME{S}L|C,

« None. 7| 9IH {0
ZZ2EZO0| HAE[X

S MEiSIH 0

Ef LTt S =0 0f Qd
L C

Ct. 7| 242 None L Ct.

A AL
o
OFA|
[Eoi=]

«  Simple. 2157|E YHotet= HAIX| 7} LIEFELICE O] 7| = YERIANM BE &=
2= I{Z2] OSPF & H 0| et dAo= motElLICH HERZL BE EtRH =
SYs 7|2 LY E|0{OF gL T},

¢ Encrypt. 2157|2t Q1F5IDE fH5t2t= HAIX|ZF LIEHEL|CE
HA|X] CHOIHAE Z0E|ES AAEYLICH HEYIL ZE 2I%YH

IDE T+-dE|00F grL|C},

rlr D9
_+9_+
rir
<
O
(6)]

OSPF= X|CH 2 E A&t Iff 0] /2 AFE S LICt Hel= 15 H 65,5357HK| Y LI CY.
7
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16. Apply HHE = S 2lgL|Ct

YHOIEE 90| 29X 2 HESELICH 714 HE A2 FA| §EELICH

OP

ChE EOME BAR = 74T = Sl HIo[Hof tHof 2 =L L.

Table 149. OSPF QIE{H0]A T

Zc a9

IP Address OIE{H 0| A Q| IP FALCE,

Subnet Mask UZE HEQIAE Mt IP T4 BES LIEHE HEYS
OtA3 L Ch

LSA Ack Interval (secs) X|QIE £012 27| ®Mof| 7|Ch2{Of SH= A|ZHZ) LT},

State MEdst 2t H QIE{I| 0|2 0| MEfYLICH &El= CFS & St LT

© Down. =7| QIEIO| A JEYYULICL 517 & Z2EZ

o =
QIHIO|AE AFE Y =~ BlES LIEFELICL QIE 10| A DH7HE¢E
7|z 2Lt RE QHL0[A EFO|H 7L B2 g3t &

Mol A HAAE Q1Y 50| RS Lt

+ Loopback. U E®|30| CHst 24| QAEH| 0| A= SHEL 0L
AZEQO{OM FEEL|CtH YBt O|O|H EcfjTof= QETIO|AE
A8 4= Q& LICH 2T 0[A0] ICMP pingE EL{AHLIHE 2F
A

=
E 52 Sl o] 2EHIo|A2 FHO| st SEE e =

B s =z g4
ALICE 0[2{3t 0[R2 IP hL 01| 2T AEfO)
OIE{H 0| AR F2 XHE 4 Y& LICE 0|F S0[5}7 87| /e

0| 2{3t QIE{H|O| A 2t E{-LSAUIA THAO] IP QIE{T|O|A T4l
T sAE FRE FDEUC

*  Waiting. 2t H= 4 & Hello {32 ELEZSIA HESZ0

A gE Y 2tREo MRS 2elstan gL Cf, Ef—?—H" CH2|

0z
4
2
x
S
<
ne
>
1=
2 fjo
@
o
4o
m
bl
u
o
_".'1

g Mg 4

+ Designated Router. O| 2t2E= A E HELAS X|H
2HREHYLICH HEQFO| AZE CHE ZE 2t HO| EH°F 2IF g0
YU 2R HE HERYA 20| oot HERA LSAE
A|ZtS{OF EHLICH U EY A LSAO & HEYIO HEE 2=
2R E (XIS 2tE Zehoj et 23 7F ZEkE|of UFLICH

+ Backup Designated Router. O| 2} E{= G ZAE L EQ/Jo| W
X8 et EHYLICH A X7 2t Hof| Zo{7t Ydst 42 X
2R EHE SHELLCE 2R EHE '—‘IlE%’—Jﬂoﬂ AZE 2 RE
2t EOf Tt QIE S LT B XY 22 H & LSA

SOl X8 2tPEet 7 LHE 752 —1‘—3”'5“4 Ct.

1]
u
on

+ Other Designated Router. 9/ E{T{|0| A = C}

r

et 7L XI'8 2t H
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N E|

o

He
5t

%

W X 2tRHQ HEEIWAEO| HAELICE 2t
ehPEf ot WY X[ FE 2t E 270 Ciet 2 dE ¥
4

Al=ghH

0x o
[T

ot

Designated Router B0 22EQ YA 2 0f O] U ET0| chef X YE 2t E o

ICh. XY E 2t EfE 017|101 M 2t E ID2 A FELICE 2£0.0.0.02
€l 297} 9122 olojg Lt o] WE& OsPF B2 227

€ Zeoje EAEUCH

ZHOM = [ o] HIEHIAO et WY X7 2t2H
I'§ 2tREE 7|0 2t2E ID2 MEELICH U
£ 4% 000022 YL

Backup Designated Router &t 2L2E 9
oL

Number of Link Events XIS E OSPF QIE{H 0| A7} HENS HFD SUYLct

Local Link LSAs =gl He7t o] QIE|H0|A Q| B30l BE |SA 2QIL|Ct

Local Link LSA Checksum

o

230 et 22 3 LA Ao A LI

QE{mj|o| A0 CHS OSPF S A 7|

OSPF7I &gt 4% MEiot QIETo| 20 TSt SAE & & UASHCL

— —

> QIE{T0| A0 L3 OSPF S| E Ha{H:
Routing > OSPF > Advanced > Interface Statistics.

QSPF Interface Selection
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1. 2tHO| OSPF QEIH 0| A ME FHO U= Interface EEL| SE0|M HIO|EHE EAIE
SIET 0| &~ E MR LCE

OSPF QIHH|0| 20| R = A E K| 2{H Clear HES S EOIUAIL.
2[X0f theh 2|4 YEZ otHES M2 DX|HEH M2 0H HES SEIM K.

BOM= EAE= #9Y = @l= OSPF 2 HH| 0|2 S H|O|E{0]| CHsh

t=
gLt

Table 150. OSPF QIE{5j|0| A E7|

zc ck

OSPF Area ID MENSH 22 E QIE|H 0| A7t 43t OSPF Y ALICH OSPF ¥9 IDE
OIE|H 0| A7} Il YOS TR AHete Yoz PR
10714 ®Al2| 328 = F4 it

Area Border Router Count O EO LjoA AH & QU= B A RE|Q B LT 0]
XZ0l= 00| 2t SPF THA0| M A AHE LT

AS Border Router Count Of HO LYo A AT 4 Uk KB AIAH B 2HREQ B
YLt 0= MZ0= 00| 2} SPF T A0 M A 4hE LT,

Area LSA Count AS 915 [SAZ H| /5t 0] ¥l 22 MEN Glo|EfH 0] 20f YU
2|3 AI—EH 2t o _’.c?_ _J'\_O‘:, |_|E|-

IP Address OlE|H 0| 22| P AL}

Interface Events XIZEl OSPF QIEIHO| AT} HEIS HFSHALE QBT A
QLo

Virtual Events Of 7Hy YOI AT M Y E= 08 SALCt,

Neighbor Events 0 0|2 TA|o| ME| WAE|ALL @RI} 2T ALYLITH

Sent Packets OIE{H| 0] A0 A F&El OSPF TjZ! 4 @L]ck,

Received Packets OIE{T|0| A0 A A1 E 328 OSPF 2! +ILict

Discards 2 98 w2 Mol @F2 Qs H7|E 24 OSPF 12
YLt

Bad Version OSPF 82| BT TEJ} 212 Ha|shs OSPF Z2 M 20| b}
LKX|SHX| @b= =4IE OSPF T2l =JL|C}.

Source Not on Local Subnet AN P FATL 22 QIEH0| A RYE MEU Lo 87| i
7| & =4 w2l =L ct

Virtual Link Not Found 441 QIE{T|O| A7} o] Ol Fo| UM OSPF SIE 7 T3S
W20 £S5tz A= AHSHX| T OSPFO| THA! ZAIXLO| CHSE 7k
237t gl 29 7| 4 OsPF T2l $@Lct
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Area Mismatch

OSPF $C{2| @9 ID7} 441 QIEH 0| 20| AE Qof D7} OfL|7|
IS0 ALKl OSPF THZ! 4@ LICH,

Invalid Destination Address

mfZlo| Tt IP T4t =41 QIR T 0| A 9| =47t OFL| XL AllDrRouters
= AllSpfRouters BE|ZHAE F4-TF OL| 7| W20 AK€l OSPF
ARSI

El

Wrong Authentication Type

OSPF 80| X|F& 2T 70| =41 HHO| A0 & 2AS
Tt LXISHR| GOk AR E ohZl =L T

Authentication Failure

HEH ALEO] 7| & O|RO| OfL| AL} EtH AtZHOl P A7} S E 0RO
CHsH ool 7| S &l 1P FAef °'X|o|-X| 47| I 20f| AHR|El OSPF
ojZl =2},

No Neighbor at Source Address

S AFRHO| 7| & O|RO| OtL{ALE 2l AtEel 1P F=27} 31 0| 0f
CHSH O| Mol 7| 2= |p Z:AQF LX|SHA| %7| W20 AM|El OSPF
ozl = ct

Invalid OSPF Packet Type

OSPF &l Tl 7 =7t 24T RYO| OfL|7| HE0f H 7| &

OSPF T2l =QIL|LC}

Hellos Ignored

OIE|TO| A Ei AlAE FHO| 0|2
BILE|7L A O[O HE A 441 ©

Hellos Sent

0| 2t2E{7} O] QAE{ I O|AR M&Tt Hello THZ! =L C}

Hellos Received

Of 2t &7t O] AEH O] A0 A =41t Hello THZ! 4= LI LY.

DD Packets Sent

O 2t2E7t O] I O|A2 i HIO[EH| O]~ 28 T2l =L CH

DD Packets Received

O| 22 E{ 7t O AE{H|O| A0 A =415 G O|EfH| O]~ 2 1{Z

YL,

LS Requests Sent

0| 2t2E{7} O] QAEHHO|ARE BiHH S @K $=QL|C}

LS Requests Received

O 2t &7t O] AHHO|A0AM =43t LS 2 =Y LIC,

LS Updates Sent

0| 2tE 7} O] QI Oo|AR M&Tt IS YHO|E = L|C}

o

LS Updates Received

O| 22 E{ 7t O QE|HO|A0A 418k LS HHO[E =L}

LS Acknowledgements Sent

O 2t &7t O] AEHI O] 20 £ 1S S = LICH

LS Acknowledgements Received

O 2t &7t O] AHHO| A0 M =43t LS S =Y LICE

OSPF 0|2 E|O| & E 7|

OsPF 21 H|O|2 S5 =
A

=
EX

CHS XEM|BH & 7}

=

T A& LICE 57 Neighbor IDE XI’S3PE Sl NeighborOj|

|Ct. "8 E2= OSPF7t 2-dstEl d2 02 EAIE LT
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7

> OSPF 0|2 HIO| =& E&{H:
Routing > OSPF > Advanced > Neighbor Table.

C'SPF Neighbor Tatle

Seaich By Interface m
Neighbor:  Naighbor
Router Area Routar = Hellos Retransmission, Up Dead
| 1 | | o i :
nterface P nterace D D plions Prigiity Stats Events Parmanence Sinressed| ‘Guausiangtn || i) [Time

Address  Index

A QX0 CHH 2|4 FEZ otHE ME 1X[2{H Refresh HHES S 2514 2.

HOlZ2 2E O|R &5 X224 H Clear HHE= 25t
(o]

Al
=
ChE HOM = BAIRE 782 5 Sl HIOoIHof CHo) 2 =L Ct.

Table 151. OSPF 0|2 E|0| &

»c M
Interface CIO|E{ 2 EAISIALL A4S QIE{HO|AQILICH 22 02 7|& &HX|LCh,
Neighbor IP Address A= YEYI0| Ch3t QI 2t2E| QIE{HO|AQ| P FAYLICE O] AFME

et Z2EE 20| RLIIAERZ MEE I Uy IP T2 AAEELICH

Lo =

eot oI 2t E 7t X[ F 2t H2 MEfE 32 AZE HE/I lik D2

[

n

H

2t LSAXAl AFEELICE Neighbor IP 2= NeighborZ2 £E Hello TjZl S
A U StEEUD 7ty P32 2 228 HIOIE 7F Z2M A SO
oI Ip F27t St E L

Neighbor Interface Index | 017 QIE|H|0|2 QA S A ®ots BA/&F/ZEYLIT,

Router ID oI QIHHO|AE LEHE o2 72 10T Y42 32H|E g YL|LY.

Area ID IE|H 0| A0t GIZAE OSPF E ol EH IDYLICH

Options Q1% 820 X|Aste MY OSPF 7|58 LIEHE F4 LT 029
MEH OSPF 7| 5= ofE hello IiZl0f LIEELICL O|F S8l §8 St
OSPF 7|50 2LX|7t A= B2 T E Hello TAO| AEE 5 ASLITHO:
Ol &AL B8E7| A= ©S).

Router Priority RIHE QIE{T0| 29| OSPF 29| YLITh QIEH 0|22 24Ha:2|E 02

25571712 HAQULITE 0 342 2t E7} O HEYAAN | 2 E 7} 2
A12{0] g183 LIERY LT,

HA OO =2

State O|R2| HEE ChET ZELICH

* Down. 0| Chgte| £7| HEfQLICh 0|%9§$ B 2|2 FE It ALK
2USS LIEHLICH NBMA HIESI 2 0] M &
Hello T 21 0| 7|3l A| Down NeighborZ ™

E
© Attempt. 0| ¥El= NBMA HERI0| AZE O|R02 F=ELCL 0=
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O|RORRE AT WEIL FUEIX PUAOL 02T H2ABHT| At B
= 2{8}0} 32 LEREILICE Ol Hello 2t 2.2 0| Hello T2 F53/0]
SagL,
+ Init. 2|2 0|2 RRE| OHISHH R T B LT A2{Lt 0|20

x| YL LICHOI: 212 57} 0122 hello
(O ME(EE 1 0#he| RE 0|22

)
AZAE QM O|A0AM & E hello 210 LIS E L|CH,

»
s
Q

<

4n
I
Ho
m
)
10
ofm
>
rlo
02
0L

SALICH Ol= hello ZEEZO

=]
5oz BEASUCL Ol NX Y SH0| 258 1Y wNE
AEfQILICH WY X BHRE S 2-way O|4to] Aol O TE FojA
SegL

+ Exchange Start. 0| = 0l 2 E ALO[Of QITME 2 M5t A HEY
CHAJLICE O] THAQ] S8 & O 2t E{ 7 OLAE QIX| ZA7FstD £7| DD
ANEA HSE ZYSHE A YLICH O] HEf O]42] 0|2 tiztE

ol gojata ghuc.

2 4n

* Exchange. 2} E & HO|E{H|0|2~ 2 IjZlS 0[R2 2 TSI TH|
23 SE HO|EHO[AS dFTLICH 33 B 27 TjZl2 0[R2 X4
LSAE RES=E TWEE = ASLICH ne e o] g2 2= 21
g2 228 XM AL E UL o2fet ¥ 2 RE 7¥2| OSPF
2t Z2EZ IAS 2 HEot 4 = ASLT

Events 0] 0| 0| AN BMBEIALE QB 7} S RS AULIT
Permanence O W4t R0 HEIE EAIFLICL SH % YR 0[R0| O{FHA

Hellos Suppressed 0= 0|20 A QHISIM 7} BA|EX| R=X| OfFE LIEFHLICE

ST

Retransmission Queue Length| x| 2l OIE{m 0|20 XIHE 9% 2k E DO CHet WZ ch7| ol $f

[

Z0|E HEt= F+YHth

Up Time O|% 7t& AlZh o1 &50| OHX[H2 2 HH| JEf0| =t O|F Zatzl
AlZF Lt
Dead Time St E7F O| R0 HZEY 4 QICtA 7HE3H7| Hofl 7|5k AlZh(E) LTt

OSPF &3 AEl| H|O|E{H|0| A B 7]

> OSPF @3 ME GjO|E{H|0|AE H{H:
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Routing > OSPF > Advanced > Link State Database.

Link State Database

Router Area LSA LS

) D Type ID Age Sequence Checksum Options

External LSDB Table

Router LSA LS

D Type D Age Sequence Checksum

AS Opaque LSDB Table

Router LSA LS

D Type ID Age Sequence Checksum

A 2/X|0f CHo XA HEZE 3tHE ME DX 2{H Refresh HEZ 2EI5HM| R
S #0 M= BARl= de == 8l= OO0 0] Cha ALt
Table 152. OSPF 3 ArEf| Cj| O E{Hj|0] A
B Ck
Router ID AS(RtE A2 E) LIO|A 2HREIS DR} AlYsts Moz s

SHLICH A 2H9E IDS 4H3 S ©

Ot LICt.

10Tl 42| 32H|E FYLIC 2t H IDE

HEEUCH 22 IDE g5t ™ B OSPFE H|2-d2tsloF

IP T8 =HEHOA

¥ AFY S M 85t2IH OSPFE
@22 D

ChAl 2-d=t3fof SfLICt. 7= 442 0.0.0.001 K| 2F &

Area ID 2L E| QIEHO|A =

32|:|| E X‘IAOIL| |:|.

9]
CIEHO| A7} AZE PSS DFIIA 4

* lllegal

* Router Links

* Network Links

e Network Summary
* ASBR Summary

* AS-external

e Group Member

* NSSA

e TMP2

e Link Opaque

LSA Type 23 AE 2O WAD 7S YL LsA REL

235




U-1-F9020HPA

* Area Opaque
* AS Opaque
* Unknown

LS ID 213 MEf IDE ZR0|M MdYSHe Bt E T0 0l 2R AlwetLct
LS ID gt &9 LS | et CHE LT

Age 213 AR Q20| M2 A|EHE 0| 9| AlZHE)L|Ct

Sequence ANEA HS WEE B35 9le H|E H4QLICH Q251 S2E
213 ME| D2 UX|SHe O AFREILICH A|RA #BTL 242 KA
ZnQuct

Checksum Made Zno| OojE &AL ZX|SHe O AFRE LT 0|28
SAe UL Zp s S0 £ Ut 2t2E o] K220
HPE|s SOt BB 4 QIALICE 0| HE L (S age ZEE H|QISH
Zoo| MH| Lol ek H= ML ct

Options 23 ME} B3 Eo M TWEL Ut HAE MEXN J|s52
LIEFALICH SMe Cheat Z&L ot

Q& A3 HE| C|o|E{H[0] £ E|O] =

CtS HEO|AM = LSDB(2|F @3 AEf HIO|HH|O|A) HIO|E0 EALl= 8 &= 8l
Gl O|E{Of| CHol & FetL|Ct.
Table 153. OSPF 2|5 23 AMEH Cj|O|E{Hj| 0| A Ef|0] &
zc 4y
Router ID AS(AHE A28 oA 2tREHE DRSHA AEstE Bo 2 2=
1081 Y A9 32H|E H=L|Ct 22 H ID= IP 74 SHHO|| A
HEE LI 2t E IDE HZ452{™ HA OSPFE H| 2 3}si{of
SHL|CH MY 22 E IDE 293 = HE A2 HE83l2{H OSPFE
CtA| 2 sl OF THL|CH 7| 242 0.0.0.00|X| 2t R &3t 22 H ID=

Ot Lt
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LSA Type 213 MEj L2lo| HAlT 7| 5QlL|CH LSA S8 & CHE = &Ll L},

e ASBR Summary
e AS-external

¢ NSSA
¢ TMP2
LS ID 23 AEf IDE BROIM HEsHs 2t9E SH O RES Ags

LS ID %t2 &19o| LS S0 w2} CHE Lo},

Age Y3 MEf Ol MG AIRHE 0|F o] AIZHE)YLICE

Sequence ANEA BS TEE 2% 9k 32HE H4Uch 23En F5E
Y3 MEf FAE UXSE O ABEULCHL AEA HBIt 242
24 ot

Checksum Hade Fuol GOolE &42 ZXsHE O ASELCH 0|23

g2 & =2dls &£ i - I Y
Hrs S 2dg = ASUCE o] EEE LS age ZEE H oot
1o A LHE thet M3 Lt

CtZ HEO| M= AS LSDB(=FE 23 HEl HIO|E#| 0| £) HIO[ S0 EAIE= 8 + &
HIO[E{ 0fl ChsH = F=fLCt.

Table 154. OSPF AS E 5 23 AEf C|O|E{H|O| A E|O| 2

zc gy

Router ID AS(RHE A2 H) LIOIA BHRES DR A Eets Hoz R
10%1% ®Al2| 326| = 4Lt 212 IDE P 74 B0 A
MU 2126 IDS HZSH2 89X OSPFE I 2HAISts0f
LI M 2HRE DS MY 3 W AlES HB5t2IH OSPFE
CAl 2H48to0F BiLICH 7] 22k

ok,

0.0.0.00|X|2t S =3t 2t2H IDE

LSA Type Y3 A 2ol HAT 7| SYLICE LSA REL TS 5 st
* Area Opaque

* AS Opaque

* Link Opaque

LS ID 23 dEi IDE 0N 235t 2t =P RE2S HEY LI

Al
LS ID Zt2 12| Ls #Eof et CHELICE

0

Age 23 HE LEO| MZ AlEE 0|22 AlZh=) R CE
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Sequence AN@x s WEE 2o 9l 32H|E Y4 ejga 358
U3 YEf BNE LR|SHE O AL ELICE AJ-A MBI 242 HA
Faeluct

Checksum Hade ¥no Holg &4 AXshs O ALSELC ol2fe
48 Z07t BofdelE 0 £ Zavt 22 ozl
HREE SO WMY S AFLICH O] BEL (S age TES H QY
no| HH gof et H3HYuct

OSPF 7t¢ B3 78

Routing > OSPF > Advanced > Virtual Link Configuration.

OSPF Virtual Link Configuration
1 Aea o jg]mg]hhm Routter :::!:m ek Itaal :;::;ull Delay ;Z:L:;qlsn it
Authentication Authentication Authentication Neighbor :
Q State Metric
Type Key D State
1. Area|D EEO| OSPF €9 IDE YA LICH
Yo IDE 2R E QIEE 0| AT AZEE Fog DR AEsls Hor TRE

1071 4= QA2 32H| E F LTt

SS(H=0| ofl) SO CHet AIHHO|AE = Y B4 2t*H & 20 7td 23S
Tdg = AL

2. 7td E3 ALl 21 RS YSH]] Neighbor Router IDE & LIt
SS(H=0| ofl) SO CHet QIEHHO|AE = B BA 2tRH & 20 7td 3 &
T3 5+ AS LI

3. Hello Interval 220 X3 =l QIE{H O|A0f CHet OSPF Hello 42 = TR 2
oL Ct,
Ol D7 HERI0 HA= 2= 2t2E0| CHsl 5 Lslof etL|Ct 2ot 4o
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Hl= 15 E 65,5357 K| Y L|Ct 7| 242 10X QL T

Dead Interval(22-d 7+24) HE0|| X|7ZEl QIE{H 0| A0 CH2H OSPF H| &g
I

2H7(x)g YLt

O|= 2t?E 7t Cr2 = ATt M ASH7| HOf| 2t E 7t O| X 2t E 2 hello If 2= 27|
fIeh 7ICt2| = AlZhEs XLt o Dj7f = HIEHIO| HEE 2= 2R E o Tid)
S Lo OF ZLICt. Of gt2 hello ZtA 2| Bli==0]OfF BLICHOC]: 4). w =Tt 22| #el= 17 H

65,5357t K| QLI C}t. 7| 272t 40 L|C}.

Iftransit Delay Interval = =0j| X|7d &l QIE{H 0| A0 CHSH OSPF & K|S YL Ct

Of= MEiot QIHH0| A5 Sl 3 SEf HHOIE Lizls H&st= Ol Z2l= olld
AZhz=)E RIS LILE Faet 2ol 8els 1~3600=(1AIZhH /ILICE 7| 222
1Z= LT

Retransmit Interval EE0f| X8 &l QIE{L{| O] A0 CHSE OSPF TS 7H4 2

etk

O] 2t QIEm 0|20
O| 2f2 Hlo|EHjojA 4
tO| Q= 1~3600=(1A[ZH R LICEH 7| 2242 52 L L.

r|r
ro
2l
0ot
Jio
=2
=2
_<'J_|-
i
A
Yt
m
ne
o
[~
1o
>
r
Pt
©
-
|

o)
=0
1

Authentication Type H|-70IlA| Ct= 915 3 & StLIE ME4SLICE,

e None. 7| QIE{H|O|A AFEf R L[CE,

« Simple. tt=2 MEHSIH QIF7|E YL &HSI2t= HAIX| 7t EA|ELICE O] 7|&=
HEIM MSE|= 2= 1fZl 2| OSPF 8| H0| Lt HAoZ TSHEL|CE
HEXHAS EE 2I2H= Y% 7| 2 4 5|0{OF gL},

MEiSIH 015 7|9t 015 IDE 25 Y Es|et= HIAIX| 7t

+= MD5 HA|X| CIO|MAE 21 2|F 2 AHEELICH HERA9

215t 7|2 IDE 7°d k|0 Of &Lt

Authentication Key 2 E0f| X|d =l QIE{H 0| A0 Cist OSPF 215 7| &
Aot T},

oIS S MEISHX| o™ 7| & YEHStErE HAIXIZF HAIZ|X| & LT
« Simple Q1SS et 42 8BS Zot= 7|8 AFEE & SlEHICH
7

| 20|= Z[CH 16 EUMHX| 7t LI L

=
7| @2 77| dotez 220t F20 2 BA|E LG DX HoH EHE
HA|E LT
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9. Authenticatino ID 2E0{ 2150 ALE S IDE YHIM R
215 FHOE EncryptE MEiTH 4202 IDE YHSt2t= HAIX|7F BEA|E LICH IDE
00f| M 255 AtO[2| ==Xt L|LCE,
10. Add HHES S Lt
MEE 7ta 37t FItE|JA S LI
1. 29K oM XIFHE 7H B3 E M5t 2{H Delete HHES S 2ILICE,
12. Apply HHE=2 S L|C}
YOO EE 70| AKX 2 MEEHLICEH 7 HE Ar2 SA| A LT
S HE0M = HEAlEl= 4 4= 8l Olo|Eof CHal gL Ct

Table 155. OSPF 74+ &2l3 31

zc a1y
Neighbor State OSPF QIE{H0| & MEfE CHS 2 5 ot 4 ABLICH

* Down. =7| QHHO[A HE{YLCL B9 & ZREE2
QIHIO|AE AMEY + Bl8S LIEH-LUCL  2HI{o|A
o= 712z dFEUrth 2 AHHO[A EHO[H 7}
i gate|n QlE T oj At AZE QY &=0[ GiEHCH

+  Waiting. 2t2E = =41 Hello 1A S 2 LB 2510] B X|HE
2t E 2| IDE 2QI5t2 1 LICH 2R H = Of7| JEfOIA BHOjE
W7ER] S X|F 2t E E= X7 2R HE dE 5= gELICh

Ol e X g 2tRH2 222 BEdS YA L.

0

o Point-to-Point. Q| E{I{|0| A7} Xt= = 0|0 7pA 230 HAL O
UG LI O] HEfO| SO{7PH 2t2E = O| % 2t EHet AYES
&-dsten A|= 2L CE hello TH 212 hello 7t Z=0FCH O K 0f| A
HM&E L

+ Designated Router. O| 2t E = HAE HE{I | X|HE
REYLCH HERZY HZEE CHE Z& 2t EHOf TS
QYo 2EELICL 2R H= HESR =20 Tt HERA
LSAZ A|ZtSliOF SL|Ct W EQII-LSAO= HEYI 0| AZE
DEEREAE 2t E ZE)of Chet 237 o[ ASL T

+ Backup Designated Router. 0| 2} 2E{= ¢ZA = I-|E°Jfl9| SR
X8 2t HYLCEH o1 X[ 22 E O x*0H7f 6._ e Xd
2tREHE SHAELCL 2tRHe HEQIO HEE HE 2
2t EO]| CiTH QI EE AL #eY XY 2 —?—HE 22g

AZOM XY 2hRE{ QL OFZE CHE 7lsS sE LI

I'|I'I

+ Other Designated Router. IE{Ij|0| A= CH2 2t E 7t X7
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LR E X QY K| 2HE 2 MEE H2EHAE EX NBMA
HEHIO AZELC 2t2EE

2t E 2RO ot A EE S E st 0 A=

State QIEm|o|A 0| MENYLICE CHS 2t B StLHE AFE R

¢ Down. X7| CQIHHO|A HEfYLICL 35t =F Z2EZ2
QIHHO|AE AM8Y £ Q&2 UEM-LUCHL  QIHIolA
7, X7|geE2 AFELCh ZE QAHIo|A ELO|H{It
H| 2ot 0 QIE I o| ALt HAE QI &50| &Lt

«  Waiting. 2}2El= £ 5 Hello THZl S 2L E{ 510 2 X|H =l
2t2EO| IDE &Qlsta{ 0 gL|Ch 2t E & Tf7| AEjolA 2ol
7R B X7 2t H Ee= XY 2tRHE MEfg 5= glEL Ch
Ol= e X|F 2tRE Q| 22 HAS LX|FLC

¢ Point-to-Point. 2/ E{H|O| A7} 25 SO0 7tet 2130 AZAE[Of
UAELICE O] HEHO| SO{7}H 22
ddste i A= CE hello TH 2l
HMEE Lo

+ Designated Router. O| 2t2E &= GAE HEQAS X|HE
2tREYULCH HERAO HZE CHE 2 E 2t EOf TS
QI Yo dFEELICL 2tRHE= HESYR 20 it HEYS
LSAE A|ZSHjOF BtL|CH HIEQT-LSAN = HEY A0 A=
ZE 2RHXIE 2t2E =80l thet A3t =0 JAS LT

+ Backup Designated Router. 0| 2t2E = HZAE L EQF9|
B XY 2t RE ULICH S X7 2t E 0l ZoH7t Lt AL
X8 e2tRHE SAELULCH 2t He W EYAO AQE 2
ZE 2HRHO| th QY S HELICH B XY 2tRHe
EY IHOM X8 2tEQt o7t CHE 7|52 sl LICh

+ Other Designated Router. QI E{I{|O| A &= CHE2 2t E{ 7} X|H
ot EH S A X H 2R HE MEHE HZ2EIF|AE L= NBMA
HE A0 HZELICE 2t HE XY E 2t E ot e XIF =
2t E 250l oot QIS Hgsten Al =gl

Metric Jhat 21I20IM AR &= B E 2] ZHQlLCt,

OSPF A2 X{jHj= /9

OSPF 42 XiHi = Of 7{H

o [
BAEUCH 2XE US YO 2= 20 ¢ S50 A 21 HAIX|7F 2AIE

T
i
1
0x
mot
>
30
o>
-
fiml
N
ME
[m
=2
of
o
m
rir
N
lo
Mkl
[m
HR
r 2

> OSPF A2 MU= E F/d5I2{H:
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Routing > OSPF > Advanced > Route Redistribution.

OSPF Route Redistribution

Source ::I:I;]I“ww Metric Metric Type Tag Subnets Distribute List

1. Source 70l OOl OSPFOl o3t HEHEE SIoh TAEIX &S AHE 7H53H
AN Y2 B20|M MEyBLIC,

7R a2 L2t Z5 LI

e BGP

* Connected
» OSPF

* RIP

» Static

2. Redistribute Option S 20| A} MEiSE A A T2 EZ0] LS AHHZ S Enable £=
Disabledt & 2 MEASHL|C}
3. MZHiE B2 HEZSZ ALEE Metric atS 2 ELIL
7t MW Y EOf QI = Ttst |

_)I\_ —
Q& 2k 0~16777214 L T}

40
o

ol =
= —

2

rir

S8=0] #A|ELCH

4. Metry Type S 20| M XBiZ Z22| OSPF HEE 7S MEgL|Ct,

5. MEHZE HAZO0|M Tag ZEE HHEILICE
Ol 2EO|= &AL AME = A Ef7F EA|ELICH %X %2 L Elds
= QUEL|CH 883 4f2 0~4294967295 4 L| Lt

6. Subnet SEO0|A MEUH Z2S A ZLX| (=t £ HIZFot 2R (H 2=

22 Megc

7. Distribute List ZEOIA CH4 T2 E20| ofs} WHEH 28 BEYoH HM2
S22 My

g =T MU ZE LT O FHO| EXSHX| B= UM L =55 H=oks &
S| ELCH A S2 DO FET 342 1~199Q LTt

ZE WE YOI ALBEIE ZP UM SZ0M ALBEIE QUM BEE 18T 2

-_ —_

e Source IP address and netmask
e Destination IP address and netmask
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1. Support Mode S E0|M CtZ 7ts%H 2F SO

U-I-F9020HPA
* Action (permit or deny)

CHE RE EE(a2 A Y ZE, 249 &9/, ToS §)= FAIE L.

AA P FAE ZEO WY IP FA B WELCE HMA S5 7R &4 P
AJE QYUCIE DFAT R M2|E|0f AA P FAQ| 0| HEJ AR T4
Tt LX[BOF SH=X| S LIEHHLICH

N
]
-

Note: D230 12 o 4 HIEO| &2 §l&S LIEH-LICL

WM A =5 FROf CHE IP FALL WOFA T (ZE WM A Z5)7) ZotE 2 T IP
FAe ZE YO HESA OATQF H| M EL|CH HNA FEO| Ty HotAT =
FEO| o OrATA0M EHE 20| SRTHHEE LIEIY = QL EFIE OfAS
Agtg gLt

8. Apply HHES SElgL|Ct
LOO|EE #-d0| AKX ZE MEEHLICEH 7o HE AF2 SA| A L CH

NSF OSPF 295 & & UASLILL 4 BE0| 5185 = 2 BE €0 #AEU M EXE
72

NSF OSPF 2= 1/d5t2{H:
Routing > OSPF > Advanced > NSF OSPF Summary.

NSF OSPF Summary

Support Mode Disabled v

Restart Interval 120 (0-1800)
Restart Status

Restart Age (secs)

Restart Exit Reason
Helper Support Mode

Helper Strict LSA Checking

i
>~

MEISHO] BR|7F B THAISS
Aot WHg PagUC

 Always. OSPF7t A=l &l Sl A2l =|X| §2 2= & XA Ol E0 CH ol
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O
w
0
M
N
n
N

B
e
>
I'|J|0
B
0%
oo
mjo
I
m

T
I
|

7| 242 Disabled & L|C}.

2. Restart Intervalg +4¢L|CL &

ot
o
£

© 0~1800 (X)L Ct.

7| 2752 120x Q) L},

L HATT

3. Helper Support Mode ZEE AE310] 0| 20| & IHA|ZtS ==let i
St WAlS gL

>
s
Q
<
(/2]
(@]
%)
U
M
N
X
fot
rmn
i
X
Jtot
mn
Ral
e

« Disabled. R87% 0|2 9&2 Sl= OSPFE H|ZMatgtL|Ct

* Planned. OSPF7} 7| 2l &l O|HIE F0f|2t O| RS CHA| A|Z5t= O
2= LIEF-LICE

= 2= 8 2|2EE O|HE SO 0| %

X7t

mjo

=&0|

7| 252 Always LI C}
4. 293t £ HZY3E MESHO Helper Strict LSA CheckingE T2 LICt

SYBHEH EBEXTL MY OO FX7L £20| RES SR

YHOIEE 90| 29X 2 HESELICHL 714 HE A2 FA| §EELICH

Lo dJ" o

A Q|X|0f CHSH XA ME R 3HHE A2 T K|2{ ™ Refresh HES S2/8HM 2.The CH2

BOME BAIE = 8 =+ 8l= CIOIEOf Chsl gLt

Table 156. NSF OSPF 29f

zc Ck:

Restart Status OSPF =20| 7|i5.9] CRA| A% B ILICE 7h53

¢ Not Restarting
* Planned Restart
* Unplanned Restart

Ch2at 25 HCk

Restart Age (seconds) OFX|QtO 2 CFA| A|ZHSH 0| A DbEl A|ZHRIL|C}
Restart Exit Reason MAIS] OLAE] BX|7} OFX| 9O 2 A|SHEl 2 BAIBLICE 7Hs Bt 32
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* Not Attempted. &% Ql IyA|ZFO| A| = E|X| QLS LICE

¢ In Progress. X{A|Z0| TI¥H S QiL|Ct,

« Completed. O| ™ EHA X IHA|Z0| HEHO 2 &tm &AL T
»  Timed Out. O| T Q| THAIX XA|ZF A| 20| Z=Dbe|RAS LT

+ Topology Changed. EZ2X| HHZAOZ QI3 O|FO| ThHAA CtA|
AlZHO| =710 SR }SLICH

OSPFv3

7|2 OSPFv3 AH™ 1AM

> 7|2 OSPFv3 ™2 F/dsl2{H:

Routing > OSPFv3 > Basic > OSPFv3 Configuration.

OSPFv3 Configuration

Admin Mode Disable @ Enable

Router ID 0.0.0.0

sM3E MEHSIH AQ|X|0of CHsf OSPFv3O| Ed3tELICE 7|EXM2o =2 OSPFv32
g3} Lt o=

[0l AELICH OSPFv37t 2H&5t2{™ HA 2t2E IDE F/d8i0
IPv6 2t E OSPF 2 =0 A CLI @& config router id& A &lst0] o~

Note: OSPFv32 2t E 0| A 7|2t H 2t E 7t X & Z 2 T77HX]

oz

Al
2

oz F=2E 108

()%
10

2. AS(AHA| A|AH) LHOA 2R EE D /SIHA Al st
32H|E H£=2 Router IDE Q& gtL|LCt.

CH2E IDS HAS{ H HX OSPFv3E H| 2 d3|oljof SHL|CH A 2t IDE HHst =
HA AtetS X 252{H OSPFv32 CHA| 23t oF gLt 7| 2442 0.0.0.00| X| 2t
S 5%t 2 RE ID= Of HLCt.
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HOOIEE Fd0| AKX 2 HMEELCH 714 HE A2 SA| HEE LT
OF
OSPFv3 7|2 B2 &3 4% 143
712 P2 ¢ 4¥e Ty
Routing > OSPFv3 > Advanced > OSPFv3 Configuration.
Default Route Advertise Configuration
Default Information Onginate @ Disable @ Enable
Always True @ False
Metric 0 (1 to 16777214) Enter 0 to ‘_‘.f.,;:._r.".pu-fc.
Metric Type » External Type 1 @ External T-,-,-r-.' 2
1. Default Information Originate2| Enable 2tC|2 HEZ MEHSHL|CE,
2dotE MEISHH O] 2lTHOM CHE B7EE X &= USLICH H2E3tE MEIS}
O otHO| LHE HEVL 7| 242 2 SO LCL
2. Always2| True &= False 2tC| 2 HHES MEABLCE
TrueE2 H78&HO| EE= 2t2H 08 dE L CE 7| 242 False LI CL.
3. Metric EEO|M 7|2 B22| M EE S X[ LT
Fas 4ol YelE 0~16777214 L LICE 7| 22t2 0 LICE,
4. Metric Type2| External Type 1 &+ External Type 2 2C|2 HHES MEHSHL|CY,
Ol= 7|& B2 OSPFv3 A& RS H7dELICt 7|2 2LE External Type 24 L|LCL.
5. Apply HES SEISLICH

A
L-O

OOl EE 40| 2%X[=

= OSPFv3 MM 1AM

112 OSPFv3 4™ & F14ddl2{H:

Routing > OSPFv3 > Advanced > OSPFv3 Configuration.
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Q8PFv3 Configuration

€

. AS(AtE A28 WO M 2t EE DRSOt A Eot= 32H|E F, HEe| 4l
s

A O 2 Router IDE YAHTHL|C

_

I Al S M &2 OSPFv3S CHA| 2-dstoljOF g LIC}. 7| =442 0.0.0.00/X| 2

LE IDE HASI{H HXY OSPFv3E H|ZdsloljoF 2FL|Ct A} 2t E IDE E- st
3 =
&3t 22 ID= ot L Ct.

—_

. Admin Mode Z E0{| A Enable = DisableZS MESHL|C,

=M oIE MENSEH AQ|X|0f CHSH OSPFv30| & slHE L Ct. 7|E7*% g3 LICt,
OSPFv37| 2t55t2{ ™ HX 2t2H IDE T+-dslof SL|Ct O] A2 1P 7°d 2FHO| A

—

EHSEAHLE IPve 2H2H OSPF ZE0fA CLI & config router idE A3+

Note: OSPFv32 2t E{ 0| Al 27| ot H 2t & 7t X2 2 WX
Z7|2tEl SEE FAIZLIC

Exit Overflow Interval 2E0A RLHZZ HEI0| SO{ZF £ 2tRHIt HEE
SEHOI A SHO{LE2 1 Al E=5t7| O B 7|31 OF St= AlZhZE)S AIF &L E

OSPFv32 2LHEEZ E{0 U= 5 7|20] OfHl 2|2 LSAE Al&e += §17| W&o
2t E 7t 7|=20| Ot AS-external-LSAE CHA| A|&tg o= QIELICH BE QHER
{HAS 022 YHSIH 2t H e CHA| A|ZHE I77X] L EE HEjE BHOLLX]|
ALSLICH HRE= 0~2,147,483,647X Y L|C} 7| 272 0 LT}
7|20 ot 2/ F LSA =7 & HMehE Z1tStH 2t E = RFC 17650 ‘H2|E CHE
PHEER HEE So{ZLCt
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ChE BOM = BAIR = 78

U-1-F9020HPA

External LSDB Limit2 &2 L|Ct. H|O|EH|O| A0 YT 4= Q= AS-external-LSA2|
Z|CH 7Ha=LCt.
142 HEg 3= Qe =0 Aoto| gl22 lO|gtL|Ct fat of HY= 1~

2147483647 AU L|Ct 7| 242 -1(AIeH 9 =)~ LICE.

Default Metric 2ES AFS6t0] MM ZE Z20| O 2ol Cf3t 7| 22t2 AHBLC
o] WOl 0]0] MYE FS 7|2 SYYR0| BAIE D, O|H0| LYK e
A01L SWo| EAIFLICH S23 2HS 1~16777214LITE 7|22t o(FHEIX
2g)Lct

Maximum Paths ZEE AH830] OSPFv37t 78 CHAO| 2108 = Q= X G2 =5
TgeLt.

OSPF7} QIE{I|O| A 0| CHSH 7|2 X|EE AHASH= YRS K| 0524 ™ AutoCost
Reference Bandwidth& FA4gtL|C}.

TR0 U2 1~4294967 YLICE 7|2 42 100 LI T,

Default Passive Setting®| Al Enable tE-= Disable &4 2 MEHSIO] 2E OSPF
QIE{m|O|A0f CiEH MY mjA|E 2R E HH-HS gL o,

Ol HEE F5IH oixf QIHIO|A =F =5 BE A& HO|ZLICH OSPF= IHA|E
QIEHO|A0 Y dS FEEHA| AR U AZE HEYIE AH HERARE
gLt

Helper Support ModeE At&5t0{ O| 20| & THA|Z S = I ZX|7} &-55t=

YalS AL

‘tset a2 Chea Z& L.

—

Planned. OSPF= A2l &l O|HE F02F O| 22 CtA| A|ASH= O =2 &L CH

* Always. OSPF= 72l & Sl A 2l|X| §i2 2= & MA|Z O|HE J0f O|R=

2| &l
ChAl AIESHE O =5S SLICH

Disabled. OSPF= =30| k| = 0|2 92 oFX| Z&L|Ct

futot
0x
ot
H
rg
HM
M
Hu
Ral
AN
r
o
il
bl
>t
N
H-|
Ho
=
kK

n
i
O
-
_ITl_

= HIOIEOf CHol &g LT,

1
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Table 157. 15 OSPFv3 7t

mes oy
ASBR Mode ASBR BEO| 243 0|28 BHEBILICL BABHE 2HE 7} AR A2

i
4A 2tRHYS o0 LICt 2RI CHE Z2ES0|AM S5 =l H2E
HWHESIEE 85| X522 ASBRO| E LICH

ABR Status O] ghe THAdt i BT BRI T SHBIEL Bt E 7L B A7
Bt E QS o|0|gtL|Th B S ASEH B FA Bt E 7t O H S
o|o|gtLict

External LSA Count 23 AEf H|O|E{BI0| A0 (LS R 5) LSA(Z T AEf 2a)
seluct.

External LSA Checksum 23 AEH H|O| Bt 0] A0 ZEHEl QK | SAQ| LS |24 A LTt of

YA = etRHe E3 JEf HOIEH 0|20 B1Z0] A=K 225t F
et E 2l 3 HEl CIO|EHO[AE Blwdt= O A8 E & AS LI

New LSAs Originated £78 OsPFv3 SY0|M 2tREl= 02 LSAS AR Z 2t HE
2t E-LSAS AlZfRLICH 2tRETE siE X|gel HEIo| Cis)
XEe 2tRHOIZ7|E St siy HELIN O HENI LSA%t
At

Of gt2 O 2R E O M A|ZE LSA =5 LIEHRLICE

LSAs Received Mz ol

[LEpy

| >

|Ct. O] ==XI0fl= REA|

H 2 2
dd LsAS| X[l QIAE AT ZSE(X| YE

> OSPFv3 5 ¥ Mg 7M.

Routing > OSPFv3 > Advanced > Common Area Configuration.

0SPFv3 Commaon Area Configuration

External SPF  Area Border AreaLSA' Ares LSA  Import Summary

Area |
ea ID Routing Runs Router Count Count Checksum LSAs

1. AreaID ZE0| OSPF €Y IDE Q &gt C},

YO IDE L IEHO|AT HHEE FYZ DR Aot Hoz 7

10714~ YA 32H| E FYLICt

A
[l
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w
Oh
otm

S X’d= MHSHHE Delete HES 2 E5HM K.

OF
==
UL

FH0| o JEHZ SOHLLIL,

ChE UM BAILE 782 4 Sl HO[Hof CHo 2 =L Tt

Table 158. 12 OSPFv3 35 9<% 1

"e CL:
External Routing AS-external-LSA7} 9 ZH|0f ST EEX| 022 maHehol ofT
o] Chst 2HREf 7| 500 Chet ol Lct,

SPF Runs sHE ool Y3 el HIOIEHIO|AS ALB SO B L) B2 Elo|2S
At 2142 LITh O] & Dikstra®l 2 D2IES AFB3H0] £ LCE

Area Border Router Count O Yo LHOIA 1ZE 4 Y YO Y BHRE{0] B +YLch 0l
X0l 00/0f 2t SPF TH20f A A LicH

Area LSA Count AS 2/ LSAS X 9lotn 0] Y 0| 23 AEf BloIEHI0| A0 i 2=
AEj B0l 5 ULt

Area LSA Checksum O Yoo Y MY HlOIEHIO| A0 ZEE YA MEf LS| LSA
20l CHet 328 S 23 gl BAYLICE 0] B0l 2% (LSA R
5) 33 A6} 20| ML FLICE B = 2HRE 0] FA M
CllO|Ef 1 0] 20 20| QU=X| Holstn £ 2 E ol A A
ClO|E{H 0| A2 b Mot G| B E 5 ABLICH

Import Summary LSAS QO LSAL 0| YO2 JIH 243t i Bl EHBE L LY,

OSPFv3 2% FH 7%

0Xx

> OSPFv3 2H g92 /dsie{H

Routing > OSPFv3 > Advanced > Stub Area Configuration.

OSPFv3 Stub Area Configuration

Area

Area Import
. SPF Border Area LSA ¥ Type of
Ares 1D Runs Router léso’:“ Checksum Lsg;'\‘:"?")’ Default Cost Senvice
Count

1. Area ID ZEO0| OSPF ¥Y IDE & StL|LCE.

9 IDE 2t H AHHO| AV HAL[=E SYS DwotH A ESte B2 f2 ¢

10714 BAL0| 32H|E H4 Lt
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2. Import Summary LSA &0 A{ Enable *£= Disable &M & ME4 g L|C}
sMBl2 MEHSIH QOF | SAZ YA o2 JIMEL|Ct 7| 222 Enable L|C}.
3. Default Cost HEO| AH FH0| SX|E 7|2 Z20| HE8L HESZ g2 L=eLCt.

St 3ol Hols 126 16,777,257 K| LT O] 22 AF o2 HE LT

==
o

YOI EE #90| 29X 2 HEELICH 79 HE Argd2 FA| HEELICH
Ctg BOIM = BAIEl= 8T 5 Sl= CIOIEOf thal 2 gLt

Table 159. 12 OSPFv3 A& g9 31

0;

e rk

SPF Runs The number of times that the intra-area route table was calculated using
this area's link state database. This is done using Dijkstra's algorithm.

Area Border Router Count The total number of area border routers reachable within this area. This
is initially zero, and is calculated in each SPF Pass.

Area LSA Count The total number of link state advertisements in this area's link state
database, excluding AS External LSAs.

Area LSA Checksum The 32-bit unsigned sum of the link state advertisements' LSA
checksums contained in this area's link state database. This sum
excludes external (LSA type 5) link state advertisements. The sum can
be used to determine if there was a change in a router's link state
database, and to compare the link state database of two routers.

Type of Service This field is the normal ToS associated with the stub metric.

OSPFv3 NSSA €< 1M

> OSPFv3 NSSA @98 T/d3st2{H:
Routing > OSPFv3 > Advanced > NSSA Area Configuration.
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OSPFv3 NSSA Area Configuration
Area Area Iimport
Area ID SPF  DBorder | e Area LSA ‘.-;' 2Rt}
et Runs Router - . Checksum —aornary
Count Count LSAs

Area ID 2=0| OSPF g9 IDE = THL|Ct

F9Y ID= 2R H AHLO|AVI HAR = Y S DR/ A= Ho2 &
1071~ YAlo| 32H| E F=L|Ct

£ 0| A Enable = DisableE MEHS}I0] Import Summary LSAE 4%t L|C},
gdotE MENSIH R9F ISAE AH JY9o= JHNFLICH
Default Information Originates 43 %} L|Ct.

O SIS ALESIE 7t 27| 9 LsA7} H|2dstE 82 7|2 425 NSSAO
(0]
o

AELICt Ol IP 2+*E OSPF T+d 2ZE0|A CLI H&

info-originateE &M= H&2 £ A& L|C}

a. Admin Mode S0 7|2 & M/ dS Enable &= Disabledt == MEHSHL|CY,

b. Metric Value ZE0|A 7|2 ME EX0 CHst 7|2 X|&E gfS AES L CH
Zrol 2 Hol= 1~16777214 Q) L|C}.

c. Metric Type 2EOM X & gt B=0| X F & X & RS U HCL S

Ch2at 25 Lok
« Comparable Cost. OSPF X|E2t H| w3 o= Q= External Type 1
Metric & L| Cf.

E|

—

ot

+ Non-comparable Cost. OSPF Metric2| H|-& £LC} ALt 7HY = External

Type 2 Metric®! L|C}.
NSSA2| Translator RoleS MEiTL|C},

92 Lhad €5 UL

a. Always. 2R E{7t 7| 2tRE7t El= =2 HYT|2 JE S BA LT

252
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b. Candidate. 2t7E{7} ZA 2t E HEfO| =EH5HH
HOot=& L.

5. Translator Stability Interval 2 Z0{A NSSAS| Het7|E F-dgfL(Ct.
U2 MEE HAXIE XpA Ol HAXL Ef7F CHE 2t HO 2fs T 7| 2| A =SS el s
HESM 2 FE &5t 7|2 LICH 28 9= 0~3600 LI Ct..
6. Redistribute Mode Z = 0f|A] Enable £+ DisableE M EigtL|Ct,
Ol= St&E 2F 271 NSSAO| MU L | == NSSA ABRS T eLICh
7. Add HEE S&/L|ct
e 92 NSSA g9e =z g EL Lt
8. NSSA ¥9 X|H2 MH ST AX HES ST
siE FYO| Ho MEfE SotZL Tt
9. Apply HES S
YOO EEl 70| AKX 2 MESELICH 4 HZE A2 A A& E LI

i

=1

—

| MEH I 2 A|

ChE HEOM = EAD = +8E 5= 9= HIo|Hof CHaol A etL|Ct.

Table 160. 12 OSPFv3 NSSA &< 14

= gy

SPF Runs ofje ol E 3 MEf HO[E{H|O|AE ARSI EY LY E=2
BlO]22 A A3t S5 QIL|C}. 0= YHtx o 2 Dijkstra Y 12|52
MBS =~ E L C}

Area Border Router Count Of &of Lo M HET = U WA B B2EQ 5 YUt
Ol M30|& 00| Zt SPF Tf A0 A A AHEIL|CE

Area LSA Count AS 2% LSAS HQl8tm 0] @ofo| @3 AEl HjojEf 0|20 U
23 Aej Zno| & Lot

Area LSA Checksum O @0 Y3 A HO|E{H| 0| 20| LEEl 3 e Lol LSA
HAMo st 32H|E 23 Qe SHA QLI O] $HA 0= Q£ (LSA
3 5) 3 MEj LR0| MeELICH A= 2tRH 3 AEY
ClolEHo|A0f B1AO| Q=X &Qlstn & BHREQ| &3 MEf
CIO|HHO|AE H|WSH= O AHEE = JAELICH

Translator State Ol ZE& NSSA Z7| 2tRE7H 8 78 38 52 HgteX| of2el

WS A FLCH 7hs3 g2 ohea 2L
* Enabled. NSSA Z7| Et2E{Q| HAXt Aet2 SO 2
MEe| ALt

e Elected. 2 NSSA Z/ 2tRH= RH 7LSAE fE 52
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re

a5t Q&G L|Ct,
» Disabled. 22 NSSA 27/ 2t2EH+= /& 7LSAE R 52

ksl x| oL ch,

LS

OSPFv3 § He| 114

OSPFv3 39 H?E 752 E:

Routing > OSPFv3 > Advanced > Area Range Configuration.

OSPFv3 Area Range Configuration

(7] Area ID IPv6 Prefix LSDB Type Advertise

OSPFv3 Area IDE Q| 2i&tL| L}

Area IDE 2t E QEHO|AT HAL|E A S DRSHA AEsE M2 A&
10T = HAl2| 32H|E FgLich

MESE HAO| =4 HR|Of CHSH IPv6 PrefixS 21 28tL|C}.

LSDB Type ZEQ| EE0|A X|FE Y 3l T H|ot HHE 3 AT RHS

Meystu|ct

=M 2 Network Summary S NSSA External 2 LICt. 7|2 &2 Network

Summary ! L|C}.

Advertise Z E 0| A Enable EE+= Disable M2 MEASHL|C

TIHM X E T4 HRE M52 T Delete HHES S EIOHIAIL.

Configure the OSPFv3Interface

OSPFv3 QUE{HO|AE /452 H:

Routing > OSPFv3 > Advanced > Interface Configuration.
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OSPFv3 Interface Configuration

il

12 3 VLANS All

Go To Interface [ oo W& LSA Ack
rval Interval
itransil ey e Nass - Backup Numiber
Dialay ik Hasae Netwaork Typo Stite) | Degnated

lgnore Wiods . Router
Interval

A .
Designated  of Link :"m""'

Router Events | 7

1. GoTo Interface EEO| FH/ER/ZE P4[9| QIEHO|AE YL Go HES SR LI

A8 T H o[ A0 3l g ot= et =0[ M= E LTt

2. OH|O|E{E EA|S}AHL} 2% Interface E2| check boxS MERSHL|CT,

AEHE Hoz TRE 1074 ow°| = B2 e

o E — ood
4. 220| M Enable &= Disable £ MEISIO Admin ModeS AL C}
7|22 H| 243 QILICH OSPFV3 &2 ZEE 2518t X| &0 OSPFV3 Oj7HH+&
T = QUX|E 2| REE Yote 7K 4P 0| MEE|X| AESLICH S 2=
| BREVL 2datEl 40| BA|EL|CH
e State

* Designated router

* Backup designated router
*  Number of link events

* LSA Ackinterval

*  Metric cost

OSPFV37h S| BHSohai Bl S22t IPv6 HEAHRI S AL 21012 QZefOf BHLICE Ol
o

x|
CLI IPv6 =2 HHZ ALESHY =g = JASL|CH

Z
]

(=g
D

@)
n
U
mMm
<

w
rlo
]
4o
m
=2
x
v
N
ot
H
re

chRE 7 A28 2 7K

5. JdEiot QIE{H| O] ~0f LSt OSPFV3 =2l E & =3t Router PriorityE T gL L}
SIE M O|A0 M =fl= 0~255 AHO|2] F+2 X|FE Lt 7|22 10|H, Ol 71

— HATC
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10.

1. 5

12. =

U-I-F9020HPA

=2 2tRH FU=AYLICE & 02 2h2E7L Of HEAINNM XI7F 2t2H7t & =
WS LIEH- L CE

X| ™=l OlE{m| 0| A0f CHSH OSPFV3 K& 7S A=A SO Retransmit Interval=
gt

L
_—

-+

O 2t & QHTO| A0 £t AY =00 thet Y3 e L& ZHe| AlZh() Y LICH
O 2t2 HIOIEHo|~ 28 X 3 B 2F WZS MTSY M= AEELILH frot
o

o
1o H 2= 0~3600=X(1A|ZH YLt 7|24/ 5= YL L},

Ol D7 =& HER A HA= 2= 2t E0f Cisl S LsHOoF StLICt. gtol ¥l
1~65,535% L|C}. 7|22t 10§ L|C.

XY=l OIE{H| 0| A0f CHS OSPFV3 Dead Interval(X)S & etLCt.

Ol 2t E 7t CHR E|ACH D M 1517 Hof| 2t E 7t 0| 2 2t E{2| hello TH 2 S E7|
QI8 Z|Ct2|= AlZtE AL O] D7 == HER A0 HZAE 2 & 2HEHOf CHsl
&S LSl OF BLICE. O] 3f2 hello ZHZ(Oll: 4)2| Hi==QIL|Ct K=t 2ro| H2l= 15 H
65,53577FX| 4 L|Ct 7| 222 402 Y LTt

L HATC

Iftransit Delay Interval & =0 X|’3 &l Q11| 0|~0f Lt OSPFV3 Delay Interval&
gt ct.

Ol= MEHSH QIHI|O|AE Soff 23 MEf| YOO|E W2l S MEste O 22l o4
A ZHZE)S R|HEtL|Ct S 8% 740| #Ql= 1~3600=(1A|ZH LT} 7|22
12 L|C}

=E0|X Enable == DisableE M&4510f MTU IgnoreE T+ & LICH.

MTU FA|= CIO|EH0|A &3 IHZl =41 A| OSPF MTU = 2 X| ZX|&E
H| 2 datet L Ct 7|2 2f2 Disable(MTU £ 2 X| ZX|7} 2dzta) &L Tt

E 0| M Enable EE+= DisableE M E510] Passive ModeE /8t L|C}.

OSPFZt 2IE H[O] 20 21 g

= St Rot=F AHEO0[AE =522 BEL L
OSPF= IjA| 2 QIET O] A0 HZE LIEOJELEﬁE* HESI= GgtL|C}.

=

-
= =
QHIO| A= 7| 2HoR =5 RETIOLHL L &, 5 2E 7|24{2 Disable &l L|C}.

Z 0| M Broadcast EE= Point-to-Point 2EE MEHSIO] QIE{ I O] A0 A OSPFv3

Network Type= A7dgtL|Ct,
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OSPFv32 X|’J &l 2t HE MEISID HE EIHAE HEI0| ST HER T LSASE
A|ZFetL|CH K| ZF 2130 = Z|CH 2702 OSPFv3 2t E 7t ZXE 4= A& LTt o|Eul
QIHHO|Ao 7|2 HERYA G2 EEZEI|AEQILICE

—

13. Metrix Cost2 E0| MH|A F(TOS) HI & 2/ S LICE
OSPF&= Z|TH ZE2E A Mt I 0] 2t AFSRLICH Hel= 152 H 65,5357HX| & L|Ct.
7| 2242 1L X[ & H|-82 2AH I 0| A0A OSPFv3O| *7|2}EI g0zt et
= UE Lt

14. Apply HHEZ2 S L|C}
YOOI EE 40| AKX 2 MESELICHL 78 HE Ard2 A HEE L

O B0 M= HEAlR= #8E 4= 9l= HIolHoj CHsi 2 gL Ct.

Table 161. 115 OSPFv3 QIE{H 0| A 3

me gy

IPv6 Address OIE|H 0| 22| IPve F4 LT

LSAAckInterval (secs) | Lsa 291 T2 T& ARO| Q] A|ZHE)S TT % 22 =T Sfopof LIt

State Meg 22 E QT 0| A0l #R| MEfQLICE HEfE ChS 5 ShLpLct,

- Down. 7| QIE{H 0|2 HEfLICE o}9 £F ZREE

OIE{TO|AS AFSE 4 982 LIEHYLITE QIETI0|A OBt
x7|2t02 MHEL|CH BE QIET 0|2 Efo|o{7} BB BtE T
OIE|H 0| A0t BT 91T #R0| YBELITH

* Loopback. HER A0 Cioh 2t E 2| QIE I 0| A= SHEROfLE
SZEQO 0 R=MEL|CH 28 HO[H ERfH0|= QAHT|0|AS
AH8e = Y& UL dgLt QBT 0|20 ICMP B2 ELWAHLHHIE

2R HAE 58 89l 0] QIHH 0|22 Z2HO|| Ciet HEE 20 oS
T AGLCH O|2{et O| R 2 1P IfZI2 O{ TS| St AEfO|
QIHIO|A 2 F4 X|YE 5= JUFLICL O] 0|3t 5t7| 2IsH
O|2{3t QI H|O| A= 2t E LSAO|AM CH&H0| IP QIE{ T O] A F=AQI
AU oAE A22 ZAEL O
+  Waiting. 2t E & =41 %l Hello T2l 2 ZLIE &30 W EQ| 30
slo|

RIHE 9 2hRE 0] MY efolct2 T BLITE 2t E s f7)
oA Hols! DI Wl X2 BAPE| T X 2425 i B

93 HAS WXLIC

o= o

+
£
o>
£
_'T‘_
2

rir

1z
1%
Ral
o
u
o
m
1o

o e
e

IHEAIS X ZE
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2REYLICH HERAO HAE CHE 2 & 2t EOf CHE 21 40|
HEYELICH 2t2HE HERR 20| i3 HEYI LSAE
A|Ztsof BtL|Ct W EYA-LSAN = HESR A0 FAE RE
2R E (XY 22E Zehofl et @3 7h e E|of USLICH

+ Backup Designated Router. O| 2} E{= G ZAE L E/J0| W
X8 et EHYLICH A X7 2t Eof| Zo{7t Ylst 42 X
2RHE SAELLCH 2tRE s HEYIO HEE CHE 2

2t B0 Chet 2 gS S LICH WY X%

rl

ot o¢
10
m
rir
w
>
ru||:|
on

YA XY 2FREQF A7 CHE 7|52 = ELICHL

+ Other Designated Router. ?/E{T|0| A= CtE 2t H 7t X|7H 2t H
= O XY Bl RE 2 MEHEl HR EF|AE L= NBMA W EQ A0
AZELCL 2tRHE XN HE 2t ¥y X FE 2t2H 250
oist oI d2 gMste{n Al=gtL| ot

Note: &/ Ef= OSPFv3 22| RET7t 24 3tEl Z4 200 FA|E LT}

Designated Router Y0 2RE O BHOA 2 0 0] HIEYT0| cheh XY E 2H2E Q)
IDLICH X HE BHLEE Of7|0A 2t IDR A ELCH 300002

=
X g& 2t2E72t fSS 20/gL L.

Note: O] HE= OSPFv3 22| ZE7} 2Hg3tE Z0f 2 EA|E L CH

[ |
IDRLICH e X 2t2EfE o 7|0 212 ID2 B ELICH #Y XF
2t RE7} gl= 8% 0.00.022 AFHLC

Backup Designated Router |t ateEjo] ZEM 2 [f 0 HEYI0| Che WY XY 2t2EQ
=

Note: O] ZE & OSPFv3 #2| ZE7h 23tz 4202 EA|E LIC}

Number of Link Events X & OSPF QIE{H 0|27} SEHS WA LTt

Note: O] ZE & OSPFv3 #2| ZE7h 23tz 4202 EA|E LIC}

OSPFv3 QE{LO0|A SH E7|

HEfo QIE O] A0 Ciot SAE =& = JASLICH L= OSPFv30| 2dstE Z20Tt
HA|E LI

> OSPFv3 QE{ 0|~ S & Ea2{H:
Routing > OSPFv3 > Advanced > Interface Statistics.
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1. StHe

39|
Meysucy,

OSPFv3 QIE{H|O|AC| R E &

A X|of CHot 2[4 EZ ofHS

OSPFv3 QI 0] A

HOYME BAE= F

M

(e A0 A= Interface FFO0AM AHHO|AE

HAE X|22{H Clear HES SEISIAA| 2.

MZ DXHH M2 1Y HES SEOHM 2.

de =+ 8l= OSPF QA H O] S| GO E{0f| CH3H

Table 162. 112 OSPFv3 QE{H0|A S|

il
Zc

OSPFv3 Area ID

%ok OSPFv3 S L|Ct OSPFv3 &<
%

DR 4 ste Hor 2

Area Border Router Count

O J Lo M HZEY == A= B BA 2tRH2 & +=YLICt o=

XE0l= 00| Zt SPF If A0 A A LhE L C
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AS Border Router Count

of F Lol A AZE 4

= A2 Al2E 37 2tREel &
FYLICE Ol= ME0= 00| 2

Zf SPF T A0 M A LhE L EL

Area LSA Count

AS Q|7 LSAE He[sti O] S| P3 ¢E H|O|EH|0[ A0 A=
Ct

IPv6 Address

QI I 0] 20| IPve FA YLt

Interface Events

X|’"8 & OSPFv3 QIE{HO| AT} JEYS BHSIALL 277t st

[

o
sl ct

Virtual Events

Of 7t SAOM Tt JEf M £ 27 LI

Neighbor Events

0] O|% A 2| SEN7F HP 7L 277 Yo A+=YL|C.

Sent Packets

QIE{H O] A0 A M& =l OSPFv3 THZ! = L|C}

Received Packets OIE{H[O| A0 A £=AIEl RB8 OSPFV3 T2l S QiLCh.

Discards 2 92 == 1)z X2| QB oI8 H|7|E 2AlE OSPFy3 Ij %
QLT

Bad Version OSPFv3 8|2 H{™ LE7 fHH |2 X2|Sts OSPFv3 T2 A A Q]
B0t AX|SHR| @b =418l OSPFv3 T3 =@ L|Ct.

Virtual Link Not Found 2 Al OIE{T|0| A7} 80| ofLl Y0 1 OSPFv3 8|0 7 THZlS
HH '5'_

st
= A2z MESHX| 2t OSPFv30f| T2l LUK CHEH 7t
7

A
= = =1
A7t gl= 2 ™7IE w4 OSPFv3 I{Zl =& LCt

Area Mismatch

OSPFv3 &Ee] Y ID7t =4 QE T 0|20 & Y ID7} OfH 7]
=2 0f AKE OSPFv3 THA! = LT}

Invalid Destination Address

nfziel thef IP =470 =4 QI H[O] 20| 4 TF OFL|ZL AllDrRouters
I = AllSpfRouters BE|ZHAE FAT} OFL|7| W20 K =l OSPFv3
of 2l ==L C},

No Neighbor at Source Address

H AFZEO| 7|= 0|20 OfL| ALt i AFZLO| |p AT} 8|S 0|20
CHSH O| & 0| 7|2l Ip A UX|SHR] %7| IZ0]| AX|El OSPFv3
ozl =Lct,

Invalid OSPF Packet Type

OSPFv3 8| Q| mjzl
| 7| =l OSPFv3 T2l

g EE L 70| oL 7| =0

o
2
+YLt,

Hellos Ignored

QIET O] & = AAE> HH 2 O]

— 0O =

=0f chet Meto| =&t = Of

— i

o
BLE 7k Af 0|2 O ZHE| RIS 2418 OISR T2l $2L|Ch

—

Hellos Sent

O] 2t2EH7t o] AHWO|AZ HEBH Hello THZ! 4= L|LC}.

Hellos Received

O 2tE 7} Of AT O] A0 A 418t Hello THZ! <= L|LCY.

DD Packets Sent

Of 2t2E7t O] AHEO|A2 HH HO|E{H 0|2 2 Tzl - L|Ch
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DD Packets Received Of BHLE{7} Of IE{TO| A 0)Af <=AISH GO Eft|0| A AT Tz
=Ll

LS Requests Sent 0| 2+2E{7} O] QIEHO|AEZ U IS @F ==QlL|C},

LS Requests Received 0| 2t2E{7} O] QIE{I{|O|A0AM f=AISH LS @& £=QlL|C},

LS Updates Sent Ol L2 E{7} O] QIETO| AR M&3H (S YHO|E $LTt

LS Updates Received 0 2L E{7} O] QUE{T|O| A0 A 4413 LS YL 0| @lL|Ct.

LS Acknowledgements Sent 0| 2}SE{7} O] QIE{HO|A B LS £l 2=QlL|C},

LS Acknowledgements Received | 0] 22 E{7} O] QIE{H 0| A0 A 2=AISH LS 291 £QIL|C}.

OSPFv3 21 H|0|& E7|

OSPFv3 0|2 E|O| &S E2{H:
Routing > OSPFv3 > Advanced > Neighbor Table.

0| M2 = OSPFv30| &t
St OI™ &5 0| U= OSPFv3 X| & OIEMIOIUP StLL O & EXYS= 4

o[ Of

<O 2

OSPFv3 Meighbor Table

Interface. Router Area Router

Interface. | jentifier 1D B | pdons Priority

State

Search Interface m
Dead Retransmission
Events
Time(secs) Queue length

A X[0] CHSH M HEE otHE ME 1 X|2{H Refresh H E2 SEI5HM 2.

HOlE2 2E O|R 55 X|2H

Chg #OM = BAIEl= #E8E =

7|tHE%

Table 163. 112 OSPFv3 0|2 E|0|&

zc g
Interface HIOIEIS EAISHLE T2 QIE{T 0|2 QILICE 22 02 7|2
AR YLt
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Interface Identfier 0|20] 0] 32| Hello T{Zl0] Y2l QIE{H 0|2 IDYLICE

Router ID MEts QIE{TO|A0) Qe QY B=o 2t9EH IDS LIEHE Moo=
T-EE 1074 FAlo| 328 E HaLct

Area ID MEfoh 0|20 SEE A2 LIEIHE Ho2 PREE 10T WAl
32H|E JHAOIL|E|..

Options 0|22 SM HWEO| st HE OpAI YL T

Router Priority | JEl 2t E ME 2n2|Fo|M 0] oY gFol M YLt

0] 00/8 0|20] 0] £ UEYI0A XFYE 2tE 7t & A0

81%% LHE LIt

State 0| 0| 21te| B MEfQIL|CE

Dead Time QIS 0|2 R EE OFX| Y QHABIHRE A3 0|32
AlZHE) Y LT Initi OF B AL 22 &Ef2| 0|20 ThafAl = 022
dFEUC

Events 0| 0|2 ZH7 o YE§7t HAE|ZLE QF7h 2B Q= QLct

Retransmission Queue Length | MEist o] 20| HfHS C§7|E2| X ZO|S LtEHYE HL ok

OSPFv3 &3 &El CiO|E{H|O] & E 7|

> OSPF Y3 HE| C|O|E{H|0| 25 H{H:
Routing > OSPFv3 > Advanced > Link State Database.

OSPFv3 Link State Database

Router D ArealD LSAType LSID Age Sequence Checksum Options Router Options

OSPFv3 External LSA Database

RouterlD. LSAType LSID Age Sequence Checksum

A0 T A4 SE2 otH
Chs #0M= BEA L= +8

o

=
Mot = @l= Olo|Hoj CHesl & etL|Ct,
Table 164. 15 OSPFv3 &3 AEl H|0o|E{Hj0| A

MZ 1X|2{™ Refresh HES 2

=otM| 2.

| M
mc e
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Router ID AS(AtE A|AEN) LHO|A 2t R EE DRSHH AEsI= Moz &=
1074 & AIO| 32H|E M 4-QlL|Ct 22 E IDE OSPFv3 T+ 3HHO| A
MY ELICL 2t 2E IDE #HE52{H HX OSPFv3E H| g3}l OfF
SILICE M 22 H IDE &8st = B At S M8312{H OSPFv3=
CiA| ZHd5lslOF stL|Ct 7| 222 0.0.0.00|X|2F K23t 2t E IDE
O L|Ct.

Area ID 22 F QIE|HO|A & stLt7t A= OSPFv3 €9| IDYLICH &Y
IDE QI IO|AT GAR FAS NRSHA M= PR MEls
gAo| 32H| E Ha=L| ot

LSA Type 23 Al 2a2lo] AN 7|5QUch LSA f¥e 2
SHLEQIL T,

* Router LSA. 2t2HE £EF d9o| Cish stLt o|&el 2t2H
LSAE Mg = ASLICL oF HAO|A AlZtEl ZF 2t H LSAE
of of it 2E ERE CQIHmo/AS #TE HEE
ALt

« Network LSA. UERI LSAE X|HEl ZIEO o8 &= 74
Ol&9| 2t dZ= 2E 30 oisi ARELICH 330
HZAE RE 2R HE LFETtL L}

* Inter-Area Router LSA. 0| R32 &Y QH0| /UX|Tt Xt&
AA”E RO AEsE FFAE HYTLICL o= X9 FA
2R E{O| M A|ZHE LICE,

o AS-External LSA. O| LSA 82 X} & A|AH @ F9|
HEALO Cist Z2E HYSIH Xt A28 ZA 2t2EHOA
A|ZHEIL|CE,

+ Link LSA. 2tREE= S1ZE ZF 30| tfjs 2ol @3 LSAE
MMtLCH 330 A2 IEP Hol 2t*Eo 33 24 FAE
Hastn 239 AT IPve HEAI 22 AefEL|Ct

+ Intra-Area-Prefix LSA. 2 39| X|’§ 2t EH+& SiLt O] A2 A Y LY
HFAtlsasE d-ds0] o T G HH|of IS FFAE
F0TLCH 2t RHE £ G990 it o2] Y L HFAtsas
AIZFSHO] RbA| HFALQL SISl A 30| HEALE 30
AELILCE

LS ID 23 HEf IDE F00AN HYHSI= 2t =0 BES AwetL|ct
LS ID 2t2 219/ LS R0 et CHE L Cf.

Age 23 AE] 20| XS AIZHE 0|2 0] A7) LT

Sequence




U-I-F9020HPA

Checksum HAM Z1o| OO0 &AS ZHX|SHe O AFRE Lo}
O|2{st A2 N7t Zajglg|s S0t re Z7t
B2 E O] M2 2|0 EEE|lS SO HME 2 QISLICt Of
%EE LS age ZEE F|Q|st ol FMA LYKo Cht

Options 213 AME| 21 Y Ho S8
LIEPHLICH B4 CHE T ZaL

H E

* Q. 0| &% Qos EfH XL S X[HE 5= AFLICE

m
o
>
@)
o
_|
—
()
>
N
K
u
Jul
|_|_|_
0L
>
mo
nx
)]
ot
-
inl

S ™ 2
¢ 0.0l EFRF LSA7I X=X 25 dYeL|C}
¢ V. O VPN/COS& OSPF++ =%0| XE[&X| OfE
HE Lt
Router Options Bl EE SMQIL|CH

CHS EO|A< LSDB(Q/E 213 AMEH C|O|E{H|0|A) H|O| 20 EA|Lls RAE 2

£

rir

Ot

HIOIEoff CHal 2 erLCt.

L

Table 165. 115 OSPFv3 2|& &3 MEl H|o|E{H|0|A H|O| &

|
=1

[l

i

Router ID

>

S(Atg A2 H) LHO|M 2t HE DRSHA M Est= oz T2E
0%Tl4= @A9| 32H|E F=QL|Lt 2t H ID= OSPFv3 T4 2HH0f| A
FELCt 2t2E IDE A5 T HX OSPFv3E H|Z-d2}sloF
FLICEH M 2H2E IDE 283 & HE AteS X 83512{H OSPFv3&
CHA| Zgstsliof LIt 7|2 242 0.0.0.00|X| 2t R =3t 2t IDE
ot L ct.

—_

oo ux

LSA Type 213 A} alo] BAIT} 7|SQlL|Ch LSA 93e rf

= O—| o

ojo

=<

=

SHLEQIL| T},

* Router LSA. 2t2HE EXN
LSAE ddg = AELCH 3t &

—

ool CHeH StLf olgel 2R
oM AlEHE 2 2HRH LSAE
e 90| cist 2= 2teH AHI0|Ao] +HE HEE
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Mmst|Ct,

+ Network LSA. HEQZ LSA= X|HE 2}2EHO| o8 T 7H
O|&9o| 2t2K7t dZ= ZE 30| CHsl A|RELICH 230
AR D E BRHE LIES LT}

* Inter-Area Router LSA. O] S22 9 Q80 UXT Xt
Al2" LHEO Aes FEFAE HITLLCH o= XY FA
2FE Ol A A|ZHEIL|CE,

« AS-External LSA. O| LSA &2 XI& A|AH QE9|
HEAO Chot A2 E HYSHH Xt A" ZA 2t EO0IAM
A|ZHEILICE,

* LinkLSA 2t2E= 1 2} 230 tfjsh 2ol B3 LSAE
MgtLC 230 AZE 2R HO| 2tREHS 3 BE FAE
Hastn 239t AL IPve BEAI EEE A E L LCL

e Intra-Area-Prefix LSA. 2 32| X| ¥ 22 E & StLf O| &9 &Y LY

HFALSAE ddstof %“E" HHol 232 HFAE %*ﬂs“—llif.

=

LS ID 2

Age 23 A6} 20| NS AEHE 0| o| AIZHE)YLITH

Sequence A@2 Hs Wo: 23 e 3HE FLYUD 2EHD
25 Y3 M| YRS X O ABELITL AlB2A WS}
242 54 FaYUct

Checksum Hade Fno HolH &4 #Xsts H AASEUCL ol2gt
=d2 d17r 28 3 £ 17t 2R HE2|of

o o
Hare S ZdY + UAFLLE o] BEE LS age EEE

HMelgt ol FA Lo thet M3 d Lk

OSPFv3 714t &3 1d

> OSPFv3 7t% A3 E /452 H:
Routing > OSPFv3 > Advanced > Virtual Link Configuration.

CEPFA Virtual Link Configuration

= cen INaighbor Roltar Halla Pasid Irtesia) fitizngit Datay Reuanismit Haightor

D nieral Intanyaf Intara| Stata PR | isnc
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OSPF O] Area IDE Y EH3IN Q.

g9 ID= 2t H QAR O|A7 HE L= 9GS Drot A Eots B2E 2

o= A0 32H|E HL|CEH SS(H-Z20| Ofl) Yo Cist QM O] AT} U=
I ZEA 2tH Y 7o) 7ty 3 E e 5 ASL T
7ha A3 AtZol o1 22 S 212350 Neighbor Router IDE 438t L|Ct
SS(WZ0| oty FH0f Tt QIEHO|AE 2= B BA 2t2H 4 7H0)| 714 3 E
T = AE LT

Hello Interval ZE=0]| X3 &l 1B O|A0f| LS OSPFV3 hello 7tA S = THR[2
ola4stL|C}
= .

|.

O] Dj7ff = HEZN HBE 2= 2t HO| T S 2sHOoF LT 2ot 22
Hel= 17 H 65,5357HX| G LILE 7| 242 10 Y L T,

|_

Dead Interval =0 X|7HEl QIE{H 0| A0 CHSE OSPFV3 HIE 7142 X HHe| 2
gLt

Ol 2t E 7} CHRE[QICHD MO1S5H7| ™ol 2HE 7t O] 2 2t E{2] hello T2 S 7|
QIsh 7ICt2l= AlZtE XL Ch o] 7= HEYJ IO HAE 2= 2t O Cisy
S LofOF BHLICE O] 242 hello ZHA(O|: 4)2] Hi =R L|Ct 23 4t Hel= 15 H
65,5357t K| 4 LI CF. 7| 2252 40 L] CF.

Iftransit Delay Interval 2 E0f| X|d &l QIE{ | 0| A 0] Lot OSPFv3 T1& X2
gLt

Ol= MEISH QIHT|O|AE Soff @3 AE| YO|O|E 2l S M&St= O Z22l= o &
AMZHE)S XELICH 2% 442 HRl= 1~3600X(1A|ZHRILICH 7|23t
12 Lt

Retransmit Interval 2 E0{| X|H =l Q15 1| O| A0 Ci$t OSPFV3 MM & 7t4 S
YagLich

0| 22 Ef QIE{T 0|2
0| 2+ Ko|EfH0]A
20l 91 1~3600E(1AIZHILIC 712342 s LT
Add HES S2BILICY,

M2 7te 374 2K =7+ LIt
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9. Apply HES &
OO EE 40| A%

CrE B M= BEAIZ= T

U-I-F9020HPA

& 7td 23E M5 P Delete HHES S =T LILE

L|C}
X2 S ELCH 78 HE A2 SA| M EE LT
g == 9l= Hlo|Hof chsh HEetLct

Table 166. 12 OSPFv3 74 &3 3/

|
Yc

Neighbor State

=
HiZ ot QlE T oj At AZE QY &=0[ GiEHCH

hello THZS 2L Ct.

+ Designated Router. 0| Zt2HEs HZE HEQIQ
SLHYLCH HEYKI0 HZE CHE ZE 2t2H
I do| g4™EL D 2*He HESRA L0 ozt

EtPEHZ SHEULL 2t HE HEJI HdEE LE 2
LHo=

AZOM XY 2hRE{ QL OFZE CHE 7lsS sH LI
C

+ Other Designated Router. Q| E{I{| 0| A = 2
BIOE| Ol W] X| N B} OE 2 MEIE H2CIHAE EL N

HEIO AZELIC 2t = X' E 2tPEet #Y X|
St B 2RO Ot QI d S Y gotald A= L

7t O] % 279 HEHYLICE OSPFv3 QBT 0|2 HEi= Che 4
[e)

2t EOf Chet 2 gs SELICH W XY 2t HE 22

£

* Down. O|Z{0] &=7| QIE{I{O[A JE{RLILE. OtP| 5 Z2EZ2
QIHIOIAE AFEY =+ Blgs LIEFEUCL  QAHBo|A

o= 712tz S8EUCL 2 2AHHO|A EHO[H 7}

+  Waiting. 2t E = =4 E Hello {2 S ZLIEZSH0] (4 2)
A GE 2t S olste{d LTt 2t E 7|
HEfO|A SO W7EX| MY X'8 2t H £& X[ F 2tRHE
e = S LICE Ol = (WY) XY E 2tRHe =2ast HES
Xt

*  Point-to-Point. QIEH 0|27} X& SO0 7het 20| AHZAL|Of
UAELICE O] YEfO] SO{7tH 2t HE= O|R 2tREHet A”LS
&gt Al=gtLCh Q1B T O] A= hello ZHA(Z)OFCH O 2 Of|A|

x|l
of che
HEa

LSAE A|E3HOF L CE HESRI-LSAM= HEIN AZE
2E 2R EHXIE 2R E 280l tie 37F 2O JAELITH

+ Backup Designated Router. 0| 2t E & AZE HEQI | #eY
X8 2t EHYLICEH o1 X7 2R E O Foi7t st 32

X8
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N

»

U-I-F9020HPA

State

QBT O| A0 SENYJLICE CHS 2t & StLIE AFERLICE

Down. =7| CQIHHO|A HE RLICE 3¢ & ZREZ2
QEIO|AE AFEY = QS LEFEUCL  QEmOo|A
of7ha= 7|gez S8EL M. 2E CIHE|o[A EfO|H 7t
HiZgate|n QlE T oj At AZE QY &=0[ GiEHCH
Waiting. 22 E = 54 &l Hello 1A S 2L/ E{ 2510] # e X| Y&
2t EQ| IDE &5t gLt 2t E = 7| SEoM Bolg
M7bX| e X F 2t E= XE 2t HE WEE £ gLt
Ol Y X g 2tRH2 222 BEds YAIFHCL
Point-to-Point. Q/E{I{| 0| A7} -5 SO| 7t &30 AZE O
USLICE O] HE{O SO{7tE 2t HE= O|R 2t EQt - Y S
&gt d A| =L L hello TH A2 hello 72 Z=OFC} O] R Off A|
H&E LI

Designated Router. 0| 2} 2H = AZE HEQF ol X|FE
2REHYLICH HESRI0| AZAE CHE 2 2t HOj| Cht

oI MO0| MFEL|CH B E = L3t

HESI ==0f st network-LSARLICH L E{I-LSA0=
HEXIO AZE 2 & 2E(XE 2t2H Z2h)of st 37t
Zote|of AELIC

Backup Designated Router. 0| 2t 2E &= AZE HEQF | # Y
XE et EH Y LCH ST XY 2t HOoj| Zoj7t gdst 42 X|H
2RHE SAELCH 2tREHs HEYI0 HdEE THE 2=

2t EOl| Ot QI d S AL o 9 X1 2t H
IFEOIM X7 2HRE QL of 7 CHE 7|58 AT LICL
Other Designated Router. Q| E{I| 0| A &= CHE 22 E 7t K|
ot E X B X|H Bt REE MEHE| HEE EI|AE EE= NBMA
HESZ0o| AZE LT 2tHe XIEE 2R E et #e X|YE

2t E 2RO ot A EES g gt 0 A=

Metric

7t AN AR = HES grYL(Ct.

OSPFv3 Z 2 MU= E 7/ d5|2{H:
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Routing > OSPFv3 > Advanced > Route Redistribution.

OSPFv3 Route Redistribution
— Redistril :
1| Source Oihﬁnme Metric Metric Type Tag
] Connected Disable 0 External Type 2 0
| Static Disable 0 External Type 2 0
1. 22 W70 A O|TH0f OSPFv30f| 2|t XHHI =S 2o +-d & X| B2 AL 7t et
A FE ZFOM MEISLICH RR H2 OS2 25 Lo

e Connected
e Static

2. Redistribute Option Z20j|Af MEHSE A A =2 £ 20| LSt XU Z 2 Enable =
DisabledtE 2 MEBHL|C}

3. M=HiE d22 HEZCZ AEY Metric af2 2 LI

[m

AATEAMNE AHE B2 0l HEO = é@%%OI HA|ELCH OEX| 2 42 B 1= 00|
+8E = USLICH F=o U422 0~16777214 4 LT}

4. Metric Type S-S0 A T{H{Z ZZ22| OSPFv3 M EE K-S MEABIL|CY,

5. MH{ZE ZZ0|AM Tag ZEE EYTLICH
Ol HEO|= &AL A Y& % Ef 7 mA|E LT 28X 2 B B2
00| =HE & AEL|CH S5 4t 0~4294967295Q L| Lt

rir

YHOIEE 90| 29X 2 HESELICHL 714 HE A2 FA| §EELICH

Lo d o -

2 R[X0f oieh 2| A SEZ otFHE M2 DX|HEH M2 Y HES SEHM 8.

NSF OSPFv3 29 &

|

NSF OSPFv3 29/8 £ %+ U&LICh 2 TEO| SfgEE 2t WE gof BEAGUCH
TRE US YSIB BE QA Y 21 M Z D HAIX|7H EAIGLCH

NSF OSPF 222 He{H:
Routing > OSPFv3 > Advanced > NSF OSPFv3 Summary.
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NSF OSPFv3 Summary
Support Mode Disabled v
Restart Interval 120 (0-1800)
Restart Status
Restart Age (secs)
Restart Exit Reason

Algl 2 2204 012 74 & sLIS Mgt}

« Always. OSPF= A2l &l & & 2| AEtE O|HI EQt A2 g|X|

O HIEOff CHoH LA TYAIZHS St

+ Disabled. OSPF7} HAMHA

¢ Planned. OSPF= M A|Z}0]
QI5H)ol| T THA A TYA|ZEE
71242
Restart Interval® T+ L|Ct.
2583

f2 0~1800=(X)YLICH 7| 242

Apply HHE2 SEIgLICt

X2 Disabled 2 L|Ct. O] 2782 FX|7t AX 22 CHA| A[HS

HOO|EE #d0| AQX| 2 MEEL|CH 74 HE A2 SA| IL|Ct.
AR2|X|0f Cheot 2|4 SEZ 2tHES ME X8 M2 1 HES tH 2
CHE #0M = BEALl= 8e 4= 8le HIo|Eof CHa gLt
Table 167. 13 NSF OSPFv3 22
qc a9
Restart Status OSPF 20| 7|5.2| CHA| Al MEf@LICE 7H5 8t ghe Chaat
Z&Lo

* Not Restarting
* Planned Restart
* Unplanned Restart

Restart Age (s

econds) ObX| 2O 2 CA| A|E
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Restart Exit Reason MAI2| OFAE] FX|7F OFR[BfO 2 A RHEl W S BAIZLICH 7+ 3
Zte ctenp &Lt

* Not Attempted. F& X QI X{A| 20| A|=E|X| BRSLICH

m
1-

3

¢ In Progress. X{A|Z0] ZI&H S QL

+ Completed. O[T tHAX THA|Zf0| YE3H o2 2tm & Y& LICH

+ Timed Out. O| 2| THA X TYAIZf AZH

* Topology Changed. EEZX| HZ O = Qlsf| 0| Q|
CHAl A|ZHO] Z710f B2 & AE LT

2HQE HA 7

- EHRE HAME PSR

Routing > Router Discovery > Router Discovery Configuration.

N R R L e

Routing Tabde 1P jFv6  VLAN ARP RIP DSPF  OSPR3 VARE  Mulficast  IPvE Multicast
Rouler Discovary Router Discovery Configuration
i b 2 3VLANS Al Go To Interface El
s .ﬂlh'=n|qp A e it Neasgimirty Mirimiem o ’ bl T 6 e

Interfaee ot Advertine Addraa e s il Achoarise Lifatime Prefermnce Lavil
i Dbl 24001 600 450 1800 n
v Dizable 224.0.0:1 el 450 1800 o
G Disable 23001 GO0 150 1800 o

1. InterfaceE At235I0] 2t E QEL|O|A S MEHTHL|CE
2. Advertise ModeE AF23}0] Enable EE+= DisableS MEHSIL|CE.

Mot QIE{H|O| A0 A 2t H &7t HEELICH

3. Advertise Address& A2 50| Enable EE= DisableES MEHSHL T,

2 MotE MENSEH MEiSE QIE{L|O| AN 2t H 207t S E L L

4. Maximum Advertise Interval2 AtESH0] QIEHO|ANAM MEE 2H2H &1
ALOIOf S| = Z|CH AlZH=)S L Ct

5. Minimum Advertise Interval2 AFE5H0] QIE{L|O| AN M MESE 2H2E &1 AtO|0f
S8 = &4 AIZHX)E Y=L Ct.

%fo| #2[+= 3~18000|O{OF SrL|C}, 7| =742 450.000000 Y L| C}.
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6. Advertise LifetimesS ArE510] QB O] A0 HEE 22 0o =T HER

| °
A gh(Zx)s Y=L

Ol

rir

ol Tt S AE O3 Ruel 2R H FAZ ZFE[= X0 A[ZFRILICEH
7. Preference LevelS AF850] 2tRH 2| 7|2 28 &5 St MEUOILHE
chREQ 2 E 7|2 2R EHEZ XL
Mot 22 Fa7t AL 5 Y=o Lt

8. Apply= AHESHY RHO|EE 45 A9XZ E-LICE 74 B A2 FA
HEE Lo

-

M EIRE &=

|El

EEZ

S2H YRRP ™ 1AM

> To configure the global VRRP settings:
Routing > VRRP > Basic > VRRP Configuration.

Global Configuration

Admin Mode @ Disable & Enable

Table Configuration

| VRID (1 to 258) Interface Interface IP Address  Primary IP Addrass Mode State

=] =]

1. Global Configuration2| Admin Mode Z =0 A 2} E2| VRRP 22| &EHE Enable EE=
Disable &8 2= ALt
7|28 22 VRRPE H|Z43tE|0f /& LICt.

2. VRID 2E&= M 7t 2t

m
i

z
0x
e,

VRIDE 2HotMR. 2ot U2

1
3. Interface SEOM M| 7t 2t EHO| FR/ER/ZES METLICH

4. 7t 2t2EQ| Primary IP AddressS & 2{3fL|C},



U-I-F9020HPA

5. Mode SEO0|M A 7t&t 22 E{0f| CHSH Enable EE+= Disable 2 =& MEHSHL| T,

N
0%
il
4o
m
N
|>
(¢
>t
-
0x
=2
%
N
il
-
i

YHOIEE 90| 29X 2 HESELICHL 714 HE A2 FA| §EELICH
ChE EOME BAILE 782 & Sl HIO[HOf CHof 2 =L .

Table 141. VRRP 22Y 1M

Uyc Mo

Interface IP Address MESt OIE|H|O| AQt HZAE P FAS LIEFALICEH

State Jhak Bt E o] M) AEYLICE Tt Zhe Che ot 2L ot
¢ |nitialize
o Master
*  Backup

= VRRP A /d

> To configure the advanced VRRP global settings.

Routing > VRRP > Advanced > VRRP Configuration.
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3 on J
o
nfiqurat
- | .
- . o, Advertisement
-l o Pre-empt - Configured Prionty  Operational
VRID (1 to 255) Interface Mode ’ Accept Mode 11 1., > 4 P; i Interval (secs)
Mode (1to0254) oty AR
o ’ (1 to 255)
Interface
= i Pnmary IP Authentication Authentication
Owner VMAC Address ...~ Tvoe Data : Status State
Agoress VD b P
Address ype :

Global Configuration2| Admin ModeOi|A{ 22 E{2| VRRP &2| &EfE Enable EE=
Disable2 &7dgL|Ct.

7|2™ O 2 VRRPE Disablet| 0| Q&L|C}
VRIDE Y H3IN K.

VRID 2E= M 7ty 2R HE 485t 2202 782 = ASHEL 78S 42

1~255Q4 L|C}.
Interface SF0A M 7t 2t HO| fFH/ER/ZEE MEMTHLICE

Preempt ode = =0j|A{ Enable === Disable &M & ME4BHL|C},

EdstE MElSIH ORAE Tt 71 2t H IP A0 2RA7L O 22 ¥ 2t EHE
OtAE JHY 2R HO| M &2E0 22 M =2l #+= 02 H 2t*HE METLCHL
7|2 2t2 Enable LI Ct.
Accept Mode Z =0{ A Enable =+ Disable &M ME{BHL|CE.
o5 MEMSIH VRRP OtAE = 7y 2t EQ HAE 1P FA2 FALXFPE ZE
O GOl Tzl S ettt Bl 2d3otE HESHH VRRP OtAEH = IP T4

—
7t OtH B3R 7he 2t EHe HAE 1P FAZ AT XFE 2=

RBLICE 712342 B2 LIC,

= HA T

Pl

ol H|of &

F> Ho it
oo o ox
40

i=|
mjo
ita

OfAH b 2t2H MEE Al VRRP 2t E 0| A AHEE Configured Priority 2f2
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gL ot
TR U2 1~254 4 L[CLH 7t IP FA7F QIHEO|A 1P FALr s U 4 Yt
LH-&0f A gl0] M =2(7t 2542 Y E L|Ct.
7. Advertisement Interval 2E0{| O] 7H4 2tRE 7t F0 IjZl 2 TE5t= (82 X EHY =
L}
1~255 ALO|o| =AtE UHSHM Q. 7|24t 1= YL
8. 7t 2tREHet HZE IP FAQ! Primary IP AddressE ¥ 2 2tLILCt,
7| 2442 0.0.0.0QL(CE
9. Authentication Type =E0|A 7t 2t E 0| CHE 215 FAS MEIGL|CE
SN2 O 2& LUk
¢ 0-None. 2150| =HE|X| ELICL 7|2 4f2 None LTt
¢ 1-Simple. 2152 HAE HUHS E ALESO] A LI}
10. the= 2152 MEISH Y thentication Data HEO| H{ZHZE SN
11. Status Z Z 0] A Enable &E= Disable &2 ME{SI] 7t 2t EQ| 22 A|ZFSEALE
SX| gL
7| 2%+2 Disable 2! L|C}.
12. Add HHES SE/gLCh
744 2R EH I AKX 0l =7k Lt
13. MEISH LA 2t E E A X[t T Delete HES 2E5HM|R2
Note: & FATJL AHE[0] Y2 2tRHE MM 5= §ISLICH
14. Apply HHEZ E=/2tL|C}
PHOIEE 70| A9X|2 HMEELICHL 74 HE AE2 ZA| HEE L
S HE0M e HEAlEl= 4 4= 8l Olo|Eof CHal et Ct

Table 142. 11

U-I-F9020HPA

13 VRRP 22¥ 74

il
=

=

M
=

of
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Operational Priority Tiak 2R H

LHEHRA LT

LIEFRHLICE. 24O

OrAH

Yo E SHStL

=
E=3

HH A

—

N

=]

A EH
=h

. DfAH BAREHE M9 08

ZZN20 AMEE RU=RE

242 2 H29I7 EOHILICH

H&3sto Of 2t?E7t VRRP

=
b 2t E7F M OFAHZ TetEASS

o HHIPFAE AR EREH0 = 249 25574 AHE & LICE

Interface IP Address IS QIE{H 0| A0t QIZE IP FAF LERLICH

Owner 7ta 1P A0t QIEHO|2 1P FATH S UBHH True2 HHtL,
SUSHK| UM False2 HYELICE O] DA} True2 - E
42 7t 2R HE TH 1P AL ARKZL £l Eg3tE OfAH
2t E{0]| Ciot MERO A T4 S2|BLICt

VMAC Address 7t 2t RE{QF A Tt MAC FAE 24H|E =X 1.5 AldX|,
VRRP T4 228 A E5lE 16H|E 44 9 8H|E VRIDZ
gLt

State 74 2t E Q| T SEYULICE 7t 442 ChEat 2 &L o
e Initialize
¢ Master
* Backup

T2 VRRP EX IP =4 £A

> To configure the advanced VRRP secondary IP address settings:

Routing > VRRP > Advanced > VRRP Secondary IP Address Configuration.

Routing Intedface

VRRP Interface E]
VRRP 1D B

VRRP Secondary IP Address Configuration

_| Primary IP Address =Secondary IP Address

1. VRRP Q/HHO|A -VRRP ID 2E0|A QIHHO|A #HZ S VRRP IDEE LIEE 7|&

7te 2t H & StLHE gL T
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A AE T o] A0 g E MES & StLtC| 719 0|0 OF g LTt O

t
ME 2ol 97| HBYLIC

— = 21

4. MESEEX P FA QIHI0|AE AMK|SH2{H Delete HES ST LICH
5. Apply HE 2 S&lgtL|Ct
A O|EE 70| AQK|Z MEELICH 74 BE AFE2 ZA| HEE LCH

o -

Primary IP Address 2 E0f|l= 7t&f 2R E2| 7|2 1P FA7F #A|E LT

1= VRRP =X CIE{H 0| A 1/

I3 VRRP =X QIE{L0|AE /d5I2{H:

Routing > VRRP > Advanced > VRRP Tracking Configuration.

Routing Interface

VRRP Intarface
VRRP ID

[=]
[z

VRRP Tracking Interface Configuration

Tracked Interface

| Tracked Interface Prionty Decrement Tracked Interface State

=]

1. VRRP QI H|O|A - VRRP ID ZEO|A 7t4&t 2} R E{E MEHSIL|CE.

7t B2 H e QIEHO0|A HS 9L VRRP IDE 2 LI E L C}.
2. Tracked Interface Z=0f|A| 2t &l CIE{ 0| AE MEHTHL|C,
O{7|0fl= O] VRRP ID ¥ QIE{H| O] A 0] CHsl OFE] 3=
OIE{H|O| AT} LIZEILICE O] EE9| 0l& F=HE 4= ¢

3. FXEl QL 0| A0 CHS Priority DecrementS & #etL|Ch.
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et "ele 1~254QL L} 7| =22 10 L Ch

e 4= @le= T EQI Tracked Interface StateOfl= FH =l QIE{ 0| A 9| AFEf 7}

VRRP Tracking Route Configuration

Tracked Route

[] Tracked Route Prefix  Tracked Route Prefix Length = Priority Decrement Reachable

4. Tracked Route Prefix ZE0| ZZ0| HFALE Y TtL|CE,
5. Tracked Route Prefix Length Z =0 ZZ9| HFAl Z0|5 &etL|Ct,
6. Q20| Cist Priority DecrementS Y& EHL|Ct,

2o Hel= 1~254 4L Lt 7| 2442 102 L Lt

-
0x
ot
>
£Q
rir
P
(0]
Q
(@)
>0
Q
=3
(0]
El
n
=2
rir
4%
il
[
oX
Hu
1o
re
iy
_\'J_
or
0>
Hl
>
[
-
il

YHOIEE 90| 29X 2 HESELICHL 714 HE A2 FA| §EELICH
Chg 20N = BAIEl= 8T o Sl= HIOIE O thal 2 ehL(ct.

Table 143. 1§ VRRP =X 314

zce ek
Tracked Interface State Z X E| O|E{T|0| A 0| AFE[Q!IL|CE.
Reachable AXE HB2O| £T IS A

1= VRRP 84| H7|

> 113 VRRP S4|E Eo{H:
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Routing > VRRP > Advanced > VRRP Statistics.

Glabal Statistics

Router Checksum Errors
Router Version Errors

Router VRID Errors

Emors  Packets Recened Pachets Sent Fackets Recewed List Emors  Type

Statistics
State Transitioned Advertisement Adverisement  Authentication
VRRPID Interface Up Time
P to Master Received Interval Errors  Failure
IPTIL  Zeto Prioaty Zero Prionity.  Invalid Type Addrass imvalid Authentioation  Authentication Type Packet Lenath

Mismatch

Errors

b %

22X0f ook x| d

M St
o=

Ct

-

= S

HO|AM

rir

==+

Table 144. 112 VRRP S4|

HZ 3HE MZ 1X[2{H Refresh HES SEI5IM 2.

= }l= HIOo|Eofl Chsf 2 F L Ct.

Zc Ay

224 £

Router Checksum Errors ZRE VRRP HAY o2 A& & VRRP 2 LT

Router Version Errors % 4 QL RIYE|R| o HIF MBS 2 4418 VRRP T2 &
Lok

Router VRID Errors Of 7h4t Bt E{0| sl ZRE VRIDR 441l & VRRP T2l $Lct,

£

VRRPID HEel 7H 22 E ol VRIDY LI

Interface Meet 71y 2t E ol FR/ER/EE YU

Up Time 7H B EI7F X7|SHE MENZ TBHE 0|3 HutEl AIZHY, Al £,
=)L,

State Transitioned to Master 0| 7}At B2 E{ O] MEN7} OFAE 2 FMSHEl = Z2QL|C}

Advertisement Received O| 7FAt B} E{ 7} 4=AI8H = VRRP 21 2=QlL|C}.

Advertisement Interval Errors T 70| 22 Hy 2R E{0f Chs) TAE A CHE 4418l VRRP
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22 730 5 YU
Authentication Failure QI OIS SBHR| 3 +ME VRRP T2 B YUk

IP TTL Errors IP TTL(Time-To-Live)O| 2559 ZX| 42 7t BtRE{7F 413 &

VRRP IfZl =QiL|C},

Zero Priority Packets Received | @ 4429|7} 091 7Het 2H2E{7} 413+ & VRRP TiZ1 LTt
Zero Priority Packets Sent M@9I7t 02l 7HY 2HRE 7L B F VRRP T3 LT

Invalid Type Packets Received | gof Zcof R2atA| 842 30| U 7H 2HPE{7H =413 VRRP
o2l SLct.

Address List Errors TSR0 Th 2REO| o) 2HE TYE S2D YXIGHA|
Mg £ W2 YL

Invalid Authentication Type o & Ol o= 2302 LA = mjjZl 4QL|Ct

Authentication Type Mismatch EHZ AME OIS HIH 2 O|Z 9oz AR = 037
+uct

Packst Length Emors VRRP 8 ZO|2rt B 2l 0|2 A8 & i3 +Uch
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O] oM = Ct5 =X E CHELL.
° QOS 7/_&
o AMHAEF

. HEBIE AHA L
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1.5cm

o ol &&= 8%7 H&= ?lol ZEOf
CH71e O ME|AE = fS2E H7[E0| 7+ & S ZEO| CHE L7 B0 U= Eciy
S

ozl2 7| o 22t LT o7
2 RIK[0| A AFA|E L EE.

QoS= YAch EfO|E 2+ Ar0] A= AN KPS O & HE 5 Us WA= FHE50
e D 0= 7S¢ CIOIH HES MEohs s~EHYLICH AAst Eto[Y 27 Aol /l=
I Zl2 QoS 75 HIEH A0 S8t M| gLCh o] £ SF0 F1 HERKIS[ ZE
f24+E QoSS A #oliOF 2LIC QoSE X[ JSHA| = =71 5tLt O] QLB HERIR
B20| 20| 2ot TH L2l S E2| 950| Mot LI

MH|2 53

CoS(MH|A Z2i2) Hi7|E 7| 5S ALESHE 29X U782 £8 SHE Y #dE =
U LIL} Ol = DiffServe| S&90| 2R5HX| @2 B2 CHE¥ 2 HES

CHSH Bt QoS &= MSLICE AHT 0| A0 =A5t= I

CoSE ALE03H0] QE IO 20| MH|A SefA ME| RES APYLICE 29Xl 4 ZEE
o7l B E(802.1p E£= IP DSCP) & otLtE M2[otA L IjZle] 24 =2 XS LZ(5HA|
BEERRE S e 2E) F9E = AL ZEV MEg = s ZE2 2FE 3R
AME S Az = s HEo| HEtet 0fE HOo[ES AFERLCH O] 0fE HO|[E2 3l g
S ZENAM HZ0] MEE|= Cos 7| €S LIEtHLICE =22 0 HO| &S At&ot{ H
ojzlof Mzlg = s HEZF ojof stz K| f2 4% 7|2 &0l =& L L
of2iet X o= 2 802.1p OHE EIO| =0 2fsf Efm S0 OEE 7|E ZE 7|=
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M 9IS 7oz 20 ZE MHO| Cfo PYE S Cos +FOR WAL HLhE
xbei0] EHELICH

E EEJHARS 4 9802 THEW S0 I S 29 XS MK g
ChAI BE 7|2 24 29 22 ALBBILICE MRS 4 Qs EEQ| 40| Exfols BE
TS $A ZEO| RAHE 7R @M £ 9/0f thet HES $4 EEQ| 7 Cos 7| Z2
MEELIC O] ZRAAL IPDSCP 242 M2ISHE2 T4 E O HlIP 20| Z&BH:
Hooh 20 MEY 4 Ak EE TS MY 4 g F20|T AFSELIL

S2H Cos AN 1AM
=2 CoS ™S 1/d5|2{H:

QoS > Basic > CoS Configuration.

S| omatiy [ i | o5 | Sty | e | s
DiffSer
* Basic “~ @ Global All v Global Trust Mode frustdetip
= CoS Configuration Interface Interface Trust Mode
= Advanced i
Note: Ct5& MEHSIY] O 3t 2 0|5 =& U&LICt QoS > CoS >

Advanced > CoS Configuration.

1. GlobalE AFE3tX CoS 78 7ts SIHH|0|AE 2&F X FRLICE

2. InterfaceS AtE50] AEHHO[AREZ Cos 718 &= A ELICH.
3. Global Trust ModeS AF&o10] =4l Al £ T2l EAIS ME2IEX| AFE XFE L

=29 ME| REE O & StLEY
e untrusted

+>
£0
ry
I
n

e trustdotip
e trustip-dscp

7| 27342 trust dot1p & L C.
4. Interface Trust ModeE AFESIOY =4l Al 7 THZ] HEA|E L2 X| O{EE X|FgtLCL

RIHMO|A AME| RE= O & ofLtY = JASLICL
e untrusted
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1.5cm
* trustdotip

e trustip-dscp

7| 222 untrusted & L|C}.

5. Apply HEZ =& L|Ct

YHOIEE 80| 29X 2 H&ELICE

=

802.1p M =¢I= 7| E0f ofH

802.1p Ci CH7| E O4 & 2t HO= 21X 802.1p @41 = OIE HIO|E& HEA|ELICEL

[

> 802.1p M= E 7| Boll oid st H:

QoS > CoS > Advanced > 802.1p to Queue Mapping.

Interface Selection

Interface

802.1p to Queue Mapping

802 1p Priority 0 1 2

La
S
(%3]
o
-4

Queue 0 I T oawfl]| 2 » A I ] = 3 v

1. InterfaceS ArESH0] QI HO| A S A E4BLICY,

=
=
ofoff it} CHELICE 802.1p &M = AWof= ofE e 8712

7] Hs s S oS o

802.1p S 9| ZtZHol Cht E2T SahA M| 7t EHE|0f USLICH MRSl
L2001 M £8(3)22 RIYELCH 08 Sof 229702l E3T L fir &l
10| Ef E24T0j T3t 0|0 A1 MS ChY ML ELITE 30 20| LH29UT} T &2
Ezge
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R2 7|82 EajHo| HEE|7| Mo &2l 7|22l EfEO]

& T#g0| 29X = HESELICH

LO dJ

DSCP Z}= CHZ|€oj of &

X A E
Lo =2

M7k X| 7| Ctqof

i DSCP #i= i 2T L2 Ecfjd SAE XY = JASLICL
DSCP Zt= CH7| €0l ofE5}2{ H:
QoS > CoS > Advanced > IP DSCP to Queue Mapping.
IP DSCP to Queue Mapping
il Queue ol Queue P Queue Ly Queue
DSCP DSCP DSCP DSCP 3
0 1 | 1o 0 ~| 32 2 +|| 48 3 v
1 s I s 7 0 || 33 2 v 49 3 v
2 1 || 18 0 v| 34 2 v|| 50 3 v
3 1 +||19 0 ~ 5 2 |59 3 W
4 1 v~ 20 0 +v|| 36 2 w52 3 v
5 1 »|| 21 D v || 3T 2 v||53 3 v
IP DSCP EE0]= 0%H 637tX|2| IP DSCP 2t0| EA|EL|LC}.

1. Zt DSCP ¢(0f CH3H il S IP DSCP #t= OH 8 L& Efy 2225 XL/t

71 € o= 58 ot=qlofof e CHE LT

2. Apply HEZS S&/gtL|Ct
YOOI EE 40| AX|2 MEELICH 714 HZE A2 A

Lo d o

Ol E{ 1| O] A 0f| L% CoS QUE{H|O|A MM 7

g 20|20 QAT O] A g
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1.5cm

> CQIE{D|0] 20 CHTt Cos A S /ot H:
QoS > CoS> Advanced > CoS Interface Configuration.

CoS Interface Configuration

1 LAGS All Go To Interface m

(] Interface Interface Trust Mode Interface Shaping Rate

v

[ 1/011 802.1p 0
£ 102 802.1p 0
[ 1/0/3 802.1p 0
1 1/0/4 802.1p 0
1/0/5 802.1p 0
1. BE LAG QIHI|O|A 253 HA[SI2{H LAGE ME{gL(Ct.

20| M InterfaceE MENSHL
&

M
540 QIE|HO|AS YIS

@ DN

2E CoS T4 7t HH O[22 QIEHO|A =
1L E

Go To Interface ZEE AtESI EX|/EE/E
SelgtL .

A& AEH O] A0 s = eF=0| ME LT,

5. Interface Trust ModeS AFEdH0] =41 Al £ TjA BAIE M2[EX] &
INESHEIS

IHHO|A M2 REE L & ofLEE & ASLILH

¢ Untrusted
e 802.1p
e |P DSCP

7| 222 802.1p L Ct.

Ol YUtM o= OFRHIRE ©& £ 2 F¥ote O AH8ELICH O] £

TEN ZEMO 2 KO LICH Ol = Ao & B =Fo| d 0|7 I—|

ORLICH 757 Hel= 0~1000|0 14 S7tgtL{Ct 2k 02 Z|CHZLO] FA|
7. Apply HES SEISLICH

PHOIEE 70| 29/X|2 HMEELICHL 78 HE A2 ZA HEH
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1.5cm

U-1-F9020HPA
QIE{m|0| A0 LS CoS CHZ|E H7E T

29X S U7IES 7900 £ 7| 0| +=ddt= s g2 + ASLIT

MEXE 8" & A= O£ U7 E0M ALEStE HYE2| &, 28 AlZt S2te
CH7[E 2O X ZEQ RE Cf7|E MM Th2l WS LFS MOfLICE 4 ZEO=
AbH| Cos Ei7| € &3 80| [Us L.

2t CoS 7| D f 42 HOKOR wE REWR TS £ 9002 T T2 AT
ChastEILICH MO 1Y B A A A0 RE ZEO| (52 MLt

QUE{H O] 20f| CHSH CoS LH7IE BE S 735l H LIS +YSHA 2.

QoS > CoS >Advanced > Interface Queue Configuration.

CiffSery

* Basic e | LAG Al

= Acvanced

Go To Interface

Interiace Queue D Minimum Bandwidth Scheduler Type Cueus Managemert Type

« CoS Configuration
3 i - -

* 802 1p to Quaue

Fii 11001 ( Weighted :I Diop
1oz 0 W TailDmop
-IP DECP Queue 1003 ] o W TailDrop
Mapping < = it %
11044 V] Weignted falibrop

= Cof Interface 1/0/5 0 Weighted TailDro
Genatralion D.: 0 \eighted ;..I[ op
11046 0 Weighted TailDrop
0 Weighted TailDrop
1] Weighied TailDrop
0 Weighted TailDiop

0

Weighted TailDop

2, = 7|8hZ eS|t
3 SEE A HEY Y EE XF L
AE2 2 Z|CHZH0| s Yot UL R
ALICH = #?l= 0~1000/ 14 Z7hgkL|Ct 2k 02
olOjgL|Ct. ME#SE QIE{IH| 0| A 0| HE CHZ|Z0j| CHEH 7H'E
b &= glsut
4. Queue Management Type2 O| QIHIL{|O|AQ| CH7|HO| AFEE|= CH7[E # O] &2
71EE EASLCH
Ol ¥X7tCh7|gdE =8N HEE K| Hot= 40T AL E LICH 7| E 22| &

o1
S



U-1-F9020HPA
1.5cm

0| 7Ol Al TailDrop (2= WREDE =gt L| . 7|2 242 TailDrop & L},

5. Apply HES S&lgtL|Ct

m

Y Aol Al A-of HEELICEH

> CoS AN M =% @¥S 78512 H:

QoS > CoS> Advanced > CoS Queue Drop Precedence Configuration.

Co3 interface Queve Diop Precedence Configuration

Ca3 Interface Queve Diop Frecedence Status
Interface TEJII%:M Crop Brecadence Level WRED Minimum Threshold  WRED Maximum Thrashold WRED Diop Probability Scale

1 10

0 1 40 100 10
1/011 2 1 40 G0 10
1 a0 00 10

1 100 10

1 100 10

1 40 100 10

1. InterfaceS ArE0I0] CoS T4 7t5 QEL|O[AE 2&F X gL(Ct.
2. Queue IDE AF8SI0] AE 7hsTH ZE Hi7|E 2 ALt

T2 w2 0~6» LICt 7| =42 0L Et.

T HATT

3. Drop Precedence LevelZ AME5t0] ALE 7t5ot B E AK| M =% =&

XL,

mjo

Fao U2 1~4L L 7[=a2 18U
4. WRED Minimum Threshold= AFESH] oA A K| @4 = +=F0f Cisl I{ZIO]

X
YH =X B= 7FS X RED X2 CH7| & A4S RIS LICE

H|= 0~100ULICH 7| 24f2 40 LIt

— HA

0

5. WRED Maximum Threshold2 AH23510] Sixf| AHK| M =% +=F0] CHoll 2= T2 0|

MM &= 7SI RED 2O TH7| € A4S KIEE L

= 0~100Q L|C} 7|24/ 100 L CF.
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U-1-F9020HPA

6. WRED Drop Probability ScaleE AF&3H0] S| A 24 =2 =F0f CHSH T2l AK|
5122 AXSIL|CY

= 0~100YL|Ct 7| 2452 10 LIt

SLICH 7Y #Z A2 SA U,

ChE 20 M = BAIE= 78 == 8l= HIO[Hof CHal 2 B &L
Table 198. CoS QIE{H|O| A~ CH7| & A{H| 24 =] HEY
zce ek
Interface CoS 74 7t5 QHH 0| A
Queue ID CH7| Y IDQIL|C}.
Drop Precedence Level AR M a9 2=FlL|LC},
WRED Minimum Threshold 7VE |7} 201 RED 24 0f7| Y 4A gL ot
WRED Maximum Threshold 7t %7t 20 RED 2/TH §7| Y A3t L Ct
WRED Drop Probability Scale oj 7l AN =S 7L Y,

AHERHE MH|2 712

QoS 7|50 E3jTig A= oz BReD HoE B S2to| W2t EX QoS X2
HEB% 4 9 DiffServ(HeistEl Mu|2) X 20| Zete|of gL|ch

EE P\t EYIE Mol HojE M MHAS IS EE AU M
3 AMH|AL BE2 QKT Y EYITE MA|0| HO]E S MTrSiHe A olojgLct

o =

Of = D20 | HE|AHL MEHo = MEL|ALE MM E = ASLIC Ol Y X ot

2 2N AHU S&§ T2 30| 2 AH|A9] oFZto| XoH7t S & &

o 87 &0l EX| EELICH B =, MH|A KMotz Q15 §90|Lt ZE[D|E[o{e Z0]
A

— [}
27 A0 FA OfE2|AH 0| M0l = BIEAISHA| §i2 Feks D|E LIt

QoS DiffServE AL

[
-
i

Ar

m

2 Tlot
O 4o ofp mF Jm r-IH
|

o2

ot H

E
Rl
|
mjo
OE
i
e}
els
on
N
MM
mjo
o
o
ot
-
i

2. Policy -
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U-1-F9020HPA
1.5cm

71=0 wet 2 /FED M2 ELCHL 27 7|82 22

Yolg

M £ 40] oo YOI FLITL MM 542 B2
HFAHSH

=

>
(@)

o o =
M MErl= UL Ch Moll= o2 S =t

=
2ot H Sl = Y2 2o LX|ot= S0 mhat 2R LT

S 2 AEELC oS ZH Lo A

DiffServ OFIAHS E2HT 22AS MAsID E2HT SHAS HH0| 713 1S Mt
ct.

DiffServ Ot AtE CtS2

+ DiffServ ClassE ddot S0{2E EEfH0| 222 R0 &7] flet 2+
Atets S0 25| Q8 EHZ AFE = €A 7|2 el ULt

« VOIP. ¥X| 7|Z2 UDP Z2EZZ MHSIL|C}.

HTTP. 2X| 7|22 HTTP CHA IEZ MMBHL|CH

FTP. 2X| 7|E S FTP & ZE 2 HFEHTLIC}

« Telnet. 2X| 7|=2 Telnet L& ZEZ AHEtL|C}
e Every. 2 E2iToj Ciot €X| 7|&S AL

« Diffserv Policy2 ‘4-d5t11 4 £l DiffServ ClassOil =7+gtL|Ct,

*  Policing0| YESE M7 &l &2 DiffServ Policy AEt22 Simple 2 A g L|C}
ZelA Match 7| &8 &8s E2i T2 Outbound Priority M E4 0] 2} & 2| &l L|Ct,
Outbound Priority= Ct22t 20| Mot EfE X2|E T gLt
« High. 3% ZX|ZE markdscp ef2 &8 gtL|C.

«  Med. 8% XX|E markdscp af312 & gtL|C}.
¢ Low. E¥ FM ZX|E AFLLICL

¢ Policing0| NOZ2 278 E 4% Z& EfE2 Ct31t 20| EA|E LT
« High. 3% HA|Z ipdscp ef 2 &°d 2L}

o Med. 8% EA|Z ipdscp af312 M stL|C}.
« Low. H* HA|E pdscp beZ A BtL|LCt.
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U-1-F9020HPA
1.5cm

DiffServ OFEH Al AL

> DiffServ OFHALE AL 5|2 H:

QoS > DiffServ > DiffServ Wizard.

Diffser Wizard

Traffic Type VOIP
Commitied Rate (Kbps)

Fohang 7
Cutbound Prarity Medium

B unit 1
Pods. 1 3 5

sssvssssvsEnS

-=AG 5

T 6 8 A
sesssssss s sssEEE TSRS S RN

1. Traffic Type2 AHESI0] DiffServ 222 & FolgtL|Ct.

==

JE

S8 M2 VOIP, HTTP, FTP, Telnet X Every & L|LCt.

2. ZEO|= DiffServ ME X JSt=& 78 = Jes ZEJL HA|ELCL
DiffServ Z 0| MEist LE O F=J+E L|CH

3. Enable PolicingE AtE3}0] DiffServ ‘ZH0f| A F=IgtL|Ct.
Hgg Kot Lt

4. Y HIEE X|EgHct.

*  Policing0| 2dat=|® HAUE H|E0| Ao § &1 Z2|d XY0| 0| 2

o

23

¢ PolicingO| Hlg-g2tz|H HO =7t HEE[X| &1 GHO| markdscp2
28 ELCh

5. Ol2HIRE 2M=2|E XYLt
*  PolicingO| 243}%|H Outbound Priority= 2[4 & &Y &S FolghLCt.
o 7| M High= 2 Y2 markdscp ef£ &783t11, Med= &2l 2 markdscp af312
AL, Lows HYS ME = AP LT
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1.5cm

Y

U-1-F9020HPA

21 Holg 7| Fo0| Mt e Y=l 1 Kelguch BHY |FL
S H £ 40] ofof YOI TLITE HH S42 YA AAE

|7h 2l i HEE= g YLCh

= S el 20 CHol stLt o] &2l ¥X| 7|=S Feldts

o — =
CtZ otLt Of &2 227t MO =7rE L Ch O3 B A 0] 20 YO F=7HE LICE

7 M2l TfZlo] LX| 7|=S HAESHE HOZ ARELLCHL RE S2ilA R8 M2
mfz10| s Sajaet XSt H S el 2F LX| 7|F0| true2 E7Hx[0{OF B2

a
Agech 25 2L 7 S92 20| 31 S22 LX[SHAH StLt 0] 2| EX|
7|=0| true2 BIHE[OJOF &S A FRLLIL. SeiLas MO F7tE =MU2 HAEELC

S YA LHOIM Sa A X7 2 AL sl If2lof F2o] HEE L.

1o 4

n

7| & DiffServ ™2 14d5}2{H:

QoS > DiffServ > Basic > DiffServ Configuration.

DiffServ Configuration
DiffServ Admin Mode sable @ Enable

Status
MIB Table Current Size = Max Size
Class Table 0 32
Class Rule table 0 416
Policy table 0 64
Policy Instance table 0 1792
Policy Attributes table 0 5376
Senvice table 0 226

ChE HOM = BAILE 782 5 Sl HIOoIHof CHo) 2 =L Tt
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1.5cm

U-1-F9020HPA

Table 199. DiffServ 114
= gy
DiffServ Admin Mode DiffServe| &4 REQILICH 7|23t BagtelLict HjEstE ot
DiffServ 742 M & Al X2/ HAT = UX| T 2 3E| X =
&L CH 23R H Diffserv A H|ATF 2 SHE L T
Class table 22K[0f S &&= A oM 4 E DiffServ 22 =2 L|C},
Class Rule table 2QK[0f 5185l & 22 BA 5 THE 22 FE o YLt
Policy table AQAX|0f 5185 & MM T FHE HA SQuct
Policy Instance table AQIX|0 B8 EIE BA B THE UM Z2hL AAEHA LT
Policy Attributes table QUKo S8 ElE BA FoIA TAE Y L4 S~
QIAE A0 AIAE)O| QLT
Service table AQ|X|0| S BE= FH MH|A T FME MH|AX|HE QIE T 0| A9
Ao o:|715|) 2=QlL|C},
M piffsServ 4™ 3
jzl2 golE 7|0 et 2R MU EHE 7|E2 SefAagE Fo Lot
Mol M 40 olsl Holg LI HM 542 A AAHAR—E Fo|gh = Qo
X7t Llet I M= SdYLCh
T8 ZENAE= S A0 CHsl Skt o4 e YX| 7| &2 deldt= A2 E A ELCH OH
Ct= StLt O| & e| SefA7F FMof =7t L|CH O3 CHE QIE EH| O] A0 dA 0] =7H&! LY,

rlo

2 ME|l= oizlel €A 7|E2 HAESHs A2 AIRELLL & S22 R &4
AK| 7

A = T o —
ojZI0| o g St S5 EH S22 ol 2 LXK 7|F0] true2 F7tE| 00 &=
29 YX[St2H StLt O] &2l K|
7|Z0] true2 LL17PE|010|E 2te AU 2eias M0 Ve =AU = HAEE L,

SlE M LI M S A X7 B AT sl 12l ol F2o HEE LTt

2249 DiffServ EEE A 8}2{H:

QoS > DiffServ > Advanced > Diffserv Configuration.
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DiffServ Configuration

DiffServ Admin Mode

Disable @ Enable

Senvice table

Status
MIB Table Current Size  Max Size
Class Table 0 32
Class Rule table 0 416
Policy table 0 64
Policy Instance table 0 1792
Policy Attributes table 0 5376

1. DiffServOf| CHEH Admin ModeS
« Enable. X} 3}El AH|AT}

« Disable. DiffServ 842

2. Apply

—= =2

270 A|~E0 o

Ct2 HO|AME DiffServ 7+ 3tHO|

Table 200. DiffServ 4HER

E9S 2l |C}

g ELIC}

SEf HIOI S0 A= SO0 Tl

AN
2 o AR 2t X

e L.

2Lt

|
=1

M
2%

Class Table

29X|0f HEEl= A SoAM +EE DiffServ 222

=L ct.

Class Rule table AQK0f 8{8ElE & Beja AK 5 RHE A FH
SeLt.

Policy table AQX|0f SIBEIE B YM F LY FM 2L

Policy Instance table £9IX0f S ElE B F PHUE Y A QAHAY
SeLt,

Policy Attributes table AQX(0] SISl B FoIM THE HH SHHY Seja

SIAEA0 AZE)| = YLIL.

Service table

29K S E5= WA MEA T FEE MBIAXIZE

CIEH oA FMo| HZE) +=LICH
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U-I-F9020HPA
1.5cm

DiffServ 2cA 74

M DiffServ 22 0| &2 F7I5HALE 7| & 2 22| 0| 52 HH AL A Mg o= UG LT
DiffServ 22l £t HAY J7|ES Fold == AFLICt 1f2l0] =41 =|H O] 2|2t DiffServ
S AE AESHA TiZle] 24 =9I & X|EYL L 2200 o2 €X| 7|ES AF8Y =
p=1a = EEIE O 7|=0f tict = =c| ANDYLILE == ddot = =% 23S
=E5IH ¢ otHo = O| SR LICE
> DiffServ 222 E /452 H:
QoS > DiffServ > Advanced > Class Configuration.
“Syson | Swicheg | Roung | Qe | Secoy | Morkews |
CoS
=Difiserv Wizard Class Name Class Type
Clasea Al
1. M2 2 E 452 Class Name2 & 25t 1 Class Type2 MEIoH £ Add HES
ZEISIM K.
0] WEO|i MElE 4 Y= BE J|E DiffServ 222 0| E LIAFLICH A%
Class Type @t AlIZH X| AgtL|Ct O|= S0 Co Fel& 2= Chyet LX| 7|=0|

=]
o2 LX[of ol S5 &= 2lole IEP REE 2E X 7|&2 =25 ANDE
LIEFRLICE Al S22 S 2 2oL RS dE Y = UASLICEH 22Tt

= =
YYER 2~ 9 BES THE 4 QU Fuich

2. 7|1E a2 0|52 Bt g 2L FOf| U= check box= &SI 0| F=

YHOIEE #90| 29X 2 HEELILH 79 HE Arg2 FA| HEELICH
3. 2EHAE MASIHH S22 O|Z check box= MEISIL Delete H{ES S 2IHLICH
A QX0 CHet 2[4 S22 otHs M2 DX Az 1Y HES SE0H 2.

4. 2244

ot

=i~ 35 SESHEH S =
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U-1-F9020HPA

1.5¢cm
5. 7|& Class?| 224 0|52 E=etLCt.
Class Name
Class Name Class Type
Class4 All
A O|E2 Sto|HEAYLICH O 82 Sefae 4 EEE EoFL[CH
6. =Y MEEEE #+d5t2{H Oz EEE /5t a

M 2eHAE Y9 ME L S WY & ASHH QLS 4Gt =
Of 20| S22 FHO| EAILX[Z O F HEY == YUSLICH

=
Q
(=
(2]
=
m
<
D
<
o
rir
Rl
o)
r
|-|-| Il
)
| >
o
lo
2 -
Ho
rin
='|==I
P}
o
il
L)
| >
=2
1B
el
rir
paL]
|0
Hu

Reference Class. 21Xl S2iA0 X A2 Setet = A= Sl
Lt et Ct,

|>

=
=

Class of Service. 01 7|0l = MEiSH 4= Q= 0~7 HR|9| MH|A SEeijA X 7|20



1.5¢cm

U-1-F9020HPA

Ot 2= 40| LEE & LT,
VLAN. 0~4093 #H (9| ZfL|C}.
Secondary Class of Service. O| {5l 2| Q] &||H 2| CoS(MB|A Sal2) 440]
XIHEl CoS 241t LX|SH=E 5t2{® 0] M S MEiSHHA| 2,
Secondary VLAN. I{ ZI2| VLAN ID7} ¢ He| LHo| EX VLANID EE= E=X
VLAN ID2} €X|St=E 2 75t2{H 0] M2 MEHTL|CH HRE A 45l= 22
Ij 719 EZX VLAN ID7} &€ LHO| 2 & VLAN ID2} S 8tH QX[ 7} ehAi st T},
Ol M2 MElTH 2 CIF ZEE AFESI0] EX VLAN 2X| 7|&2 -5 A 2.
- Secondary VLAN ID Start. 2 X|A|Z EZX VLAN ID =& VLAN B 2| LHOj| A
7 22 42 7H7 EX VLAN IDR L C
- Secondary VLAN ID End. VLAN 22| L{OflN 7I& =2 4/2 4= EX VLAN
IDRILICH YX| 7|=0] tHY VLAN IDQ! Z2 0] HE = ZQ5IX|
Ethernet Type. &St o~ QU= EthertypeOl CHet 7| R =7} LEZ ElL|CH
Source MAC Address. O| = S22 2 12 &l 6712| 2Xt2| 16T+ X2
X HE AA MAC FAQL|CH
Source MAC Mask. O|= Izl ZH X9 AX|St= H| AFHES &AA MAC T4
HES LIEIHl= MAC A2 St WAIo| H| E OpA 3 QI L|C,
Destination MAC Address. O|= 222 2 T2 & 6712 2Xt2| 16T+ X2
X HEl & MAC FEAQL|CE

Destination MAC Mask. O| = Lzl L £1} LX|St= O AFEE CHA MAC A0

FE S LIEIHE MAC 20t St E 49| H|E DtA3 YLt

|6

Protocol Type. 0 7|0f| = MEiS = QU= 20[0] 4 ZEEZ 0| CiTt 7| =7}
LI [0 ASLICH FE0|= LIHX| 240l Ciot S M2 & 'other' 7t ZZ3HE L T

Source IP Address. O|= O A 2E MEIF= Ao F2ot AA P FAYLLCH

Source Mask. O|= Izl ZHI X} A

LIEtLH= IP o 2 &= MRl Y@ AIQ HIE O
Source L4 Port. 0{7|0f= MEISH = Qs LT AA O[O 4 ZEO| CHBt
7|¥{ET LIEELICH SE0|& 0|E0|

'ZIEF7F 2RO AL

Destination IP Address. O| = F 22 T2 & MElIx Aol oot L&t IP
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Fauch

+ Destination Mask. O| = I 2| 2H X9} AX|St= O AFHES THA IP 29|

HES LHEHH = IP o2 L2E 1074 HAIO| H|E OtA3 QIL|CH
» Destination L4 Port. 0{ 7|0 = MEig == Ql= 22Xl CH4F 2§|0|0f 4 ZEOf Cst
7|91 E7F LIEELICHL S520|= O|E0| X|ZE[X| U2 ZEO ot M2

'other'7t 28t E|0f Q& L|LCT
« IPDSCP. 7|0 MEdE = U=
SE0|= LIHX| 2o CHSH =

* Precedence Value. 0| 7|0f| = 0~7 H|Q| IP M =2 &
Lt &L

* IPToS.IPToS ZEE F/dgtLC}.

« ToSBits. B2 00~ff H?/2| MH|A~ 7 SEIgHRIL

* ToSMask.O|= AMH|A &
8. Apply HES SE/TLICt

gHolEE 80| &

CtE O M= DiffServ 15 e 9 oM S| i~
T Al 20 ool 2L

Table 201. DiffServ 22 714 - 222 2 F

U2{Zl DSCP 340l CHt 7| X =7} LEZ E Lt
MO Z 'other' 7t Z&HEIL|CE.

of chgt 719 =7t

X2 HSELILH 79 BE Al 2 FA| HEELIL

il
Ze

nx

C

Match Criteria X ™E SA0 Cheh FAE AKX 7=

YLIC}.

Values THE 9X 71ES YTk

(L

DiffServ IPv6 ScljA A™ 1M

M IPv6 DiffServ 221 A 0|22 Z=7}51AHLL 7| & A0 0|2

o
=
Sefaet ze

& LIC}. DiffServ = ot 7|1&=2 dolg

DiffServ 222 E AFESHY IfZlQ M =2/ E X|HEL|Ct 2
AtEY = QELCH =2|& O] 7|&E0f Uit B2

23 E SEstH = 2tHO 2 0|5 LLCY.
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U-1-F9020HPA

> DiffServIPv6 StiA MH2 1/dsl2{H:

QoS > DiffServ > Advanced > IPv6 Class Configuration.

IPv6 Class Name
I"| Class Name Class Type
| class1 All
Mz SeAE 452 H Class NameS Y& 3t1 Class Type2 MEiSH 2 Add HES
SE5HM 2.
O] ZE0= MEHE &= A= 2 E 7|& DiffServ 222 O|E & LFFELICH AKX =
22 Type gt AITH X[ BHL| T} O| 200 Chal Ho|E 2& Chebet P X[ 7|&0|

iy

ozl LXjof oz S5 = 2lolgt
LIEFE LICE Al 227t Sd & g_?_oﬂnr Ol %EE £ EH7I ZEYLLh S 48

20 79 2L RS BAlSHE 714 275 227t FLUOL

7:

71E 222 0|5 HHF B P& 222 HO| check boxs &4t O|E&
Y HO|ERLICE

Apply HEZ 282t C}
AHO|EZl 40| AQKX|Z2 HEELICH 714 HE A2 FZA| HEE LT
22 E M A2 Class Name check boxS MEESH CHS Delete HES SEITHL|C}

2R(X0f chet 2 YEZ otHE M2 DX2HE M2 0 HES SEHM .

S MY = 7|1& 2242 9| Class NameS 2 &/8fL|Ct.

IPv6 Class Name

| Class Name Class Type

[ class1 All
Class?2 All

2oL o[F2 stolHP A YL L B 2

|;|ru
rlo

o2l 49

[N

£ EOoELC}

HJH
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I I N O e e
CoS

Information

Match Critenia Values

IPv6 SeAE 745t H O 2EE b L|C

+ Class Name - 7' &l DiffServ 22| 22| 0|2 Q| L|C}.
+ Class Type - DiffServ 22i& S& LTt
Options: All

mx
o
s
=
>
=l
ot
mjo
Rl
oz
i
N
¥0
T
-
n

!
e

>
N

>
ot
o

DiffServ 2222t AZY 7|E S F2lg LIt

+ MatchEvery - O|= X|HEl SefA Fo|of 2= Ii210| A0 £ot= A2
2t gle QAX| ZHES =TS Lt

CISE A O
rge

+ ReferenceClass- 3| 2220 &=x SejA2
Lt gL Ct,

uot

ELES

rir
1]

*  Protocol Type- 017|0f|= MEHS o= QU= 2[00 4 ZEEZOf| CHBt 7| =7}
L e JELCH S50= LHHX| 24ofl CHet S M2 2 'other' 7t E2HE LT

» Source Prefix Length - O| = IPv6 TfZl 0t H{ S 20t AA |Pve © FAFRQ L|CH
HEAE &4 5A 202 X|FELLCH §5F0 =
0~FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF-FFFF 892 28g 4 olon, HEof
Z0|= 0~128 HRIO|M YT = JSLICE.

« Source L4 Port - 017[0f| = MEig = Q= LE{Tl &4 0|0 4 ZEO| Ot
7|HE7t LHEELLCH 550 0[50 XHEX| %2 ZEO st SHN2E
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1.5cm

'other'7t Z2tE|0] AELICH

« Destination Prefix/Length - O|= IPv6 TIfZl1t H|IE 4= U= Sast ChAl IPv6
L

YFARULL "HFAE ¢ FEFAF Zoz XEEUH  FFRO=s
O~FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF-FFFF Q2 YAHE = lon, FF

Z0|= 0~128 B0 M YT = JUSLICE

« Destination L4 Port - 0]7|0]= MEigt = Q= 2T OfA 20|0f 4 ZEO| CHBH
7| E7t LIS ELICH S£0|= 0|50| X g E[X| FMoZ
ZotE|0f QLEL Tt

*  Flow Label - O|= IPv6 I ZI0f| 135t 20H|E =Xt 2, 2t EO|M MH|A EE
2| E LIEtLY 7| QI8 £|F AHO| MM ALE ELICH S & 2{|0| =2 0~1048575
HOM X HE = YESLIC.

e IPDSCP- 227l DSCP ¢f0f CHt 7| Y =5 MElS = JELICH S50
LI X| Lol CHet MO 2 J|EF7F 2RO LS LCY.

8. Match Criteria - X|’J =l S22 0] Cisff o= LX| 7|&S EAISLICH

9. Values- T+ & €X| 7|F2| ¢{S HEAIELICE

OO EEl 40| AYX|IZ MESELICH 74 HA At 2 SA| HEE L|CH
Ct2 HO| M= DiffServ 1= IPv6 24 71 ot™ SHEHo| EefjA Q90| EAIE| =
T = e MEO Cisl 2 et Ct.
Table 202. DiffServ IPv6 222 714 - 222 2
BE Ek
Match Criteria g 220 thaf THE Ux| 7|FYLc
Values THE LK 7|ES G
DiffServ ‘4™ /9
oA ZHMHZ StLE O| Mo MM AN AAY = JUSLICH SMZ M dot = HH
23 E SE5IH YN gtHO =2 0|5 L|Ct
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QoS > DiffServ > Advanced > Policy Configuration.

Policy Configuration

Policy Name Palicy Type Member Class

W v

1. Policy Name2 AFESHH 1~31Xt2| A E X} 712 At 2XHE S AL S0 M S
DA AlEet 5= JUSLICE

2. Member Class S E 0| A DiffServ 22{A & MEHSHL|CY,
o 7]0= SR X" e Mol 1Yo 2 HO|=l B E 7|E DiffServ S22 7t
LI EILICH O] &2 M| S A7 M| FIME| AL HAHE I XAt s22
20| EE L Lt

H

r

O BEL 7|Z M S2A AAHAS HAHY ZL 0|0 Mey7| BE Lot
Soj2 QIABAZ NS B0l BB 4 gk BEJL HLITH

=
oA
1%
je)
| >
40
>t
=2
ol
N

n
-
il

5. 2RX|Of M oIX MEE M-S AK|SHEH Delete HES 2= LIC

o o 1 |
Policy Configuration
Policy Name Policy Type Member Class
Class2 n
YA 0|52 oto|mH A YLICL Ltz 282 e 71d EEE E0F ULt
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1.5cm

M FajAol mjZlo] 2 E|E Assign Queues MEHBILICEH

« Drop- EE 2L HES ML O] Z2dds Y™ £40| = QHRE

{72 S MHote = F2lX[ASS LIEHE LT

*  Mark VLAN CoS - VLAN 2M=2[E &2735l7| It 0~7 &l "= gt ULt

« Mark CoS as Secondary Cos - 0| 42 2 E IZ|2| 2|2 VLAN Efj 1 M=%
HEE W5 VLAN Ef 1 @M= 2 EAISLI|CH O] EEMo 2 LHE VLAN Ef1
CoS7} 2|&2 VLAN Eij 11 CoSE EAL=ES o|OjgtL|C}

«  MarkIP Precedence - O| = 0~7 H2[2| IP M =2 2 LILCt.
*  Mirror

* Redirect

«  Two Rate Policy - 25| Z2|A]

2 AHgOHR AU SEet A HE2HE £ X
S0 et ST HHS NYE + AL

« Mark IP DSCP - 0{7|0]|= MEigt &= Q= L24%l DSCP #0| CHet 7| HETt
LI ELICH SE0|= LIHX| 240f Tt S M2 2 'other' 7t ZE2HE! L L}
« Simple Policy - 0| £8Z ALE510] X|™HEl SfA0]| CHet EciE MM AEY S
C

2L o 32 HE O £k HAE JY|S AMESY F i
H

O

ru}dru

A A

iz A ?EhE 448

i
ok

| C}.

-
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U-1-F9020HPA

9. Simple Policy &= M&SIH Chg BES 798 =+ AS LI
o
—

o
Color Mode - M4 R EJ} LI E L|CH 7| 24k
- Color Blind

- Color Aware
Color Aware =5 AHE312{ T O] HA QIAEAC AFBE 4 Qs M4

S A7} SkLt O] A JLO{OF B
Ctx ZE & SHLtof| Cish X2 = X| &
=5t SESHA| Y= BR):

- CoS

- |P DSCP

- IP Precedence

Committed Rate - 0| Z/2 1~4294967295Kbps(3§ =t ;EIEI:”E) HZ

X g E L,

Committed Burst Size - 0| 2f2 1~128KB H |0l A X|HELICE HOE HAE

A7|= 58L& EefH ¥S 2Hste= o AHEE LICH

Conform Action- 0| 7|0f| = MEHS == Ql= HM £ 7| F=0f Wt Tzl =0 CHsH

FlofoF g Z=X[7F IR E[0f QFLICH 7|=2k2 send /I LICH

ﬁ
M
=2
J=]
]
do
rc
=
sl
=
2
2t

Violate Action- 0] 7|0]| = MEigh = Q= HM =7

FlofoF g =X[7F LHE E[0f QELICH 7|=2k2 send 2 LIT

2t A dELD|of Ol ChE &Y & SILEE Y & AS UL

Drop - O|2{gt IjZI2 S A| 4K EL|Ct.

Mark IP DSCP - 0| 2{3F T{Z1 2 A|A = ME @40 S &7 Hof| X|HEl
DSCP %t 2 2 DiffServOll 2|5 #A|E L|C} O|& A MEASte{H pDSCP HEE
A5 OF LT,
¢ Mark CoS- 0[2{2t {22 A|AE ME @40 HS 7| Fof| X|'HE CoS
L2 2 DiffServ0i| 2|3l EA|ELICE O] ME4S 2o M= Mark CoS EES
AESOF gL
« Send- O|2{%t Ii 21 2 DiffServ0l 2|3 =T E|X| U2 HEHZ A|AH- HE
240 M-S UL
« Mark IP Precedence - O|2{2F T{ZI2 A|AH HE @40 HIE7| T X|FEH
IP M =% 2422 DiffServ0l| 2|5 EA|ELICL O] MEAZ 2[3{M= Mark IP
Precedence =7} A &0 RAO{Of THL|CH,
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10. Two Rate HE5}B! 37 WE(E HAMI 5SS BE)E TH2 4

11. Apply HES S2/gtL|C}

YOO|EE 40| 29X 2 HEELICHL 714 HE A2 FA| §EELICH
ChE BEOME =H30| BA L= 98 + Bl S20 o) @3 Lo

Table 203. DiffServ ‘@& 7/ - HM £/

4c L

Policy Name DiffServ H*0| 0|28 EA|RL|C}

Policy Type MM QHES InQ 2 EAIFL|CL

Member Class Name A Lol ZH SEA QIAEHA 0|22 HA|TL|C]

DiffServ A{H|A QIE{H| O] A /g

> DiffServ AH| 2 QIE{H|0O| A S F/F5}2{H:

QoS > DiffServ > Advanced > Service Interface Configuration.

Senvice Interface Configuration

1 LAGS All Go To Interface m
= Policy In Policy Out ..
] Interface R K Direction Operational Status

[ 1/0/
1 1/0/
1/0
1/0/4
1/0/5

&N =

1. InterfaceS A&t DiffServ A H| A0 Ciot QIE{H|0| A5 MEHTHL|CY,

2. Policy Name - 1&gt = QU= 2= ZH 0|E= LIS LICL
QIH2 = MH[A HHY
LEJF HEA|E|X| Q&L

HE7t SHBOIM XX G §71/227] AL A0 A = O]
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U-1-F9020HPA

Direction O] AfHIA QIEEIO| 20| ERT Wat0| Y EAIBLICH
Operational Status O AfHIA IETIO|A 0] Bt HENTS & XS FA)S EABLICL

DiffServ A{H|A S 4| B.7|

i 2t H2 QI I o A2 Hhekof et X|HE EXof Chet S22 SAZEE HAISH=
SHYULICH HMHY 22 S 52 X|JE QI Oo|Ar ok & 10 [HE HREE MU=
d%)= 7|8tz Y TLICH M SeiA 0|52 &X HAISHH X| & AHm oA 3
Hickof Chot EH S QIAE A SA 27 #HA|E LT
DiffServ MH| A S| & EHa{H:
QoS > DiffServ > Advanced > Service Statistics.
S | oy | g [ a5 | e | Wortows | Ve |
CoS
Service Statistics
=Pifienn Wizan Search | Interface ~ En
«Basic v
N = < . Policy Operational Member Offered Discarded
et infeface Direction (2t GEIE™ Classes Packets Packets
= DiffServ Configuration
*Class Configuration
=|Pv6 Class
Configuration
= Policy Configuration
ce Interface
Configuration
1. Search H|FE AF2510] MAC QIHHH|O|A = O|R PEE O|R =S HMBIL(C]
2. OIE{TO|A®E A B InterfaceS ME{SIT RA/SZ/LE HAOR
QI L|0|A S LHBILICHO: 1/0/13). 27 C}S Go HES SE5IAM 2.
Q1T 20| U B2 ST 20| K WA FBo2 HAISD 1 Foj LigiX
=0 HA|E LT
3. 2|¥ S22 M52 ™ Member Class= MEISH 9|7 s52 Y8 £ Go HES SESHMR
LR[St FEE U2 U 70| U= R S =0 A B =22 HA|L[LD



U-I-F9020HPA
1.5cm

AQX[of oot 2|4 S22 ofHE M2 DX[HH M2 Y HES SR
Cha B M= AMH[A S 2HHOM ALEE 4= U= F20 tis 2 F& Lt

Table 205. DiffServ A|H| A S|

zc My
Interface XY In e 2 HAZAE DiffServ HMO| Qs A|AHO| BE QB

Direction OlE{ I{| 0| A 9|

[m
e
JH
o
o 0%
o
J
mjo
=1
|0
o Hu
f
>
ot
I~
o
9
=
A
o
2

o] HX) HAE Wy

Policy Name S KIYE QIEHoIA X WY HAE FHo 0| S YLict
Operational Status RIFE QIEHOIA U W SN G YMO| TS MejLct

o
32 9l = oL,

Member Classes S} Meish Y4 0|20 RYUCE HOE BE Diffsery S
S2LICL S22 BAISHE T W 22 0|52 MEsiN 8.
MEis HMI AZE SHAT QOB 20| OLRHE MIKIK|
wsLict

Offered Packets MOl Diffserv ME|7H M E|7| Mo o AH|A Yo B S~
QIAEAN FBEE B I SULICE AETO|AS, wars F
it

Discarded Packets DiffServ X2|2 93} OfH 0|22 E O] AH|A Hajo| BE S~

QIAE 20| Chah AFIE 5 TH2 +ULITH QT o| A, W
A WS RLITH ARIE TS QLR E WEo) M X| s X Bt
OFREIE S WA XIEX| LY,
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2| 2ot 2

201 H|2 ¥ RADIUS(Remote Authorization Dial-In User Service) &7,
TACACS(Terminal Access Controller Access Control System) 478 8 215 SE£28 A 4%

+ gL,

ArEXt 748
7|22  Jlo| AL A Fo| EXfBiLIC

o admin, 27|/22 7] H$HO|

—

L.

$0

 guest, 37| ©& HTHO| ASLICE

—

JI2HeR FAE BF g= e |0 JAFLICE 0|§2 A2 XAE FE0HK] EE L.

—

A7)/A 7] Hto] e AFE X A ™Y (admin)2 2 ZQI6HH 7| & Ao Cish H|LHS E
StEtstn Hot 7 =8 A-T = U2 M, A (admin 0|2])Z Z|CH 674 7HX| =7t A
AR 4= UASLICH H7|/247| HBHO| U= AFS AT & QI I 0| A S} O| H|O|HE +=HE
= o, oi7|/M7| HHO| U= AH2 SHLIDE M -de = ASLICH

ALEXHE /8o H:

Security > Management Security > Local User > User Management.

Manage Users
; i Password
[l User Name  Edit Password Password G (EchEs HaRo Expiration
Password Mode Status Date
Disable v ssssssas ssssesee v
""" admin Disable READ WRITE FALSE
[ guest Disable: | *teess | =eesda READ_ONLY FALSE

1. User Name 2 =0 M A2| 0|52 LAY L

X
oz
0z
0x

fim’
k>
Mo mjo
Pl
i

(oL I i

>
N
H
oot

ull

A @EUt faet ZA0E 2
7 O,

rE Mo
o
OF
N
r

2 A AFE X} O] & YEY 4= ASLICH AFE AL O E2 Z[CH 64 X0

YA EAREBI0[Z(-) R EE()
=L|C



U-1-F9020HPA

2. H|YHSE AT IfTt Edit Password Z E 2 Enable2 A& gL CL.

o

7| 2242 Disable®! L|C}.

3. Password 2E0| Ado| HZHD E AN Q.

= A= e U2 BAIE X EELTh S8 BAELCH B2 2= X0 8K
YXAHO|H D22 AHS TR UL

4. Confirm Password ZE0|| H{ZHS E CtA| Y= H{EHDE SHIEH|
UM E=X| SOlISIN Q.

O ZE0= Yz B 227} HA|Z|X] X2 EH#(*)7F EA[E LI CL

Access Mode ZE0|= ALEXIC| HMA 2D ETJF HA|ELICEH BE|XF A G0l = gtak 7]/ 7]
HM|A HoHO| YO CHE B = AH0= 7| M8 HMA Hoto| SHELICH 7| 242 27|
gLt
Lockout Status ZE&= AFEXL AHO| &A A=K O F(TRUE £+ FALSE)S LtEHH L|CY,
Password Expiration Date 2E+= 29X H| 2 Btz SRS LIEFHLICE.

5. Add HEZS &g L|C}
AHEXE A ™HO| F=IHE L L

6. MEHSH ALEXL AH S AK|SHE{H Delete HES S 2/SHM K.

BE[XF §171/227] MEAHE AAE & BlEL

ArEXL H|EM 2

1. Password Minimum Length 2#E0| ZE A EZ AFEALH|2HD 9| XA FXF HO|E
YESIYAIR.

2. Password Aging(day) 2E0| H[ZRH D7t 27 E A|ZHEE ALEXHH| 2D 7L a0
E|CH AlZh(2)S LHZLIC

227t EE|H AFEAE H| 22 TR 2 NS
Yoo ehLICt 2t 02 HI B SV TREX| HES '—fEf'é.'l—lEf.

3. Password History ZE0f H| 2= IfALE XS 23 X2 0| H|H S



4. Lockout Attempts ZE0fAf A

U-1-F9020HPA

QRBILICY,

mjn

A
T

=
27t YRR @ERES L Ef"" L|ct.
FEXF ASOl &7|7] ol 585l =

_b'._

sl A’ ggLct

02 AEAL AFO| H7IX| B8 LHEFHLICE

|E A BHE 2 AEXARZE B 2SS AbE XAESHA| GEA| ELICE 0

27 95 AT A

ot A= EXECH|ZRHS S HEY = UG L CH H2HS = X 64K}2
SALYLICH B 22 = AZAE FEHLICH

Security > Management Security > Enable Password.

Enable Password Configuration

Password cescccnne

Confirm Password coscnsee

271

1. Password ZEO| H{Z2HS E AUHTIN 2.

HI2H S = 2T 64X2| S=AtLICE.

2. Confirm Password ZE0f| H{2H S E CIA| Y50 HIZHS E 2

YEiSER| olsth 2

(= s

2| H[ZEH= 18

S| HEHS E 74512 H:

Security > Management Security > Line Password.
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U-1-F9020HPA

Line Password Configuration

Console Password

adoaasdses

Confirm Console Password e ——

Telnet Password

Confirm Telnet Password SR s

SSH Password ssansase

Confirm SSH Password

1. Console Password ZE0| 24 H|ZLHS E QoL T
H 2 HS = |0 64Xt F=XtL|LCt.

2. Confirm Console Password ZE0j H|ZHS E CtA| A5 SHIEA LEHU =X
2toletL|Ct,

3. Telnet Password(2 4l H|ZHZ) ZEO| Telnet H|EHT E & etL|C}
H Y HS = |0 64Xt F=XtL|Ct.

4. Confirm Telnet Password ZE0 H|ZH S E CHA| Q&S0 H{RHS E SHIEHA|
UM =X 2QITHL|Ct,

5. SSH Password ZEO0f SSH H| LS E Q24stL|C}
H Y HS = x| 64XQ| FZ=XFQL|LCt.

6. Confirm SSH Password ZE0] B U#HS S ChA| 2J2i3}0] B LS E 262
QR =X| BQIBHL|C

RADIUS 7l &

RADIUS MH= HERZO| =7t Eot= MSELICH RADIUS AMH = ALEALE 21F F &7t
ZotEl AL AL CIOIE /0| A8 R A| ZE|FLICE 22X HWE/AR MES

— =

S lot7| Hof

o
T-d & RADIUS MH 0| §2& HEEY

AMEXO|EN YT E QTS = e 7 Ct. RADIUS
MH = CHSO CHot 3 2E A 215 B S MSg L Ct

*  Web access
* Access control port (802.1X)
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U-1-F9020HPA
= 2H RADIUS A{HH ™
HEAH A= StLt O] A9 RADIUS MHOf| CHet HEE FIt1& 4= Q&L Tt

Z 2 RADIUS AMH HH™H S 52 H:

Security > Management Security > RADIUS > Radius Configuration.

Sy | oy | o5 | e | erwory | e ||
Access  Port Authentication  Traffic Control  Control  ACL
Management Securiy Radius Configuration
= Local User ¥ Cument Server Address
*Enable Password Source Interface vian 1 =
*Line Password Number of Configured Authentication Servers 0
=RADIUS »  Number of Configured Accounting Servers 0
- Radius Configuration Nurmber of Named Authentication Server Groups o
= Server Configuration Number of Named Accounting Server Groups 0
= Accounting Server Max Number of Retransmits 4 (1fo15)
Cenfiguration = )
Timeout Duration (secs) 5 (11ta30)
*TACACS -
Accounting Mode @ Disable @) Enable
= Authentication List ~ . S B
Radius Attribute ¢ Mode @ Disable @ Enable
= Login Sessions

T E M QIS M Current Server Address 2 E & H|0f & LICHRADIUS AMH 4
kX)), AQX|= A El RADIUS MBI 2 (T 37H7HX| X| et CL S 0| AHo| RADIUS

H7t = 2 SR A7 7|2 MHYLICE 7|2 MHE FHE ME7L 8le B9
He= 7

1. Source Interface S S 0f| A RADIUSO| A% QIE{IH|O| A S MEHSHL|CY,

.
4
o)
>
®

Routing interface

* Routing VLAN

* Routing loopback interface
* Service Port

7|28 O 2 VLAN 12 &4 Q0| AZ AMEE L|CE

2. Max Number of Retransmit ZE0| A X 1210 RADIUS MH 2 ™ &&= £[CH
SI+E XLt

TR "= 1~15LICE 7| =22 4/ LIt

RADIUS Z|Tff Z{T& Sl RADIUS A2t Miets Fde T Z|CH XA AlZES 3'-313H;M|9_.
021 RADIUS ME{ 7t 7+ & &2 ChE AMHE Aot Hof| 2F A o] =0y 17



U-1-F9020HPA
20| ATIELICEH sifE ME O] T+ &l A|7F 22101 2£0] RADIUS MHE{ 2| SE gio| MEE
| {7 &0| L ysHX| & LCt 2k RADIUS O E2|AH 0| M 2RH SHE
Al I of Z|CH X[ A|ZH2 &l ZE ME Q| TS AlZH Z0F A|Zkat ZH5 LT,
RADIUS 20| ALEAL 21021 A0 2|3l -4 E 4% RADIUS O E2[# 0] 0]
SES et K| B AFE X} QI E{HH| O] A7} AHEHE LT,

3. Timeout Duration ZEO0|A @ X SO0f CHet A2 =21 2H(ZE)2 X|H LIt

rae 2= 1~30H L 7|2 a2 5. LI

0f 2 RADIUS ME 7} 1 E 42 CtE MHE A|E517| Tol| ZF AH Q] N EN

40| ATIELICE slie Ao 2=l AlZH =11 Z40| RADIUS M 9| S @0 MeHE
77EX] R &S0 Ll shX| & LICE [2tA RADIUS O Z2|H 0| Mo 2 £ H =
Al Mo &[] XA A|Zt2 A E ZE MH[ TS AZE =0t A|Ztat Z& LTt
RADIUS 20| ALEAL 21021 A0 2|8l -4 E 4% RADIUS O E2[# 0] 0]
SES et 7K B AFE X} QI E{HH| O] A 7F AHEHE LT,

4. Accounting Mode| A Disable =& Enable 2tC| 2 HES MEiSHL|C}.
X ME{O|AM RADIUS A8 REE EdotetX| HiZ2dot k| O 28 X|E Lt
5. RADIUS Attribute 4 ModeOl|A] Disable &= Enable 2tC| 2 HES MEdStL|CE

RADIUS Attribute 45 2335t ALt H| 2 g 3tetL|Ct 7| 2452 Disable ¥ LICF. Radius
H

Attribute 4 2}2 MEH Atgt L E 0| RADIUS Attribute 4 R E7 &3t 400 =

2= UELICEH xxxx.xx.xx HAIO| |P FA ZH2 AFESHL| O,

Table 206. Radius 7%

|
=1

mx
ol

Current Server Address T AfE{o] FALICE THE A7} gL B o] BEL Hlof

=L

rot

o)

Number of Configured
Authentication Servers

& QIF RADIUS AMH| =R L|Ct gto| Hel= 00iAf 327EX| ILICH.

-4
0x

Number of Configured Accounting | 7.4 €l RADIUS 71 AfH| S=gJLICH gt2| HQlE 00| Af 327x| L Ch.
Servers

Number of Named Authentication | 1A% HIHE RADIUS AH| QI 1E9| £QlLC},
Server Groups

Number of Named Accounting IAME HOE RADIUS M AHAE 129| 4=QIL|Ct.
Server Groups
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RADIUS A H 14

> RADIUS MHE F/435}2{H:

Security > Management Security> RADIUS > Server Configuration.

Server Configuration
g = o S Secrat = Primary Message Server
| Radius Sarver P Addrass Radius Server Name Curranl  Fort =t | Becret S i g = :
Configaerad Servar Authenticator | Typa
v asesssse -
Statistics
= Round Maffarmed o 5 f o
Radius T"m‘ Access, | Access Access || Actess | Access PRICT Bad Pending Timoails Unknown  Packets
Sener e Reguests Retansmissions Accepls Rejects | Challenges Botnnisis HLt!\FnII:BI!-ts Requests P2 Types Dropped
T 25 pON5Es

1. RADIUS MHE F7I5l2{™ O ™S X|- gL Ct.
« Radius Server IP Address Z E0f| RADIUS MH Q| IP FAE X|HTtL|C},

« Radius Server Name Z2E=0| MH O|&& X|™getL|Ct.

«  PortE ALE3t0] O] MHO|AM AE3t= UDP ZE S XLt fR° Hele

0~65535 ¢ L|Ct.
 Secret Configured. 0| &410| Yes?l Z<20f Tt H

4 H Y oo YT WE2 OFF 217t glel R & X Lsﬁl—l Ct.
 Secret2 AME310] O] MH{Of CHT &
*  Primary ServerE AM&3H0] MEASE A 2
* Message AuthenticatorE AF&3}0] 1 E1oE MH{ O] CHoE HA|X| QIS £Hd =

Enabledt Lt Disable gL Cf.

2. Add HES SEELIC

ME{ 7t 22| X|0f F=7FE L T
Ol HE= 817]-227] Azto| A

=
= AL Ol2(et B8 Ar2 ME S +ASHA| = o RS AUt A /A=A

uBLIT

3. TAOIA MEDH A TSt Delete HES S2BHLICH,
O] HES 947|-M7| 40| Y= admin AFE X OS2 21018t 0|8t A S
% QU LICE 0[2{3t BIZ A2 M-S SHOIA| G 3 HAS ACHAHE RAIEX

s LI

Current ZE= O] MH{ 7} 3iXf 21T MH 2 AL LD Q=X RS LIEHRLICH 215 AMH
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%! RADIUS EH4 & 7
S 2I5tM|IR.

Ch= BEO M= =H30l| A=

Table 207. RADIUS £7|

| 2ete 2 M 2gota{H ot H

SIEHO)| Rl Clear Counter HES

RADIUS AH| &40 CHsl & H gL Ct.

gL Ck
Radius Server E A7} EA|E|= RADIUS ME{Q| Z=A EE= RADIUS A{H{ 2
O| S & LICH.
Round Trip Time Ve E| 2ol WM A SE/HMA MEIX|QL O] RADIUS 215 ME O A
LA|St= AMA @F Ato]o] Azt ZHA (1002 2] 1K) Y LICE
Access Requests O] MHZE ™A=l RADIUS YA A T§Z] =QlL|C}. O] =X}0f=

WHSO0| 2| X| EELt.

Access Retransmissions

O] MHZ T{H L= RADIUS UM A 2F TiZl = L|ct,

Access Accepts

waeh W2l 2R E WIS 25 ZY0L0] O] ME{O|A 4 E

Access Rejects

2 ZASH0] O] ME{OA =41 E

Access Challenges

Malformed Access Responses

]

Rl I
Iy o= Mo
1B
%

H
rir
o

&2

Bad Authenticators

O] ME{O N ==Ll &

RADIUS HMA-SE THZl = L|C}

Pending Requests

O ME{= SFStA|Rt ObR] AlZh Z=1bE| K| BUALL SEHE A X

RADIUS HAA 2 T2l a=QIL|C},

Timeouts

Unknown Types

23 9| RADIUS

Packets Dropped

MHZEE +HUEAXT COHE |72 Qo)
o
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RADIUS AlIH A

> RADIUS HI™E MHE F/d52{H:

Security > Management Security > RADIUS > Accounting Server Configuration.

Accounting Server Configuiation

Sewvar IP

Accourtng Server Name | Port Secret Configured  Secret Accountng Mede

Statistics

i I
Accounting ?_"_‘" : Accountng  Accounting Accountl u

Saner i Hequests Hetranamissions  Raspans

Pending T Unknoan  Fackets
. i s Tscdts o 3
Aithenticators Requasts Types srapped

1. Accounting Server IP Address EEZ0f RADIUS A'd M2l IP FAE
Xggf L C,
2. Accounting Server Name ZE0| AE M| 0|52 UHTLICE
3. Port ZEO|M MH 7} RADIUS A8 MH E =2I5t= | AH8dt= UDP ZE
Mo E XL
0~65535 LI Ct. AFEXIOA| 817] & UM A HDHO| U= E2 440
o

=
—
A= X2 HFg = QIS LTt

4. TG Secret FEO0|A 0 & =4S CHg 20| RADIUS HI 2 S F7HeL(CH.

RADIUS A MHE F7t3t
£E LtEFHLICH

ot
o
MuE
[m
rir
o
x
T
=2
=
ro
OH
D9
fot
N
1

X
m

Q

r
Ral

5. Secret HEO| X|FHE A Me{et A AHEY S7 BI2ES YHFLCL

6. Accounting 2E =£0{A RADIUS AI"H 2 E £ EnabledtALt Disable2 LI Ct.
7. 74E RADIUS A MH & A XSt Delete HHES 2RI LICL

HE M SAE X|22{H Clear Counters HE2 2254 2.

ChE HO M= 2HHOA 2ol 5= = RADIUS Al'E Muf S70f| ths 2 gL Tt

Table 208. RADIUS A At 4|

2= 4y

Accounting Server Address E7|QF BHAE 3| M QL|C}

Round Trip Time(secs) JHR A|30| A STHnt O] RADIUS AR MH{OA LX|dts A
2% Ato|o] AIZH ZHA (1002 2] 1) L|Ct
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Accounting Requests MMES TSR] L0 MEE RADIUS AN @8 43l £=QL|C},

Accounting Retransmissions 0| RADIUS A& AMHEZ MALE RADIUS AN @H izl $=2lL|C}.

Accounting Responses O] ME{ Q| A ZEO|M £=AlZl RADIUS TjZ £=QIL|C},

Malformed Accounting Responses | 0| AH{O|A] £=AlEl 22 E| RADIUS A|™ S O3] 2=QlL|ct BEE
mziofl= 2XRE Zol2 Wzlo] ZEL L ZRE ASA H & =
Ble 72 2RE AY SEHOR ZLX| @EL/th

Bad Authenticators Of A% ME{O A £A13H 2 & QIBX7} ZBHEl RADIUS AN S
T3 Lok

Pending Requests O MM E M&EQUX|O OFE| A|ZH EDNE|X| UUHLE SES K|
X ¢t RADIUS A8 27 T2 =Y L|Ch

Timeouts Of AB{O T3t 77 AlZH X1} S15 Lt

Unknown Types AY BRES S8 0] MHERE 415 % 3 gt SHO| RADIUS
o7l ==L}

Packets Dropped Y EEZ S5 0| NHZRE $+AEYCHT} CHE 0] 2 Olg)
AP El RADIUS THZI 5= L|CF

TACACS 7l &

TACACSE Y E5A At
(o]

=
SXIg

Z2 M AL

nl O
A8 42

. Authentication, 2101 = AFRX} 0|2 U AR X} HO| H{UMS =

e Authorization. 271
AHESHY QI

ACACS ZR2EZ2
HES3 2ots EFYLCt

—L

=2'H TACACS &
O B2 ZES Sof T
4YS PHT + YHUCL

Ap 2| AI~"E HSt

O Al $#EILITE ©

K|t TACACS A{H{ 7to| &t

ot TACACS AMHQt A

L|Ct. TACACS+= CH2

= o}

Y Y

9|%| 2tol &
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=
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> ZEYTACACS HEE Tdsl2{H:
Security > Management Security > TACACS > TACACS Configuration.

e vy | Ry | oo | e | e

Access  Port Authentication  Traffic Contrel  Contrel  ACL

Management Security TACACS Configuration

-Local User ¥ Key 3tring {0 to 128}

* Enable Password Connection Timeout 5 {1 to 30)
= Line Password Source Interface vian 1 [=]

*RADIUS v

*TACACS ~

* TACACS Conhguration

= TACACS Server
Configuration

1. Key String(?| @AtE) EE0| M A2|X|2F TACACS MH 7t2| TACACS 8412
Lt oI5 A L3t 7| E X[FELCL

Qzst M= 0~128QLICt 7| = TACACS AMH 0| 2 &l 7| LX|s|OF BFL|C}.

2. Connection Timeout ZE0|A 22| k[= A2/ X|2F TACACS AH ALO|0f| TCP
HAZ BHSI= O 25|+ XY AlZHE)E XFgL .

3. Source Interface 220| A TACACSS| AAE MEHSHL|LCE,

Jts¢t g2 ChEar 25 LT

_—

None

* Routing interface

* Routing VLAN

* Routing loopback interface
e Service port

7| 2XM o2 VLAN 12 AA QIE{HO|AZ AFREIL|LCH

4. Apply HHEZS ST}

YOOIEE 40| 29X 2 HESELICL 714 HE Argd2 FA| HEE ULt

TACACS M A 1/d
A QK| 7 EAlE 4= Q= TACACS MHE Z|C 574 77HK| 8 5= QS L LT
> TACACS AMH ™S 7/d5|2{H:

Security > Management Security> TACACS > TACACS Server Configuration.
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TACACS Server Configuration

Connaction

[] TAGACS Server  Prionity{0 to 65535) Port(0 to 65535) Key String Timaout(1-30)

1. TACACS AH{E AI23}10] TACACS MH IP =AE 48t
2. PriorityE AHESI0] TACACS AMH 7t AFB = =AM 8 X|PgLICE
L&t HQ| = 0~655352 L| Lt

3. PortE AIESI0 Q15 ZE

i

H

X|’dgL . 0~65535 H el Lol RLO{OF BFL|Ct.

-_—

4. Key String= AHESH0 ZHX|2F TACACS MH| 72| TACACS 412 I3t 915 A 2= 5t
7| & X|’gdgtLct.

ot Yel= 0~128YLICL 7|= TACACS MH 0| M AFE E|= 7|2t X5 OF L Ct.

5. Connection TimeoutE AF23}0] 2 X|QF TACACS Al Zto| HZA A|ZH0| Z=1tE| 7|
K| otz = AlZHS X" gtL

=

Of HE2 47|/1227] ALEAITE A o= USLICE O|2{e M A2 MY S +d5tHA|
Ee ot PSS ULt AL 7XIEA| EE LI

7. TEOIA MEIS M S ARISH B Delete HES =R LICH

M LM E AR Xl admin & guest= A K& 4= Q=
defaultList2h= AP R HEl SE20| S ELICH M2 d85 2= AMEXE OHE

EH3| 2 I7HX| defaultListol = & =& L

DefaultList2t networkList2t= F 7tX| 7|2 S 50| AL L.

2309l 95 252 P

Security > Management Security > Authentication List > Login Authentication List.
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Login Authentication List

=]

[CI} List Name

[MAA

N/A

/A

Loca

1 defaultlist

N/A /A

A,

Loca

netwarkList

1SHM| 2.

ol &
H =

45t2{ ™ List Name ZE0] 0|82

s

MEa02Es

1.

[T 15Kt

0|2

M7t Ol AR 551, 2,3, 4, 5, 6)0 A MEISH Q15 2

2,

off AHE-& L.

=
o

ol
—

EXEC H|2H 7t

Ak Qe

Enable.

L|Ct.

3
=

None. AL XIS

A& 510

=
=

RADIUS. AF2 Xt O|EXt H|Z@ S = 224 MH CHAl RADIUS AH]

L|Ct.

I
Klo
od

L|Ct.

{1
Klo
od
1
o
i

f

TACACS AMH

TACACS. A2 X} Of

L|Ct.

joll
il
mn
ol
wjd

3. Add H

219 =50| 29|X[of =7 LIC},

)l Al
2l

-
ot

FO| Y= admin AFEXIZ 21

.
[
—

LI &71/227] A

8

2 I

FA 7t

A
Al

o
EE

L
[

C
o

el

Of #X|&lX| &5 LILf,

s

100

Al

%0

Mr
ofr

o]
%0
Joill
Klo
ol

Xtofl CH
PR A El AR Xl admin & gueste= AHK|E = @1= defaultList2t=

StCHE]
= O

15 AL]

LICH AHE %
7t X| defaultListOll = 2 & LICH 5 7H2| 7| & = F(enableList & enableNetList)O|

=
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Enable Authentication List

L{Ct.

AL
=

wy

"] | List Name

=

=

YA

SFA| R LT

A

=

of AHEE L.

__I.I.

=

=

=

=)

(@)
Pl

/A

= 2Z4 MH {4l RADIUS MH

Nene
O CHa~= Xt
H

<

o
1S 0l ALl LIL.

—

=}

le
le

EXEC H|ZH S 7t

na

liald
E

=
—

AN

o

b

e
o
—

™

1

I iat
etList

RADIUS. A2 X} O| 21 H| Y

] enableList
| enableN

Enable.
Line. 2

HD 7L AT 5571, 2,3, 4, 5,6)0 A ME

Z|CH 15X+e] S=AHR| 7t

Security > Management Security > Authentication List > Enable Authentication List.

2,

L|Ct.

{1
Klo

ol

L|Ct.

1
Klo
ol

f

°
o
i

TACACS MH

TACACS. A2 X} Of

2oL C

Deny. 2152 &
201 ZE0| A X[0f =7+E L|Ct.

3. Add H

ot 552 I M MASH

M
(o)

ol
Klo
ol
Jod
i

7

O #X|&lX| &5 LILE,

!

A

9

0
wl

ALt AR

o

<4
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7|2 222 dot1xList L|C}.

ujo

T35t H:

Security > Management Security > Authentication List > Dot1x Authentication List.

> dot1x QIS BE

o | s | toies | 5 | e | o]
Access  Port Authenfication:  Traffic Control  Confral  ACL
Management Security Dot ix Authentication List
shoea Lsaf & List pame 1
= Enablz Pazsword dotxList
= Line Password
RALDIUS -
- TACACS
- Authentication List ~
« Login Authentication
sl
= Enzhle Authentic afion
list
« Doty Authentic ation
List
«HTTP Authentic ation
Liet

1. List Name ZE0|M dot1x 22 0|22 MEHSIL|CY.

2. MEi3t Q1T 210l B20) JhY BIX LIEY S ML,
gL Crg I 2Ltk
- IAS. 9152 Lj= 0I5 At GlO|E{H|0| 20| QUi AFSX} DS H| BB S
AHg LY,
- Local. 9150 ALEXIS| 220 MIE DS HI L ST} AHBELICE

+ RADIUS. AHEXI DRt H|ZEHS = 2Z 215 0| Ot RADIUSMHE S
QIS EL|CH,

* None. AFEX} O|Z 1t H| 2 BlO] AAEA} QIS | ASLIEL.

rir
Hl
[m
R
=
|>
njn

HTTP 582 #d% = USLICL HTTP 52 HTTPE S8 29K £

Security > Management Security > Authentication List > HTTP Authentication List.
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S | v | o | G | e | Ve

Agecess  Por Authenticstion  Treffic Corfrol  Control ACL

HTTF Authentication List

+Local Usar & List Nama 1 2 3 4

+ Enable Password nitpList
+Line Password

-HADIUS

+TAGACGS v

+ Authentication List ~

+ Login Authertication
List

* Enable Authentication
List

= Dot1x Authentication
List

+ HTTP Authentication
List

+HTTPS Authentication
List

1. List Name2 AFE3I0] HTTP S &£ 0|£ & MEdStL| T
2. HSTIOIATI 551, 2, 3, 4)0| A MEISHE Q1T =3t SE0]| 7t HA

LiEte 28-S MEetLCt

—

- RADIUS. AF2X} O] 21t
QIS E L]},

- TACACS. AI2Xt 0|21} H{Z S = TACACS AHE E9ff 215 E L|C}.

HTTPS S&2 #dg = USUCH 200 F52 S5 AZE AEX0| tisi HTTPSE
SOl AKX Es= ZE AMAE ABSE AT HHE XFYULC 72 =52
httpsList 2] L| C}.

HTTPS 218 S 52 T35t E:

Security > Management Security > Authentication List > HTTPS Authentication List.
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o | o | e | as | s | e | oo

Acceas - Port Authenfication:  Traffic Conto|  Cortrol ACL

HTTPS Authentiz ation List

socal Usar ¥ List Nams® 1 2 3 4
= Enable Password | hitpsbist
= Line Password
-RADIUS ~
-TACACS
« Authentication List “
« Login Authertication List

* Enable Authentic ation
List
+ Dot1x Authantization

=HTTP Authentization
List

¥ lI-ITI'PS Authentication
st

-Login Sessions

1. HTTPS =5 O|E0] Lt Z5 O|& check box2 M EStL|LCt
2. HSIIOIATI 551, 2, 3, 4, 5, 6)0 A MEHSH Q1T 23t SE0f 7t HA
LIEHE WS MEfSEL|CE

- RADIUS. AF2 X} O|E 1t
QIS EL|C,

- TACACS. AI2Xt 0|21} H{2 S = TACACS AHE E9ff 215 E L|C}.

201 MM K7

2O MMS HE{H:

Security > Management Security > Login Sessions.

Login Sessions

D User Connection o Tiftie Session Session
Name From Time Type
0 admin EIA-232 01:29:48 25:02:49 Serial

11 admin 10.27.65.107 ' 00:00:00 00:16:01 HTIP
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Table 209. 2191 N

nc oy

ID ol #o| IDS AELct

User Name 4ol F3 e AFgRLel ol S ek,
Connection From AP AI7F Gl ZEl A|AEIQIL|CH

Idle Time Sz MM A|ZERIL|CE

Session Time = MM AlZHQILC}

Session Type MM F&: Telnet, Serial == SSH

BE| AN A T

AQK| 22| QNI o[ A0 CHE HTTP R 20t HTTP HNAE FdT = USL T

HTTP M A7 #/d

U HEIOHZ ArSSt0] AQIXI0] WA B BIX IP HE(P T4, MEY O0pAT, 7|2
AOIEQI0)Z AQIXIE T8I0 FLIC T+ 5 SILIS ALBSHO IP YEE 7Y 4+

UAg L E.

« BOOTP
« DHCP
* Terminal interface through the EIA-232 port

CHY L @ E2S 2788 20l= @ 7|8 22| S A8olof IP 2 E BEd &
UELIL}

HTTP MH 2 S d5t2{E:

Security > Access> HTTP > HTTP Configuration.

326



U-1-F9020HPA

o [ s | s [ ows [ soorn [ s | s | oo

Management Sscurity Port Authentication  Traffic Contrpl  Contral  ACL
HTTP Configuration

~HTTP -~ HTTP Access @ Disable @ Enable
HTTP Port a0 (1025 to 65535) | Default: B0
*HTTPS ¥ Java Mode (™) Disable @ Enable

=35H v HTTF Session Soft Timeout (Minutes) 60 {1 to 60)

= Telnet HTTP Session Hard Timeout (Hours) 24 {1 ta 168)

le Port Maximum Number of HTTP Sessions 16 (G ta 16)
= Denial of Service Authentication List HitpList
Canfiguration

HTTP Access Z E0{|A| Disable EE+= Enable 2}C|2 HHES MEHSHL|C}.

Mol 22(X|0f AMAE = A=K HES K| G LT 2
HEH 2 2t KoM 22K S 2E =

o

l= & =t
g5

-|0

0

A O]
=2 T A

O[ZHA S A|AHE Bl X B7| |0 29X 1
29 otE[ AL HIZ G ELICE EXS HsHH =t
CHA 221X 2 8ls 28510 718 =2t E s dEE = AS L.

Enable® L|C}.

HTTP Session Soft Timeout(Minutes) 2 E0{| A HTTP A|A0f| CHSE HZ2Hd A|ZH Z2HE
aggct

U2 1~60 R0 UAO{OF LLICE 7|=gh2 52 U LT oA T+ g &l 240] EA|E L.

HTTP Session Hard Timeout(Hours) Z =0 A HTTP AM|410f| CHSH StE A[ZH 2THE A7dBtL|C

Of AlZt =1t= Mol g +50| s Al R 4t2 1~168A12H & 2{0f
UAOJOF L Lt 7|22k 24A [ ZHHLICE SR T+ &l 240] EAE LICE

Maximum Number of HTTP Sessions ZE 0| A S| &= Z|C HTTP MM =&
AEetLCt.

242 0~16 Helofl AOJOF LTt 7|2t 16 R LICH A L&l 210 EA|E LT

Authentication List 2 E0|= HTTP7} AF238= 2 20| EA|ElL|C}
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HTTPS %4

HOtHTTPE AtESHH 2= 2tEl SSL(Secure Sockets Layer) = TLS(HS A E E92h
AAZ S HTTPE ST = USLICEH & AHHO|AE A ARIXIE

U2t B2 EQHHTTPE 22| A|AED AL(X| 7o EAIS = A S7HX}
SACERH E3d= O =20| E = JUSL|CH

22| AHO| MO AKX Zto| HTTPS 841 -2 4 &+ JUSLCH

HTTPS 2 & /4512 H:
Security > Access > HTTPS > HTTPS Configuration.

oen | vy | Rowrg | _aos | sewn | omows | amonmee | vor_|
Management Securily Port Authentication  Traffic Contrel  Contral  ACL

HTTPS Configuration

=HTTP ~  Admin Mode @ Disable @ Enable

*HTTPS ~  S5L Version 3 7 Disable @ Enable
= HTTPS Configuration TLS Version 1 = Disable @ Enable
= Certificate Management HTTPS Port 443 (1025 to 65535) | Default: 443
= Certficate Download HTTPS Sesslon Soft Timeout (Minutes) b (1 to 60}

«SSH ~ HTTPS Session Hard Timeout (Hours) 24 (1 ta 168)

« Telnet Maximum Number of HTTPS Sessions 16 (G ia 16)

* Console Port Authentication List HitpsList

1. HTTPS Admin ModeOf| A{ Disable 5+ Enable 2tC|2 HHES MEABHL|CH
HOFHTTPSS| 2| RES S35t L HiZEat LT d X T+ & 2L0] EAIE LIL.
7|22 HIZ Gt LT HTTPS 2| RE7t H 2 datEl 202 ssL ASME
CtR2Eg = AFLICE HTTPS #2| ZE= FX|0f AS M7t U= B2 02 2dotet

=
= JEL|CH
2. SSL Version 30{|A{ Disable EE+= Enable 2}C| 2 HES MENSHL|C}

SSL(Secure Sockets Layer) H{ ™ 3.0= 2435t AL H|2Hdatet L T AR T & 240|
HA|ELICH 7| 272f2 Enable ¥ LIC}.

L HATC

3. TLS Version 10{|A{ Disable EE= Enable 2}C| 2 HHES MEISHL|C},

O|-= Transport Layer Security {7 1.02 2d 25t L H| 2 datgh L Ch Ao £ &
20| EA|ELICt 7| 2442 Enable® LT},

— HA
4. HTTPS Port ZEO| HTTPS ZE HSE QlaigtLCt,

The value must be in the range of 1025 to 65535. Port 443 is the default value. The
328
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currently configured value is displayed.

5. HTTPS Session Soft Timeout(Minutes) 2 Z 0l HTTPS Al M0f| CHa Hlghd A|Zh =05

QEILICY,

2 1~60 Y0 A OF TLICE 7|22 52

YLICEH ox g & 200] EA|ELICE

6. HTTPS Session Hard Timeout(Hours) Z =0l Al HTTPS M| 0f| CHst SHE A2t

2k A8

Of AlZt =1t= Mol gs +=50 S

dof = f
U OF ZL|Et. 7|22k 2 2412

00t

it 1

—_

o

L|C}.

YL,

oA B

Mg

7. Maximum Number of HTTPS Sessions ZE 0| 3| &=

L|C} g2 1~168A| 7 HL|0f
20| EA|E L|CE,

X|CH HTTPS MM =&

w2 0~16 0l AOJoF gLCt. 7|22 16 L Lt X FL-F & 2L0] HA|E LI

Authentication List 2 E 0= HTTPSO| CHst Q1= 220| HEA|ZE L T}

o
ol
R
(1]
rk

be| 52 H:

Security > Access > HTTPS > Certificate Management.

Certificate Management

Certificate Present No
@ MNone
) Generate Cenificates

Delete Certificates

Certificate Generation Status

Certificate Generation Status Mo certificate generation in progress

Certificate Present ZE0f|= ZX|

1. CHZ 2t R HE & otLE dEE L Ch

7t #AIELCH

* None. 2ISA] 22|t 2D B2 s 4 Q= A Y2 Rl 0|A0] 7| &

MeeiLct,
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« Generate Certificates. 2/ S A It 8-S A|ZtsHL|C

30
rr
N

« Delete Certificates. ST QIS A IO

Certificate Generation Status Z =0 = SSL Q15 A| M &Ef7} BA|E L|CT

0

2K @ ME{ 7L 22| A0 M| HTTPS R ZS &5t E & MHO0| 374 7| AS A7t
2oL Ch R AM 0 2z2t2l) ATME ddstn AX|0f Ci22EY

N

o
rp
-
|

2 RX0f TS CH22E5HY| Hof| B =4 0] SFE|0{0f ghL|Cf.

TFTP MHOIM Ct2 2% U2 ME O i Tl E2[0f AS LI

o O EHO| SHHEX] 25N K.

o 22X|0f= TFTP AHOf Lot B27F AE LICE

ASME CLI2EESI2{H:

Security > Access > HTTPS > Certificate Download.

Certificate Download

File Type SSL Trusted Root Certificate PEM File i
Transfer Mede TFIP ~
Server Address Type P4 ~

Server Address 0.0.0.0
Remote File Path

Remote File Name

|’ggtCt,

ile. SSL A1 2|& = A= FE ASTN

L B |

* SSL Trusted Root Certificate PEM
ot (PEM Q12 H)

SSL Server Certificate PEM File. SSL A{H{ 213 A ItY(PEM Q12 H)

« SSL DH Weak Encryption Parameter PEM File. SSL Diffie-Hellman 2fot &= 3}
OH 7} 2 == It 2(PEM 212 )

+ SSL DH Strong Encryption Parameter PEM File. SSL Diffie-Hellman & &%t

ef= o 071 = T (PEM 212 )
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2. Transfer Mode =Z 0| It TS0 ALBS ZEES S X FHE L L
e TFTP. Trivial File Transfer Protocol
*  SFTP. Secure File Transfer Protocol
*  SCP. Secure Copy Protocol

3. Server Address Type S Z 0| A IPv4, IPv6 == DNSE X| Y50 TFTP/SFTP/SCP AlH

FA WO WAS LiEpLIT

7|23 PvadLct

o

5. Remote File Path 2 =0 Ct22 =% Tieo] =S AL
Z|CH 96 AtIHA| B = USLICEL ST 7|22 SYHYLIC

6. Remote File Name EE0| CtREZEY TFTP A|H{ Q| utY 0|52 Y&t Ct.

Z|CH 32Xp77HA] e = USLICL S 71242 SYYLIL

SSH 278 78

X 2| SSH(Secure Shell) AH 28E 210 =3 = JSLICH SSHE ¥4 £e|
A AHEIO|AM SSH 22I0|HEE AM S0 CLI 22| QIE{ O] A0 AMAE 5= AA SiF=
HEQI ZZEZQYL|CH SSHE Telnet=2CH I QHHSH QA A BEHQIL|CH

SSH AH™E 1/dsl2{H:

Security > Access > SSH > SSH Configuration.
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oo | o | oo | oo | s | s | e | e | e |

Management Security Port Authentication  Traffic Control, Control  ACL
8SH Configuration
*HTTR ¥ SSH Admin Mode @ Disable @ Enable
*HTTPS ¥ 85HWVersion 1 @) Disable @ Enable
*SSH ~ B88H Version 2 @ Disable @ Enable
S8H Session Timeout 5 minufes
*Host Keys Management Maximum Number of S5H Sessions 5
*Host Keys Download Current Number of SSH Sessions
«Telnet Keys Present Yes
« Console Port Login Authentication List netwarkList [=]
*Denial of Servica Enabie Authentfication List [=]
Sty SSH Port 2 (1 to 65535)
= Access Control -

SSH Admin Mode?| Disable EE= Enable 2}C| 2 HHE S MENTHL|CH

SSH MH 22| R EE &35t 7Lt H| =g otetL|C O] ZET 23tz H &2

A ABIOM SSH SEI0|HEE AFESIO &X|0f HMAL = ASLICH AKX LMY=
ZH0| EA|EIL|Ct 7| 242 Disable L C}.

SSHO|| CHY ZE2EE & 12 dastrLt Higdatguct gdstE MEistH
KO SSH M7t Z2EEFE +=F 12 AM85I0] SSH S2|0|HEQ| HZAS g
UAELCE.

SSH(SSH-1)2| 4. H|ZdstE MESIH FX|= SSH1 ZEEZZ ALES
Z2t0|QES| HAZ S 83X USLICH AHXf M= 20| EA|EULCEH 7|2

Enable 2 L|C}.

oiotALE B2 gotetLC 2dstE dH
T 2(SSH-2)E At80t0] SSH Z&t
AES =Y 5+ UASLICE 2GS HESHH YX[= SSH-2 ZREZS MEdts
SCt0|QES| AAS HEOHA| WS LILH A 7= a0l EAIELILE 7| 282

o —_==

Enable 2 L|C}.

o

0

rHI'“

SSH Session TimeoutE AL S0 AKX 2 S0{ 2= SSH MM 0] CHSH SSH A|M
HIZd AlZt =0t gr2 8L o}

Of AlZt 52 SSH &&= LIEtLIA| B HZE AAEAE XM RAis22 HZEO|

ZO{HLCt of 220 &&= Hel= 1~52 Y LICt

Maximum Number Of SSH SessionsE AFESHY ZX[0f| SA|0| HZEE 4= A= Z|CH
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QIH2 E SSH M3 =& gLt

6. Login Authentication List= 0| 85}0] 215 555 HEiSHA Q.

O 252 £22X[0f 2A2& A =3t= AEAE IS0t Hl AFEE L.

=/ = — T
7. Enable Authentication ListE A2310] Q15 S E3 MEHBHL|CT

o B2 2 Y3} +F

mjo
o
ol
Ot
rir
i
>
o
il
-
i

o= AIEXE

8. SSH Port& Ar23}0] 1~65535 AfO|Q| LE HQIE Q=BEL|Ct
7|22k 229l Lt

9. Apply HEZ E=IgL|Ct

YOOIEE #90| 29X|2 HEELICH 78 HE Arg2 FA| HEELICH

o Lo d™g

22X0f thieh 2|4 Y22 otHES M2 DX|HEH M2 10

—

ot
T
rim
mjo
Ml
Ju
O
>
fo

Table 210. SSH 71

| M
= A

Current Number of SSH Sessions | 9|74 ggH 22}0| EQF EHX| 0| SSH AMH Z+o| A SSH MM

= O

gLt

Keys Present CHS 7| & otLt == & CHRL

rir

B2)7H BRI ALK o

= NoZ EA|RL|C}

7| I+Y(PEM 212 E)

e SSH-2 C|X|Y MY 21n2[ZE(DSA) 7| It (PEM 212 Y

mjn

«  SSH-1 RSA(Rivest-Shamir-Adelman) 7| ItQ == SSH-2 RSA

SAE 7| Eig|
RSA 4 DSA 7|2 MAS AL AR|E 4 Q& LICH

SAE 7| E #2|5t2{H:

\

Security > Access > SSH > Host Keys Management.
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Managemeant Security FortAuthencanon Traffic Contral  Goptral . ACL
Arciie REA Keys Management

HTTE - @ Mone

“HTTPS ~ 0 Generate R3A Keys

-35H

+ Host Kaya Download DSA Keys Management
= Telnst @ Monz
- Console Port ® Generate DSA Keys
«Denial of Service

Configuration @ Delets DSA Keys
*Access Control -

| systam | Swictig | _Rouing | 003 | _Sscrty ] Monioring |

@ Delelz R3A Keys
*55H Configuration

Host Keys Status

Keys Preaent Both

Key Generation In Progress Naone

RSA Keys Management 2tC|2 HEZS MEGHL|CY,

None. 0| A 0| 7|= M E} L|C}.

Generate RSA Keys. RSA S A E 7| M4 & A|&fetL|Ct SSH 7| ot

d-got2dH SSHE 22| M2 = H|2dotalof S5t 2d SSH M4 0]

Delete RSA Keys. S 2 RSA 7| LI 0| 2™ ArK|BtL|Ct,

DSA 7| #2| 2tC| 2 HES MERL T

None. 0| Z10| 7|2 ME#QL|Ct,
Generate DSA Keys. DSA SAE 7| MM & A|ZtstL|C}
SSH 7| TS 443l2{H SSHE &2|H o 2 H|Z/gstslof st &g

8LOfOF S L L.

Delete DSA Keys. 3l 2 DSA 7| It 0| LM ALK BtL|CH.

Apply HES SEELIC

SAE | LY LHR2ETL

el 4 HIZ2-d2ts|{OF 5t 2 SSH M4 0] §10{0f L L},

=
(0]

HA

o
=
O{OF 2fL| LY.,

SSH A| M 0|

AZEELUC ssH 7| S Ch2 2E5teH SSHE

AQX|of ChEH M HEHE IHE ME 0X|2H M2 18 HES SE5HM Q.

Table 211. RSA 7| 22|

ml

=
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Keys Present Che & X0 e 7| £& & ChUE ER)E BAIGLIC

e SSH-1 RSA(Rivest-Shamir-Adelman) 7| It 2 &= SSH-2 RSA

7| I+Y(PEM 212 E)

+ SSH-2 CIX[E ME 2112|5(DSA) 7| Th(PEM 212 5)
Key Generation In Progress MAMEE= 7|(e 42), RSA DSA = gle8 HA|EL O
e

o

SAE J| CIREE
SSH-1 RSA, SSH-2 RSA = SSH-2 DSA 7| IS 4 A|AHOM FX 2 CIREEY
% ALk

SAE J|E CIREESIEH:

Security > Access > SSH > Host Keys Download.

Host Keys Download
gl SSH-1 RSA Key File v
Transfer Mode TFTP v
Server Address Type P v
Server Address 0.0.0.0
Remote File Path
Remote File Name
1. File Type=S0M TS It o= MEASIL|CE
« SSH-1RSA Key File. SSH-1 RSA(Rivest-Shamir-Adelman) 7| It
« SSH-2 RSA Key PEM File. SSH-2 RSA(Rivest-Shamir-Adelman) 7| I} & (PEM
ERS)
« SSH-2 DSA Key PEM File. SSH-2 C|X| & M3 Y 12|E(DSA) 7| Tt (PEM
ol gl
2. M8 EE SE0M oY TS0 MBS ZEEZS MEASIL|CE
e TFTP. Trivial File Transfer Protocol
e SFTP. Secure File Transfer Protocol
* SCP. Secure Copy Protocol
3. Server Address Type Z E0|A IPv4, IPv6 == DNSE X|H gL T
TFTP/SFTP/SCP MH F4 HEO| gAlg X|FHL|CL S& 7| 242 IPv4 LT
4. Server Address 2EO| MH| A FHO| EAIE FAOf [2f ME{ 2| IP FA EEs
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Z|CH 32AM7H K| Y3 5= JESLCE ST 7| 2a2 SUYLICL
7. Apply HHEZ2 E=/gtL|C}
SAE 7| Y CHR2E2ETF A|ZHEILICEH SSH 7| It 2 CHR 2 =52 SSHE
2|H o 2 H|gdols|of ot 2+ SSH M410] 3lojof ghL|Ct.

2y 4Y 7Y

> Telnet 38E T/J5I2{H:
Security > Access > Telnet.

oo | oviem | Romrs | & | i | e | e |

0

Maragement Security Port Authentication  Traffic Control  Contral  ACL
THTTP w i AT £
Legin Authentization List FETNCTELST v
HTTPS i
Enable Authentication List enablalist -
+35H v
« Console Por Inbound Telnet
- Derial of Senvize 3 -
Uenal of Senice Telnet Server Admin Mode Uizable @ Enable
Configuration
-Access Contid Allow new telnet sessions Dizable @ Enable
Szssion Timeout (Minutes) 5 (1 to 160)
Maximum Number of Sessions 3 {0103}
Current Nummber of Sessions
Cutbound Telnst
Allow naw telnet sessions Disable ) Enable
Session Timeeut [Minutes) 5 (1 to160)
Maximum Mumber of Sessions 5 {0to 5}

Currert Number of Sessions

o
AFg Th53t 201 U 015 BB S22 MY 4+ UELICL 210 222 AZE

AFEAIS| AKX EEE ZE UM AE 20l5t= O A8 21T WS XY ULt
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22 Y8 S22 2 AZE ALSXI0) T B U EXEC HMAS HEOH o
A8 915 $HS X HELIC 0|23 S22 2| Kot of2fo] 915 22 YIS S
N e

oo | v | Romrs | & | s | e | Ve

Maragement Security Port Authentication  Traffic Control  Contral  ACL
. RN
THTTP w = "
Legin Authentication List RETNCRELISE w
HTTPS w ¢
Enabie Authentication List enablalist ~
+35H v
+ Telnel
+ Console Part Inbound Telnet
+Denial of Senvice Telnet Server Admin Mode Uizable @ Enable
Configuration
-Access Contel Allow new telnet sessions Dizable @ Enable
Szssion Timeout (Minutes) ] (1 to 160)
Maximum Number of Sessions 3 {0 to 3}
Current Number of Sessions
Cutbound Telnst
Aldlow naw telnet sessions Disable ) Enable
Sassion Timeout [Minutas) 5 (1 to 160
Maximum Mumber of Sessions 5 {0to 5}
Currart Numbar of Sessione

1. Login Authentication List2 AFE5I0] Telnet2 Sl 2018 I AR E Q1T 552
X|ggh Lk
7| 222 networkList & L| C}.

2. Hot U= EXECEZEZ E0{Z [ AFEE Q1T S5 2 X|'J35t2A™ Enable
Authentication ListS At2%tL|Ct.
7|24t 2/d3INetList QI L CF.

3. QHI2E Telnet 2785 Td5I2{H L& XIELICE

« Telnet Server Admin Mode2| Disable EE+= Enable 2tC|2 HE S MEiSHL|C}

O] = Telnet A{H{ 2| 2| ZEE S0t Lt H| gt LCE 7| 2842

Enable 2 L|C}.

SH

M QIHFHS S Telnet M419] 413} = H|ZHAIS} 0f 2.2 K| HE LI 7|22
JH50|22 O 04 AL 7hs 212 WL A IHHE E Telnet MM S
b oc

=0
o
o & A LITH HIBYSE B9

Telnet A|40| 2™ E|X| Y& LILCY,



U-I-F9020HPA
HAYE NH2 NMHO| BRI AL HPANO HEHT LFE Qs MM0| S E
I 7tX| 2 AEfZ2 7 X| & LT
Sesstion TimeoutE AFESHO NM0| 20 ZE[7| O Telnet MMH0A H &
St =50 gl=X| X|7ggtL| Lt
1~160 ALO| Q] =AtE AT = YSLICH ST 7|24/ 2 52 LTt

122
T =

mjn
>
ol
Ot
2
Of
ol
[l
rir
o
>
_|
o
o)
@
=
>.

Maximum Number of Sessions
X| ™Gt X|CHEf2 50| O] = &% 7| &440]7| = gL Ct.

Current Number of Sessions 2 =0|= S} MM =7t BA|E L|C}.

4. outbound Telnet 882 #+452{H CtS2 K| - gL CL.

rH
g

H

rH
Mt

H

Allow New Telnet Sessions= H|&dst = 2/d3} 20| HES MEigL|Ct
Ol= Al Ot2HI2E Telnet MM Q| 243} &£ = H|gHd 3t £ E XYL Tt

e 7tSO0|E= f O] A

7= A & 7tseh Mol gl W7ER] Af OFR B2 =
Telnet 92 28T = ASHCEL A 2 MM 5180| B2 d=tel 32 M
OfRHIZE A MM0| 28X gLt 28 MU2 ME0| SEEAHLE

=

HIHAR Ol E9T Q22 Q| HM0| ZRE MIK| 24 AEHZ SXE LT

Session TimeoutE AFE50] O ZH2E Telnet 2121 H| A A|ZH =1t
CHR| 2 X|7g gL Ct

i

=
Ly

7124425

=4k AUL|CH 2ot He= 1~160Q L|C}.

Ar

Maximum Number of SessionsE AMHE5I0] S{EE|= OFZHI2E ZUll N4 9| X|CH
=2 X|’8gL|C.

7|22 5YLICH 7=t ¥el= 0~5R Lt

Current Number of Sessions 2 E=0|= SXf MM =7t EA|E L C}.

E 7y
T/gd5te

-IJ-

H:

Security > Access > Console Port.
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S | sveg | oo | G | seewm | owomg | e

Management Security Port Authenfication  Traffic Control  Coertrol  ACL

-HTIP ¥ Serial Port Login Timeout (minutes) 5 {7 to 160)
«HTTPS ¥ Baud Rate (bps) 115200

-:‘&‘ w

Character Size (bits)
» Talnet

Flow Conirol

-

= Denial of Service

Configuration Farty
»Access Control ~  Login Authentic ation List defaultlist ~
Enable Authentication List enableList v

.

1. Serial Port Login Timeout(minutes) ZE0f| dst= A|ZHE)2 K- EHLICL.
0~160 AFO|Q| X2 YLHTILICH S& 7|24t 52U LICH 02 YU=HTHH A2t
7L S = E LICE

2. Baud Rate(bps) HZ0| Cist 7|2 ME S E MEdSHL|CL,

1200, 2400, 4800, 9600, 19200, 38400, 57600 & 115200 £ E S0j|M MEHSH
ASLICH 3% 7| 2242 115200 2 EQIL|LC}.

— HA 'L
3. Login Authentication ListOf| A Telnet2 &l 21012 U} AL S 21T &S ME

7| 2242 defaultList & L| C}.

4. Enable Authentication ListOfl A #3t Q= EXEC ZEE S0{Z [ AtBE Q1T =552

Megstct,
7|2zt s 22Ut

L HA =

ChZ HOi|A

A

= BAE[= 8E =+ 8l= HIOIE0f CHof 2L Cf.

Table 212. 2& ZE

e gy

Character Size (bits) EAto| HIE QLT 0|12 B4 8YLICH

Flow Control SHEQI0] S5 HOj7t B et AER| £E HE Yot X
O £ LIC &4 HIZY3EOf AT

Stop Bits

S A HIE SeUICh ¥4 1YLk
Parity Y T A ElE T2lE| wEYU B4 gL

MH|A A5 Y 34

339



U-I-F9020HPA
> MHA AR BF S 7/E5E{H:
Security > Denial of Service Configuration.

R R e

Management Secunty Port Authentication  Traffic Control' Conirol.  ACL
Access Denial of Service Configuration

=HTTE ¥ Denial of Senize Min TCP Haadar Size 2 {0t 255)
HITES Cienial of Service ICMPvi & Dizabla () Enable
55 : - 2 i
33K Dermal of Sarvice Max ICMPvd Facket Size (Cto 1E376)
* Telnat F -

2l Demal of Sanica ICMPyE ® [hzable ) Enable

= Console Por

. . Denial of Service Max ICMPvE Packet Size (0 to 16376)
Denial of Seryice First Fragment & Dizable ¢ Enable
- Access Control «  [Demal of Service ICMP Fragment & Dizablz O Enable
Denial of Service SiIP=DIP ® Disable & Enable
Ceria of Service SMAC=0OMAC # [iszble O Enable
Denial of Senvice TCP FINRURGAPSH i Disable () Enable
Denial of Senica TCP Flag&Saquence @ Disablz ) Enabla
Denial of Seryice TCP Fragment & Dizzbla () Enable
Dental of Service TCP Oifsat & Disabla ) Enable

Denial of Se CP Port = Dizable ) Enable

Denial of Ser CP SYN & Diaable () Enable
Denial of Service TCP SYN&FIN # Disable () Enable

Dema of Service UDP Fort » Disable ) Enable

1. Denial of Service Min TCP Header Size ZE0|A ${2%|= XA TCPSIE 37| &
X|’ggtL|ct,

DoS TCP Z=Z0| &-dstEl 8% £9[X[= BZ Wizl AAE LT

=~

rir

« TCPHO|ZE7} U= A HIN
Min_TCP_Header_Size.

o HHQ|=0~255QL|CH 7|2 4r2 202 LTt

==

TCP Z=Z}: IP_Payload_Length - IP_Header_Size <

2. Denial of Service ICMPv42| Disable Et= Enable 2IC| 2 HHES MEISHL|C},

ICMPv4 DoS YX|E 2gatstH 22X = FE0| ECHO_REQ(ping)Z &8 &1 37|17}
ME [CMPv4 THZ] 37| ECH 2 ICMPv4 THZ1S AFF|SHL|C}.

> 71242 Disable YL}
3. Denial of Service Max ICMPv4 Packet SizeS X|™&&L|LC}.

Ol &{2&|= Z[CH ICMPv4 Tzl 37| L|C} ICMPv4 DoS & X| 7t 2 at=l AL
A QK| A ME X O ICMPv4 T2l 27| 2Lt 2 37|29| IPv4 ICMP ping H A &
APH| 2L CH B Q= 0~16376 2 L|C} 7| 242 512 L|C}.

L HATT

4. Denial of Service ICMPv6S A23510] ICMPv6 DoS ¥X| S & d3tstL| LY.
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O| 2 QIslf AQ|X|&= FHHO| ECHO_REQ(ping)Z ™| A7|7t 4 &l ICMPv6 T2l
A7|2Ct 2 ICMPve TH 2l 2 MM LT S 7|& 42 Disable 2 L|C.

Denial of Service Max ICMPv6 Packet SizeE AtE35l0 5| &= Z|CH IPv6 ICMP
ozl 27|18 K| gerLCt,

ICMPv6 DoS BfX| 7} &4 3}=l A=l | ICMPve I Z] 2 7|2t 2
37|9| IPv6 ICMP ping I Zl 2 AtA|gtL|Ct #2[= 0~16376 2 LICt. 7|24t 512 L|C}.

Denial of Service First Fragment2| Disable &== Enable 2tC| 2 HHES MEHSHL|CE.

Denial of Service ICMP Fragment®| Disable === Enable 2tC|2 HES MEiBtL|Ct,

ICMP =2} DoS YX|E 2835tH A9 X|7F ICMP Z=2tstel T2l S MM PLICh S8

7| 242 Disable QLI C}.

Denial of Service SIP=DIP2| Disable = Enable 2IC|2 HES MEHSHL|C},

SIP=DIP 243} DoS YX|= 29IX|7FCie 1P ¥A9r SYot AN P FAE JHT
{j7ls MHMotEE gt LT S8 7|=42 Disable® L Ct.

Denial of Service SMAC=DMACZ2| Disable == Enable 2}C| 2 HES MEASIL|C},

SMAC=DMAC DoS HX|E &d3I5tH AKX = &2 MAC =27t O A MAC A2
Ct.

(PS|
o
SgotIiZls MM LICH S 7|22 Disable® LICt.

Denial of Service TCP FIN & URG & PSHZ2| Disable EE= Enable 2}C| 2 HES MESIL|C},

TCP FIN & URG & PSH DoS X & ZMdatstH AX|&= TCP 2241 FIN, URG
PSH7I AX™EZn TCP AlEA Hz=09 mHZlE AXELCc 3% 7|24
Disable & L|C}.

Denial of Service TCP Flag & Sequence®| Disable 5= Enable 2tC|2 HES MEHSHL|CY,

TCP Z2|1 DoS YX|E &d2tstH A2X|= TCP MO E2i17t 022 41 TCP
ANEL Mtz BEE IS AMEHCHL ST 7242 Disable LT}

Denial of Service TCP Fragment2| Disable == Enable 2tC|2 HES ME{SHL|CE,

TCP =2} DoS WX|E &g 25t H A X| 7 T2 20| T2 S APH|gtL Cf.

TCP H|O|2ZE7} Ql= X H® TCP ZZ}: IP_Payload_Length - IP_Header_Size <
Min_TCP_Header_Size.
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Y7122 gt YL L),

13. Denial of Service TCP Offset2| Disable EE+= Enable EIC| 2 HES MENSHL|C}

TCP 2ITM DoS UK S =5t H A9(X[7F TCP 3| 2= AM=12 IjZlS
MHMELCH S 7222 Disable® LI Lt

14. Denial of Service TCP Port2| Disable = Enable ZIC|2 HHES MEHSHL|C},

%“éﬁﬁfﬁ ALX|7FTCP AA ZEJITCP LA ZEQ S USH
252 Disable ! L|C}.

mjo
>
i
ot
r
i

15. Denial of Service TCP SYN2| Disable = Enable 2IC|2 HE

TCP SYN DoS & X|

=
=
MHELLH S 7242

—_

235 H AKX = TCP 22|21 SYNO| ™=l IjZlS
242 Disable®! L|LC}.

16. Denial of Service TCP SYN & FIN2| Disable == Enable 2tC| 2 HHE S MERSHL|CT,

TCP SYN % FIN DoS &X|E &35t H AL X[= TCP 221 SYN 5! FINO| A ™ =l
o212 AEEHL CH S 7| 2452 Disable Y L C.

mjo

17. Denial of Service UDP Port2| Disaable EE+= Enable 2IC| 2 HE S MEASHL|C}

UDP % E DoS X E 2-deotH A9|X|7H UDP Cof ZEQL S S UDP &4 ZES

ArE5t= i 22 AL T S & 7| 2442 Disable L CF.
E O|=
_— L. O
ZE 7|4t Q150 M 802.1X7t ZEO|M HYMOE 2dotk|M ZEO HEE SHX &
SHLIZ7E S HR R QTR BE ALEXIIL AT §10| ZEE ALBE &= /JUSLICH FO|T
AlZtof Ch ot HOol AFXITI0| O] RECS| ZEQM Q52 A=Y 5= USLICL O] EEQ
ZEE= QS HOE HELLCL O|l= 7[& 915 ZEYLC

802.1X HER R0 = Ml 7HX| 7+d @247t QY& LICY

« Authenticators. A|AH 22 {8517 MO 215 E|l= EEQL|CH

Supplicants. A| 2 AH|20f CHSE HMAS QFSHE ASE ZEO A2 E
S AEQYL L

¢ Authentication Server. 2| MH(0: Q1ZAE CAISI0] QFSS =St D ALE X0 A|
A| 2B AH|AO| M| AT !

o
o
30
rir
Rl
L]
4r
i
-
m
==

C
Pyl
>
)
-
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S2H 802.1X A™ M

=2 802 1X 4H S /452 H:

Security > Port Authentication > Basic > 802.1X Configuration.

S | v | Rt | Qo> | oy | Mosory | Mariencs |

Maragement Sscunty - Access Traffic Controi Contmal  ACL

Port Authentiz ation BOZ 1X Configurstion

Admirustra
+ B02.1X Configuration VAN £

* Advanced s

Mode ® Disanie () Enable

signment Moda # Disable ) Enable
EAPOL Flood Mode ® Disable ) Enable
Dynamic VLAN Creafion Mode Disable ~

Meritor Mode Disable

Iisers admir -
Login

Authentication List dotixbist

1. Administrative Mode2| Disable EE+= Enable 2}C|2 HHES MENSHL|C}.

O|= 2%(X[2] 802.1X 22| ZEE 235t ALt H|g dotet LIt

Enable. 29| X|0| A= ZE 7|8t 21F50| &{ & & L|LCt,
802.1X7 &M3tEl 42 RADIUS MHO|AM Q1F0| =& EILICE O] &= 7|2 2T
gt 0| RADIUSO{OF &2 o|0|gtL|C 22 H7-g52{H

=]

Securlty > Authentication List2 M &SI defaultList2| B 12 RADIUSE

Security > Management

+ Disable. ZE7| 215 & ALEXIEF S E
EgfgE S 583517 H0f 802.1X 15 S = QISHA| Y& LTt 7|2t LT
2. VLAN Assignment Mode2| Disable === Enable 2tC|2 HES MEdSIL|CE

7| 242 Disable®! L|C}.

- HA T

3. EAPOL Flood Mode2| Disable = Enable 2tE|2 HIES MEfBL|C
7|22 DisableRd L|Ct.
4. Dynamic VLAN Creation ModeE AHZ3}0] Disable "= EnableE 4 &gt L{C},

7| 242 Disable®! L|C}.

- HA T

5. Monitor ModeE AF23}0] Disable EE= EnableS MEHSHL|CY,
7| 2322 DisalbeQLIC} O] 7|52 dot1x Q1= Z2MAE B L|E ST Q15 Ay
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At € RIEHSHE O =82 EL|CH
6. Users At23}10] 802.1x ZE HOH2 Q|5 MEHS 219l

7. loging AFESH AI'HE ALEAOIA HE8d 210 =55 MEE L CH

=

TdE BE 230 S50| EAELILE AT 55 BE0= 802.1X0 M AFE &=
oI5 550| Al ELICH

802.1X 4™ 1M

A 2—0M 802.1X UM & XM E Ed=tot AL B2 detet o= UASLICH

= AA
> 802.1X A™ S 7452 H:

Security > Port Authentication > Advanced > 802.1X Configuration.

=S | v | o |G | s | Mo |

Management Security  Access Traffic Control  Control  ACL
Part Authentic ation 802.1X Corfiguration

“Have ¥ Administrative Mode # Disable () Enable

= Advanced -~

VLAN Assignment Mode # Disable () Enable

» 802.1X Gonfiguration EAPOL Flood Mode # Disablo © Enable

= Port Authentication

Dypamic VLAN Creation Mode Disablz ~

*Fort Summary Monitor Mode Disabiz

= Client Summary Usais PR, =
Logn
Authentication List dot1xList

1. Administrative Mode2| Disable &= Enable 2tC|2 HHES ME{BL|CE,
7| 2242 Disable ) L|C}.

2. VLAN Assignment Mode2| Disable =& Enable 2tC|2 HES ME4BILICE
7|2 2t2 Disable® L|Ct.

3. EAPOL Flood Mode®2| Disable == Enable 2tC|2 H{ES MEistL|Ct,
7|22t Disable 2 L| Ct.

4. Dynamic VLAN Creation ModeE AH&3}0{ Disable & EnableE M EHgHL|C}

—

7| 272 Disable ) L|C}.
5. Monitor ModeE At&35}0{ Disable EE= EnableS MEHBHL|C,
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Security > Port Authentication > Advanced > Port Summary.

Port Summary
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e ForceUnauthorized
Backend State OIS 01 ArEf DfAlol SX| AEIQLICH 7H5 8 Zhe cheat
Z&Lcot
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Security > Port Authentication > Advanced > Client Summary.
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Security > Traffic Control > MAC Filter.
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8. Apply HEZ Z=IgL|Ct

YLO|EE 70| AQXE MSHLCL T4 ©Z AES FA 5

MAC ZE 29

> MAC ZE Q92 Hi{H:

Lo d o

Security > Traffic Control > MAC Filter > MAC Filter Summary.

MAC Filter Summary
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Security > Traffic Control > Port Security > Port Administration.

Settings

Port Security

Port Security Mode

Port Security Violations

VLAN ID

Last Violation MAC

Port

Port Security Mode2| Disable 5+ Enable 2tC| 2 H

1.

JE7t

F

e
o
—

et ghof
E Hot gt Ho| S22 2EOf CHof dFeL(Ct.

H

HA[E UL S B0 =

|2t

o 9

Table 217. £E &

T
0
ol
Kt [
Y =
< ol
= o
<| pd
<4 <
O|_ >
oM
= Hoo
ar muu
K el
o) =)
- <4
| K Ki-
¥
5| | g
=2 = S
| X =
o| & ol
od| oF
g MO
g0, | ~ K
W) oow| Ko =3
Q
e
=
[
9
©
o o
> z
u| 2 | « <
— |
CU R >

E HQl QlE{mjjojA /e

IH

M = 7tX| B O[ SAIO AHEELIL}.

ol
=

A

;L

ol

LTt Mgl =

b

SkS)e

EE

7} &t
LIt 5185

<1
KF

<0

F

oM o Of

F

Ct
=

=
—

Al
Al

& LICE Of

100

o

LICt. ozl e

Ol A
PON=]

A
T

b

joll

.

UAs L.

354



U-1-F9020HPA

Security > Traffic Control > Port Security > Interface Configuration.

Interface Configuration

| LAGS Al Go To Port | Go |

Max Allowed

[] Port  Security Mode Dynamically Max Allowed Statically. o\ tion Trap
Locked MAC
Leamned MAC
[[1 1011 Disable 4096 48 Disable
[ 1/0/2 Disable 4096 48 Disable
[[] 1/0/3 Disable 4096 48 Disable
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E L= LAG €9 check box2 MEHSHL|CE,

o SUBH MM HE312{ W 012 check boxS MEBHLICH
2E QIEHO| A0 SUSH HHS MBS} A2 WO check boxS MEHSIL|C}
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Fa0| 2|0 £2 HHELC

Violation Traps. 5] £ &|X| &= MAC
S e

M E X got= MZ2 2l EF

r
0

Security > Traffic Control > Port Security > Dynamic MAC Address.
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Port Security Settings

Convert Dynamic Address to Static

Number Of Dynamic MAC Addresses L

Dynamic MAC Address Table

earmed

0

Port List

101~

VLAN ID MAC Address

1. Port List2 AF25I0] E2|H QIE{ 10| A

2. Convert Dynamic Address to Static2
e Faz Heret L

SX MAC 4 22 M Aeo =2
FAy802 HagUC

£ Mgt
A8 St SHOZ B4 E MAC TAE HX

FIYIER] =X LEX=C 2 H™ MAC

=RV
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CIE BHO|= MEHSE L EO|A SHEEl MAC T29F 2+ VLANO| Lot QI&L| L},
QI O|AE MEHSIE{H Port List M7 S AFESIMUAIR

Table 218. & MAC F&

ze uy

Number of Dynamic MAC SY EEO|M SHOR Bt E MAC F29| LT
Addresses Learned

VLAN ID MAC F20f sigdts VLAN IDYLICE.

MAC Address SY ZEOM SEE MAC F2YLITH

I-II-I MAC _7|<_A :I.I.kl

X MAC FAE T4 :

Security > Traffic Control > Port Security > Static MAC Address.
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Port List

Interface 10/ ~

Static MAC Address Table

[T]| Static MAC Address  VLAN ID

~

1. InterfaceE AF2510] 22|% CIE{H 0| AE MEHSHL|CH
2. Static MAC Address. 78t MAC 20 Cist AR X} Q212 S| 8%tL|Ct
3. VLAN IDE AtE3IY F7+ 52 MAC 40| siiEst= VLAN IDE MEHSHL T
4. Add HES SaIgtL|Ct
HH MAC F27F 2| X|0of Z=7HE L|CH
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ZEJHSELEE LME Z |KMJEEgHiEELEﬂm§ﬁ%&N%M B3 E[X]|
g mEzZL- Egjm A S}

HSE ZEE J/d6l2{H:

Security > Traffic Control > Protected Ports.

Protected Ports Configuration
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AME VLAN fES /452 .

Security > Traffic Control > Private VLAN > Private VLAN Type Configuration.

Private VLAN Type Configuration

| VLANID Private VLAN Type

w

1 Unconfigured

1. Private VLAN Type2 AHE5t0] Private VLAN 932 MENSHLICE,
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3% 7| 22t2 Unconfigured &4 LI C}.
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A VLAN 9 M™ 1

A VLAN HZ S 7/d5l2{H:

Security > Traffic Control > Private VLAN > Private VLAN Association
Configuration.

Private VLAN Association

["] Primary VLAN Secondary VLAN(s) Isolated VLAN Community VLAN(s)

"

1. Primary VLANS AR8310] =0 Q12| 7|& VLAN IDE {MEfgFL|Ct,
Ol EX VLIANZ =0 Q1 st O AHEELICH
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AIE VLAN ZE R E 117

> AMMVLAN ZE ZEE F/dsl2{H:

Security > Traffic Control > Private VLAN > Private VLAN Port Mode
Configuration.

Private Vlan Port Mode Configuration

1 LAGS All Go To Interface m

(] Interface Port Vian Mode

1 1/0/1 General
B 1/0/2 General
B 1/0/3 General
] 1/0/4 General
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Security > Traffic Control > Private VLAN > Private VLAN Host Interface
Configuration.
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Private VLAN Host Interface Configuration

1 LAG All Go To Interface m

[Tl Interface Host Primary VLAN Host Secondary VLAN Operational VLAN(s)

o

] 1/01
] 1/0/2
B 1013
| 1/0/4
1/0/5

[~ T — B — T~
o O O O

1. Host Primary VLAN HEO|M SAE HZA Do s 7|2 VLAN IDE A& gL}
VLAN ID2| ¥ 2[= 2~4093 & L|C}.

2. Host Secondary VLANZ AE610] 2 AE A ZE0f CHs EX VLAN IDE A& gL CH.
VLAN ID2| H2|&= 2~4093 Y L|LCt..

3. 29AX|OfM 1P MEK 7|8 VLANS A H|512{H Delete HHES SEIRLICE

YOO EEl 740 22X 2 HEE L 714 HE A2 SA| HEE LI
ChE HOM = 2tH0| BAZ= 9 + Bl G20 tiof 2Lt
Table 221. A}d VLAN S 2 E QIE{H 0] & 77d
BE 4y
Interface 22|15 E& LAG IEH0|AS MEFLICY,
Operational VLAN(s) ZHE VLAN.

Z 10|l VLAN SAHE QIE{H 0[A T4
A2 VLAN 2AHE QIE{H 0| A & /d5t2{H:

Security > Traffic Control > Private VLAN > Private VLAN Promiscuous Interface
Configuration.
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Private VLAN Promiscuous Interface Configuration

Promiscuous Primary VLAN  Promiscuous Secondary VLAN(s) APBITI
(2t0'4093) Range(2-4093] Opsrabional ULAN)

Interdzaca

1/0/1 0
17072 0

= 1/0/4 0

11075 0

1. Promiscuous Primary VLAN= A&510{ FXHE ¢4 20| Ciet 7|2 VLAN IDE
gt

VLAN ID2| ¥ {|= 2~4093 ! L|C}.

2. Promiscuous Secondary VLAN IDE AtE3510] £XtE A4 ZEO| Cfot Ex
VLAN ID S 55 438},

i

Ol ZE= S VLAN ID, VLAN ID 8% & V2 F=E =MIHZE F 74X 9
L2 HEL + QAAI—IEr 7 VLAN ID(O]: 10)E X8 = UASLICH VLAN
He| 242 SIO0|E2E L2t X|-HE = ASLICHO: 10-13). F 7HX| g2
HEE T 7KI’SQ = AELLCHL O E W L=t 25 Lo

12,15,40-43,1000-1005, 2000. VLAN ID2| ¥ 2| = 2-4093 & L|C}.
Note: 0| E0| M3E VLANID 552 AZ0| = 2X VLAN
£ 2 ofxier L ct
3. Click the Delete button to delete the IP subnet-based VLAN from the switch.
4. Apply HES SEIgLICH
AHO|EEl 40| AQX|2 MEELICHL 74 HE At 2 FA| HEE LT

Cta #O|M= otH0| EAIEl= 79T + Qle L0 s 2Lt

Table 222. A2 VLAN S X} QlE{mjo|A 7

zce ek
Interface E2|X E& LAG QEI 0| A ME
Operational VLAN(s) ZtE VLAN.
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HRLI|AE Z32 HE ZEZ Sof HER/IE Sl sAI0 HESE= at=g 2

122 HAIX] SELZ Qo) HEXT 2|27t

r>|

HEREIHAE HAIX|2 Qlof et .

DHESEE[ALE L EQIR AlZE =047 2de 4= gL T

AQKE HEY 50|12t BREHAS/HEHAE/Y 4 ok RLIHAE I S=8
S3otn S0t HOlE 22 AISHH WAL AMBTLICH A5 Hols 3 S 2
ME HES YOIoto] QIR0 AR FHBELCE

IL ZZ 2|
Mg ZF Mo 24 9

HY 25 Ho| 4 PR

Security > Traffic Control > Storm Control > Storm Control Global
Configuration.

Port Settings

Broadcast Storm Control All Disable @ Enable
Multicast Storm Control All @ Disable @ Enable
Unknown Unicast Storm Control All @ Disable @ Enable

CtS M 7HX] HEES Z QYo IZl2 S EY HACE RE ZEOM £
Moot & g d3st AL B2 dotshe | 2 22 NSTLICH 2 ZEO| T A0l
AE MO MEj= ZE 74 3lHO 2 0| 5510 &olgt = Q&L Lt

1. Broadcast Strom Control All2| Disable EE+= Enable 2}C|2 HHES MENSHL|CT,

o

DE BEOAN HECIHAE AE 27 BCE PHSSIAL HZASELIC,
32 XYotn LY REO| HREHAE ETO| RYE YAZUS Xl

KlE 2BREIHAE ERHTS XEH 7)) LICH SF 7|23t Enable LITH

[> it
40 ox nr

2. Multicast Storm Control All2| Disable EE= Enable 2}C| 2 HES MESHL|C},

Ol ZE ZEOM ZEPFIAE 2F 57 ZES ooty HZdstatLct
2dstE A[Fotn o|HUl ZEO| HEHAE EfHO| g YAwsS ZifotE
29X HEPHAE EE S MEHH 7] LT S 7242 Disable® LIC}.

3. Unknown Unicast Storm Control All2| Disable B+ Enable 2tC| 2 HHE S MEHSHL|C}

Ol ZE ZENM RLIHAE A5 S+ ZES 2S5t L Hl 2ot L ot 2dstE
X gota O ZEO| RLI7HAE EfH0| 1 & PA WS TolE 29X RLIHLE
Efms KAEH 7))L S 72242 Disable® LICt.
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1l

S Hlof 2lEH o] A 48

£ Hof AE{ 0|2 /g5t H:

Security > Traffic Control > Storm Control > Storm Control Interface
Configuration.

[ co |

ChE B0 M= 230 BEAIR = £ 89Y += Qe L0 Chsl YL T

Table 223. £ H|0f 2E{H O]~ 4

Zc g

Broadcast Storm Recovery Mode | c2rte ola e of M STt 2012 MEISIO] 0] S M-S A Bls AL}
HgdetetLCh E2EHAE A5 S50 Ois 2E=tE Xgst
X|YE O|EYl ZEO| B2 EFAE EST 0| THE YA S
ESHH AQK|= E2EINAE Efd S XEHM 7)Y LICH S&
7|22 2oLt

Broadcast Storm Recoverylevel |HZCI|AE ZZ 21 4Ax0 2|9 £ 0| BHHES0|L} XE 13l

Type N -
T2 XUt

Broadcast Storm Recovery Level | 22 xjo{7t gHistele A|ZtS AFELIC 35 7/23L pps
fol A9 ZE S0 5%t

Broadcast Storm Control Action HECIAE AE 211 7|50 AME QA ZO| QutrH ZEE
ZRste 7Y 7|58 M3E UL} ShutDown E&= Ratelimit 2E
SMZ MEigLCt 7|22t RateLimit & L|Cf.

Multicast Storm Recovery Mode EZ20|A S| 2t01S MEISIH O] SMES =M B5I5FALL
Hig-dotetLCh HEPPHAE A5 570 Cish 2d3tE X85t
A8 ol ZEo| ZEFHAE EfHO| Y& YA LS
ZSHH 29X = ZEPPHAE EcfHS AChHZ7) L S
7|22 HiggeLct

!\r/lulticast Storm Recovery Level HE|JJ|AE EZ 21 43S 23 £ 0| HHESO|L} XS O|Zl =2

e
s xgeLict

Multicast Storm Recovery Level ZIZ H o7} SMBIE|= QAHZHS XML CH ZA 7|=ZIe pps

fol A9 ZE S0 5%t
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Unicast Storm Recovery Mode | o] SMg 243tot 7Lt HIZMSHELICH RLIHAE AS B30|
Choh 2422 Xt XIYE OlHY EEQ| RLIHAE E3To|
THE YIS AN A9/l QUIHAE BT
KHEHE 7)ILICH B 7|22te sz astelL o

> DHCP 2%4 MY MHES F/dd5i2{H:

Security > Control > DHCP Snooping > Global Configuration.

DHCP Snooping Global Configuration

DHCP Snooping Mode @ Disable @ Enable

MAC Address Validation Disable @ Enable

VLAN Configuration

("1 VLAN ID DHCP Snooping Mode

v

1. DHCP Snooping Mode 2| Disable == Enable 2tC| 2 HHES MEHSHL|C}.
3% 7| 242 Disable L Ct.

2. MAC Address Validation2| Disable EE= Enable 2tC| 2 HHES MEHSHL|C}
O|= DHCP AT 2 Q[ot AKXt MAC =4 AT S 2435151 AL} |2 g 3tetL| Ct,
7| 242 Enable ) L|C}.

3. VLAN IDE At&310| DHCP AF+H B EE 2Hdatet VLANS &L Lt

4. DHCP Snooping Mode& AF&3H0] 2= &l VLANO|| Ciet DHCP &2+4 7|53
EnableSt 7Lt Disable2tL|Ct.

OH

& 71222 Disable L|C}.
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5. Apply HES S=gL|Ct

/o

YO EE 90| 29X 2 HEELICE o]2{g HE Arg2 4 ME
of RS ALt A FXIE|X| 5 LT

DHCP 24%+4 QIE{Ljo|A /4

DHCP 2% QI E{H|O|AE F/d52{H:

Security > Control > DHCP Snooping > Interface Configuration.

DHCP Snooping Interface Configuration

1 LAG All Go To Interface | Go |

"1 Interface | Trust Made  Invalid Packets  Rate Limitinns) = Burst Intervalisacs)

None N/A
Mone N/A
None N/A

Mone NIA

MNone N/A

1. Interface check box& A5 QIE{H|O|A S MEASHL|C,

2. Trust Mode7| &43t=l 22 DHCP A5X O ZE2|AHo|M2 8T ZE
%I\'— 740;7 = P ||:|-

i

Az

et
N

oK

X 71242 Disable )L Ct.

3. Invalid PacketsO| &d3}El B DHCP 2-+& OfE2[#|0| 42 0] QIE{mH o[£ 0]
EXE IS 7SS

S 7| 2452 Disable ! L|C}.
4. Rate Limit(pps)= AF23510 DHCP A%+ E SHO| Ciet H|& Aot 442 X|d gL Lt

DHCP TjZl2] =4l £=T} A& HAE ZHH(X) &

| o =
Z = ELICL O] ¢tO] N/AO|H HAE 7tAE2 o|0|7t Qe B 2 H|gdstE LIt 7|23t
S S RLICEH NAE Q|0|St= 1 gt 2 B &= YSLICH = ool #Hel=
0~300 %! L|C}.

5. Burst Interval(secs)= AFESHO] O] A EO[A0] £& H|ot 55 Z ?let HAE 244 gis
NESEE I

& Mo N/AQl 32 HAE ZhA42 o|0|7t Gl NARLICL 7| =32 oig
NS YLICH NAE 2|0|5t= 12 28 = UGS HAE 2hH0|
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1~15Q L|C}.

2

Security > Control > DHCP Snooping > Binding Configuration.

Static Binding Configuration

[C] Interface | MAC Address VLAN ID P Address

W w

Dynamic Binding Configuration

Interface  MAC Address VLANID IP Address Lease Time

Interface check boxS A& 5} M L

b. MAC AddressE AtE35t0] F=7+gt HEQIE 2h=90| MAC A E K| ™ gL LY,
O|= HFQIE HIO|EHjo|A 9| 7| LTt

c. VLAN IDE AFESHH HIQIE & 20 A VLANS MEiSHL|CT
VLAN ID2| ¥ %= 1~4093 Y L|C}.

d. IP Address& A23510] HIQIY FAl0f| RF%HIP FTAE X|HELCL

e. Add HES S=/grL|Ct

DHCP £+ HHQIE 50| HIO|EH|0| 2 0f F=7HE Lt

_..
in|
o
m
£
o
>
=2
x
>
m
OF
o
it
oot
Ao
mjo
J>'
>
“of
o
re
o
@
@
D
T
rjm
mjo
mlu
L]
ot
-
n

b. MAG AddressS AL&310] BEQIE! BJO|E{#]0] 29| BQIZI0f Th3H MAC
FAE EAIGLC

c. VLANIDE ALE3H0] BiQl'E HIO|EH| 0|22 HIRIE =0 Lot VLANS

HEA|THLICE VLAN IDO| H9|= 1~4093 ) L|C}.

d. IP Address. HtQI'E ClIO|E{H| 0| 22| QIS & =0f LSt IP =28 HA[R LG
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e. Lease Time. 85 &=0| 2 L A|ZHL|LCE,

CH
f. 2= DHCP &2+3 HIQIE 53 AHSt B Clear HES S = 0HA 8.

J

ALY YT M TSR E:

Security > Control > DHCP Snooping > Persistent Configuration.

—mm——i

Management Segurity Access  Port Authenbication  Traffic Cantrol

-DHC oping ~  Store
tion

® Local O Remote

1. StoreOf CH3H Local === Remote ZIC| 2 HE S MEHSHL|CY

EZHZ MEHSHH Remote E E Remote File Name 3 Remote IP Address”| Disable& L|C}.

oE
fin|
k=)
m
=3
o
>
N
Rl
bal
[0
AN
%
-
B>
mjn

a. Remote IP Addres 2 E0j
AUHSIMA| L,

b. Remote File Name 2 =0j| GIO|HH|O|AS MY A4 Mt 0|§5 YEHLICH

3. Write Delay EE0f HO[EH|0|AE 22 E= |A0| 27| @[ Z[CH 27|
ol
=]

A ZH(secs)S Y EiBtL|Ct.

Q= 15~864002! L|C}.

DHCP 24%+4 S4 H7|

DHCP 254 S7|& E2{H:
Security > Control > DHCP Snooping > Statistics.
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—m—m——-

Management Secunty.  Access  Port Authentication  Traffic Control

DHCP Snooping Stalistics

* DHCP Snooping

~ {92

3 LAG All

Interface  MAC Verify Fallures Client lfc Mismatch DHCP Server Msgs
1101 0 0 :

1/0/2 0 0

Y3 0 0 0

1/0/4

oo

2= AHHO|A SAE KT Clear HES ST LICL
22[X0f tieh 2| A YEZ otHE M2 DX|HEH M2 0H HES SEM 8.
CtZ #0= DHCP &2+8 S 7t 2 0] AL .

Table 224. DHCP 253 &4

= k]
Interface SIS BAIE AT £ gl A%HO| Z4stE QIEHO|AYL T
MAC Verify Failures YUX|SHE DHCP 248 HelEl &20| gt7| 20 DHCP 2% Eof

ol AP E o2l =Y LT

Client Ifc Mismatch 24 MAC T4 U S210|9E HW F& E01S 7|Ho 2 AN L=
DHCP HA|X] ==& L|Ct,

DHCP Server Msgs Al

Mot

b4 Qe ZEOM ARIE AH HAIX] 2= L[CH

iml
%
%)
(®)
rir
P>
[>
(@)
i
N
r
o}
Hu

2 AHE O] A0 M IP 22 ZFE(IPSG)E T8 & UAS L
IPI{ZlS EHEst= B 7S YLICE O] 7|52 IP

AL Yol SEL 2R HER/IE L

al
k>
|>

fot
el
rr
jin]
|.|-|
Mo mjo
. O
(L)
-
k>
| >
T O
rir

AN P FAO| AL AA P FAQ AA MAC T4 4L
Cf| O Ef H| O] &= T O] E{ ] O] 29 1PSG =1 &7 ¢
245E0| H[28ot L] 0] QUL DHCP A% E0| 2g otk 2t
ZEO|M IPSGE 2-dotst® 22| X7t gt IPSG @%Oﬂ et s e ZEOM A E
DEIP EEH*E. | AH|ELIC 8 IPSGE ZE MAC HE0|2tE ot ZE Hott 85
Z8oto] 4 E 2o &4 MAC FAE HERLICHL ZE HOt2 Ei|0|01 2 JEE
Cf| O] & H1IOI¢(MAC T2 HO|2)0M &5t

ey

=
=
o

°Q
0
Pal
=
|
m
mu
>
T
_(')_I-

T
|>
=
>
O
=+
>
HJ
=
2
ot
I
_I'_l_
o
r>|
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SHSER B2 2L MAC FAE T YO0| SAUE|H ZE HOH2 IPSG 7|sE HeEloko]
H

IP A2 7L QIE{H0|A MW E FAISHRH:

Security > Control > IP Source Guard > Interface Configuration.

IP Source Guard Interface Configuration

1 LAGS All Go To Interface m

| 'Interface IPSG Mode IPSG Port Security

w W

1/0/1 Disable Disable
1/0/2 Disable Disable
1/0/3 Disable

1/0/4 Disable
1/0/5 Disable Disable

1. Interface check box2& AH235H0] QI 0| A S ME4SEL|CE

2. IPSG Mode 2Z0fA Disable &= EnableS MEHSHL|CT.

QIHIO| A0 IPSGe 2] REE HAFYLILE IPSG EEVH EdetEH O]

QIE O[] EW AR IP 27t DHCP A+3E HQIE GH|O[EH O] 20

ASELLE IPsG7t gd=tel 49 2W ME IP "_’.\Jf DHCP 2+d Hi2IE

ES
HIO|E{Ho| A0 o™ mjZl0] MY L[X] RSLCH SF 7| 272 Disable® LTt
3. IPSG Port Security= 20| A H|&Hd3t E= 2d2tE MESEL|CE
MENSE OIE{ T O| A0 A IPSG ZE HOtO| B2| ZEZ 2
0| 7| 50| 2zt 2 AtZF MAC FA7F M G|O| E{H| 0| A (FDB) H|O| 20| Lt

ct
=

DHCP A4 HQlE Lo EH|o[ A0 §l2™ D20 MHE|X| ZEELICH MAC F=AE

82 HE S A|A5ta{ ™ 7| He g2 OS2 25 Lo

o MAXo=z ZE HOHZ =Hd3tetL|Ct

o QIHHO|A +=FO|M ZE EOtZ g 3letL|Ct

IPSG7} H|ZHd fE.J B2 IPSG ZE EOQtZ2 =datgt = QIS LICH S8 7| 242
Disable® L|C}. EESH IPv6SG7t &/ 3tEl SCH0|= IPv6SG ZE EHOtZ2 & 5=

YHOIEE 0| AKX 2 HESELICL 714 HE At 2 FA| §EELCH

Lo dJ [
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IP AA JIE H|-|_Ilg Mx :I.LM

Security > Control > IP Source Guard > Binding Configuration.

Static Binding Configuration

| Inteface  MAC Address VLANID | IP Address Filter Type

v w

Dumamie Binding Confiouration
wynamul SinGing Lonnguiaaon

Interface  MAC Address. VLAN ID | IP Address  Filter Type

1. Interface check box2 AH250{ QIHH|O|AE MEHTHL|CE
MAC Address ZE0f| HRIH 2 25t MAC FTAE - etL|Ct
VLAN ID S-S0 HIQI'Y #2/0f CHoH VLANS M BTt

IP Address =0 Af BFQI'E #5{0f Cigt &t IP F2S X[FE L CH

o » W BN

Add HHEZ S&lgtL|Ct
IPSG 8 HIQIE 2= 0| O|O| E{Hf| 0| A 0f| =7tE L Lt

6. CllOIEH|O| A0 A HEISH §X =S 4X|5t24 B Delete HE= ST LICL

= Y Hold 255 X224 Clear HES HA R
CHE EOME BAIEE 78 = Sl 1P &2 JHE S8 HoIE 7149 F =20 oo
2ELC
Table 225. IP = 35 Helg 148
e 4y
Interface IPSG 0| E{H0]20f 8}RI DS Z 7t QIEH 0| A @lLCh,
MAC Address Hpolg! sk=20o| MAC =4 QIL|C},
VLAN ID Hholgl gH= 0| VLANY LI
IP Address HEQIE B2 0fl L3t Q&3 IP FAS EAIFLICL
Filter Type OIE|T 0| A0 AFRE|= HE| QHQIL|CH StLi= AA |p =4 TE
70|10, OHE SfLtE &2 1P T4 BIMAC 4 EEH Y ALCH

5™ ARP Inspection T+
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> & ARP Inspection (DANE 1’352 H:

Security > Control > Dynamic ARP Inspection > DAl Configuration.

Dynamic ARP Inspection Global Configuration

Validate Source MAC @ Disable @ Enable
Validate Destination MAC @ Disable @) Enable
Validate IP @ Disable @ Enable

£
-~
<
=
Of
HT
T
Rl
L
<
>
@]
X
A
o
ru.“l
0x
ot
n
-
D_
N
rhr
n:U
r|o
v
%]
Q
(=X
m
£
_',_'_

Ol AQX|0f Cist DAI CHA MAC ZS R EE X|HgtL|C} 24
EF of 21 0f| CHSH CH MAC 23 0| 23t E LICH S 7| 24f2 Disable ! L|CH.

o
o

Ol= £2{X[0f| tiet DAIIP HE ZEE X'gefLIL}. Ed=tE =St ARP I Z10f CHot
(o]

_._

= =
IPF4 R84 AAL 243 E LI 3 7|2 22 Disable® LI Ct.

DAl VLAN Tt/

DAI VLANZ T/d5l2{H:

Security > Control > Dynamic ARP Inspection > DAI VLAN Configuration.

VLAN Configuration

VAN [ imin Mode | Invalid Packets| 'ARP AGL Name Static
1D Flag
7] ] =]
Disable Enable Disable

VLAN ID check box& AFE2310] DAl X|- ¥ VLANS MEHSHL|C},

Admin Mode SZ0f| A Enable = DisableS MEfSHL|C},

-

FEFRLICH g dstz

O|= O VLANOIIM 57X ARP HAL7} 23t o] A=X| 02
% X ARP Z AR}

=
— =
2T S8 ARP AAL 2dstE LCH Hl g gtz 285 H

oln
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H|ZHAISIEIL|CH 7| 272 Disable® L|C}

= — HATC

3. Invalid Packets2 AtE3}10] O] VLANOIA X ARP AAL 24 0| 43tz A
LIEFEL|CH,

SRS

rir

SR QMG SRR %2 ARP I 2T} 7S EUCH HEHE 8y

= O
B9 S8 ARP GAt 20| H| g3t LT 7|2 442 Enable &I L[Ct.

— HATT

4. ARP ACL Name2 AI238l0] ARP X MA S 20| 0|22 X|HEtL|Ct,

I

=
=

40| ZehEl O] ARP ACLE ARP IiZl HES ¢St ZEHEZE AE3EE VLANS
T8 = JUASHCL O[Fo= Ao 31Ate] YAt 2t = AGLILHL NAS
X|H5HH ARP ACL O| 50| AfH|E LTt

5. ARP ACL T+[0| 2X|SHX| = A% Static FlagE AF83510] DHCP A4
G|O|E{H|O] A S AFRSLO] ARP THZIS ABHOF SH=X| O 2E ZAMSHL|C.

YHOIEE #90| 29X 2 HEELICH 79 HE Arg2 FA| HEELICH

Lo d o

DAI QIE{i|o]| A /d

DAI 2IE{Ij|0| A E T/d5l2{H:

Security > Control > Dynamic ARP Inspection > DAI Interface Configuration.

DAl Interface Configuration

1 LAGS All Go To Interface | Go |

| Interface  Trust Mode  Rate Limit(pps) Burst Interval(secs)

i el b el
o O O o O
wr o
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1. Interface check box2 AHESt =2|& QI O|AE MEASHLICE

2. Trust ModeE AHE3t0] S5 ARP AN SO 2 QIHIO|AF Mg = QUK
7 LIEHLICE

Yot AP W S QHEo|A = ARl = JUSL|CH O] PIHIO|AR E0{RE
ARP IfZl2 =t0l Qio] METEIL|CH HZ2 Y32 A= 42 CIHEO|AE ME[Y 5=
S LICH O] QAIEIO|AZ S0{2 & ARP I|ZI2 ARP ZALE BHSL|CH & 7| 242
Disable® L|C}.

3. Rate Limit(pps)= AHE5t0] & ARP ZAL &0 CHot £ Xt gt2 XL Tt

ARP M7l =4 £ =T AE HAE ZHA(X) S0 0] 4 Z=1tSHH ARP I 210
AK€l LT O] 2XO[ N/AO| & H|oto| i&LICE A%tF

U2 NAS oJO|ots 12 282 =+ AS L 89l= 0~300YLICE 8§ 7|=e2

—

15pps(Z=S {7l =) L C}.

4. Burst Interval(secs)2 AHESH0] 0| QIEIHO|AL| £ Kot 5 Z ot HAE 7t 72
XIEeLICE S = HM3H0| NoneO| M HHAE 7vA2 o|0|7} gl o0 NAER HA|ELICH 3%

7| =US 1= YL

T HATC

DAl ACL ++/d

> DAIACLS #/dslz{H:

Security > Control > Dynamic ARP Inspection > DAI ACL Configuration.

DAI ACL Configuration

Name

1. Name2 AF23}0] DAIE ARP ACLS AAstL|C},
2. Add HES Z&lgtL|Ct
DAI ACLO| AQ|{X| 7240f F7+ElL|CH,
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3. 21K oM R B El DAI ACLE M| 7SHE{ B Delete HES S 2L

DAI ACL %! 1+

> DAIACL T#%|2 7/dsl2{H:

Security > Control > Dynamic ARP Inspection > DAI ACL Rule Configuration.

Rules

ACL Name arpACL v

DAl Rule Table

| Source IP Address Source MAC Address

1. ACL Name Z =0{A| DAI ARP ACLS MEHStL|C},

-

uc Ck:

Source IP Address O|= DAI ARP ACLOj| Cgh IR} 1P 4 2| ghS LHERLICE

Source MAC Address

DAI ARP ACLO| CHst & A X MAC £ LX| ZH2 LIEFHLICE

DAl 4| H7|

> DAISHE E2{H:

Security > Control > Dynamic ARP Inspection > DAI Statistics.
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DAl Statistics
Bad Bad :
o \
VLAN gS}CE g?ﬁis g‘;;l‘s ggrl;mts Source Dest i;:ahd Forwarded Dropped
P P MAC MAC

1 0 0 0 0 0 0 0 0 0
DAl SH E K| 22{H Clear HES SE5tM 2
A L{X[of Ciot 2|4 HEZ otHE ME IX|[HH M2 08 HES 2E5tMa

A

ChE EOM = =30 BAIZ=

Table 228. DAl S 7|

4c L
VLAN EH 7t BA|E 243HE VLAN IDYL|CH
DHCP Drops

UX|St= DHCP A5E HIQIE &t=0| gi7| 20 DAIZ} A K|S ARP
|

DHCP Permits

LX|SH= DHCP A+E HIQIE oH50| A E[0 DAIZF M E$H ARP
|

DAIO| A &{ &t ARP T 2 ==L},

ACL Drops 0| VLANO| CH3{l LX|3t= ARP ACL T#%/0| 213 O] VLANO| &
Zeja7t Y50 A7 W20 DAIIA AXSHARP THZ! 5= L|C}
ACL Permits O] VLANO|| Csll LX|SH= ARP ACL 7|0 LA RA7| W20

Type

Bad Source MAC ARP TjZlo] 2iH AFZE MAC F27t O|EHUl 8T Q] &4 MAC F42t
UX|SHX| 2ot DAIZL AtK|BH ARP T2 =QIL|C},

Bad Dest MAC ARP SE&f IZlo| CHAF MAC =271 0| Ll 35 Q| CHAF MAC A2t
LX|SHK| £OF DAIZ} AFK|oH ARP T2l =R L|CF

Invalid IP ARP THZIO] £l AFEH [P =4 == ARP SE IiZI9| T4 1P A7t
2|0 DAIOA AtKISH ARP TIHZ! = QL|CH &2 E FAH =
0.0.0.0, 255.255.255.255, IP HE|FH|AE F=& A E
F4(240.0.0.0/4), 2= F=2(127.0.0.0/8)7F ZEHEIL|Ct

Forwarded DAIZt HESH =5 ARP I %l 4=l L|C}

Dropped DAIZ} AP X9 222l ARP T 2] =R L|Ct

Unicast Storm Recovery Level SLIAE ZEZE B £F2 2|3 £o| Wi or e XEHIIZ] =2
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Unicast Storm Recovery Level

AHA HO| S5 7Y

ACL(HM A X Ol =5)2 S2E ALEAIRE £ 2l 20f Mg

-1 O
SAIO HESRA 2|20 2ot = £ Al=S AT AC

>

0
H
I
HT
0
_0'_|-
rir

,_
rMo %
|m
)
JE
ok
o
é
=]
i

HMEota, 2t E YHOIE WES Moot ME = XEHE EY RS 2F5t1,
FAELE HEIO 22ts MEots O AHEE LICH ProSafe Of L X| = A 2] X[ 2]

flgtL|ct
HX IPv4 7|t IPv6 7|Et EE= MAC 7|8t ACL IDE MdgtL|Ct O3 Ot &S MAMdst
O|E 1/%HACL IDO| 2HELICL L2l ZEEF, &4 o IP X MAC FA2F 7|E}
ozl AX| 7|25 AlEe 5 s &S HogLCL OIX|Ho 2 |ID HS E A28 ACL

7|2 MAC ACL 4

MAC ACL2 TiZl1dt =XtHo =2
SESIH X e & A (S E/H1F)0] =
|

M| x|
ACL T#%/2 MAC ACL & 714 2tHEZ ALE5H0] X784 &l LI,
MAC ACL=2 2|st1l 0| A X|0 ML= = o2 THAZF =ahE L C}

1. ACL NameS AdgtL|Ct,

2
3. O|E¥Z ACLS ZEO| ZHTrL|C}.
4

FHOM MAC ACL BHRIE 27| EE= 4K S AHE SO

rx
X 1m
>
o]
Hu
<
>
O
[u
o
o
m
o
][
FOt

> MAC ACLZ T/d3t2{H:
Security > ACL > Basic > MAC ACL.
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MAC ACL

Current Number of ACL 0

Maximum ACL 100

MAC ACL Table

]| Name Rules Direction

MAC ACL 3tHO|l= X AQX|0| £ MHE ACL =9 7T = U= X[ ACL =7t
EIL|CtH SXf =Xt= F A= IPv4 2 IPve ACL £=0f 4 =l MACACL =5 3t Z{1

1. Name EEO0| MAC ACL2| 0| & & |8 LICL.

]

A0 = Latsl, =X 51012, BE e S 24T e E & ASLILE 0|E2
F

TdE Z ACLO|= ChE =7 #A|EL L

* Rules. MAC ACLO]| L3l ¥R 7 & & LTt

« Direction. MAC ACL2| ¥2F2 Bt= 13l Ecfd 2K QIHIRE = S A = AF)

2. Add HES Z8&/gtL |t

MAC ACLO| A% X| L d0f| =7t& L Tt
3. MAC ACLS| O|EZ HZA5t2{™ Name ZE0|A O|F2 YLIO|ESt LS Apply HES 2
4. MEHSEMAC ACLS AX|SH2 ™ Delete HEZ E2ITL

Ct.

MAC ACL #+%& #7d

MAC 7|8t ACLO TS A2 R ol2t 4 LTt o |
ETS YHHOR MY OfL|H MHBX|S X Fots FH 0| mEE|of YTt
712 BE A% FA2 BE S20| 0px|Y FH YL}
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Security > ACL> Basic > MAC Rules.

Asgion Mo Redirect fatah . Ciestination MAG c
i u R G eatination MAC i - FtharType Kay
Quede i Intoface  Intarlace | Every P Eesiitationiihz Mask Ghilihie,

1=
nE
o
-
_I'_|_

IDE O|&3t0f 1~1023 H e[| F= =

ActionZ AFESHY T{ZI0| F&] 7|Z1 YX|5t= BF =AY 2 S X[F Lt
ME A2 Permit E£-= Deny & LI C}.

Assign Queue IDZ AHE3SH0] O] ACL &1t Y X|St= EE THZ S ME2|5H= O

AEEl= StEYOf &4 7|8 M EXHE R g Lt

72072 ID Hel= 0~7RLIC

Mirror Interface= S X|0f 23l S¢H 2 ML= A 20| = LX|5H:= E2fH
AEE0| A= £ 4 AHT0|AE XIF Y H Lt

ACL 750 Chof 2|CI2M QIEm|o|AT} ojo] RYE Z 0| RES BYE 4
S LICE O BEL o8 XY0| T} EAIGLIC

o —1d

Redirect InterfaceS ArE3}0] LX|ot= E2f & AEEI0| ZH =2 HEE= £ &1
C

SIEIO|&S X8t YX|Of A @EH 2

=
ACL mH&{0f CH3ll oj2 2 E O]t ojo] s+ gEl B¢ O EES 278 & YlSLICh

CoSE AE5IY] Ol a0t H| we 802.1p AHEAL 241 =9 & gLt

Destination MACE AFESH0] O|G 4l oy u}f H|wgt L MAC FAE X[’JgtL Y
SBESEHAL xxaxxaxxaxxaxxxx 2 L CF.
BPDU 7|} E+= A MAC 24 01:80:C2:xx:xx:xx= AFRSI0Y X|HE 4= JUSL|C}.
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1.

12.

13.

14.

15.

U-1-F9020HPA

Destination MAC MaskS AH23H0] O|G{ 4l gy ot H|wet CHA MACS| HIEE X35t

CH&f MAC 4 OtA3 5 X|Z LT

BB HALL yexxaxxexxxxxx U LICH BPDU 7|9/ E= A MAC OFA3R
0:00:00:ff:fR.ffE AHESH0] X|He 4= USL T

0

o

EtherType KeyE AHES0] O|G 4l 2t H| S EtherType 4 XI'G & LIL.
et a2 thaat g5 L

* Appletalk

* ARP

 |IBM SNA

 IPv4

* IPv6

 |IPX

e MPLS multicast
¢ MPLS unicast

* NetBIOS
*  Novell
e  PPPoE

¢ Reverse ARP
¢ User Value

EtherType User Value2 AHESH0] O Ull gy 1} H| W SH7| QI8 AFEXF 242
EtherType 7| 2 MEHSH [T ALES ALE X} HO| AL XL H 2| EtherType /2 K- THLILCE.

Fas 4f W= 0x0600~0xFFFF & L|Ct.
Source MAC2 AHESHO] O Ul =2f| Yt Hj gt AA MAC FAE K| -GeL|Ct,
LB HA L2 yexxxxaxoexxixx & LI CF.

Source MAC MaskE& AFE3H0] O]yl | ot H| W A A MACS| HIEE X|HsH=
AA MAC T2 OIATE X| ™| L,

0
ot
_(')_I-
ogt

A2 xxaxxaxxexx:xx:xx 2 L CF

VLANS AtE5H0] O|G Ul =2 up Hl e VLAN IDE X gLt

FE A Y= 1~4095Q LICt VLAN #?| = VLANS 748 = JUS LT
Logging= AHE5H0] 222 Enabledt7L} Disablegt L C}.

2otz 4785t O] ACL #210f Ciet 2Z 0] g taE L EHE X[ 2] 2|2 7HEd o
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i=]
=

ZF
HA

4El 58 B4

.
o

=

L|Ct.

Y
=

k

.
(<]
=

INES!

=

=

o| === HIoIH

=~

x|
oF IHHO|A0f MEE L L.

Ol HAE 37|

PN|
S

MM ELICH AX A A0 CHol
FO MAC ACL 7

-
o

24 0|
=3
o

of
Af

E
IX] 7% AER7} BAIEILICH O] ZE 7} blof

=

o

=
Fd MAC ACL T

=

3
-
o

2
o

b

—

=
[S)

Ixj 7
At
StA{ O
=

—
=

=

o
O

--F9020HPA
2Ix] g

.|

A
o

50| &

b 242 1~4294967295(Kbps) 2 LI Tt

L|Ct.

s

o
=

HO|EE 80| 29X =2 W&ELILE 7+

F23 242 1~128KB(KB) 2 LI Ct.
18. Time RangeS AH23t0] MAC ACL w41t

LA 0[] AFEE L Tt

A8
ACL 7t

A
=]

16. Rate Limit Conform Data Rate

17. Rate Limit Burst Size
ACLO| QIE{ I O] A0f Ht QI E

LTt

joll

ct
o

joll
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M una
2 0 0 6
ISR SRR TN RERE N

s
asaasasasasasssasasasaaeaaeaaaan
TEsEET TSR s TR E NP E s TR EREw

1. ACL ID SE0| A MAC ACLS MEiStL|LCY,
o=

StLIE MEi5I0] QIR T O] A0 HEQIEE = ASLICE

ACLO|| et T 2l ZE & Direction= QIHFR2EQIL|CE O|= MAC ACL #&|0| ZEO| E0{+=
Egfjoo H&=ICh= 0| YL},

2. O] QIE{m|O|A U gigko O|O| ZEHE CHE MM A ZE 0 2EHBH0] 0| WA FE 9
=ME LIEtL2{® MERS Sequence NumberE | g LICH.
XL R EFE U7t =Che AS LIEFYL|CE Of QIEH[O]A 3 2ISkof| CH3Y
AL HDIHO|0| ALE FQ B2 A FE N ZZE2 5T AL HSE AFESHY
ST GAE AMA SES NS LICH A HA HDE X|FSHK| F2H AT O
QIE{H O] A 2 k0l A= 7HE E2 A|FA WD HOH 2 A3 WSt
A ELICH 2% B9l 1~4294967295 L| C}.

3. Port Selection Table2 ACL HIQI G0 AF2E 4= Q=
MagtUoh 2= H2tRE 2|5 25 O0|A VLAN
QIE{L{|O| AT LIHEILICE,

o MEHSIACLE ZE = LAGO| 71812 H ZE L= L AG #H3 HEE ofgfjof =
MALE S ESH0] AXtof| XTIt LIEHLHE & SHY AR,

o HE L |LAGO|A] MEHSE ACLE K| HSI2AT ZE = LAG HS HEE of2Hoj
|

= SAE SEHY U8 &5 X|SLICH A 2te] X= ACLO| QI 1| 0] 20

4. Apply HHES 28010 2 S 70 Tie HE Algs M LT,
ChS ®Ol= QET 0L BioIE SEO AR = §E27F 2B &0 ASLICE

Table 232. QE{H|0] 2 H} QI HEY
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4ac a3
Interface P E ACLS| QIE{H O] A LT}
Direction ACLO|| CHOH B4 El o2l HEH Y WergS BAISLC
ACL Type MEfoH QIE{ | O & Sl Hetof 2EE ACL R YLILE
ACLID MERSH QIE{H| O] & S &eko| 2 E ACLS AlE3l= ACL BiZ(P
ACLS| ) EE& ACL O] E(MAC ACLS| E)&iLICt.
Sequence Number MEHSE Ol E{TH 0| A Gl ISk &EHEl CI2 ACLES 7|=2 2 X|™E
ACLEl &ME LEILf = AR HS AL CH
C = [
MAC HIQIT! E|O] 20{|A| MAC ACL HIQIT H 7| EE= ALK
MAC H2I'E H|O[ 20| M MAC ACL HIQIZ & E AL AMH|e 4= &L Tt
To view or delete MAC ACL bindings:
Security > ACL > Basic > MAC Binding Table.
MAC Binding Table
oy ACL Sequence
Interface | Direction ACL Type D NiEa:
1/0/1 In Bound MAC ACL ACL_Wizard_ MAC 0 1
MAC ACL-QIE{T| O] & HI QIS S APK| St B QIE| T O] A HOfl Q= =2l EhS MEHSHL Delete HHES
EE =
Chs EOM = MAC HH2IE BIO| S0 EA|Rl= JE0f Chsf 2 FehL(c).
Table 233. MAC HIQIE E|O| &
1= a9
Interface stohe| AcLO| OB 0] A QIL|C},
Direction ACLOf CHsh e E Tzl HE S gL ot
ACL Type MEfor QIE{ IO & S Heto| 2EE ACL R YLILE
ACL ID MENSH QIR O] & 3 ko 2EE ACLE AlE5h= ACL Ol S LICH
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Sequence Number Meist OIEHo|A U WO BYE 12 ACLS JIEOE XWE

ACLE| &M & LBt = AR A B L|CH

IP ACL 7+

IP E£= IPv6 ACL2 i1t =XtH o2 LX|5ts A MEZ g E LTt 130
X 7|ES S5otH XZE A YA E/HF)0| A Foh Ao LK
2RI E[X| G ULt IP ACLO| HEE|= AHI|0|ALt QI
HEE =X OfFE XI°8HofF SLICt. IP ACLO| CHSt 4
Aot X[ gotALE 4 g &L Ct

ood
IP ACLS T35} H:
Security > ACL > Advanced > IP ACL.

[ Sysen | Swichog | Roumg | Qo5 | Sy | Voo

Management Secunty  Access  Port Authentication  Traffic Control  Control
ACL IP ACL Configuration
*ACL Wizard Current Number of ACL
* Basic ¥ Maximum ACL
= Advanced cx:
+IP ACL
*IP Rules IP ACL Table
IP Extended Rules IP ACL ID Rules Type
«|PvE ACL
Pv6 Rules

P ACL 20| = ACL HIO|22| ¥X§ A 7|2 ACL HIO|=2| ZX|C{ 2 7|7} EA|ELICEH AHXf 27| =
THE IPv4 2 IPv6 ACL 50| 4= MAC ACL 5 G 8t A1t Z&LICH ACf 27]& 100 LICH

Current Number of ACL 2E0|& A2 X|0f| 2MHE 2= ACLL| AKX =7t EA|EL|C}.
Maximum ACL2 SIEQ0{0f| 2t A X|0f T+de = U= ZIOf IP ACL =5 EA|SLICE
1. IPACL 2EO0|M IP ACL SE 0| 2t ACL ID EE&= IP ACL 0| &2 X|™gtLCt.

IP ACL ID= CtS #HQ|o| HlL|Ct.

[I

© 1-99: A P FAO| EBE I 580 AL HEE = JE= IP 7|2 ACLE
R

* 100-199: &2 [P FTA0|A CHA IP FAZ0| E7H YOl 0[O 3 E£= 0[]0 4
H

EfH S S ESHAL ARY 5= U= IP =Y ACLE YL O] Rl ACLS
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EZ IPACLELHH Mgt

Kl
1]
m
oIl
N
or
mjo
=
Ok

9_}
-
im|

IP ACL Name: Z|Cf| 31Xt2| B==XtE ZE&tSI= IPv4 ACL O| & EXtE 2 M
OlE2 FEXLE A|Zf6|{OF 2HL| L,

T3 4 ACLO|= ChE =7 AL CH

* Rules. IP ACLO i3l X T+ & w2 = LICH.

* Type.ACLZ 7|2 IP ACL(1~99°] ID), &% IP ACL(100~199°| ID) EE= HH =

ACLE AlEHSHL|LC},
2. IPACLS AA|5I2{™ IPACLID ZE 0| = Zolzts MEiSH CHS Delete H
3. Add HES S&E/gtL|Ct

IP ACLO| A|X| #-dof F=7}& L Ct,
4. Apply HHEZ SE/gL|Ct

YOIO|EE 0| 29X 2 HEELICL 714 HE Argd2 FA| §EELICH

IP ACLOj| CHet & 3+

>~
==

cHEIES

MASHIP ACL(RMIA HIOf 22)0f LS FAIS EAIE 4 ULITH 0] SHBI0| EA| e
Hge A 7N m2 M Aol Sx) ChAof Mt chELict
Note: ACL 22 Z0j& QAR mE 78 Fx0| AZLICH =, ACLO|
200 MEET AR FA B LX|SHS 7FH0] QO AE UAIH
2E & F0| Mg 1 HA0| A ELIct

> IP ACLO]| Ci$t %l 2 #/dsl2H:

Security > ACL > Advanced > IP Rules.

A x Source - ~ f

- Rule =00 mMatch Mimor Redirect - Rate Limit Conform  Rate Limgt  Time  Rule
e Action  Logging Queve - 4 =S =
D id Every Inlerface Intarface Adds

Data Rate Burst Size  Range Status

False 1002 1013168 255 255 255755 1




P
H

(1

U-1-F9020HPA

ACL THAl2 F7I52{H ACL IDE MEiStD O S50 4= ZEE 2bd9h £ Add
ES 32’

S
=] I-|_||:|-

=3
= =

2 E 997t X|2| ACL IDEF EA|EHL|CL)

Rule ID. ﬁ”il% o= € I f E|l=1~1023 A2 Y5 LEHM K. 1P
ACLOf|= =T 1023712] +# U
Action. I ZI0| 1% 7| &1 LX|ot= B¢ A XY S XY LICH HE

Atete 8|8 i el

-
[e]
«Q
Q
=2
©Q
Mot
0x
ot
u
nx
ox
_?_F
>
O
|—
=l
Jai
=2
2
Of
Hu
N
°
ifot
-1
bt
I
n
o
>t
10

Assign Queue ID. O] IP ACL &1t X|3t= BE TS NE|dt= O AH8El=
SIEYO &A1 Tf7|g AldxtlL|ct fEsh 7€ ID HelE 0~6QLICt O] ZEE
HPo R 5|82 MES 22 HA|EL|CE

Match Every. True EE= False2 ME{BHLICt Trues 22 IjZI0| MEisH P ACL &
THE I UX|SHOF 5t S| AHL AR E S o|0|ghL|Ct, 0] 2% 2= I{ZI0| & 1}
LX|SEE CHE LX| 7|E S T+ M2 MBS EX| SSLC 2o Che £
UK 7|ES st &2 MASHD ChA| d-d5tALt CHE YX] 7| F0|

EANE =2 B E 2X|E FalseZ CHA| ETLICE

Mirror Interface. T X|0f 2[5 SHH2= HEHE[= A 0= EX|5t= E&iH
2EF0| AR = §8 & OIE1Ji|0| ALICt ACL T+ 0f CH3H E| Cl=d
SIEMo|A7t o|0| 9 d2 O EEE 8% & RlEUCL 0l 2E= 38

A of CHoi A E LICE

Redirect Interface. & X|0f| A] HtZ
Ezjg AEZ0| ZH &=
QIE{I|O| A7t OO 4 &
Zhiof cHel 2-datE Lot
Source IP Address. M Eist IP ACL

FaotH DY |IPFAE HOE FREE MUTF BI|HOE YT O

Source IP Mask. &2 P T4 gt 84| ALE S IP OFATE Fo 2 2 Ml
HI7|Ho 2 XL o,
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* Rate Limit Conform Data Rate. &= H|ot == H|O|Ef £ & Z}2 IP ACL T14!9|
= HOIH £=8 X FL L = 242 1~4294967295(Kbps) & L| Ct.

* Rate Limit Burst Size. 5= X3t HAE 37| 72 IP ACL HAIQ| HAE FTJ|E
X getLct 2% 442 1~128KB(KB) & LI T}

« Time Range. IP ACL &1} AZAE A|ZH 2H2(2| 0| & L.

* Rule Status. ACL T12/0| &+ QIX| H| 2 IX| HA|SLICE 52 F2/0] EfO|T

QX O| SHThE|X| U2 S o|O|stLC.

AO =2 —|

2. IPACL #AE AAISte H 5 2RSS MBS = Delete HES S & LIC

o

YHO|EE 90| 29X 2 HEELICH 79 HE Arg2 FAI HEELIC
A

2Hg IP ACLO|| TSt 5 78

>

ST IP HM A HO SEOf LSt 2 S 2 o+ JASLICHL O] 2t HOf| BA|E = LHE2 &
T8 Z2M A0 AR THAOf et CHE L E

Note: ACL 22 Z0j= QAIX Ol B E = F 0| Y& LI} =, ACLO)
20| ML YA 7 F LX|BH= 70| QOB AT AN K
2E 7 Ao M| [2l0| AF LIt

-

> To configure rules for an extended IP ACL.:
Security > ACL > Advanced > IP Extended Rules.
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ACL ID/Name - 71212 dd5t7Lt YHO|EY IP ACLE MERtLICt.

TS AMEst= Ol AF8 &= 1~1023 &9l ‘& L =30 Rule IDE T E&LICH
IP ACLOll= Z[C 1023712] 20| S += A LICE.

Action SZ 04| THZ00| FE| 7|Z=T} XSt B +8E S5+ X|HBLICE

The choices are Permit or Deny.

Logging= EnableZ A gtL|Ct,

O|Z 7| 5t O] ACL #4{0f LSt 20| g-d=tE L Ch(EX 2l 2
[f%) OHA-”A EEE

)
|
H-|
ok
0x
ot
0l
ox
4o
o
=
HL
k1
=)
N
k1o b

2 =
H =
LbEHLp = $7|a5
Lt

o
HE Y 01| CHoll EA|E LICE

Siot
> I.
| >
o
=2
[
iels
oA

>~

f

A2
T=
2
[S)
L=

rr oo

e

OtO
rl_r

Assign Queue IDO|A O IP ACL 4|11t 2X|ot= 2E THZIS M2[Shs O A
St=Rof &4 7| E A EXLS XL L.

SESHO7|E ID #¥el= 0~6 L|C}.

Mirror Interface 2 =& AESH0] A0 2o YLH = HEE = A 2=
2X|ot= E2fY AEE0| SAtEl= £ 4 QHIO|AS XLt

ACL 112 0f CH3l 2|

Iz
QELICH Ol BEE o1 8 F0| Chsh EAIELIC

QIE|H 0|~} 0|0] TYE FP 0| BES MW 4

—

Redirect Interface BES AFSL0] YX|SHe E24T AER0| ZH2 HBEE SH S
OIE{T|0| A8 X HsIn HAOA YHrH o2 SHEls MY BHES L$HLC
ACL 50 Thisf 0|2f SIE{TH0| A7} o|n] RAE ZP 0 BES MHT 4 igLict. O

ZE= 58 Yol sl 2-dotE Lot
Match Every S22 0| A True SE= FalseS ME{TtL|CE,
Trues 2& Hf210| MEHSHIP ACL & 2|3t YX|BHOF St S EE| AL AR E S
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1.

12.

13.
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olojgtL|Ct. O] B 2= Wizlo] A& 1 X522 S8 2 L5t 25 LI

CH UK 7|F PAS MBEX A& FEO T3 SF AX| 7| FS Tt B
A5e A

= =
= Mot ChA| S g3tALE BHE X 7|F0] EAIE =8 2E EX[S False2
CRAl 7L T

O

HEX]

r

Protocol Type ZEE A8 S0 IjZIQ| IP T2 EZ0| MEASHIP ACL 7| 0f CH

AHAS RHELICY,
753k 242 ICMP, IGMP, IP, TCP, UDP, EIGRP, GRE, IPINIP, OSPF % PIMY L|C}.

TCP Flag 2E0{|M I{ZI2| TCP &2 17} MEHSHIP ACL #2!0] Ciot LX| ZHAS
XEgtLct.

TCP Z2i1 €2 URG, ACK, PSH, RST, SYN S FINRIL|C}. Zt TCP E2fi1= =2 238 &

Az ULt 7tset 22 Chai Z5 U .

* Ignore. I{212 O] IjZlo] TCP E2i1 &7 0 20f 2A8{0| O] ACL &1t
UX| LT,
¢ Set(+). 0| {2l TCP 217t HE[H {22 O] ACL &t LX|ghL|Ct,
* Clear (). O jzlo| TCP E2f 17} MHE(X| ¥2 2 W22 0] ACL &1t LX|gtL|Ct.

EstablishedO| X|H &l 242 RST f£= ACK X[’ HIEZH TCP of|EH Of| 278 & LX|7t
LYABtL|Ct Ol EE=TCP ZEEZO0| MEHE Z20 0 2 otE L(Ct,

Src 2E0| ez PR MTls HI|YS AHEoH0] MBS IP ACL w2 0f Cist 2K

JIEO R WIS A P FAG H| IS AA P FAS YBLC,
A

a. IPAddress M2 MEHSH D 2HH of A

o
o e
[m
N
[
a
[>
L
rir
>
o
m
Ir
o
[m

et FA|k|&= HEE 28 eL Lt 0.0.0.09|
QK| A Z2 HL|C}, 255.255.255.2559|
LIEFEL|CE.

I
m
III_

r

QIYEFIE OpATE OfH HIER
(]

QUEIEE= REHEI ST
=
o

Mo oy

Source L4 Port Action2 A}
ZUS X|GeLCt,
« Equal. IPACL &2
o
°

7|9t S U

—

389



14.

15.

16.

17.
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 LessThan.IPACL 722 2j0|0{ 4 AA LE BT
7|20t &2 A AKX Ct

>
ox
rn
H
Im
rE
tot
A
rir
H
Im

« Greater Than. IP ACL 7%/ 2 80|04 AA T E HS I} X|HEl ZE BiS L=
ZLE J7|HCt 2 49 XL Ch

« NotEqual.IP ACL #A/2 20|04 AA ZE WS I X|HE ZLE HS F= XE
7|2t S YSHK| Y2 FR0ofTh LKL

rlo
I=
HU
HM
131
o
_|
0
o

H

r
cC
O
v
Hu
nx
o
rm
oY
4o
=2
&2

Src L4 Port ¥ Src L4 Range &4
Ar8Y = UASLCH ZE S8 S MESH 4@ S 50|M ZE 7|E MESIAL ZE

= A
HS S A YRS,

+0+o

« AA|PTCP EZE 0|E2 bgp, domain, echo, ftp, ftpdata, http, smtp, snmp, Telnet,
www, pop2, pop3 & L|Ct.

« 42 |PUDP XEE 0|2 domain, echo, ntp, rip, snmp, tftp, time, who 2! L| C}.

Ol2{gt 2t S oY ZE H 2 HSE|D, O|= ZE HQ|O A|Zt 222 AHEEL|CE
ZE 7| 250N 7|EtE MEiSH ZLR0|T AHAlo] LE M E 3T = USLICE J[E}
o EH|Q FH 2E A2 olofgtLct.

Range M2 MESIH 2{0[0] 4 ZE It X| ZE He| Hof A= ZRoTtHIP
ACL TH&0| YX|ghL|ct

Dst ZEO|AM Ho2 fe &l Ml 27| 1 23 fEEFLE OFA3 S ALESH0 T o

Ol MEet 7 P ACL A0 TSt 2| 7|Z o2 A T4 1P Ao HlmE LT

IP Address &M S 4Gt 2t QU ETFLE OrAFLL 8PH IP FAE Y H3}0] Of
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19.

20.

21.

22,
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Ol AES H|Y £ 2ZE AS 2lojghLCt.
Host &5 MEiSHH QY EFLE OFA3740.0.0.02 2 T+ E ULt O] EEE H| ¢
FH 2E AS Qlojgyct

i

Destination IP Mask ZE 0| A CHA 1P 4 gt S| At IP OIATE Mo 2 25

M m7|Ho R K-

0

Dst L4 Port and Dst L4 Range Z =0 A MERSH 2b7 |P ACL 1121 0f| e 20| 0] 4

CHA L E UX| ZAHZS K-S CH
o|g{st M2 T2 EZ0| TCP = UDPE AHE= 4

o
°
ot ZR0IT AHLel ZE HS 5 AT 4 ASLICE 7|Et

ZE 7| 22014 7|EtS Mo ok KA 24
Log g £0 RE 242 olojt

CH&H IP TCPO| 7ts %t LE O|E2 bgp, domain, echo, ftp, ftp-data, http, smtp,
Telnet, www, pop2, pop3 2 L| Ct.
« [Ci&r IP UDP 758t ZZE 0|2 domain, echo, ntp, rip, snmp, tftp, time,

who & L|C}.

0|23t 2t g2 BT HE WS E BSED, Ol BE 9| AINT BOR AL
Ol MEHX R QLCt,

Destination L4 Port Actiong AFE IO SiX| 2t ACL #%/9| L4 ZE B0

CHot 2t LA =AS XEgL

e Equal. IPACL A2 HZ 4 AA TE HSILX|HE ZE HS L= ZE 7|9
S YT 20T L XLt

¢ Less Than.IPACL &2 20|04 AA TE HS I} X|HEl ZLE Bl L= ZE
7|2 Ch A2 42 X ot

>
o
rn
H
[m
rE
ot
A
rir

« Greater Than.IP ACL 7X/2 g0|0{ 4 2A ZE T T
ZE J7|HC0t 2 49 LX|ehL|Ch
« NotEqual.IP ACL #A/2 2f|0|0{ 4 2A HE HS I X|HEI ZTE S T= IE

7|2t S EoHA| B2 B0 T EXIgLC,



23.

24,

25,
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Aol ZE HS E Ys= 7|52 ZE 7| SR0|M 7|EHE MESH ZL00H AF8E 5=
UZLICL Y L4 AR ZE Y 14 TR ZE XA MO|Q| RE EEE AS 4 XE
Helol YEYULICE O EEE HIY 78 2E AS o|0[RfLCt

IGMP Type - IGMP {&0| X3 IP ACL &2 X[ E IGMP HA|X| 7 1t
XL L.

7ts%t 22 0~255 IO AFLICE O] EETHH|O] Q2B o5 o0 L

ICMP Type and ICMP Code - ICMP R & ICMP ZE HE= Z2EZ0| ICMPY
Aot gMslELCt IcMP 88 2 ICMP ZE ZEZ AFR3I0] ICMP THZI0f CHet
UK =HE X F L.
¢ ICMP & S48 MEistH IP ACL 40| X|HE ICMP HA|X| S8 1t

AUX|FL|CE 753t 3 Hz ol # Q= 0~255Q L Ct.

* ICMP ZE 40| X[Z& &2 IP ACL #4]2 X[F & ICMP HA|X| AEQ ZX[tL|Ct 2
75 442 00l A 255 AtO| Y 4= QUELICH

« O HE7HH|O o™ B E AS ol0|LTt

o AR SHS MEiSH AR MENSHIP ACL 131t YX[SH= ICMP HAIX] RS
MENSILICE HIAIKIE Xl’gaﬁfé A2 ICMP R¥ItICMP ZE7 25 X HES
o|0[gtLICE ICMP HAIX| = s ICMP & X siE ICMP & LH2| ICMP
TEZ C|ZFE L IPv4 ICMP E|1|)\|7(| 72 L3 Z& L echo, echo-
reply, @A E 2|C|2M, B HY 2|C[2 M, net-redirect, net-unreachable, 2| |24,

= =
packet-too-big, port-unreachable, source-quench, router-solicitation, router- 211,
A2t Z=3p TTL X23h &2 271

Service Type- 2% IP ACL #2/0f Lt MH|A S LX| ZHS MEASHL|CH

Jtsst 42 IPS|EHO LT AMH|A Y HEof i YX| 7|&=2 X’dst= ChA
IOl IP DSCP, IP M =2/ X IP TOSYL|CH d2{Lt 2422 CHE AFEX B7| B2

AtETLICH MEHDH & HAESH g2 X ™S = J}SLICH

« IP DSCP. IP DiffServ EOIE(DSCP) ZEE XM

{¢tL|Ct. DSCP= IP & H Of
UAe MEIA 7 SEHO| &7 6HIER FolELIC Ol U=Y g YLIC}. 0~63
=E0|M DSCP 7|} E & otLIE

H = . = E
A2 X8otY gt MEise B 7|EfS M EiSHH DSCP2| At

>
o
10

M
+

-
n

£ ox
muo &
o
4>y WU 4

Jn
met

+ IP Precedence. I{Zl 2| IP 24 =2 ZE= IPS|IEHO U= AMHA FH SEI9

=of



26.

27.

28.

29.

30.
31.
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o % HIEZ FolEL|Lt. Of= MEA LI YL|Lt 0~7 AtO[2] 5 YETHM K.

« IPTOS.I{ZIOl IPTOS ZEE IPEHO A= MHA fE SEIQ 8H| REZ
HO|ELICt TOS HIE 242 002 H 097HX|, aaRH ff7HX|2| 16T 4= L|Ct. ToS
OFA3 2f2 002 H FF7HA| 2] 16T/ = LICt ToS OtA3 = TiZI2| IP TOS HEL}
H| 5= O AHEE|= TOS HIE Zto| HIE [X|E LIEFRLICL O & S0f H|E 71}
57t 478 &1 HIE 10| X[ XI(HIE 70| 7tE 523 IP ToS #f2 =I5tz ™ TOS
H|E 2t 0xA01t TOS OtA S OxFFE AFE R L|CH O] = MEIA 1 QIL|C},

Rate Limit Conform Data Rate - IP ACL #%!0]| St= O|O|E £ =& X| ™| C,
BT 22 1~4294967295(Kbps) & LI Ct.

Rate Limit Burst Size - IP ACL #%|2| HAE 37| & X|HEL|Ct a3t 42
1~128KB(KB) 2! L| C}.

Time Range - IP &% ACL &1 A El A|ZH 22| O|E | LLCE.

ACL THA10] 24 QIX| H & QIX| O &7} Rule StatusZ =0 EA|ELICH S 2 72 0]
EfO|H 20| LY EX| HUSS 20| LIC

71Z 1P =Y ACL #H S 8524 H Rule IDE S e LICE

O M= 2 ACL 114 713 100-199 2HHO|| Cih sto|H F A Y LT, 1P 2 4]

IPv6 ACL ++/d

T

Jlot o

o

L= IPve ACLZ T2l =Xt 2 YX|5t= & MEZ - ELICH Ij 20| #% 2
X 7125 S5otH X E A A (A E/HF)0| A2 F=IF Ao €X o7
QIZ|X| LT O] 2O A= IP ACLO| HE&[= QEHO[ A QIHIRE E=
XH2E EEo HEE=X RS X" oF 2Lt

IPv6 ACLS T35} ™H:
Security > ACL > Advanced > IPv6 ACL.
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T T e T
Management Secunty Access  Porl Authentication  Traffic Control  Control
ACL IPv6 Configuration

-ACL Wizard Current Number of ACL

*Basic ¥ Maximum ACL

= Advanced ~
«IP ACL
-IP Rules IPv6 ACL Table
«|P Extended Rules 1Pv6 ACL Rules Type
«1Pvé ACL IPv6 ACL
«IPv6 Rules ACL 0 IPv6 ACL
« 1P Binding Configuration

1. IPv6 ACLZ X|EgtLCt
Ol Z[CH 31AtS] YAt EXH2H X BtSH= IPve ACL 0|5 EXHE QLICH O] &2 YEAZ
A|ZtsifoF L Ct,

2. Add HHES SE/2L(C
IPv6 ACLO| A2|X| Tt440f Z=7t& L|C}.

3. AQX| LHOA SR MEH=l |Pve ACLS M| 7{5t2{ B ALK HES 22lstL|Ct.

4. Apply HHEZ SElgtL|Ct

YOOIEE 40| 29X 2 HESELICL 714 HE Argd2 FA| HEE LI
ChE BEOME =H30| BA L= 98 + Bl 20 o) @3 Lo

Table 234. IPv6 ACL

E1S dy
Current Number of ACL A Q|0 LSl S 1P ACL £=QL|C}.

Maximum ACL SLEQO(0 ket AQIK|of T 4 QUi AlTh 1P ACL S YLICH.
Rules IP ACLE} (I2HEl &9 =Lt

Type f8L IPve ACLYLILCE

IPv6 1% 78
Ol SIS AFB 0] IPv6 AN~ H|Of B2 24 B1B1Z ALB 30} M4 E IPve A2 Fof

=50 thet &S BAEULL 72822 IPve ACL T30l £ 40| HELX

—

394



U-1-F9020HPA

e L.

> ACLIPv6 #& S gL ct:

Security > ACL > Advanced > IPv6 Rules.

1. Rule IDE AESHY A& A E5t= O AEE = 1~1023 Hel2l 5 YHLIC
An IP ACL can have up to 1023 rules.

2. ActionS ArE35H0] I{ZI0| & 7|=1t EX[St= 42 s XS A G L.
MEH AFEH2 Permit = Deny 2 LI Ct.

3. Llogging= AFE3t0] O] ACL A 0f gt 24 S Sdetd Lt EX el 2o
7t&-dof w2t Ef%).

12
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Ar%autr. Y 242 SOt ACL A MF 147} 00|

rul=|
r|r
_¥'_
4
kel
1K)
2
=
ield
Hl
>
n
-
_|T|_

4. Assigned Queue ID 22 *f%&@ O| IPv6 ACL +| 1 e'xl t= 2E If2lS
XE|ote O AFEE|= StE

72272 ID E%l= 0~7LICE Ol EE= & X0 CHoll EA|E LCE.

—

ACL T#210f T3l 2[C|2d QI Ho|A7}F oo L& 4% 0| EEE 28E +

BlE Lt O] EE= 58 A YO CHo EA[E L|C.

o 1 d

6. Redirect InterfaceS AFESI0] &X|ot= EcijH AEEO0| ZH 2 HEE= F8 34
C

SIHI 0|~ S X[ g5t HX|oM L= HE 28 2!
ACL mH2{0f CHsfl 02 R H 0|27t o|o] S+ gE BF O EES 27388 & SlSLICh Of
ZEE=5E M Yol CHoll EAIELIC

7. Match Every ZE0{ A True =+ FalseE MEHSHL|CE
True= 2 & THZ10| MENSH |Pve ACL X &1t LX|SHOF St SB[ AHLE HEES
o|0|gtLICE O] B2 2= THAO| At YX|StE 2 CHE LX| 7|&ES 7%t &
MSEX| FELCH &0l st £ LXK 7|&S F+dste{H 22 MASHL CHA|
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-

T2 EZ 7|/ E otherS BTt = 1~255 HR|2| Y5 R FLLICE O] =At= IP

ZEZS LIER-YLICH

I

\J

= QU Z2EZ(IPvE), M& MO Z2EE(TCP), AHE X HIO|H 1 #
2EZUDP) ¥ QIE Ll X0 HA|X] Z2EEZ(ICMPv6) 220N Z2ES

2 Meiuc

I

o

o

. TCP FlagE AME3SH0| T§Z1Q| TCP S 17t M=ot IPve ACL {0l et LX| ZAAS
APget Lo

TCP Z2f1 gt2 URG, ACK, PSH, RST, SYN, FINLIC}. 2t TCP E2f0= HE 2

AE'IX-l'é'I- 2 Ol

ag = UASLICL 7tsot 2f2 Chaat 25 Lo
Ignore. I Z12 O] T2l TCP E2i1 M7 of £0f 24 10| O] ACL 4|1t
LR LICE

Set (+). O| I{Zl| TCP Ee 27 &7 &P o212 O] ACL &1 YX|gLCt.
Clear (-). O| T§Zl2| TCP & 17 B &[X| ¥2 B {22 O] ACL 1t

EstablishedO| X|’HEl &2 RST S ACK XIS H|E7} TCP 80 SR =B 27t
SABLCY,

Jﬁ
=
o

ot S8 ol= F 7HX[7F AS LILE

u
=]
o]
(=
[e]
(2]
=}
%
<
»
E
HU
HM
T3]
mjo
=i
0x

Z=EZ 7|9 E otherE MEHTH £ 1~255 & 2| @& X|ELLICt O] =Xt=
Lc

IPZREZS LIEFY

(UDP) & QIE{Sl MO T Al X]| iEE-'E—(ICMPVG)Ql 7|E 2207

SAE B R HES MHS B2 X & IPve FLA ER|ot=E S AE
a2 IPve FAE YR |
O &2 IPv6 T4 Q= FATEZE ALO|2] 16H|E 2tE AHESH0] 16212

X|’8 &= RFC 23730 A2t A 0[O OF gL C}.
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1".

12.

13.
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Src L4 Port M2 TCP = UDP Z2 £ 20| CHS)A{ 2t =M} EIL|CE,
« AAL4TCP EE 0|E2 bgp, domain, echo, ftp, ftpdata, http, smtp, Telnet, www,
pop2, pop3 2 L|Ct.

« 22 L4 UDP EE 0|E2 domain, echo, ntp, rip, snmp, tftp, time, who® L|C}.

ZE NS MY FQ S20N EE 7S MYSIALL ZE MBS YOIN Q. EE
7| S20I4 7|EFS MY ZL0|B AHMO| HE MBS Y2 £ YHLCL 0] WES
B9 3 B 242 o|ojgtc,

Source L4 Port Action2 SIX| &% 1A]19] 20]|0{ 4 LE HZ0f i 23 AKX ZHS
X getL|Ct,

« Equal. IPv6 ACLT‘.L A2
o

¢ Greater Than. IPv6 ACL #2&/2 2{|0|0{ 4 AA X E M7} X|FE ZE HD
EEEZEJ|EC 2 E2 2X2

« NotEqual.IPv6 ACL #X/2 2f|0|0{ 4 2 A ZE HS I X|HEl TE HS F= R E
7|2t S LSHA| U2 FR0 2t LKL CL,

Dst L4 Port Option2 TCP SE= UDP =2 E20f| CHsl A 2t 2 s}El L Ct,

o L& L4 TCP ZE O|E2 bgp, domain, echo, ftp, ftpdata, http, smtp, Telnet, www,
pop2, pop3 2 L|C}.

« C[H4 L4 UDP EE 0|22 domain, echo, ntp, rip, snmp, tftp, time, who & L|C}.

ZE SN2 MU Y2 S2OIM EE 7|2 NI BE WSS YRS, EE
7| S20IA 7|EFS MY ZL0|B AHMO| HE WSS YRS £ YHLCL 0] WES
B9 3 B 242 o|ojgtc,

Destination L4 Port Action2 S1Xf =t& ACL 1#%/9| 2{|0|0] 4 LE RS 0f CHTH 2+
UX| =HE KNG C}

« Equal. IPv6 ACL FXI2 Bf0|0{ 4 AA ZE HS I X HE ZE HS EF=HE
[e]

e Less Than. IPv6 AC
7|2t 22 A LKL Lt

,_
=4
fitas
rlo
[
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rE
for
N
A
ox
rn
Hl
[m
rE
for
HR
rir
H
[m
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15.
16.

17.

18.

19.
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« Greater Than. IPv6 ACL #%&/2 2{|0|0{ 4 AA XE HS I X|HE ZE HD
EEZE7|EC 2 E2 Xt

« NotEqual. IPv6 ACL %2 j|0|0] 4 &
7|2t & LSHK| 0:% A0t LX|BtL|Ct.

| >
H
[m
re
ot
N
Ral
ox
rh
H
[m
re
ot
=
rir
H
|m

Fragments. Z=27|7} Ofl ZZH(EZHH|E 0| )0 THZ 2 LX[A|7|= & LICE

Ol SM2TCP ZLE HZ et Z2 14 EQt YX|St= A 0l= F26HX| RELICH sl T
FMEE= X7 0izlof =3 of 7| EYLLCE
Routing. 2+ & &3 8L E Zatsh= 22 LA[A 7| = & YL L

ICMPv6 Type. ICMP T{Z1 2| YX| =742 X[ZgtL|C}.

£ 2R HES HESHE IPve ACL #2!0] X|FE ICMPv6 B A|X| R& 1t
UXFLICE 7tsot 8 HZ O He|= 0~255QYL|Ct ICMPve ZE7t X | IP ACL
A2 X8 E ICMPve HAIX| 2 =9t AX|etL|Ct 7ts ot gt2 0~255 HP| & LICE. O
HEE HY &8 ol E Q0L

HA|X| 2tC|2 HEO| MEHE| ™ MENSH |Pyg ACL 721t L X|SHE ICMPV6 T A|X]

_ﬁ_'c(‘i)d% A-| EH'c'>'I-[_| [|-

HA|X|E K| ™HSHH ICMPve S8 1t ICMPve 2 E7F 25 X[ HES o|0|EtL|Ct,

ICMPv6 A X| = 8|S ICMPv6 9 LHS| ICMPve 2 =2t 8T ICMPve RE2 2

CIZYE LT} IPv6e ICMPvE HIA|X| RE2 CHA 2 E7F o2 SEL o= 284,
8|4, = Het, mid-query, mld-reduction, mld-report, nd-na, nd-ns, next-header, no-
adminLICH , 22 g3, I{2l0| HRE 3, ZEo| A& = g3

_jli_ m]

ot H 2F, 2t H 81, 2 H M= Al 07| 7], AlZt

Note: [} ZEL T2 EZ0| ICMPv6Q! ZR0|Bt S st=l L},

Flow Label. S £ 2{|0| =22 IPv6 uH5’I01| 95t 20H|E =Xt2, EF2EH A MH|A

Z& NE|E LtEt 7| I8l =|F AH 0| Mol A A&l LICE.

S E 90| =2 0~1048575 B Q| LHOIAM X|HE &= ASLICL.

IPv6 DSCP ServiceS AM23}0] IP DiffServ 2 E EZ QI E(DSCP) R EZ X|YgtL| T,
DSCP+ IPv6 8| 0| L= AMH[A % ZEIo| 42| 6HIEZ HO|E L|Ct O] &= MEiN
T AULICE 0~63 AFO|2| H4-E UM K. IPv6 DSCPE MEHSIE{H DSCP 7|/IE &
SILEE MEISIM Q. =Xt 242 X|’J8H] gf2 MEist2{ ™ 7| EtE MEISIH DSCPO| At

398



v

U-1-F9020HPA

20. Rate Limit Conform Data Rate. IPv6 ACL T+%!0f &= 0|08 &£ £ & X|™HEtL|Ct.

21. Rate Limit Burst Size. IPv6 ACL 1XI9| HAE 37|& X|™HetL|Ct.

S &t 7H2 1~128KB(KB) Y L| Ct.
22. Time Range. IPv6 ACL 2|1} A Z &l A|7H He|2| O|F Y LILC.

n

23. Rule Status. ACL 714 0| 2-d QIX| H|2d 2IX| ALY,

B2 30 Efo|nf YHO| LEE|X

e

o
Ojo
mjo
lo
a

9'1-
-
n

24. 1P &% ACL 1A 2 5735121 ™ Rule IDE 2 8/2tL|CH

Ir
fot
2

2 0
<2

Pv6 ACL %! 7£44(100-199) 2t HOj| Ci ot StO|HZE A YLICH IP
M Add HHES 2 E5IM| 1.

== SELICL

A
>
®)
—
=1
It
1
0x
n
[(o]
L
1o
ox
-0
%
<
(e)]
:LI
_+9_+
rg
=2
_>L
O_
mu £

IP ACL QIE{H{|O| A H}QIT S1d

ACLO| 2IE{H O] A 0f Hf

OITE|B Ho|E BE A 0| Mesh olE{H|O| A0 HEELICH
ACL S22 ACL 2449 L QIE{H0| A BT 4+

—

o>

L Ct.

IP ACL QE{H|O|A HIQIT S F/45}2{H:

Security > ACL > Advanced > IP Binding Configuration.
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1.

U-1-F9020HPA

T T T T e e R T I

Management Secunty  Arcess  Part Adthenticatan  Traffie Contl  Cantrol

Wizard A b ]

Inferisrs Hlirsction ACE Type ACL IEHName Sanuence Numbel

ACL ID M| 50| M IP ACLS MEHSHL|C}

Note: A|AEI0| Al ACLZ HIQIZE 2|AAT Qlo™ QIEH0o| A0 ACL
HFQIEO| AIELICE  IPvd  ACLIF IPv6e ACLE SAOf

eI m o] 20 Bteld 2 & Sls LT

El

f

>\U
L]
m

ACLO| CHst 2l Directions MEASIL|CY,

FROH Y2 QIHIRE = OFRHRREQL|CH ACLS| THZ! EHE S
OlHIR2EQILICH O] &= IPACL H&0| ZEZ E0{Q = EgfjH0| HEECHs
o[o| L.

T
ok

refof o|o| 2 E CHE M A SE 0t 2E6I0] O] M A S5 2

O| QIE{m|ojA & =
& Sequence NumberE K| gtL|C},

0
0

=M E LIEtLH2{ T A E

X7 REFE QU7 e AS LIEFHL|CE Of QIEH O] A 3 2hako)| CH3Y
AHEA BDTLO|0] AFE 50 R X FE HMNA: FE2 ST A|-L HBE ALESHY
ST GAE dMA 2SS OIS LICH A HA HDE X|FSHX| 2240l 0¥S 2[O])
iX Of QI M| O|A S ko AFEE[= 71 =2 A HA S HLH1 2 AL BT}
AEELICH a3 Hel= 1~4294967295 L| Ct

Port Selection TableOfl= ACL OHEOf| At2E 4= Q= R=ot QIHL|O|ATVL B & LEEEIL|CH

| 22| QH M| 0|22t LAGO Fofot= E M 0| AT LI E LT HE ot

E

o —

S 21510 AFR 7h5%t ZE L= LAGE EA|SLCL

o MEHSIACLES ZE & LAGH =718 H ZTE = LAG H3S HEZ OF2fof Qs
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SAE SO0 A0 X7F LHEFLEE S SHY A2,

=

E X LAGOA MEISHACLS K| H3IE{H ZE = | AG HS HHZ Of2fo
=

£ My
Interface Metsh OlE{H 0| A2 HASILITY

Direction ACLO| THaH MEish TH2) TE2 werg BAG LT

ACL Type Mesh QIEfmo|A U wretof FEHE ACL SE QLT

ACL IDIName Metsh OIEHlo|A U wreto] FEHE ACLS AlgshE ACL M(P

= O
ACLO| Z2) == ACL O|S(HHE =l IP ACL ¥ IPve ACLS| B LICH

Sequence Number Meist QoA Y W BYE CH2 ACLS JIZEOE X|WE

ACLE| =M & LIEIL = AR HS LT

IP ACL HQIT E|O| SO0lM IP ACL HIQIE H 7| fE= AMF|
To view or delete IP ACL bindings:
Security > ACL > Advanced > Binding Table.

IP ACL Binding Table

ACL Sequence

Interface  Direction ACL Type O tammic!| CRGmber

rir
Jfot
ro
r
mjo
r>-
iz
ely
k1
)
®
@
D

T
rjm
mjo

1. IPACL-QIE{H|O| A Hi QIS5 AP M52 QIE 0]~ Hojl A

S2guct
Ch HOIAS 1P ACL HHOI B 0|20 EAlEl: YEE Sygct

Table 236. IP ACL HIQIZ! E|o|&

"= oy
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Interface MEHSE OIEH 0| A2 HA|SL|C,

Direction ACLO|| CHsh MEfol TH2l Y Yeha EAIRLICH

ACL Type Aol QIE|H oA Sl Wetof SEE ACL RYALICH

ACL ID/Name HEfok QIEH O] A B U0 2EE ACLE MEdH= ACL H=(IP
ACLO| B2) = ACL O|S(ZZE IP ACL X IPv6 ACLE| Z)LICH

Sequence Number MeEfol QIE|H 0] A Sl Wetof 2EE CHE ACLE 7|E2E XIYH
ACLE| =ME LEIL = A[EA IS LI

VLAN H}QIZ! E|O|E0{| A VLAN ACL HIQIE H 7| EE

VLAN ACL HIQIS S B AL} APH|St2{ H:

Security > ACL> Advanced > VLAN Binding Table.

= AI-I-"

— =1

VLAN Binding Configuration
[} VLAN ID Direction Sequence Number ACL Type ACLID
1. ACL R¥E AH83I0 ACL RS AIE Lt
Q&8 ACL R8O IP ACL, MAC ACL %! IPv6 ACLO| ZEHE/L|CH.

o
ACL IDE AHE S

2. MESACL RO Wt & 2= ACLE EAIZL T
3. Add H{EZ 22/5t0] MEESHACL IDO|| VLAN IDE F=7+etL| T}
4. VLAN ACL-QIE{H|O| & HFQIE S AX|St2A H QT O] & 2HQI2tS MEY

HES SEYLCH

ChE 2O M= ACL VLAN HIQIE HIO|20| BEAlE = §EE 23T

Table 237. ACL VLAN H}QIZ! E|o|&

St1 Delete

L k)
Direction ACLO| Tzl ZE Y wetelLct
VLAN ID ACL OjZ/-2 2|3 VLAN IDYILICE.
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0| VLAN &

A7t e85 27 0= 20| YLIC O] VLAN &

Z=
X

UFLICt.

51X O] VLAN H

.
O:

ZBR(E20)

AR R}7F AR

23t H|= 1~4294967295Q L | Ct,

o

Sequence Number
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A|A

B ELEHT

O] goM= L =M E CheLIt.

FE B H/

=27 #a/

Lt ZE 0/5/8 74
RSPAN VLAN 74

sFlow 2&
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ZE SAH E7]|

~Qxlol mEY E3jL £ @2 2 4 YLt
> ZE SAE E2{H:
Monitoring > Ports > Port Statistics.
Status
1 LAGS Al Go To Interface m
Total Time
Packets Packets 3
Packats Broadcast e Transmil Link since
Interface  recaved re_:lfwed Facksts “.ap“’nlmed Packat ’(::Oﬂlsmn down  Link Flaps  counters
without ‘g e racaiyed gtr';?u Ermors L events last
Errors e s clearad
L 0 0 0 0 0 ( 0 0 1day 4 hr
[ 0 0 0 0 0 0 0 0 1day 4 hr 59 mi
0 0 0 0 0 0 0 1 day 4 hr 59 mi
[ 0 0 0 0 0 0 0 1 day 4 hr 59 min 45 se
I 0 0 0 ) 0 0 0 ] 1 day 4 hr 59 mi
ot SLEHOf| A= HES A0 ChE 2 Y S gL ot
o 29X RE ZEQ CHS ZE IR HE AR H & K=o =olehs MEiStn
X7 HES SESLICL
o ST EZEQ S FIRHE KRB HY ZEO| 2HQIES MEHSI D Clear HES 2
o ARX[Of CHEE Z[A HEZ 3lHE ME 1 X[2{H Refresh HHES S 25HAM 2.
CHe #He= o0 HEAEl= ZEYE 42 4L
Table 238. £E &7
"c dy
Interface Ol iMl= {HE Q| O] ZEL} HZAE QHHO|A HO|E &=2
QI O|AE LIEFE LT
Total Packets Received QE 90| 2=AlEl = 147l £QL|C}H
Without Errors
Packets Received With Error [ AlQ| A= T2 EZZ MUS 4 QIEE Sl= Q271 1ty QIHIRE
o2l =Lt
Broadcast Packets Received | B2 EijAE F=AZ MOtE AR FSSIf710| & 2QL|CH Of7|0|=
ZEIFHAE TjZI0] ot X| Q5 LT
Packets Transmitted Without | 0| ZTEO|A SIS JIHEZ MAE =7 Ql &L ct
Errors
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—

Transmit Packet Errors QEZ oIl MaT &

Collision Frames

ol O|HY MAHES 5 ZE

Number of Link Down Events | 23|% = E0| &£ 2/3 C}2 0

Link Flaps ClHh24 AlZH St &3
Ch2ol & &8 SlsYLCt

Cleared

)Yt

Time Since Counters Last O| ZEO| i3t EA 7t Ox|te z x| Y7l 0]

= ZabE AZHE, A2 2,

HL

AtMet 2E §4 £7]

Chosst

o =

H
m
g

=

JH

SAE = & UASLILH

Mgt ZE SH1 & He{H:

Monitoring > Ports > Port Detailed Statistics.

L2 A82 ZE YA SA =t8e EE 3 2%

=T

Port Detailed Statistics
Interface VA v
MSTID ST ~
ifindex 1
Port Type Normal
Port Channel ID Disable
Port Role
STP Mode Enable
STP State
Admin Mode Enable
Flow Control Mode Disable
LACP Mode Enable
Physical Mode Auto
Physical Status Unknown
Link Status Link Down
Link Trap Enable
0
ets U
tets 0
TX 256-511 Octets 0
512-1023 Octets 0

HES M8t Bt A S
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- DEIJIRHE
7|27 o =2 XY
o AQIX|Of CHE =

ChE O M= =30 BAZ[= AHA| g
223 IHH ol A

U-1-F9020HPA

A2l X 27| HES SEHYLICH 223 o] ZEOf Ciet 2= A7t
28 ELCt

Al

—'—||_

HJEZ oS M2 OX[HE Mz 28 HES SESHH .

ZE §ES 2L CHE ZEO Ciot Y2 S
7o M ZE HS S MEISIUAIR

Table 239. ZE MM £

ue 1g

MST ID OIE{T|0| A0} QITHE MST QABAZ EAIFLCH

ifindex O] Z4M|l= O E 2l O] ZE 2t AHEHE QBT O|A HO|2 &= ifindexE
LHEFE L Tt

Port Type

H =
m 3
L o
[
_"2
9—r
= O
Om_r‘u_
I'|00|-|_|
Horo
Im
|m
Hu
=
|m

Trunk Member. ZE7} &3 A EFI 9| & LL|CE XA Bt

HE2 ZE ML 2SS HESMYAL.

Port Channel ID

E7t ZE xEo 782 B2 ZE x| AHIO0|A D} 0| FO0|
A

L]
=
Al 38X o™ Hjggstrt #A|E L

=" =

Port Role 2getEl 2 MST B2IX| ZEO|E 2t ATjY E2|0f T3t ZE 20|
ZEYELLL ZE A2 RE X|F, thH|, MY, OtAE = Hi2dstE ot
S St YL

STP Mode TEEL TE MY GIRE AT ER| ZRES Be| E QU
Jtssh gt oh2at Z&Lct
¢ Enable. O| ZEO| 2I{d E2|7} 23t 0] AELICH
+ Disable. 0| ZE0 'd E2|7t Hl2 g%tz AELICH

STP State HEQ| WX AT E2| MEH. Of HEfE T 4 A| ZET} Sk
S MojgtLICH Be|X|7t @AtESe XES UX|SIH Y ZEE
E=AE ME 2 MotetL| O AEf= IEEE 802.1D0f 2| x|0f A& LICE.
¢ Disabled
e Blocking
* Listening
* Learning
* Forwarding
* Broken

Admin Mode

ZE MO 22| SEfYLICE HERAN 3 E5|2EH ZEE Sgotolof
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BpLCH 3T 71232 BUSEOf LTt
Flow Control Mode ZEO| thet S8 Hofo] Eagt T BIEE OfRS LIEHYLICE Of
LEL LAG UEHO| 20 RESHA| QLT
LACP Mode Y3 WA R0l ZRES He| YEAS LiEtdLCL ZETH 3 I
Hojotz{pl 25 2t of FLT
Physical Mode HE £z0 0|5 RES LIEHHLICH XHE ¥4 ZEOAE 0|5 2E9
HE7HAE HY ZRN20A SYELCH
Physical Status TE 250} 0|F RC= LJEPALICH
Link Status Y27} 2E SAX| A& ST AKX O£ LIEFHLICH
Link Trap Y3 YERZH MEE O ZET} EYS BUX| 025 LIEH LT
Packets RX and TX 64 Octets| 2107t 64 S191(Z 20| Y B|E H|2|, FCS S8 Z3) 41 E= HSE 5
2l (28 W3 ZehLict
packels RXand TXO5-127 | 2017} 65~127 S SU(Z2f 0] Y BIEE HIQl, FCS S5 Zehol 441 =
ctets
HEE S WU HEY I YTt
packets RXand TX128-255 | 20|17} 128~255 S S 12 0] Y B = H|2| FCS S Zeh) 41 i
ctets
HEE S WU HEY i EZHYLTt

Packets RX and TX 256-511
Octets

Z0|7} 256~511=2El(Z g

S o

IS
(o=}
E
r|r
é
o
_<')_
el

I:I
a
(@)
wn
m
oot
o
>
>

W2 == 2l ZehHYPLo

Packets RX and TX 512-1023
Octets

210|7F 512~1023=2 EI1Ql Al E=
E

Zehuch=old v

Packets RX and TX 1024-

0|7 1024~1518 ZEI(Z2f 0| HIE= H|Q|, FCS S8 Z=ghol =4l E=
1518 Octets
MEE T2 ~ETF W2l ZEHLCt
Packets RXand TX 1519- | 200|7} 1519~20472 9 41 = HEE & W2 (2 T2
2047 Octets
EZah(=efo|W HE X Q| FCS <8 ZghL|Ct
Packets RXand TX 2048- | 0|7} 2048~4095 SEI(Z20|Y H|E= | QX2 FCS 2 & Z3HQl
4095 Octets
M EEMESE T 2 ET A Zeh Lot
Packets RXand TX 4096- | Z10|7} 4096~9216 S E(Z3}|0|Y HIEL HQl, FCS K ZEhQl =41 £
9216 Octets
HMEE S 02 ~EF W2l =) LCt
Octets Received HEIoA =4 E HOo|Eel & S8l ~(HZRE IfZIel Z&
EohAL|Ch=g0|Y HIE= A2, FCS SEI =3, 0] 7iX|= o|H 4l
HECE g2NoE =G = O ABE = USHLCL O =2 HUET}
L3t AL etherStatsPkts & etherStatsOctets 7HMl= & 7t =0

Packets Received 64 Octets
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Packets Received 65-127
Octets

Z0[7t 65~127 812 =M E WA 2l =l &
=

TLth=2 0l H

Packets Received 128-255
Octets

207} 128~255S 8(Z 20| Y HIE= M2, FCS S =ehel =M E &

izl == ozl Z2h Yot

Packets Received 256-511
Octets

0|7t 256~5115 8 (=2 0| HIE= M 2|, FCS S8l =ehQl =M= &
jzl =8 2l ZehL

Packets Received 512-1023
Octets

=
n
ot

210|7} 512~1023 2EIQl £ I
EZshlL|ch=zo|Y HIE X 2|, FCS SE!

Packets Received 1024-1518
Octets

Z0|7t 1024~1518 SE! E1|0|DI HEL &

7 (2 B ZHYLC

D

Packets Received > 1518
Octets

Total Packets Received
Without Errors

Unicast Packets Received MO AZE ZZEZEZ MLL|s 519 YEYIA-SLF|AE T3 L|C}

Multicast Packets Received | HE|FyAE oz FMEE 2AE Y5 MZI0| &= IL|Ct. O] =Xt
HREIAE A2 FEE = 20| ZEX| FSUH T

Broadcast Packets Received |z CjAE Aoz MR AME USS DYZI0] & 2QIL|CH of7|0)=

Receive Packets Discarded

Total Packets Received with
MAC Errors

ojZlol & =L ct

Jabbers Received

1518 SE(TH0|Y HIE M2, FCs S8 E#hEct 2D F4 S 20

HEE FCS(Y Y AAF AIAN)FCS 2F)

o
i B2 FCST e SIS

2l =YL C g7t ot S8 +(F& 2F). 0| Jabber F2|= IEEE-

Fragments Received

8.2.1.5(10BASE5) & A4 10.3.1.4(10BASE2).

Ij 20| 20msE Z1tots =AU 2 FOHLICL MHE LAY = AU

[

518 Hel= 20msO M 150ms AHO| RIL|LCH,

). Ol 2MOIM £ JabberE

rir

Undersize Received

ERROR CRC(Z 20| H|E X 2|, FCS &l
D Bhol 44l

[

B2t BHE L0|7} 642

Alignment Errors

GOOD CRCE A8510
2QlL|ChZ oY HE

Fol AlEl & T2
= meh

409
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Rx FCS Errors

64~1518 S &l ZO|(Z2f|0|Y HIE H| 2|, FCS S8 ZghE =4E 5 T2l
0| X2 SE =7} H=7} OfEl HRE FCS(Z2| Y AAF A|2A)7t
UL

Overruns

64~1518 S8 ZO|(Z20| Y HIE H2|, FCS S8 ZEh2 45
E X o _)'\_

M4 28 4o BRE FCS@AY YA AIBA)T s

4>

Total Received Packets Not
Forwarded

802.3x Pause Frames
Received

Unacceptable Frame Type

Total Packets Transmitted
(Octets)

HEHIOM HEE HOIHS & SH (=T A Z&h)(Z2f0|Y HIE
M e, FCS & ZEh 0] JiH|= o|Eul ¥R T E SE|XMo 2 FHEE O
AEE = AEULCL O =2 HELE7 Hadt B2 etherStatsPkts 3

etherStatsOctets 7H M= S& 2t4 =0 ¥EZ =|0{0F ghL|ct

Packets Transmitted 64
Octets

Z0[7t 645 BI(Z2|0|Y HIE

EL T
—
W22 W E3hol 5 St

Packets Transmitted 65-127
Octets

0|7t 65~127SEIQI A= IjZI(EF W2l Z=Ehol &
E

=
TYLICHZHO|Y HIE M2, FCS S =),

Packets Transmitied 128-255 | 20| 7} 128~255S (=2 0/ Y HIS £ H2l, FCS S Zehol »HE &
ctets

2 (2% W2 EZehet,
Packets Transmitted 256-511 | 10| 7} 256~5112El(Z 20| Y H|EL H|Q|, FCS L& ZETHOl AlE =

Octets

ozl == ozl Z2h Yot

Packets Transmitted 512-
1023 Octets

20|7} 512~1023 SEIQ 4 E & Il (= 12

=Zeh YL oz old HIE M2l FCs S8 =8

Packets Transmitted 1024-
1518 Octets

20|71 1024~1518 SEI(=2||0|Y HIE&= A2, FCS S8 Z=ghol A= &
2 =2 o3l =eh L

[=]

Packets Transmitted > 1518
Octets

15182 EI(Z 20| H|E= H|Q|, FCS =& ZEhECH 210 HAIO| 24}

HEE T W2 +YLICL O] FF2He| At} S7H82 10Mb/sof| A =8

[

).I'ﬂ
rl

o
572 E QLT

(00}
g

Maximum Frame Size

olHY &M, CRC X HO|REE ZH30] QIE I 0| AT} K| ASHAHLE
AMESIEE TME A o|H Y = 7| YL|C} (1518 £ H
9216EATMK]). 7|2 o =& 37|&= 1518 L|Ct

Total Packets Transmitted
Successfully

Of ZEO|M oY MOAHEZ HEE =Y =L Ch

Unicast Packets Transmitted

H7|E 7L HEEA e WIS ZHs0 A 7 ZRES0| 39
HEYI-QUIAE Fore HEEEE e & 12l +Uc}
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Multicast Packets Transmitted

7| 2| AL HEEX|
ks

HE|FAE

Broadcast Packets
Transmitted

AR AL H

Total Transmit Errors

Total Transmit Packets
Discarded

MHE Y S Ty, ANE o2 S5 =Y X AFE =t
o ol oA L Ct

Single Collision Frames

578 QB H 0| A0 A

[

Multiple Collision Frames | £ o|4to| 22 QI8 M&0| A€ S AHHO|200N Y32
HaE Y Lot

Excessive Collision Frames IESHEEZ QI8 EX QIEH 0| AN A &0 Amst =3 QL|Ct

STP BPDUs Received MENSE TEO|AM 2AIEl STP BPDU 2-QIL|LC}.

STP BPDUs Transmitted MEHSE TEO|AM M&El STP BPDU 29I L|C}.

RSTP BPDUs Received MENSE T EO| A 2AIEl RSTP BPDU 2=Q|L|C}.

RSTP BPDUs Transmitted MENSE TEO|A FLEl RSTP BPDU 2-QL|C}.

MSTP BPDUs Received MENSE TEO|A 2AIEl MSTP BPDU 2-Q!L|C}.

MSTP BPDUs Transmitted MESE TEO A & E MSTP BPDU =9l L|C}.

802.3x Pause Frames PAUSE %12 LtEILH-= opcode®t B O] QIE{ I O|AOAM M&El MAC

Transmitted
MO =2 ol s~ L Ct CIET o[ A7} HHO|ES ZEOA A &Sdt= 8% 0
L2 EE BTk Lt

GVRP PDUs Received GARP A B0l M =215 GVRP PDU2| #=QIL|Ct.

GVRP PDUs Transmitted GARP A Z0|M M&El GVRP PDUS| 7§ QI L|C}.

GVRP Failed Registrations GVRP S & AL BI4E A2 5K ZaiSL|Ct

GMRP PDUs Received GARP H&EC2Z2ZEEH A=l GMRP PDUS| £=¢!L|C},

GMRP PDUs Transmitted GARP HZ0|A M£E GMRP PDUS| Zi4¢Q!L|C}.

GMRP Failed Registrations [ G\MRP S 2 A|E 3142 k28X LS L|C}.

EAPOL Frames Received O| QIZXI7} A8 BE Q80| 283 EAPOL T Q! 4= L|C}.

EAPOL Frames Transmitied | o] oIZ5xj7t &3 2E R¥2| EAPOL Z3|Q LT

Time Since CountersLast | o] m=of Cig S7|7t OFX| o2 XY 0| FIMEN AIZHE, AlZ &,

Cleared

=) YL
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EAP S| H7|

d ZEOM #=4IE EAP TiZI0f CHot Y2 S BEAIR & ASLICH

m

EAP SA& E2{H:
Monitoring > Ports > EAP Statistics.

EnpoL £l

[> £ Jm

ChS HOM = =t EAIZ= EAP SA|Of TS &

o0&

L YO O|E HES EE5HM 2.

Table 240. EAP £7

»e Ck:
Port BAIZ ZES MEBILICE M AB0| MFEIT 301 Q0|0| £ 7t Mt
M2 Meig ZEo| thef BE BEJH QLo EELITL BE 2ol

QIEH| O] A7} F= gLt

PAE Capabilities MENSH LEO| PAE 7|50 EA|E L LY.

EAPOL Frames Received | 0] QI Xt7} #4131 BE R0 Q&3 EAPOL T Y +7} EAIFLICY,
EAPOL Frames Transmitted | 0|= 0| QIZSX}I7} M43 R E S8 0| EAPOL =& 42 HEA|BHL|C}.
EAPOL Start Frames O Q1B L7} =4Ik EAPOL AZH Z2f| Q) 7} EAIELICH

Received

EAPOL Logoff Frames 0| QISX}7} £=AISHEAPOL 21T T Q 47} EA|EL|CH

Received

EAPOL Last Frame Version | 7154 £/ 20| 4%l EAPOL Za| Q0 E3E Z2E

M
£
r
rE
fot
i
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EAPOL Last Frame Source | 77 £| 20 4=A1%l EAPOL T2 Q0| MEE 24 MAC FAZ BAFLICE
EAPOL Invalid Frames 0| QIZRI7F A3t T2 Y REO| CIAE|X| Y EAPOL T Y +5
Received
FEA|RL|C
EAPOL Length Error Frames | o| 0I5 Xt7 443t T2 Q) Q0| QI4|E[X| Yt EAPOL T Y +5
Received N
HEA|GL O
EAP Response/ID Frames | 0] QIZA7} 4413t EAP SE/A1 9 T2 47} BA|E L|Ch
Received
EAP Response Frames Ol O] QUSA7L =4It K20 EAP 8 & Z2f| Y(resp/ID Z2f| Y X 2)2]
Received .
+=E BAIZLC
EAP Request/ID Frames | of QI X7t M3t EAP 2%/ID T2 47} EAIE LCE
Transmitted
EAP Request Frames 0| QIZXI7} M&8HEAP 28 =g U(2K/ID =Y M el) =7t
Transmitted
HA|ELCH
= A A B
70| = HAE =

N

> To perform a cable test:

Monitoring > Ports > Cable Test.

Cable Test

1 All Go To Port | Go |

[C1 Port  Cable Status Cable Length Failure Location
1/0/1 Untested

. 1/0/2  Untested

[ 1/0/3 Untested

[ 1/0/4 Untested

[F] 1/0/5 Untested

1. Port. HAEQ #0|50| HAE QAHIO|AE LIEFHL|CE

2. Apply HES SEIL(CH
MERSE OIE{IH| O| A0f M #|O| 2 HIAETL = ELICH A 0|2 HIAEE 2t25t= | Z(CH
2XRI A = UAELCHL ZEO 29 3%t s B2 0|5 MEf= a4 oYLt
O] 7|s0| &M &3 £ =0 CHoll PHYOIAM X RIE[= B2 BH2 A0l 20| FZXE
SSkStLICH 237 CHR 2|2 AH[0]20] 10/100 O|E Ul O{RHE{0f HA= B2 &
O|H Yl O] HE = ALESHA| Q= 0|0 2 ST X| QAL HX|E MEfE F7| 20
7 0|5 MEfZE LY E&= T o= US| O
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Che #H0|M= ot HEAlEl= 8 = ole L0 oo dHe L
Table 241. #|0| & HI2ZE

uE 4y

Cable Status 0] #|0|2 AEHE Normal, Open = Short2 HEA|EHL|C},

* Normal: #|0|E0| SHIEA &S50 USLIC

+  Open: #O|20| AZAL|X| QAUALL HUEO| ZEHO| ASLICEH

« Short: #|0|20f ™7|H tH2f0] AELCE

¢ Cable TestFailed: #|0| & & E{E &gt &= YSLICE A O|E0| HHE
s sk ASLCL

+  Untested: #|0|2& Ot& HAEE|X| %ASLICE

 Invalid cable type: X| ¥ E|X| %= A 0|5 FEYLICE

Cable Length 70l £2| o & ZO|(OIE)LLICE Z0l= 7HE B2 old Zo|et 7k 2
O 20| Afolo Hel= HAIELICE #0|S Z0|E &l = gloH
= S0l EAIELILH 0|2 ZO0l= #0|2 SEN7H B2 B0
HAIELCHL
Failure Location 70l BOIM 2F {IXIMK|2 ol & H2[(0IH)YLICH 2F /IXl= A0lE
MENTt Open(7He) == Short(EH2h ol A0 2 FA|E LT}
x —
Chs £E O0|3E 4
ZE D2 HERA 247|0M 24 HERA EcfH S HEIGL|Ct O] = &29(X|2
EE ZEO tHofl =Y ELIC O|MEH B2 29X ZEV &4 XEZ FGE[Y, LIS
AR ZEVH Y ZER Y ELTE 22 ZEOM EcfHO| 0|22 E= LA S FdE
& USELICH A2 ZEOMN SUE|ALL ZEOM HEEALL £4 U HEEE A
e ZE=Z D[22 5+ AS LT
Cet ZEZ SARE DH 22 2[Mdof A& Tzl S Yot M YLICH F, 0|27t =41 &
{fZlE SAStE 8% SALE T2 24 ZEOM =4 EJC B2 VLAN Ef 7}
X E=l AL B 7F XX G5 U 0|27t P& E 2 S A5 49 SAE I 2l2
AATEONM MSE 2R VLAN Ef27F X| ™ E| AL Ef 27} K| A | K| QLT

15 ZE Dj2ae HoHo 2 RAs

Monitoring > Mirroring > Multiple Port Mirroring.
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Session ID S E0|A M H=E MEISIN L.

Admin ModeO| M True(Z243l) =+ False(H| 243} 2tC| 2 HES MENBL|CH

MEASE M M0 Cisf 22| REE 2d@st2{H True 282 MEISHUAI2. £ A HO
| oE E C

EH
2| Mo a4 EE(H SOZHAL Lt 2

Destination Port 220 A ZE EZjmS 2AFS CHAF QIE{T|O| AS AMEASH |C}.
2RO E SHLol iy BEQH TH3 + UFLIC O T2 BE B B0
THE 02 ZEOM ZE EfEHZ 4

HA|ELLCH 7| 24,2 None® L|LC}.

— HATC

Filter Type S E0IA & &1t YX|St= Ecf S 0| = U= IP £= MAC
ACLS MEfgtL|Ct,

7tset 2h2 Ch2at &L

*  None. M|0j| Cisl L&l ZE{7F §i&LICH

« IPACL.IPACL2 T d%tLLCt.

+ MAC ACL. MAC ACLS F+¢fL|LC},

Filter Name ZE0f| 5§ M430f| Cofl 2E{ 7} 15 E B2 EH 0|§= Y=Y LICH

YHOIEE #90| 29X 2 HEELICH 79 HE Arg2 A HEELIC

Source Interface Configuration SectionO|A{ CtS M EH WS AR BHLICE
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EE EAISt2™ Unit IDE MEIREL|C}

- LAGSEE

- CPUSEE

«  VLANZ MEiSIO| AL 7HSTH VLAN 252 BEA|RL|CH

- REEZ|X ZE LAG,CPU XL VLAN 2

« Go To Interface ZE0j st H

« InterfaceE AHESI0 T+ &
ZEO| Egjmlo ZgH

Direction HE0||A L=l O)2{3 ZEO|A 0|22 e EcfT Beg X|-Fg L}

U0l FHE|X| U2 42 822 BAIFLULCL 7|24t S YLICE Direction M

Ct2 ot 2L ot

« None. 20| M| X| REUSLICE

¢ TxandRx. M& X FAE T2 ZLEHE LI

o Tx HEE AT 2L E LT

o Rx.AE {20 2 L E{ &S| T},
Note: VLANS| 202t Tx, Rx X None SN & M g% 4= QUSLICT

« Txand Rx. VLANS A A VLANS 2 X| ™ $tL|C},
¢ None. X|HEl AA VLANS K| HEHL| L},
VLANO| &A VIANC E & AR sl k2 vl ZEZ HA|ELCH

Apply HES SEIgLICt
MHO| A|AHI0 MEELCH ZEJAA ZEZ PHEl AL Mirroring Port ZE 72

Mirroring & L| C.

Status EE= QHH 0| A HEfS LIEFRL|CY.

7 L=t &Ae] 42 0| = ol &5t

Note: O{2f 2F HAIX|7} U= 2
= 42)E 7t 3L Lt.

LIHA 2F MER!
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RSPAN VLAN Tt/

RSPAN(EZ 29X ZE Z47]) VLANE AMEL=F VLANE 78T =+ UELICH
HE

RSPANZ2 AtE5tH 0f 2

_Iﬂ Il-x|o| O:IFI_.I AA iE(EEI— VLANol __I.I.A _OLOI_ E%

ZE)O| EgfEZ D25t OB E EefE S A X o iy ZEHEXHI 4710
OlZElZ2s ZE)Z 24 & QI&L|CH 0]2{2E E2|Toj|= RSPAN VLAN ID Ef 17}

X" &1 RSPAN VLANS| E& 3 ZEE Ed|| M&EL|C}

> RSPAN VLANS T/dsl2{H:

Monitoring > Mirroring > RSPAN VLAN.

m—m——

sFlow

= Multiple Port Mirroring VLAN ID  Admin Moda

+RSPAN VLAN =

R‘«I’-L\I‘ Source Switch

Disable

«RSPAN Destination
Switch Configuration

VLAN ID €0f| = &X|Q| 2= VLANO| L} HEL|LC},

1. RSPAN VLANS Z At23%t VLANS MEHSHL|CL,

2. Admin 20| A 3l VLANO]| CHSt RSPAN X| 2l Enable EE+= DisableE A EHGH

7| 242 Disable @ L|C}.

YOOIEE 0| 29X 2 HESELICL 714 HE Argd2 FA| §EELICH

o

RSPAN & A A2L]X| t/d

> RSPAN A2 AQ|X|E /dsl2{H:

Monitoring > Mirroring > RSPAN Source Switch Configuration.
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Ports-  Logs sFlow

T T T T T

RSPAN Source Switch Configuration

= Multiple Fort Mimonng

«RSPAN VLAN

Filter Name

RSPAN Source Interface Configuration

® False

Intarface  Direction

AN MNone

12 Norie

2 3 LAG CPU VILANS All Go To Inferface

1. SZ0||A Session ID HZE MEHSIAM| Q.

o
BXMOo2 2| BEE FalseZ O U

(LI
=L

=13
=

3} £ False(H| 283

3. available VLAN ID 220{ A RSPAN Source VLANS MEHSHL|CT.

4. Reflector Port Interface =5 0| A RSPAN Reflector Port=

5. Filter Type S E0| Al ME15I0] S| & &1 K[ot= Eif

L= MAC ACLES T+ dghLCt.
7tset 4r2 Ct2ar Z& L Ct

* None.
« IPACL.IP ACLE F+d%tL|LCt.

+ MACACL. MAC ACLS st}

6. MMof &7t & E Filter Name= Y H & L|CH

7. Apply HES =Lt

YHolEE 40| 29X = H&SELICEH 748

Lo dJ

> RSPAN &2 QIE{H|0|AE /45l H:

418

(=13

|
=

= FA

A EH

[ |

= 0|2

2L Ct.

=Ak=13
o=

A O]
T AN

h el

o — = O
AbIE = RSPANR A msh TE BA 7)) VLANO| EAKO| 2 2hE L C},
o

rir

HEELCt.
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1. dEieh X0 thet 22X ZE =55 HEAISHEE UnitID(1, 2, 3)8 MESIHUA L.

CPURt EA|SI2{™H CPUE MEHSIL|LCT

EHSHO] AL 7Hs B VLAN ID £ 52 EA|gL Ot

($,] S w N
<
m 5
Z
/o
rx
|'|'|

22|H ZE, LAG, CPU X VLANS EA|SI2{H AIIS MEbSHL|CL.

o

Go To InterfaceZ E0f| QI 0|A HS E QA0 QI HO|A S MEHTHL|C

7. AHHO[A ZEOM e ZES 0|2 Y ZER X|FE 2

om

TME ZEQ| Egjmlo T2E TEZ M&EIL|CH
8. Direction S E0| A MEASIO] T E O ZEO|AM D22 Ecfjd S
U0 X E2 8% AS0| EA[ELICL 7| 2442 None &I LILC.
* None. 2}0| & &[X| QUUASZLICE.
e« TxandRx. d& A F=41E IHZIS ZLH AL T
o Tx MEE DI L HE LI

o Rx. SAIE TS LB RS

—

Status 2E= QEHTO0| A HEIE LIEFHLICEH

RSPAN CH & AQ|X| 114d

RSPAN L4 AQ|X|E /4512 H:

Monitoring > Mirroring > RSPAN Destination Switch Configuration.

sFlow
RSPAN Destination Switch Configuration
= Multiple Port Mirroring Session ID 1 v
*RSPAN VLAN Admin Mode True @ False
*RSPAN Source Switch 5 .
'f‘f;r'.r.‘lﬁ?:.ra.rpu-_-_rr L RSPAN Source VLAN None v
«RSPAN Destination RSPAN Destination Port None
Switch Configuration ~
Filter Type None ~
Filter Name

419
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1. Session ID S=0|A A4 IDE MEISHM 2.

2. MEiSE M40 CHSH Admin ModeOl|A] True(&/d2} B+ False(H| &S 2 2HE| 2

S8 MM0| 2ot Mo A ZEO SOZALL L7ks 2E EcfRO[ S Y
ZE E= RSPAN(EZ ueh ZE Z47)) VLANO| SAKO|2{E)E LIt 7282
=

3. available VLAN ID =£0{ A RSPAN Source VLANZ M EHGIL|C},
4. Destination Interface 5% 0| A{ RSPAN Destination VLANS M Ei3tL|C}.
5. Filter Type= T+ & LLY.
IP == MAC ACL2 3{& 131t 2X|5t= EcfE 2 D22 gLt 7hstt at2
Ct2at Z2& Lo
*  None. MA0j| CHSH & HE 7t QELICH
« IPACL.IPACLS T42LIC}
« MAC ACL. MAC ACLZ T &L|Ct.
6. MMof CHal T+ =l A2 Filter Name2 2 = gtL|Ct.
7. Apply HEZ SE/fL|Ct

YOIOIEE #90| 29X 2 HEELICH 79 HE Arg2 FA| HEELICE

Lo d o =]

sFlow 1t/

> To configure basic sFlow agent information:

Monitoring > sFlow > Basic > sFlow Agent Information.
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™ Sysen | Swichg | Faing | Qo5 | Sy | oo

Ports Logs Mimonng

“ sFlow Agent Source Interface

= Dasic

«sFlow Agent Information

* Advanced

*  Source Interface

v

sFlow Agent Information

Agent Version 1.3/ Netgear Inc.;Q

Agent Address 10.130.84.23

Inc.

Organization:
Revision: 1.0

1. Source Interface FZ0{|A| sFlow Agent0i| At &= 22| QIE{ T 0| A S MEHBL|CH
7tset ete thEar 2& Lo
*  None
* Routing interface
* Routing VLAN
* Routing loopback interface
e Tunnel interface
e Service port
J|2MOZ VLAN 12 A2A QI O|AR At EIL|CH
2. Apply HEZ S&/gL|Ct
YOO EEl 40| AKX 2 MESELCH 714 HE A2 SA| HEELICH
22| Xoff thet = S22 otHE A2 1X|2{H Refresh HHES S E/5HM 2.The L3
HOMe 7Y == 8l 20| oish dFeL ot
Table 245. sFlow 7|2 Of|0|HE H&
g4c 493
Agent Version Ol MIBS| B{XIt R#S DR AHYLICE BN 2XtEL S FES
AHE3BH{OF BHLICE MIB T, RELAZEQIOf 4
«  MIB Version: 0 £ 9 1.32 0| MIB H{ ™ Y L|C}

Agent Address 0| ool HEQH A ZE P FaYLIT

421




U-I-F9020HPA

sFlow O|O|ME g ™ 1/d

> sFlow OO|ME g E¥ S /352 H:

Monitoring > sFlow > Advanced > sFlow Agent Information.

R T S T

Ports  Logs  Mimoring

“ sFlow Agent Source Interface

= Basic v

Source Interface vian 1 v

* Advanced -~

sFlow Agent Information
*sFlow Receiver 3 I

Configuration

Agent Version 1.3:Netgear Inc.:Q.2.15.1
*sFlow Interface
Configuration Agent Address 10.130.84 23

1. Source Interface 5= 0| A sFlow Agent0i| At23t 22| QIE{H|O| A S MEHSHL|CH,

tset &

CtE1f 2L

rlo

*  None

* Routing interface

* Routing VLAN

* Routing loopback interface
e Tunnel interface

e Service port

7|28 O 2 VLAN 12 &4 Q0| A2 AL E LICE
2. Apply HHEZ S&lgtL|Ct
AUHO|EEl #+40| AKX|Z2 HEELICH 74 HE AF2 FA| HEE L|CT.

2 X[of oigh 2 SEZ StHS M= 1X|24H Refresh HES S &M 8.

Che BEOME #EE & Sle 200 ool 2Lt

gjo

Table 246. sFlow 112 00| ME MH

=l
=

In
nx
o2
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Agent Version of MIBS] ¥ It 73 Uch M3 2xge o

A 7HE:

ojo
1
P
mju

a
q.

Of
)
1=
|rn e
IIOI'
us

12 1]
AtE8{oF SL|CE MIB M =2 A=

v}
T L
>

« MIB Version: '1.3', 0| MI

e Organization: Inc.
* Revision: 1.0

Agent Address Ol QO|HEQt AAZ P FAQLCH

sFlow =417 4

> sFlow £=417|& F/dsl2{H:

Monitoring > sFlow > Advanced > sFlow Receiver Configuration.

. Maximum Rocamet ~ ~ Datagram
meout - g pcamer Port T
Datagram Size Addrass fersion

1. Receiver OwnerS X|™gtL|LC}.

O|= 0| sFlowRcvrTable &2 AH&3H= AHE[YLICEH Bl 2XHE2 &= 0| ARy
QYE|X| UUSH =4IXt LH0| 7|22 IHHE L USS LIEFRHLICE
sFlowRcvrTable &= 2735l2{= AEHE[= &2 Q¥sH7| Mo &=0| 273

F AU EX| ZHOlsof gLt 52 A/ EAHE S 47850 FEELCH 2
HMEL JHHE HYstHH HAY &52 2 6|oF gLt

2. Receiver Timeout - =27} s{X| T/ ME 20| ZX|Z|7|7HX| &2 A|ZHE) Y LT,
MEDO| MO E FAIste{= 22| FH = O|™ gLo| B2 E|7] Mo Af gt2 Ao &
Q0| USLICH SH st HR|= 0~2147483647 U L|Ct. 20| 00| H MEHSE =AM 7| 1M O|

O
|27to2 MAE|L|C}

3. No TimeoutZ AFESIY True EE= FalseE MEISIO =417|0f CHSH A2t =0 MEY GlES
ALt
No Timeout 414 2t=0| TrueZt & H7HX| MEE S S| &|X| FESLICE 7|24t2
False® L|C}.
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A S}

4. Maximum Datagram Size - Tt ME HO[EH{ 1o = MES 4= Q= Z|O H|O|H

HIO|E £=QJL|C}.
sFlow H|O|H 30| ZZtztE EHX|S2{H O] gt2 HESHMAIR. 7|24): 1400.
5 25|= Hee 200~9116 4 L|C

_'_

5. Receiver Address. sFlow $Z&7|2| IP FA Q! L|C}.

0.0.0.02 2 MX &l H sFlow H|O|E{ 1240| M&L|X| & L|CH

6. Receiver Port. sFlow C|O|E{ 13 2| CH 4t Z E QIL|C}.

5|25 = H= 1~65535Q Lt

Receiver Datagram Version 2 E0{= T& 2 sFlow H|O[E{ 12 {0 A|E L|C}.

sFlow QIE{{|0| A /g

sFlow O O] HE= H&tel =52 SAX WA 7|8t HEE S =8stH 8= =472

HHLCL S & ¥MES w0t E & HolH 2425 #EH2D LT sFlow

HOIHEE ot HIEERR ARTO|A SAH | AlZt 7|8 S-S #8510 7+ &l sFlow
7|2 HYLCH 72 MES st =E & HOH 225 282t L.

sFlow QIE{T{| 0| A5 F1/g5I2{ H:

Monitoring > sFlow > Advanced > sFlow Interface Configuration.

sFlow Interface Configuration

Paollat Sampler

Recener Polles Recener Sampling Maximum

Interface " 4 .
Index Intenval Indax Rate Header Size

1. Interface= 0| E2F Z2{2t WS40l CHet AHHO[AS HA[SLCE

O| OO|ME &= =2|& ZEQ X|AgtL|C},
2. Poller Receiver IndexE AHESHO] O] 7+2EH Z2{2f HZ =l sFlow =41 7|0f| CH3H
58L& HRAE X|FetLCt.
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K| gL L.

=

=

17|

A
(s

sFlow =

b

—

o

o
2217 AA| &L e

Al
o]

Hel LICE.
210 Cf

HI=
=

= A
=

to 0 =

o
o

2

--F9020HPA
B 4
A8

o

tof O] 4O 222t

I

o
=

LTt

.
o

e

=2
[S)

Af
X8

o

=

o

=
2= He= 0~86400% Q L|C}.

E|CH AlZHZ)

1

.

O
4. Sampler Receiver Index

3. Poller Interval

_

Hlru

Ll

L|CF.

s

=

e
o

Xg

At&ot0of Of 2A09| T{7l

=

H=ELUC A ELE 8ele 1~8- L
=

5. Sampling Rate

ojn

ulJ

old

4

0
A
<

1024~65536 & L| C}.

1
of
S0

A

oo

10

| HZIOI M = AL 2| CH BHO|E 45

=1
—

ol MEE

o
o

AHE

=

=

L|Ct.

s

.
o
=

NES]
{2 5= Y= 20~256 2 L|Ct.

.

6. Maximum Header Size
O

21 kg

Hin

2O MEEH ZLEHY ZXO0|L}
QAE J|HIOR 7| B &L HYE

—

—

.|

A
o

;L

Ol ALK

.|

A
o

b

—

.
()

H

= TP

I

2
za

getLct. ol
A
[

L|Ct.

{1
H

(=13
=

Ol

w0

O Al K| 2

425
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m——m—mmm—

Mmoning: -sFlow

T
+ Bulfered Logs Admin Status naable @ Enabie
E . Bt Wrag B

i y L

Desuriphon

HEHYE 21 74

Of 2= HAIX| 78 24 A HZ4: 280 el HAIX|S ol 22| ML Al
AMABOM o] 2O& MA| S ZF SEHOITH EXELICH MAIS CHE EAUE2 oY

24 ==
A0 O L—

=
HAIXIS AHAl 23 SEe 2 HERL .

_l.

HEHYE 218 F/d52{H:

1. Admin Status®| Enable = Disable 2tC|2 HES MEHSHL|CY,
Hg M etel 2= HAIX|E 7| S5HX| ESL O

2. Behavior2 A8t 217} 7H5 F2 WHQ| S22 X|’ggfL ot
21 70| YK =oAL SX|E = YSL|C

3. Severity Filter=S0|A A2tz S8 S MEIGL|CE

235 THE NZE YAUT 2L D 0[N0 HAKIE S BLICL N2

Emergency (0). A|AEIZ AME S = Q& LICH

«  Alert(1). SA| ZX| & F{o§OF gfL|Ct.

Critical (2). &2t 24,

e Error(3). 2F =4.

+  Warning (4). 220 =4,

* Notice (5). ‘S&HO|X[2t S0t & Ef.
 Informational (6). § & H|A|X|.
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+ Debug (7). CIH O =& HA|X].
AQK|Of CHSt 2|A HEZ 3lHE M2 DX 2HEH M2 01X HEZ 225N Q.

4. HE2of HHEE 215 X728 Clear HHES SEOHM K.

5. Apply HHEZS S2/LCt

YOO EEl 7140] AKX 2 MEELICEH 74 HZA M2 A " E Lt

a

Y7 21 THEU HE)
ST 2D G MELAN MY = 2AYLLCH S 2E2X|= EHE HEEY 20| =
SAEUCE R HM 20 Y2 A|2- AR 2OYLICHE A|A-> AR 2= AAE
MEE = F=AE HZ NS HAIXE HYSLCH & HM 21 A2 A[AH 2
EIOYLCHE AAH ZE 20|= A|AH> 2HE S0 = OFX| 8 N7 T A| X[ 7}
ML

g7 218 POt

Monitoring > Logs > Persistent Logs.

Persistent Logs

Admin Mode @ Disable @ Enable

Aot Error v

Message Log

Logs to be Displayed Current Logs v

Total number of Messages 0

Description

HiZ dstEl 20& HAIXE 7|E0HK]| E5 L.

=

1. Admin Mode?| Disable == Enable 2}C| 2 HHES MEHSHL|Ct
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2. Behavior 3RO 4= &5 HETLICY.

2= A A4 AT 2L O ol HAIX|S 7| EELICE g d 4=
Q C

Emergency (0). A|AEIS ALEE = IS LCE

Alert (1). SA| Z=X[Z F|5l{OF & LITt

Critical (2). 32%t =4
« Error(3). 25 =

«  Warning (4). 81 =4
* Notice (5). ‘& 0|X| 2t S22t & Ef
 Informational (6). & & Of

« Debug (7). C|H 1 =& HA|X|

22 X[0f oot =M HEZ ofHE Mz 2X[HE M2 1H HES SE5HH /.

H| A K| 4]

* Total number of messages: Number of persistent log messages displayed on the
switch.

°  <15>Aug 24 05:34:05 STKO MSTP[2110]: mspt_api.c(318) 237 %% Interface 12
transitioned to root state on message age timer expiry

Ol Ol = MA|7t OtL|TH mstp_api Lt Q| 2+ 3180 2| 8 24 05:34:050 A2 = ID
21100 M e[ = 7149 Q@A MSTPO| 2|sff M=l A|ARIO| MZtE 7(C|H1)0| Q=
AP AE & OA|X|(1)E LIEFHLICE 7|2 237HT HIA|X| 7t 7| 2 | Y &L Lt syslogE

ol =&7] == 2 0l0 7| FEl= HAIX|= O HAIX|2t 5ot YAlS AHERELICE

HAIX| 23 4

Of FHE HAIK| 23, K44 21 £E 24 20| tho) EAIEE BE 7|28 HAIXQ
H4 0 Mg ELIC,
syslogZ Soi +-77| i L0|of 7| 5| HAIXIE SUS HAS AFSHLIC,
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*  <15>Aug 24 05:34:05 0.0.0.0-1 MSTP[2110]: mspt_api.c(318) 237 %% Interface 12
transitioned to root state on message age timer expiry.

This example indicates a message with severity 7 (15 mod 8) (debug) on a chassis and
generated by component MSTP running in thread ID 2110 on Aug 24 05:34:05 by line 318
of file mstp_api.c. This is the 237th message logged with system IP 0.0.0.0 and task-ID 1.

*  <15>Aug 24 05:34:05 STKO MSTP[2110]: mspt_api.c(318) 237 %% Interface 12
transitioned to root state on message age timer expiry.
O| Ofl= A{A|7} OFL| ™ mstp_api Tt 2| 2421 3180 2|3l 8 24 Y 05:34:050 2| E ID
21100 HA 5= 79 24 MSTPO| 2fsf d-dE AlA"el o2t = 7(C|H 12)0] A=
AR =& HAIX[(1)E LIEFRLICE 7[5, 237 HR/ HA|X|7t 7| S &| A& LIC syslogE

ol =&7] = 2 0l0 7| FE|l= HAIX|= O HAIX|2t 5ot YAlS AHERELICE

- O 1

=
Total number of Messages: HIA|X| 210| 42 %4l 20071 &=C =t H
HA|ELCE

=2

od

d 21

mutok

M3} e = H| 25}

o —t

FY 25 G3I5t7 Lt H /g stste H:

Monitoring > Logs > Command Log Configuration.

Command Log Configuration

Admin Status @ Disable Enable

1. Admin ModeE AFESIH oS 2tC| 2 HES MEISIO CLI EH 224 &Y
Enable/Disable™ &= U&L|C}.

mjo

ri
Mk
hu

Z2 2835t} Hl g ststa E:

Monitoring > Logs > Console Log Configuration.
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Console Log Configuration

Admin Status @ Disable @ Enable

Severity Filter Error -

1. Admin Status®| Disable £+ Enable 2}C|2 HHES MENSHL|CE,

Hlgtdetel 20& HAIX|IE 7| SoHK| @& LT

Syslog SAE MM 34

> syslogE T/d5I2{H:

Monitoring > Logs > Syslog Configuration.

Mirronng . sFlow

«Buffared Logs

in Status ® Disable € Enable
«Command Log

xal UDP P 514 (1 to 65535)
Configuration Lecal UL on (7 to B353

Messages Ignored 0

Host Configuration

IP Addrass Type Host Address Status  Porl Severity Filter

Status ZEO = SAEJ MIMoz 2ZSIEE LML

)
rir
Rl
ke
Sl
N
Hrl
Rl
il
-
im|

1. Admin Status®| Disable £+ Enable 2tC|2 HES MEBILICE
T El syslog 2AE0| CHS 24 S /%5t Lt H|Z2HdetetL|Ct O| £ HIZHd3t2
HESHH 2= syslog TAE0| Lot 40| SX|E| 22 HAIX| 7t =& 7|Lt E0|=
MEE|X| QST
gdete ZF 87| = 2efofof CHe & S AH8SI0 e E 87| Ee

2 O|= HAIX|7} HEES ofofL T
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Local UDP PortE AF&3HY] syslog HA|X|7t ME &= 22 S AEQ| ZEE X|FetLLCE,
712 ZEE 514 Lt

syslogdil AES A2 QIHIO[AE X|FRL L
7tset w2 L2t 25U

*  None

* Routing interface

* Routing VLAN

* Routing loopback interface

e Tunnel interface

* Service port

7| 28O 2 VLAN 12 &4 QHEO|AZ AMRELICE

IP Address Type= AF&3I0 D AEQ| FA FHS X|FgL|Ct
ChE & St = ASLCh

- IPv4

- IPv6

- DNS

In the Host Address - O| = syslog8 2 2 &l @ AEQ| FAQLICE

Port 2E0{A syslog HAIX|7t &L= S LEQ| ZES X|FLC

712 ZEE= 5149 L|C}.

—

A= YA 2L O Ol HAIXIE 7| SR LCL ChE 4k
o

« Emergency (0). A|2EIZ ALEE = IS LICE

*  Alert(1). FA| ZX[S F[o§OF gLICt

Critical (2). 2% =7

e Error(3). 2% =

«  Warning (4). 81 =4

« Notice (5). S 40|X| 2t S5t ArEY

 Informational (6). &= HA|X|

Debug (7). CIH 1 =& | A[X]|

= BEOME 79 = 8l HIO|Eof Chol 23 gfLICt.
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Table 242. Syslog 11

zc Ck:

Messages Received 2O ZRMAA AISHHAIX] = YLITE 0f7|0f& AR L L RAIE

G A|X| 7} =g L C

Messages Relayed 2124/ 0| &l syslog MA|X| = L|C}.

Messages Ignored B A=l syslog HIA|X| 4=QIL|C}.

Ei 27 H7|

(m

kel

0%
0
ujo
[l

EM 2] H7|:

Monitoring > Logs > Trap Logs.

Trap Logs

Number of Traps Since Last Reset
Trap Log Capacity 256

Mumber of Traps Since Log Last Viewed 3

Trap Logs

Log System Up Time Trap
Jan 1 00:02:13 1970 Cold Start: Unit: 0
an 100:01:21 1970 Entity Database: Configuration Changed

[ S

Jan 1 00:01:16 1970 Power On Start has completed on unit 1

otH= dEE ERO| Ot S2: A LD

= 7t2HE X| 228 Clear HHES 2E5IM Q. D2{H E- 210f gt 2= SA7 7| 2UL2
X

ChE = otH0| #AlZl= E™ 21 FEOf chisf 2L

Table243. E 21

EE C

od

Number of Traps Since Last | £.01|7} ojx| 9o 2 Xf S/l 0l et =8 +gLich
ese

Trap Log Capacity 20| MFE A £ $YLITHL EY 47+ 8L £IHE ¥S0| 7




U-1-F9020HPA

Number of Traps since log
last viewed

EJO| OIX|gt ez BAlE 0|2 2

QIETO| & BA B HEA|, 2AXO|M It
HA|SIH 0| 7+2E{7F 022 X| Y HLICH

S5 E

11

Log

System Up Time

Trap

O|HIE 27 H7|

Aol 27 HAIX|Z7F ZetEl OHE

205 X|YR|K| LTt

To view the event log:

Monitoring > Logs > Event Logs.

QULL|CH A|AEI HMEE Al O|HIE

Event Logs
Entry Type Filename Line TaskID Code Time
1 EVENT> 0 AAAAAAAA 00028
2 EVERES 6462 0 00000000 0 16 25 54
3 EVENT=> 192 ) ALLAALAA (000 2¢
4 EVENT> 6462 0 00000000 0849 34
5 EVENT> \ AAAAAAAA Y0028

ol SHEO| A= HES AHESHO L HEs s LT

. O|HIE ZA0|M HA|X|E X|22{H Clear HE

o 29X[of ok x| g

ChES 2O M= 2O BEA|Z[= O

Table 244. Event Logs

E 21 =20 o5 &

Yot

Field Description

Entry The sequence number of the event.
Type The type of the event.

File Name The file in which the event originated.
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U-1-F9020HPA

Line

The line number of the event.

Task Id

The task ID of the event.

Table 244. Event Logs

Field Description
Code The event code.
Time The time this event occurred.
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o] ZoM= Ltg =X S CHELIH.

T AE

A& AHE 25 7Y

27X A7 E

2PX HEE 20 ALAIL,

2PXE FE 72 o= LY

DE MEA HYHSE I YH o= WHE
2PX oA e o=

2PX0 BE f2EE

e 22

= 3 Z
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4 X%

CERSECIC LR

v
-4

Maintenance > Save Config > Save Configuration.

Yol B Aol AU T

o A
g 822

Save Configuration

Saving all applied changes will cause all changes to
configuration panels that were applied, but not saved
to be saved, thus retaining their new values across a
system reboot

1. Check box& MEASIL|CY,

2. Apply HES SEIL(CH

-—

T B A
HEE B E

Fet2 A
HE A

o

A% X5

- ASIXIES WRESR:

Maintenance > Reset > Device Reboot.

Device Reboot

Reboot Unit No All v
@ Save prior to reboot

@ Don't save prior to reboot

1. Reboot Unit No. ZE0j| A R{-AEg &K E MEdrL|CL.

|28 TS Al M ELICL OJF MY £ AAY 2 0|3

a
b2 291X0f| o3| FX|E L Ct.



o2 FX[7F MAIO| FZE B Alle MBI 2RO R = HX[(F, TN MANE

XAHSL T BB S Mesto] S HX|R B LHHLIC

—_

2. 2| HES MEfgL| T
+ Save prior to reboot. X FH0| M |0 AKX|7F XY EE E LT

+ Don't save prior to reboot. X 7482 X FSHX| 0 AL|X|7}

ELE[NE

NI SHS MY F 0| AEELICE 291X 7 WL YE LT,

Note: 2%(X|E 7|2 F+H2 2 MAEHSHH IP 271 192.168.10.122
MAEE|0 DHCP 22t0|HE 7 &4 5HE LTt

- ASINE W 7|2 MHOE WY :

Maintenance > Reset > Factory Default.

Factory Default

Check this box and click APPLY abaove to return all configuration settings to default values

— o Y Sy = |
2E T ORI S 72U E MEPELCH MES UG ets HEt
L Athz 7 XL
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HEMEXHZEHZE 7|2 2822 HES

> To reset all user passwords to their default settings

Maintenance > Reset > Password Reset

Password Reset

Check this box and click APPLY above to reset all user passwords

1. Check boxS MEHS}

1ERStL|CE,
2. Apply HHES SEILICE
ZEAMNBAH LMD = 3Y I 22U E HEFE LT

2LX0M o &

| X0l M TFTP M2 F4(ASCIl), 1(ASCII) & O|O|X|(Hto|HE2|) THY S Y2 E
A& LLCE.

TFTP Ao i H=E

22 XM TFTP MHZE mYUS YEESI2{H:
Maintenance > Upload > File Upload
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File Upload

File Type
Image Name ——

Transfer Mode TETP +

oY fFYS ALESH0l H2Ed MY RS A8 L.

* Archive. 515 S S2jA|0| M A OF7}O|E(STK) 2 =5 K| FELICH

« CLIBanner. CLI Hi ItYS HMSI2HH CLI HiH & X|H A 2.

* Text Configuration. M| E 74= AMSIHH HAE REOM Fd= XIESHM .

 ScriptFile. 43 & 742 dMst2{H A3 8 E W= X|§5HM K.

« ErrorLog. O|HE 22}k &= A|AH QB (X|H) 2 E HMSIHEH F
25 X|ELLL,

« TrapLog A|2H EY Y ZES HMoIH{H E”R 25 X[ Yot A2,

Buffered Log. A| A Bl H{ I 2l

Tech Support. 4| S| 20| 2ot A%
« CrashlLogs. = 21 AMSIZH SE 2

S 7| 242 Archive L L}

I'ﬂ
r9l
ﬂ§
o
0%t
o
o
N
o
|T
ro
oY
o
<2
2
H
>

l
-
i

Image Name HE = {1E4

NAHol 428 Agixie] Az Eg10] o0l FIE HeiELIC

« imagel.image1= ¥ EE5I2{H image12 MEISHM .

« image2.image2E Y=E5t2{ H image2E MEHSIN 2.
Transfer ModeE AHESH0] It ME0| ALY Z2EEZSS K|t
e TFTP. Trivial File Transfer Protocol
e SFTP. Secure File Transfer Protocol

* SCP. Secure Copy Protocol
e FTP. File Transfer Protocol
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4. Server Address Type AF2SH0] IPv4, IPv6 2= DNSS K| Y510l MH FA ZEO| HAS
LIEFR LICEH S& 7| 2442 IPv4a L Ct.

5. Server AddressE 0| 8310 A0 FA R HEAIE A0 X3 MH| IPFAE
gL,
3 71242 IPv4 2 0.0.0.02 L Ct.

6. Remote File PathE AME5I0] MY S AZES =25 YUHSIAM Q.
o 20| = Lo, =X}, SefA|, 8 E= 25 AP ZehE = ASLCH Z|oh
160At77HK| e = JESLICH ST 7|24 S LICL

7. Remote File Name2 A3 MH{ O M Ct22E¢ It O| 55 YLt Z|CH
32AMIK| Y = US|
ST 7|24 ST

8. Local File NameZ AFE3I0| HE2EY 24 AFEE It 0|52 XL CH
Ol EE= I ROl AT E IRl ZR0 B A F L T

9. User Name2 AHESH0] mtO| M= SFTP/SCP MHOf| 12 201817| 2T AHE XL
0|5 YLt
Ol HE = SFTP = SCP T4 ZEE MEiSH AR08 #A|E L(CH,

10. PasswordE A0 It O] MEE|= SFTP/SCP A{H{Off @14 201517 9t
HYHSE YA C}
Ol #E &= SFTP = SCP M& ZEE MEisH A0 T HA|EL|CE.

HO|22| OrX|% W2 mYd & Tl A2of tiot W2 E HAISH= O ALEE LICH.

HTTP o} H2E

HTTP It HEEE ALESI2H:

Maintenance > Upload > HTTP File Upload.
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HTTP File Upload

File Type

Image Name

5
—
foi]
w
[17]
—
<

1. File Type= A8}

o

+ Archive. 25 S0 Z2{A|0f| Al HMgG Ot7}0| E(STK) ZEE X|™EL LY.
=
-/

* Text Configuration. X & 71d= AMSI2H HAE REO|M FdE XIESHM K.
* ScriptFile. 4 g & 45 AMs{H A3 EHE IAS X oMM K.

¢ ErrorLog. O|HIE 22t E Sh= A|AH QE(X|L) 2OE HMSlH{H R 218
INESEEHRES

« TrapLog A|2E ER HZES HMSIHE E-R 215 X[YSHAI2,

« Buffered Log. A|A & HIHZ(H 22| L) 205 AMsta{H HHE 25 X|YetL|ct
«  Tech Support. 2| s 40| LRt AQK| HEE ZHMSIEH J7|& K|S X HSAAIL

Crash Logs. A|AE = 218 ZHAMSHH

S 7| 242 Archive L L}

2. Local File NameS AI23}0] 2 2

I
| >
L
1L
|m
El
o
o
Ol
mjo
Pal
oA
ot
-
o

22X0f oA CrR2EE

ASIK|E TFTP S HTTPE ARSI §174 A|AHIO|M AQX| 20| AJAH THY
Ctez=g Xeto

utd Cr22E

Ho
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Maintenance > File Export > File Export.

File Download
File Type Archive ”
Image Name image1 ~
Transfer Mode TEIR
Server Address Type Pvd  ~
Sener Address 0.0.0.0
Remote File Path
Remote File Name

1. File Types AHEol0] H&e W FS XFeH

okt
N
or
ro
[k
)
>
mjn

« Archive. &} 18 0| =517| |2t Ot7HO| E(STK) D= QI L|Ct.

« TextConfiguration. 22|X| 74 YO|O|ESH7| flot IAE REO| - L|CH
oo @77 A2 ™ A O|EZF SK|E L L

« SSH-1RSA Key File. SSH-1 RSA(Rivest-Shamir-Adelman) 7| L},

¢ SSH-2 RSA Key PEM File. SSH-2 RSA(Rivest-Shamir-Adelman) 7| I} & (PEM
ola g,

[ ko]

« SSH-2DSA Key PEM File. SSH-2 C|X| & MY 2 112|F(DSA) 7| Tt (PEM

13 g).
+ SSL Trusted Root Cetificate FEM File2 AM250] SSL A Z[E = = FE 9IS A

ot Y(PEM Q12 )2 X|g gL Ct.

+  SSL Server Certificate PEM File2 AF23}10] SSL MH 215 A L (PEM
1A E)E X|EL .

+  SSL DH Weak Encryption Parameter PEM File2 A2310{ SSL Diffie-Hellman
ofst A ot D7) 4= IHY(PEM 212 H)S X|F gL Ct.

+  SSL DH Strong Encryption PEM Fileg At8%}0§ SSL Diffie-Hellman 2213t &= %}
Of 74 = mHA(PEM Q2 2)S X|HTtL|Ct,

 Script File2 AFE5H A3 EE F4 THAS XYL LICL

¢ CLIBanner. 210 ZEZE H0j| HiL{E HEA[SI2{™ CLI BannerE

X"t Al 2.
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* IAS Users& AFESHY LIF Q1S ME| AFEX HIO|E H|O| £ TS X|F &L T

3% 7| 242 Archive L L}

Note: SSH 7| It Y5 Cr2 2 =52 H SSHE 22| M2 = HI 23}l oF
ot 2hd SSH A4 0] GLo{OF gt L|Ct.

Note: SSL PEM L2 S CI2 2 =512 H 22| SSLS H|2-dS}8lOF St
2 SSH M4 0] GLOfOF 2 LILY.

il

Image Name 2 E= 0t /& OI7I0|EE MENSH ZA0f T FA|E L|CH
Image Name2 AH&SH0] SE0f| A O|0|X| & StLIE MEASHL|CE,

« Image1. 2 T E image1= A|"JgLILCL.

+ Image2. ZMT T E image2E X|YTL|Ct,

Transfer ModeE AHESHY THY ME0| AL BY Z2EESS X|FL|CH

e TFTP. Trivial File Transfer Protocol

e SFTP. Secure File Transfer Protocol

e SCP. Secure Copy Protocol
¢ FTP. File Transfer Protocol

Server Address TypeS AF2510] IPv4, IPv6 == DNSES X| 8310 TFTP/SFTP/SCP A{H

Fa WEO| HAIZ LErYLCY,

S 7| 242 IPv4 R L|CY,

1)%

Server AddressE AFE0H0] AH =4 R0 EA|E
et TFTP ME 2 IP A5 Y LCL

AL x.x.x.x HAIO| P F=4)0f

S 71242 IPv4 2 0.0.0.0 LT

oY Z20= Lhg 7|2 & Zete 5 STk \»*?<>| . [0 160AM7HA| e 5
o) =}

U g 7l=u2 SYYLIT
Remote File e= AFE5H0] MHO|A 22 ES 0t 0|55 Y= TLIC
oY d20s Lhg 7128 Z2e = RIS <> X[ 32X K| Y e &



o HA =
8. AFSX 0|22 AFZS}0] THUO| QU= SFTPISCP AH{0] 9124 210157| 93t AFE X}
JEERIE TNl

9. PasswordS AL8310] THUO| Qi SFTPISCP AB{0] 212 2101817| 98t LS
UBLIL,

HOl=o| OFX|g dos i d& TAEO oigt S=27F BEAIELLE Z2HAT)
AlZEl =of2 mAlgU . oie ™E0[ 2A=RE 7K =tHO| XAts2z Mz
bSESIRIS,

YOIO|EE #80| 29Xz HESELILEH 78 HE Argd2 FA| HEFLIL

|_ O LLod

HTTPE ALB310] A9|X|0] T Cte2E

HTTP M A2 A8 3HO1(0): 8 H2to M Sof) CHyst K30l IHUS AIX| 0| C(eRCS

= ASLICH

HTTPS AE5I0] 29| X[0f| Tt S CH2EE5HEH:

Maintenance > File Export> HTTP File Export.

S | svos | o | 5 |t | Moo | e |

Save Config  Reset  Upload File Management  Troubleshooting
Downilozd File Download
« File Download File Type Archive b
=HTTP File Download image Name imagel
»USE File Download Transfer Mode TR

Server Address Type IPvd
Server Address 0.0.00
Hemote File Path

Remote File Name
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File Type2 AHESHO] &S ItY RS XIFL|CL
* Archive. 2}& 7tsot S AIE Y 120|=3517| 2Bt OFFHO|E(STK) R E YL Ct.
¢ Image Name ZE= Il R Eatg MENSH ZR0f| 2 HA|E LT},
Image NameS At83I0| S50 A 0|0[X| & StLIE MEHSHA Q.
- Imagel.CI2ZE T E image1= X[ &L CH
- Image2. CR2EEY A E image2E XY L|CH
* Text Configuration. 842 A2|X| 14 S YOI0|ESHY| @I HIAE
DT IO @ F7F UM AGHO|ETZF SX| & L Ct.
¢ SSH-1 RSA Key File2 AH&3t0| SSH-1 RSA(Rivest-Shamir-Adelman) 7| It Q& X| g L|Ct.
¢ SSH-2 RSA Key PEM File2 AFE3I0 SSH-2 RSA(Rivest-Shamir-Adelman) 7|
ntd(PEM 1A E)Z K|t C,
¢ SSH-2 DSA Key PEM Fileg AH835t0] SSH-2 C|X| & MY L 112[F(DSA) 7|
ntd(PEM 212 )2 |-t C,

E

rir

¢ SSL Trusted Root Certificate PEM File2 AF235}0] SSL Al 2|& 2= 9

2ISM IHH(PEM 22 T)S |G LICt.

=
T

*  SSL Server Certificate PEM File= AF&3104 SSL A H| Q15 A I (PEM
IR E)E X|EL .

+  SSL DH Seak Encryption Parameter PEM File2 At&3}0{ SSL Diffie-Hellman 25t
L= 2} 07 B4~ oY (PEM 212 E)2 XIZ L Ch.

+  SSL DH Strong Encryption Parameter PEM File2 AtZ3}0§ SSL Diffie-Hellman
ZEst Ao Of7f H= T (PEM Q12 )2 X|H gL T

« Config ScriptE AHE5t0] A3 EE /g 0tY2 X|-etL|Ct

e CLIBanner. 2192 ZTEIZE HMOf| til{7} HEA|E Z2 CLI BannerE X[ HSIHA| 2.

IAS UsersE At&ot0] i 215 MEH ALEAL G| O[HH| O] & ot A= X7

°
ot

PLICF.

[

oh

712252 Archive I L| L},
Note: SSH 7| It Y2 CHR 2 ES5I2{H SSHE #2|X 2 2 H| 2 3tsf|of
St 2 SSH M| 0| g10{OF 2hL|Ct,

Note: SSL PEM L} S CIR 2 E 2™ 22| A SSLE H| & 518l oF St
2t SSH MM 0| @10{0f BtL|C

—_



El

2. Select Files AME0I0] CH22ES MHRO| 2ot 8l7H O|F= XOF Y= BLIC.

e =
X|CH 8OKIIFX| QEdst &~ QAL |Ct &%t 7| 272 ZuolL|C}.

CH22E Status EE& LHUS 29X 2 HEohs S| JEIE HEAIZLICH

Note: I} & & 0| A[%f 2l = =tHO| Af2 UM ZE W7HK] Z|Ce[ M K.
SIHO| MZ DX H T+ M8 ZM0| 57 LICH O] = Tt
M&0| /A=2E|UES S LIEFHL|CEH

a=n—%

ol 1

|'E tI'EI

AMARE G M ZX0| & 7HX| HE Q| AT EQ0E |FX|gtLICt. o O|O|X|& &g o|O|X|o|11 &
HARY O|0|X|= @ O|O|X| U L|C} O] AR K| E CHA| AI’“OFE S0t 2 o|0|X| 7t EEElL|C}, O]
Jle2 A2ZEQ O E YO O0|ESHALL CHROHO|EY I AQ(X|E & AlZHE SO0 ELICH
o|0|X| = At

O|O|X| & FAbotz{ H:

Maintenance > File Management > Copy.

Copy

Source Image @ Image1 @ Image2
Chassis Member .

v

Destination Image @ Image1 @ Image2

aza2e)



1. Source ImageE A3t O|O|X|1 EE= O|O|X|2&

HEfSL T,

2. Chassis MemberE AHESH0] FFIHHIO| KO A SAtE C

P>

Apply HHES SEIgL(Ct

YHOIEE 90| 29X 2

MSELICH 7Y

Lo dJ"

w2 o|0]x| 28 +48

& O|0|X| 7| 5& AtEotH

UG LICE 2 A= 0|2 A9 CHAl AlSe I 225 2y O|0[X| 2 image1 &

image2& A8 = JUASLICL O] 7|52
7t

Ct2 2 0l=g I A9 CH2

v

7% O|0[x| 285 /g5t H:

2R[X7F & 72| o|O[X| &

(=)
o =
=

Alzt

S0lELICt

I

3. Destination ImageE AF&510] image1 = image2E CH

A= O|0[X|(FAte ofofX))=

ST MY KXo 22 5

2~ZEQ|0f O[Ok E

Maintenance > File Management > Dual Image Configuration.

A2 0| =8} AH Lt

Dual Image Configuration
: Next
— : Active : o
Unit | Image Name Active Image Description Version
image |
mage

1 imaga1 False False 6.1.20.58

1 image2 True  True 6.2.13.24
1. Units AH&0t0] ZE O|0|X| S &de}, YH|O|E = 4HE 7H IDE U LICH
2. Next Active ImageS AH83t0 MEot O|0|X| S O] HX[2| 2% MFES ?let L= &

2HELIC

3. Image Description2 AHE5H0] MEASH O|O[X|0f| Cf ot A

4. Delete HEZ S &/6IH A2(X|9 A

5. Apply HHES &/ LICH

YOOIEE 0] 2%X[=

XA |

Lo d™g

3T ME FXI0AM

Lt -8 ¢
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o

f

Y= AL,

MEH

—

(=13
S

O

—

2 =4

HEgLCt

Hot O|O|X| 7t AFA| &l LTt



Note: O|0|X| & -delet = AX[Q] A|AE MEFE s M| RES

&K oF L Ct.

ChE EO M= =0 BAL = 98 - Bl 20 ol 2L

Table 247. &< o|O|X| L

= gy

Image Name MEfSH 2|2 0|0|X| 0| 50| EAIE LT
Active Image efet ZK| | $x) 2 0|n|X| YLt
Version image1 R E T+ ol A QL|C}

= =l 74
=X sl| E
Ping EE= TracerouteE ALY = U2 H2e2| HZE sl = JUSL(CH

Ping IPv4

2RX[0f XA EE IPFL2 ping RES EUES XA
o

= 2 = USLICE 29X|7F £ 1P 28| 0] 1k
silg = Us Ié.h_'%*—?— UG LILE Apply HES SEI5HH &
= Z:

| X7} XIS =l 2=9] ping RE=

Ho

ol CHot SEO| =l E|X| Rt ™ Tz H|A[X| 7} HEA|E LICE.
Tx = Count, Rx = 0 Min/Max/Avg RTT = 0/0/0 msec

If a reply to the ping is received, the following message displays:

Reply From a.b.c.d: icmp seq = 0. time= xyz usec.
Reply From a.b.c.d: icmp seq = 1. time= abc usec.
Reply From a.b.c.d: icmp seq = 2. time= def usec.

Tx = count, Rx = count Min/Max/Avg RTT = xyz/abc/def msec

- WS FYOD HEYIC| SAES WM

Maintenance > Troubleshooting > Ping IPv4.
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Ping Details

IP Address/Host Name >
Count . 1 10 15)

Interval(secs 3 1 to 60)

Datagram Size o 0 to 65507)

Source None i

Results

rr

IP Address/Host Name 2 AFESHY pinge 22| X[ 0f] Ciot AH|[O[ME Q| IP =4 EE
SAE 0|52 gL CL

ping T Z! AtO|2f ZHA S == EHe|2 ST Ct
T HATC

7|23t 3R QUL Yol 1~602L]Ch
C

4l 121 9| Datagram SizeS & 2TtL

N
tr
\d

rlo

o

o

O|EQL|C} W= 0~65507 Y L|C}.
o2 2F IiZlE B [ AF2% Source IP Address =+ InterfaceS & 2 8HL|C}.

22T EHQSH] B2 B2 &4 SH2E Nones MHISHM . 7ts¢t €f2 B2
2

b
o
-
(1]
©
a
H
N
10
>
| >
al
i
rr
N
rhe
nx
r>
ro
m
E
[s)
>
10
B
i
I
-
inl

IP Address. Of| 2 QE I{ZI 2 EH [ At ES AA P F

o
gHOZ P FAS MY FR EAFLICL

* Interface. 0|2 2 {2l S H& I ALY QAIHI|O|AQL|CH O] EE=
710
AL

A =
OIE|H 0| AT} A4 SMO= MEfsl 29 mAELICH

Note: O] S310| Lo TAE 2H2 A9IX0f M &K ¥SLICL ZMHO2
o1 0|23t WET} 7| BZko 2 HHELCh
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2 MEE L 29/X]= Count 2E0f| X|Z & 2| 5 d&stn

—Jl\— o-d
o] 7td 7hs¢t HlolE otafiof Al E LIt

|20t o} HO| H|O[H & &9X[Q] X4 gte 2 X285t H Cancel

O] &H2 X|HE ZAE O|E0|Lt IPv6 FAE ping 2F S El= O AFSELICH 0| E

AFESHY A2|X[7F £78 IPve AH|O[ Mot S4lgh 4= A=X| =Helg = AS LI Apply

HES S2E5IH 29| X= XFE 52| ping 2¥S B2 Zit= 714 7hs¢ HIO|H
L=

Send count=n, Receive count=n from (IPv6 Address) . Average round trip time
= n ms.

Ping IPv6E Al-235}2{™:

Maintenance > Troubleshooting > Ping IPv6.

Ping IPvE

Fing Global v

1. SE0AM Ping RS MR LICH

[ — o
tset W2

Ojo
=
my!

[>
-
o

E [=]
* Global. 224 IPv6 =2 & ping® L|Ct.

Hu

 Link Local. X| g & QIE{HO|AE Sl @3-EZ IPv6 TAE ping2LICE O]
A=
— =

EE = ping 5322 QEHO| HEfot 32 EA[E L

2. IPv6 Address/Host Name2 AHESI0] ping®t A2/ X[0f CHF AH|O[M2| IPv6 T4 &=

DAE 0|52 Y™t}
X125 H| 0] USLICEH B AL )X XXX XXX XXXXXXXKXXXX:xxxx & L CF, x| CH
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=Xt == 255K LT

3. CountE AI83I0] M k= o2 2 =5 YLt
Hel= 1~15YL|CE 7| 222 3 LICH

4. | EHi |.o|o| 7|-7:|( )% <t3=|IE=I'c'>'I-[_|[|-_
Hel= 1~60YLICE 7| 2242 3 LCE

5. Datagram SizeS A-&5t0] GIO|H ™ 37| & YHfL(C.

2ot H9l= 0~13000% LIC}. 7| = Ef2 0HIO| EILICE.

6. 0|2 Q@ 2l S &Y I} AFR2E Source IP Address EE= InterfaceS & 28tL|Ct.
AATEQSH] U2 4R AL FHCE QIS S MESIM K. 7Hsot 442 CHaat
Z&L
¢ None. ping {22 AA FAE 7|2 &Al QIHDO| A FEAQL|CE
« IPv6 Address. 0|2 27 IjZlS B [ ALY &4 IPve =AY LL O

ZEE=IPv6 FAIt AN FNHNOE MENE A2 HA|ELICH

H

¢ Interface. 02 2 IjZlS 2 O] AtET QAHHO|AYL|C O EEE=
ME °

A
OIE{I|O| ATt AA SMOZ MEHE A AL CE

Note: O 2tHO| HEO| L& 4f2 29X[0] MY E[X| EELIC 28z
o o|3st WE 7} 7| E27to 2 MXElL|C}

Ping2 X|HEl IPv6 & L= SAE O|E0Z MEELLCHL AX|E Count ZEO

— | ]
A8 0o = W&ot 2iot= 2 SHo 714 7P%§ HIO|E Of2{of FEA|E LIt

Traceroute IPv4

0| 42 AFRSHY AQX| 7} K| HEl P Za EL
HUE 2 K| A|EL|CE 0|2 AFRSH0] THZI0| YA T
O|A|_||:|. I—l_g_ H—IEO E.E|o|_|j:| Ao|x|7|' 74§_j'<_

Of2{off EA|E LTt
Traceroute®f| Lot SEO| a4 E|H CF5 HAIX[7F EA|ELICE,
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Maintenance > Troubleshooting > Traceroute IPv4.

1 e.f.g.h 9869 usec 9775 usec 10584 usec

2 0.0.0.0 0 usec * 0 usec * 0 usec *
3 0.0.0.0 0 usec * 0 usec * 0 usec *

Hop Count = j Last TTL = k Test attempt
23H 4¥g JMsln Z28 HAS
M5t .

m

B YES

Test Success = n.

3o =2E0 O}

=
St

TraceRoute |Pvd

IP Addr

ress/Hostname
Probes Per Hop

Max TTL ap
Init TTL
MaxFail 5

Interval(secs)

Source No

Results

IP Address/Host Name= A& 310
Ol YHTLCt

7242 S L ot

Probes Per HopE & &gtL|Ct

72452 3YL|Ct HRl= 1~10Q LT

CHAO| Max TTLS Y& stL|Ct

7| 2242 30 LT #&= 1~255 L T,
A& Initial TTLS Y ETtL|Ct

7| 242 1L Tt B 9= 1~255Q LI C}.
MM 0| 5|8 5| = Max FailuresE &) 2gfL|Ct.
7| 222 5 LT Y= 1~255QY LI CF.
Interval (secs). T2 E ALO|Q| A|ZtZ = T2
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7|22 3YLIC #els 1~60 R LTt

7. T2H I§210]| UDP CH4f PortE U THL LT

7| 242 33434 Y L|Ct. AP = 1~65535Q L Lt
8. ZZH I§3l9| SizeE YEHTILICE

72452 0 LT 2= 0~39936 Y L| Ct.

IP Address. 0|2 8 TfZI2 B I} AtESH 2AA P F

o
SUSE IP TS WYt 2 EAlFULC

+ Interface. O 98 HAS =Y U ALY QIEH0|AQLICE O BEL
QIE{HO|AT AX SMOE MEjE Z2 HAIGLCH
Note: O] 20| IO RAE ZHe AKX 0| MAEX| gtesLich ZoE oz
Sp2 MEZ DAIH 0|23 WE} 7| =goz AL

10. Apply HHE 2 STt}

Traceroute 22 X|HE IP FA F= SAE 0202 MAEIL|CH A= TraceRoute
Z1 ol 1Y Jhsot O|O|Ef Of2{ofl EA|E!L|CY,

23 WEole 29KV KIFE P R EE SAE 0502 A2 FH 2¥S B
HE2 =X |Pva A7} BA|EL|CH

Traceroute IPv6

O| 2tHZ AFESIH AAX|7F X|HE IPv6e T2 =3
HUES XAZLC O[S AL83L0 I{Z0| €7 CIMCZ oS3t Z2E AME +
UESLICH M2 HES SESIH AQX|7F E2 F

Ot2HOf| EA|E LICE.

TracerouteO| CH{3t S 20| =4 2| CHS O A| X[ 7} A& L|C
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1 a:b:c:d:e:f:g 9869 usec 9775 usec 10584 usec
2 0:0:0:0:0:0:0:0 0 usec * 0 usec * 0 usec *
Hop Count = p Last TTL = g Test attempt = r Test Success = s.

> FH ZAZ IPv6E AIE5l2{H:

Maintenance > Troubleshooting > Traceroute IPv6.

Traceroute IPv6

Results

1. IPv6 Address/Host Name ZE0| AQ(X|7t A2E AMTt

SAE 0|22 YBLCY,

AH|O|MO| IPve T4 E=

Z7|2r2 H|Oof USLICH LB IPve T E= ZAE O|E2 MRS UM AE
FX| = X| &L

2Tt MaxTTL2

1912 7
MRS

QUG NItTTLE &

5. M40l 5 &&= Maximum FailuresS & 2 2fL|C}.

[e)

7|22 5L Hel= 1~255 LI CE & & MaxFail2 TS 2
= LICk
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Interval (secs) - TZ E ALO|Q| A|ZHS = CHQIZ & BL|C}
7|22 3YLICH Hel= 1~60Q LICt Yot 7tA2 MRS UL AR FX|E[X|
S

ZzH 1§20 UDP L PortE =L

7| 23f2 33434 L|Ct. HQ|= 1~65535Q L|C} QlEist TE= MRAS ZUCt HE
SR K| ZEL|CE,

7|2t 0L M= 0~39936 Y LICE &i=ot 37|= MRS ULt AR FXIE X

(=3
¢ None. ping T{Z 2| A FAE 7| YA QIHHO| AL FAQLICH
¢ IPAddress. 0|2 27F {72 B [ ALES AA 1P FAYLICE O] BEE A

+Interface. 0|2 2% Tj2\2 =4 0} AL IE{T0O|AQLC 0| BEL
HE HP

=M Z27t A A gLt Z1t= TraceRoute S0 #A|E LT

mjo
HT
=
ot

AN FE O AQIK|ZH NHE 1P FA Tk SAE0|20R Y2 £ 9
7:

=
42 =5 |pve Zut7F EA|E L|CE
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= 24

—_ -

Table 248. 7|2 MH

O 2E0|A = Creh 2| 29X 2ZEQOf 7|52 7|= 4

£ 7123
IP address 192.168.10.12
Subnet mask 255.255.0.0
Default gateway 0.0.0.0
Protocol DHCP

Management VLAN ID

1

Minimum password length

Eight characters

IPv6 management Mode None

SNTP client Enabled
SNTP server Not configured
Global logging Enabled

CLI command logging Disabled

Console logging

Enabled (Severity level: debug and above)

RAM logging

Enabled (Severity level: debug and above)

Persistent (FLASH) logging

Disabled

DNS Enabled (No servers configured)
SNMP Enabled (SNMPv1/SNMPv2, SNMPv3)
SNMP Traps Enabled

Auto Install Enabled

Auto Save Disabled

sFlow Enabled

ISDP Enabled (Versions 1 and 2)

RMON Enabled

TACACS Not configured

RADIUS Not configured
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SSH/SSL Disabled
Telnet Enabled
Denial of Service Protection Disabled
Captive Portal Disabled
Dot1x Authentication (IEEE Disabled

802.1X)

MAC-based port security

All ports are unlocked

Access control lists (ACL)

None configured

IP source guard (IPSG) Disabled
DHCP snooping Disabled
Dynamic ARP inspection Disabled
Protected ports None
Private groups None

Flow control support (IEEE 802.3x) | Disabled
Head of line blocking prevention Disabled
Maximum frame size 1518 bytes
Auto-MDI/MDIX support Enabled
Auto-negotiation Enabled

Advertised port speed Maximum Capacity
Broadcast storm control Enabled
Port mirroring Disabled
LLDP Enabled
LLDP-MED Enabled

MAC table address aging

300 seconds (dynamic addresses)

DHCP Layer 2 relay Disabled

Default VLAN ID 1

Default VLAN name Default

GVRP Disabled

GARP timers Leave: 60 centiseconds Leave All: 1000
centiseconds Join: 20 centiseconds

Voice VLAN Disabled

Guest VLAN Disabled

RADIUS-assigned VLANs Disabled

Double VLANs Disabled

Spanning Tree Protocol (STP) Enabled

STP operation mode

IEEE 802.1s RSTP
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Optional STP features Disabled

STP bridge priority 32768

Multiple Spanning Tree Disabled

Link aggregation No Link Aggregation Groups (LAGs) configured

LACP system priority

1

Routing mode Disabled
IP helper and UDP relay Disabled
Tunnel and loopback interfaces None
DiffServ Enabled
Auto VolP Disabled
Auto VolP traffic class 6

MLD snooping Disabled
IGMP snooping Disabled
IGMP snooping querier Disabled
GMRP Disabled
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T3 of

O #&0|= g 7|52 o= YR C
«  VLAN(ZF 2712 E4/8)
o YA A O FZACL)
o A EB}E AH/A(DiffServ)

. 802.1X
. MSTP

I

o
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VLAN(Z} 242 sS4

LAN(Local Area Network)2 ZHH o2 HEEIAE ORI = FO|
H

U
N
$0
Iy
I~
_I'_l_

S22 MOAHEQ e BE, BEX| E= &%K= BE X EZXNE
AZAYLCL AE =EE 22 0|2 M2 ST = JASLICH 2H2HE LANS 2|
A0 EciE s HEot ZEZ 2t gL Lt

7t LAN(VLAN)2 X|2[H 2{X] 0|2l 7|&(H: &M, ALEAt RY E= 7= 88 22
7|1Z) 22 HAAH O[S Ot Fo7t Ue 22 SUYYLICH VLAN 2+ E2i O
SELE 52T O] VLANO| & 7He| E & LANO| = AME ECfEO| 2tREHE

S5 OF 2 LTt

VLANE £ HEQIA HIHE SZ5|0f YR YEI2HE O B HEYI HIAE
CIZE HHE SN PC, AMH L IIE =YD 2420 IEYLICL 1 S0 2E
O S SYAI7E 2 HH) 245 0] US 4 UBLICH BRI 2E B VLANO]
SEE® 0tk SUs HIHEN ATE 2N 242 AZS BRY + ABLCHIT
2IRITHVIANS A8 @0 2} CHE 2 A2l 2144 E OHE VLAN T4 07
HO|R| Y7L, RETHAMAT & QUFLL S T OIT A AT & QLC

VLANE CHg 3t 22 0j2f 7x| &g M3 ch

HESRI 20| 0I5ttt M=z 7t At S45tE AHEAE 228 2|X[0of 2HA §LO]

ZE VLANSE 182 4 &L 2 180 ETL iR VLAN Lo ZgEo

F

o
tet2 Hi4d 20| ot 22|

H&EL|CH VLIANS £ 7t 9 EQT MAo HEEI|AE EQfTS

SSE HER/A 222 EFLICE VLANS 2t EE ST uXxted = A= 7ty
BAE TSLICEH M2t BF 2t E 7|8 22 ZX[E AFESHY 2 VLANO| Lot
HMAE Mote = ASLICE

2RX|7F = 4lot Ij 22 o2t 22 LA 22 M2 gL ot

Ef 271 XY E|X| 42 TH2I0| ZEO| S0 X&2E ELEQ| 7|2 VLAN ID Ef 1
HS 2 |17t X|GELICH 24 ZEO|E AFRAIZ BT 4 9l 7= VLAN ID MO
[ELCHZ|2 B-H21). Z ZEQ| 7|2 VLAN ID &2 Port PVID Configuration(Z E

A H

(m
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PVID 748) 2t HOM BES 5= QAS LT ZE PVID 28 782 EX9t

1
>
ro

o BV XIEE TAOl ZEO| SO{Z M 3T Tizlel Ej1= 7|= VLAN ID 278
oS 2R UELICH D212 VLAN ID Ef 1 HS 2 X|HEl VLANS 2 T E Lt

co= =

o T{3l0| L= ZETJFVLAN ID Ef 10| X|HE VLANS| 1A /0| Ol AL TfZl0|
APH|El L|C}

>

J
L

« XEJII{ZIO| VLAN IDE X|HE VLANS| 280l A2 mj7l2 5Lt VLAN IDE
I CE ZEZ MEE = YSLICH

o 2RX|OM L7t THA2 3 ZEQ| VIAN B & £ 2730 m2f 7t
X EE[ AL B 27 X Z =l X| 5Lt %3 Eof tiet us 3lld ZEOM A9K[E
[ELt= Th2I0| Ef 270 XIFElX| @SS Q0L gt 2 £ ZEo Ciet T= o e
ZEOM 29X S HLt= {20 e ZEQF HZE VLAN IDE Ef D X[ FE S

olojghLct.

|

O Mo MS & ol= Ei 7t X8 &l VLANO| LSt OI3HE 57| 2loh - elet 8=
23ot= o3 BHA =2 S g E Lt

VLAN 74 0f

0| OO A= VLAN AFR Ol CHaH Of 2 waua% BO|ZED AQX|ZF E|V} KM E Eayma)
Ej 7 XM E|X| RS EF LS Ka|ste WS Mysch

o] o M= = Jfo NS AHABIT 7|5 VLAN 19| ZE B AIS HZAstD = 7o

O Ml VLANS
M VLANO| ZE HHE %*%*ZH-I Ct.
1. 7|2 VLAN T+ 2t H(VLAN 78 & Z)0l| M T2 VLANS ddg Lt
¢ VLANIDZ} 102! VLAN.
« VLAN ID7} 202! VLAN.

2. VLAN HHi4 SHB(VLAN BEd T4 ZE)0Af CHS3H 20| VLAN HHd S
R LTt
* VLANID 10] 9li= 7|2 VLANS| 22 ZE 7(U) & ZE 8(U) #H S XIZE LT
* VLAN D7 102! VLANS| B2 EE 1(U), £E 2(U), £E 3(T) B8 S X FRALICE.
* VLAN D7 209! VLANO| B2 ZE 4(U), ZE 5(T) X ZE 6(U) BHE X FYLICH
3. ZEPVID ?M S}H(ZE PVID *E”g TN AF)OIA ZE g1 U g4 T3 PVIDS
Zl0| LE VLAN IDE Ej 1 X|™HE|E2 SHL|C}

* Port g1: PVID 10
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U-1-F9020HPA
e Port g4: PVID 20

4. ST VLAN T2 ALESHH L2 A0 4o 2 Aot g gLt
o E§TFXZEIX] %2 D§2I0| ZE 10] SO{7HH A X|= s TZl0f VLAN ID
1022 E§I 5 X|GetL|Ct jZl2 ZE 29t ZE 30f WA AT 5= JELICH Li7He
i 20 M Ef 17t M A0 ZE 27F Ef 7 XY (X @2 IfZlo 2 HELCHL ZE
32| 42 Lt7h= 22 VLAN ID 102 Ef 7} X[ HE mjZle 2 & Lot

e VLAN ID 100| Z2t=l Ef7F X9 =l TjZl0] ZE 30 S0{7IH s IjZl2 ZE
10F L E 20| MMAT o~ Q&L|CH TfZI0| ZE 10|Lt ZE 25 [{LIH ST Ef 7}
MAZ O Ef7F X|™EX] 22 TjZ 22 AL X[0f E&LICE

o EBVF RIFEEIR| @2 A0l ZE 40| SO{7HH Af|X[= diE A0 VLAN ID
2022 E{T1E XIFLLICEH A2 2 E 52F ZE 60f AN AT = UFL|CH LHT7t=
{jZl2 ZE 6= Mz O EY7F MAES Ef2ZF XEER| &2 TiZI0[ ELICf,

LS=

50| M LtZ7t= D22 VLAN ID 202| Ef 7t X| ™ &l T2l 2 & LTt

OH A =2
MM A M0 55 (ACL)
ACLS SO0IZl AIEXI2HEH 2|AA0 BN AT = QT E Sl= SA|0 HERKZ 2|20
™26t = Beot A|= & Xttt O},
ACLZ EfjZ S E NOE N&dtl, 2t2E YH0|E YWE= Notstn, ME E= XfEf% Eofg
oS Z™SHD, HEQ A0 EQHS XN|&St= O AFRELICH ACL2 EtHO 2 L|E | EQALt
CIH Ut Z2 Q| | EQIR ALO|0f| | X|ot it 2t EOf AFEEILICH EEo LHE HEQIAS| EH
HEE2O0Z S0AHL L}7tE ERfE 2 X|0{SH7| s WERK S| & £& ALO|o| {|X|et 2+ E{ 0| A
AMES = JAESLICH ACL 7|0 2ot F7I o7l MEle 29K 40| o2 F=X| UASL|CH F,
ACL M2|= 3| £ 2 2rlistL|C},
HMAEEL2SHE G AHE A X1 RS QULICH EHE 7|&E02 YT o|2et ZH B2 2
AAX|ILE 2t EHOM X2 k| = ZF TfZlof HEE L CH izl ME E= A= T Zl0] X|™El 7| &=t
LX[St=X| o &0 2} 278 &= L Ct
EfTZ ZHE0| = OS2 5 7HX] 7|2 THA 7 2 a3tL Ct
1. A& 22 FHol2 MLt
HMA FSE o0 = 7|1 XSt ECfjEH S AN Z MESX| OfLH
AN 2K & K| HSHE #2I0| Z&tE|Of |USLICH et 7|=1F EX|5H= ERjE S EH
CH7|Qof| 2 EStAHLL ERfE 2 EY ZEZ 2|C|AMT = JASLICL 7|2 2E HE
752 mE S20| OX| % FAYL|Ch
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Ok

2. QIHRZE o] QIHH 0| A0 HM A S2S HELIC

O

ACLO| E2|X ZE 3 LAGO HIQIYE| =5 S| 8tL|CH AKX 2T EQ0{= MAC ACL &
IP ACLS X|&ghLCt.

MAC ACL MZE 1M

ChZ OloM = XIS E ZEOM S £ 2 O] ESfH S 5 EtL sfid ZEL| CHE
= =

~
o
DE Egjml2 HES= MAC 7|t ACLE M A5}

1. MAC ACL 2tHO|M HE S| Y F A0 CisH Sales_ACLO|2t= 0| 52| ACLZ
MASHLICHI| 2 MAC ACL 7+ & ).

7[ZH22 0| ACL2 QHI2E o 2 HIQIFELILH J, 29X|7F ZE0 S0{Z
M E2iES HArStCHE 2|0] LTt

2. MAC 71%] 23O CHg @H S AFESH0] Sales_ACLO| Ciot 742 AL Tt
e ID: 1
* Action: Permit
* Assign Queue ID: 0
* Match Every: False
e CoS:0
* Destination MAC: 01:02:1A:BC:DE:EF
* Destination MAC Mask: 00:00:00:00:FF:FF
* EtherType User Value:
*  Source MAC: 02:02:1A:BC.DE:EF
e Source MAC Mask: 00:00:00:00:FF:FF
e VLANID: 2

MAC ACL 11&]0j| CHSF XEA|SH LHE -2 MAC ACL 14| 72 BRSHYAR.

3. MAC HIIE 74 2t HO|| M Sales ACLZ 2IE{IH0
e M8 HES S Er(MAC HEQIE 14 QE).

Of QIE{ T O] A Bl ekof O|0] & CHE HMA FES 7IE22 O] HM L 59
TAME BAISH| flof MY AL S S stEe = AL

4. MAC HIQIE H|O|£0]= QIHH|0|A2F MAC ACL HIQIE! HEJF BA|E LICHMAC BRI
E|O| =0 Al MAC ACL HIQIE E7| EE= AKX & x),

Sales ACLO|Z2t= ACL2 1#3/0f ‘Hol=l CHat & AA MAC A2 MAC OFAF 7L Q=

o4l =2 XS LICH Eot T A0l = Y 2 A VLANQ! VLAN ID 2 Ef7¢t

X" &[0 OF StL|C Z 2| 2| CoS %= 00|0{0F 1, O|= O] 4l 2| Aol 7| &4+ & LT},

463



U-1-F9020HPA

O 7|1t EX|ot= =2

oo
I rlo

CH7| € ooff & LC BHE 2= EgfE2 of2ot AHTO|A0M BAH2 2 ARELC
F7F E2jHo| ol2{et ZEO| TUSI=F S ot B JAot= S 7|E= AESHA M 518
A S 7ot s Al S AHL|0|2 6, 7, 80] HFQI F o OF BHLICH.

HEIPACL HE 48

ChE oo M= X £ AM2f 1P E2fHO| CHE f At HZAE
YXot= IP 7|2 ACLE ddot= WS 2OlgLIC [+
HESI IPF22 HEFLCHL

1. IP ACL StHO|A{ IP ACL IDZ} 121 A IP ACLS - d 8L CK

2. P13 UM CHF 282 A5 IP ACL 10f| Lo A S d-d gL Ct.
* RulelD:1
* Action: Deny
* Assign Queue ID: O (optional: 0 is the default value)
* Match Every: False
* Source IP Address: 192.168.187.0
* Source IP Mask: 255.255.255.0

IP ACL #2/0i| Ciiot =71 'HE = IP ACLO| et #2] 188 HXSHUAIL.

%
>
@)
—
-+
0x
ozt
i

3. Add HHEZS S&E/etL|Ct
4, IP 2 SHHOINM CHS E7H S AFESHO] IP ACL 10] CHSH & B 22 BHELCL
e RulelD:2

¢ Action: Permit
e Match Every: True

5. Add HEZ S&=gtL|C}.

SIE{H[0]~ 6, 7, 80| M &[T 7[= CH7| €2l 5tES|0f S4

6. IPHRIE 4 tEHOM ACL ID 12 2 HE 0|2 7|7HHIE ZE 2,3, 40 25t AL

12 SHEHSHLICHIP ACL QI E{I| O] A HFQIG! LA X)),

O
=0Hd

k=
7

IP HIQIE H|O| = 2tHS AMESHO] QIE{HO]|A Sl IP ACL HIQIE HEE =HQIghL|CHENE:
OIS HIO|E0|A| IP ACL HFQIE 7| L= AbA|)

of oflef IPACLEZ 2E TS MF FA HEAIS[ 22 1P FA B 24 OAT 2}
LXIAIZ| 2 22 X[ OJF Sl QIE{H|O| A 2, 3, 40| A O] F HEEL|Ct & HW
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EEO| DE |38 EATS SISULICH M7t 1Y He FHOE BAHQ BE
7% AH0| Yooz & HH 750 ALt

K 2LEl A H| A (DiffServ)

BE P2 HESRAE 2[do| HO|H TE MHAE MSSHESE A /AL 2ol =5
HlA= HEZRZE HAIM HOIHE TESCHE A 2[0Sk R BHEA| O Z40|2t= BE

o
o S0il= WO XA AHL HEH = HEE[ALE AHE & ASLICE O|H & & Th
2 |

QoS(MH|A F &)= EHO|Y 27 A0 AT miZlnt x| 5 O & ALl= W2l s +E5HY
LoD 0= 7hse HolH MES Mg & AU

1 S&5HA Me|ELItt 0|
LICH ot =E7F HQoh EHO[E 24 A

A A =52 450 MohE L Ct.

%
mo ~—

QoSOil= &+ 7HA| 7|2 7ol A

o>

L Ct.

* Integrated Services: J E® 3 2|aAE QFO| et SHEH HERT 2|
A (0f: RSVP)O| 2 Of 2F & L CHE[ A2 Of

19

Differentiated Services: | E?|3 2|AA= EjE 27 3 2420 et SEHE O
A5 EFO| Y @ AFEHO| Ql= HIO|HE M ™o 2 Xa|ghL|LCt,

2|y AQ|X| AQ|X|= DiffServE K| EHL|CH.

DiffServ 7| s0l|l= AtE3tE MH|A HEQIE 795t
A7 ESHE|0f JYSLICE O|2{st 3L 25 2
OL7|HIME S SHUAIL.

DiffServE 7'd5t= O 229 37HX| 2 QoS +d @47t JUELICE.

¢ Class
* Policy
* Service (the assignment of a policy to a directional interface)
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THZOf CH3H CHE REE HASHO 20[0] 2, 3, 401 A SOl2E HHAS £RY +
Rl ULk,

=l

e Source/destination MAC address

* EtherType

* Class of Service (802.1p priority) value (first/only VLAN tag)

* VLAN ID range (first/only VLAN tag)

e Secondary 802.1p priority value (second/inner VLAN tag)

* Secondary VLAN ID range (second/inner VLAN tag)

* |P Service Type octet (also known as: ToS bits, Precedence value, DSCP value)
e Layer 4 protocol (TCP, UDP and so on)

* Layer 4 source/destination ports

* Source/destination IP address

DiffServ ZHEO|AM £ [ A 0= = J7HX| 80| QA& L|Ct

* DiffServ traffic classes
* DiffServ service levels/forwarding classes

|>

ch

DiffServE Aot =4l AHHO|A0M =M E2fE S AS Folg + JUSLICE B

=
BA =& AHDSCP)2t CtYot LHE EE(MF) = /AFE ZoE == UASLICH

DiffServ E2j|=!

Muju

* Layer 2; Layers 3, 4 (IP only)
*  Protocol-based
e Address-based

Ol2{gt =/ AE =2|& AND = OR it Zgsto S840 #x28 752 + AU
g A1) F, BHY 22 HoM ZelE S

=Xt OR EVIA 22 2/ AE%tE L Lt

=
—
Lct 22 S¥2 g 222 FE A<

DiffServE 7ot ® MH|A =F & &4 AIHEO|ANA £7H DSCP 422 *'““Eli
ME ZeiA/PHBE JololiOF ThLICH O|2{et MH|A =F2 Z-Zt0f| gt BA SeiA
T45H GOl E Lt

o
12
ra
mjn
N
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DiffServ M= ALESIN Fdst= a4 ZMPS oLt 0[¢2| Qos FH ¥t AZLLC Of

=~

S
Agto| AntE gMo|2tan gLt

DiffServ ZtE 0| A & I} Ch2 1t 22 £ 71X &2l FHMo| A& LCt.

+ Traffic Conditioning Policy: DiffServ E2iZ S2jA 0 M2 )= H*Y
+ Service Provisioning Policy: DiffServ A{H| A £=Z0f M2 &|= Hx

8l SLS(AH

= )
ZE U MH|A Z2HX Y 0| A L= CHYet Y EL FE S 522 7+ doliof

>
+

A

Rl

02

kal

X%

mjo

N

I

u

0x

Ot

I

=

(m

> &=
JH

« Dropping. =% A| I 22 H2[HA| 2. 0| = £3| DiffServet ACLO| & &3t
OIEHO|A0 S&8 4 gl= AL DiffServa AME30] WM A KO 22 XY g
o 20| MdtE ol FELLICH

* Marking IP DSCP or IP
&S HEIU= DSCP #t= A&t 1zl 2| DiffServ 2

=
HAMHBEAZLCEH E= T2 1P 29| 48 EAMEAY 5= AL

i
Hl
o
[m

|

20 CHal THZl0] &= I X R/

Lo =2

ne
rot
®
S
N
—
©

«  Marking CoS (802.1p). E2i{Z S
XEE de=2 478 L Tt 802.1

|
S|CQ| HIE @M =2 EEE p o7t OF&l QIO ™
U E LT} Ol= DiffServ T & S22 2(0: DSCP L= IP &4 =9 24h) el &
7o 2 HE 2 M =2 =F2 250 IP |H 0| A DSCP 42 F7| Moz
SOISH| b= CHRAE ™ AX|0| €5 QoS EM2 MESH= O RELICH

* Policing. TCS2| =S =40t 8 54 a2 AatE 4 EH S Motsts
UHALICE Hehd ArFS ZastALE EXetot T2 Mt o R mfiZlof= S Eo X2|7t
HE8& =+ U LILE DiffServ 7|52 tha w2 EciY I8 M2|(X2)S KA LIC

¢ drop. T2 O] AFK| &| A& LI Ct.

« mark cos. 802.1p AL& At M &= H{EZF (RH)HEA| =0 ™ E LT},
«  mark dscp. I 2! DSCP7} (XH)EA| &[0 M FHE L|C.

« mark prec. T{Zl IP @M=L 7F (M) HA| =0 TEE LT

 send: I{ Z-2 DiffServ =& 910| MY & L|C}.
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Color Mode Awareness. DiffServ 7| 52| X2 A tL = M O|Al I E S AL SHL| T
X

DY D= A TIZI0] MAHEA)S RAISILICH MAF Q1A mE= M ANE AYS

[ 47 T2 BAIE D{gfLICh B2 By 22 e FY Zoloh &7 A8 & Of
Moot MY 2 AEE 4 MY S X85t 802.1p, 22 802.1p, IP DSCP £ IP
M =9 ZE S OtLof TRt g2 AP LICh 20 ESfHO My MENo=z
g 5 AS L

Counting. DiffServ L{2| Eei & A2 E 2} H|0|H N2|E FHsH7| fsl SEl & 13l
SAE YU O|EYLILE. O] DiffServ 7| S0M 7H2EH = ALEAI7E BAIH 22 FHGoHK|
X2 49 E[= DiffServ M S 7|H2 2 A|A”O| A E L XAt &2 0

=AML SA 4 S HESHA K.

Assigning QoS Queue. E2f|E AEEIS X
EpfE EFXte X El= StEY o 7| g

'S & Qos Hi7| €= 2 "Lt
E i
XNe|ot= ol AFEEl=X X 8e =+ A L.

0|2 &35
20| SefA0 £5t= 1HZA S
Redirecting. =& Ezff AEZZ X[FE &4 ZE
HMETILICt Ol BEA| E= T X[ =712 gl =+

S K 42 ALt

A H

DiffServ O A| 7t/

DiffServ 222/ M S 4 J5t0] 22| X| QEH 0|20 HASIHH OHS BHA S HEHAL.

1.

QoS S A 79 2HHO M LS BHZ AFESHA A SefAE M dghL Ch
e Class Name: Class1
e Class Type: All

Of 2tRHOf CHSH AbAM[SH Li &2 DiffServ 2 & 742 HZSHIAL.
Class1 ot0|HE 3 E S&|5tH O] S2f 20| it DiffServ 222 7 2tEHE = = ASLICH

Class10f| CHsH CtE H7E 2 F4 LTt

*  Protocol Type: UDP

* Source IP Address: 192.12.1.0

*  Source Mask: 255.255.255.0

e Source L4 Port: Other, and enter 4567 as the source port value

e Destination IP Address: 192.12.2.0

* Destination Mask: 255.255.255.0

* Destination L4 Port: Other, and enter 4568 as the destination port value
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Of 2tHOi| CHer XEMITH LHE2 DiffServ S22 7148 RS AIL.

4. Apply HHEZS SElgtL|Ct
5. M 19 oMM CHE 2E S AHE5H M XS BHEL

* Policy Selector: Policy1

*  Member Class: Class1

O] 2tHO|| CHBt AbAM|BH L& -2 DiffServ @& 742 RS,
6. Add HES SE/&LCL

0| 7t L,
7. O] FXof Ciot ™ SejA 74 2tHE E2{H Policy1 6t0|H A3 E S/ gL Ct.
8. Ct31Zo| X £dg gLt

* Assign Queue: 3

* Policy Attribute: Simple Policy

* Color Mode: Color Blind

*  Committed Rate: 1000000 Kbps

e Committed Burst Size: 128 KB

¢ Confirm Action: Send
* Violate Action: Drop

O| StHO|| Cist XtM| St L2 2 DiffServ & LS EXSIAMA| L.

9. ANH|A 7 SHHOAM QI O]A g7 S g8 HOl U= 2Fol2HE MEHSIO] O] 2{ st
QIE{H O] A0 M2 AASH LS M8 HES 2 2/2tL|CHDiffServ A H| A QIE{ IO A
7o EHX).

DEUDPIiZ SE2 L9 IP &AL FAE AFESHO] 192.12.2.0 HERAZE 2FetL|Ct.

ZLE 71180 = O] AQK|Q| 20|00 4 AA EE 45671 CHA LE 45682 EotHot=

192.12.1.0 HER A= StEL O] CH7|E 30

Ol HEHAONAM AEL|Y O E2|H 0| EcfH

4568 CHA O 2 AMETILICE O] MA|IZH EiY

M=27t =2 SHEQIO CH7| €. 7| 2X 22 HO|H EcfjE 2 XM 7|22 X|Z =

IEQO 7| 08 ATt Y.

40

Of

SOl SE0M 2Ol ZHI2 1000000Kbps2] 78l £ £ 9 128KB2| HHAE A 7|2
IjZl2 Bl AYLICH HUE S HAE J7|E 2|8tst= D22 APH|E LI Lt
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802.1X

=A2] SMUT(LAN)2 SQIE|X| 2 TX|7F LAN QI Z2t0f| EE2|He 2 HAE| ALt
SOIE|X| 42 AL X7t O|0] AZAE EHH|E Sl LANO| HNASIEE 5 85H= SE0
X

b

I'

(o o
HiZT|= 3271 e ol2et 2o LANO M | SSt= AMH[A0| Ciet AMAE
HE MH|AE MESL=E HEE AFEAF A X2 Mohd 4= ASLICH

—

|2t | E Jﬂ AN~ 7(1|01 = LAN 21 =210 22| 95 &85
U f

IEEE 802.11 &2 215 & 10| [HE =X|7} O|RO{X|= Ot7| X =PI E
ol y '

[}
MEo| HESHE A" MEAWRS S

SYBILICE =8 USRS QS AF
Qs AIAH) A0l B2 I5Xte} 915 A Ato|o] Z2E20) Cfgt 27 AYE
gHBLCH

e 2K 29X = LS EX| B2 ALEAZLHEXT 22200 Cieh Mol M2

—_ -

i

Note: QoS 7| 5 S AI235}0] A AE VLANO| £ & oS X251 AAE
VLANO| K| &5t= WER A 2|AaAE Note = J}SL|CE

802.1X2| &£ LHE 7|52 EAPoL IiZl TE X2 S &-dak/H|gdatste 8 ZES 145t=
7|5 YLICEH EX|0A 802.1X7} Bl &gt 42 EAPoL T E S HIZH36AHLE gdated
A O] ﬁ|_| |_‘_|.

™ Mg

2RX2 ZEE LANS o G2 & U= HE AL ME[AE H|
TS MIEH ZE 7|8 HERR ANL MO E AHESHH AKX =

oto] dig ME|A0| et HMA7E SQlE AIL-OMEE HEEEE & -

$0
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o
N
rr >
e
ol

30 1A 4
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o
=
<
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n

|m
12
=

- I1|01= A 2”0| HE3te HHIﬁ | CHot MgAtel RE ANAE YX[SHE
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X
[>» nE mjo

i

LAN01I EH&F °”HI*Z HI@ t2
HMojsts 20| B A e & AEH Ef.
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ZE M2 AHE|(PAE)E HM A MO &2 28 WM & 7HX DRet 9o F otLtE

1. Authenticator: oiid ZES Sl ALE 7H5 S AH| 20 TSt KM A S 51E5H7| HOf
oIS S Aldots ZEQYLC
2. Supplicant: A S A7} HEoh= A 20 HMAE A EStE ZEQYLCH

ESH M Ry et JSLCH
3. Authentication server: 2| S XS CHLISHO] AMEXLC| XHH S HZ = 0I5H= G

Zast s 7|ss AL

ro
ol
El
ot
mjo

2HEotHH M| 7HX| 4ol 2

all
e
to
%
-
iml

i
L]

o AQK| AKX = PAEZL AEXIRLO| BAIS HEshE QB A AEot X| gL T
St OIZ X} PAES Xt S 2101817 QI8 QAR EE 22 HEE OIS M0
HEsto] ZEO| Q15 AEfE AMSHS AEE B T} Authenticator PAE= RADIUS 7|t
oIz T2 A A0 Aol L2t MO|Els ZEO| £0I/H|1S AES H o gLt
Supplicant L] Authenticator

o =~ Switch T
< 3 : Authentication
- Server (RADIUS)
192.168.10.23
//-/
Supplicant

Figure 1. 802.1X Authentication Roles

802.1X Tt ¢f

of oo M=

L

= 2AL 22| &(1/0/5~1/0/8)2] ZEOf 802.1X 7|8t Q1F50| BRI E ALK&
TH%te WEES BOlELCH ol2st ZE= WEXZLALEE = A2 HEL A0 Chst
MM A HotE F0{5H7| FOf| Q1S5S ZOtof gL T 2152 2| F RADIUS MHOf 2|5k
Me|gLch $EX7 S H R QAT EH EfE0| At 522 A AE VLANO| & & L|Ct.
O| 0f|0| A= VLANO| VLAN ID 1501} VLAN O| & GuestZ 74| Ct 7Y BhL|C,

2
EH
=
=1
=
H}

—
o
—

Ct.
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1. ZE Q1= 3tHOM ZE 1/0/5, 1/0/6, 1/0/7 & 1/0/8S MEHSHL|C}.

N
m

Mo wolM LEEIX| HES HEBLIC.

Q150 WQSIX| A2 CHE I E ZEQ CHSH ZE X1|01 MHE 502150 OF TtLICt Port
Control A0 Authorizedo._I 42, uthorized AHENZ} &[0 Of (&t

=
IS HRSHA| ¥EUCh ZE HO 2730 At52 2 ASAt PAEE HOjE ZE

[m

rir

40

P H
(sl

O\l

> If

=2 0OH
3. EZE 1/0/5~1/0/82] HAAE VLAN ZE0 1508 Q2i3510] ST ZEE HAE VLANO|
StekotL|Ct
ZEE S YEI0 gt HMAE XO{SH7| Qs =71 82 +8 = YSLCH
Y0 CHet RtASH LI &2 ZE HOF QIHL0O|A M2 HESHUAIL

5. 802.1X T8 SHEOIM ZE 7|gh 2T JEf B AAE VIAN RES 2otz 48
Che H8 HES SHYLNEA LE Bt RE 719 BX)
Of OfoilM= 2 E 91T -0l 7[24tS ALSSHRI R T8 == Rl R 7HA| 7+ 2 E0|
AEHLCL OE =9 EAPOL S2lE RE FEZ AESHH ZAOM 802.1X7t
HIZ2dolEl 42 EAPoL 2 HEE 2gote = USLICE

6. RADIUS MH T+ 2tHO|AM Ctg 2 2 2 RADIUS MHE FdgfLCt.
e Server Address: 192.168.10.23
* Secret Configured: Yes
* Secret: secret123
* Active: Primary

XM L8 2 RADIUS 7R E %

P

[S|NPNER

1]

mjo

=
=5 otH0| A RADIUSE A BN 21T LH-Z A8 E 7|& =5
x

0| 0|0j M= 802.1X 7|t ZE HOtS 23|50 L E g5-g80j| AZAE 2 AE0 802.1X
7|8k 2152 2HSH= HAIX|E BAIZLICH A9 K& TS %l RADIUS A|HO| 215 HEE
MESL

MSTP

STP(Spanning Tree Protocol)= 22| X| & HESI 0N A0 F=ZE XN AHt=
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MST X| g2 5Lt MST 4 AEXIE 2t 5L MSTIE AFESHH MSTP BPDUE =4/
2 WSS £ Qe AZE =2eX|7t @le oLt O|&e] MSTP E2|X|Z2 4 ELICH MST
T MEX0 & CHS 8 247 JE L

T CHO|NH| A E: MST ' HIO|E 0| ‘44 = HMAC-MD5 32| 16HI0|E

MY (MSTIDO CHeH VLAN ID OH &)

Eglo o2f JIAEATIROBR HER QIAHAMZ (= VIANEE

2 SX| &= MSTP & Ef7I QELICH 2E VLANS SFLto| MSTI EE= CISTO| 2F
| HEALICH O|& S0, ZE A= QAHA 12 MUSID QAEHA 25

|

Mg 4= ASLCH ZE MEj= IEEE 802.1D AY 0| HZA L& LT}

4

Cts A0 E2|E X|{ste{™ ATf E2|0f CHSH VLAN ID(VID)E E&SHA|
eS| MSTP E2|X| & F+-d8liof BfL|Ct Ol = L2 2 Soll EFd E LICt
1. FIDO| CH$t vID & EH0| RS 6LX| Y2 X| =HOlghL| T},

2. B2|X|O|M K|S 2t FIDZL HES| sLto] AT E2] AAH A0 SEE|QEX
S}QIStLICt

VIDO| A FIDZ, FIDOIA MSTIZS| & =32 MST -8 HIO| &0 EA|Z ATjH E2|
QIAEIAQ| CHsH VID O E S M o|etL| Lt

O] &2 £l @ = VLANO| T SFLtO| MSTIO 2t 2 H E| = & SHL Tt CIST= MSTIDZH 09!
o E2|o| QIAEHAOQ|7| & ThL| L}

MSTP O A| 7/

Of OO M= 2IXI0| M MSTP IAEAS W dot= WS 20F L CH O X
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HEXIo= HEXHZL ME CHE /X|0 MHIAE MSSte M 74K 7 LLE LICE. O]
OOl ZE 1/0/1-1/0/5= SAE AHO|MO| ¢iZAL|D2 $jct 23 HEQ3 2m9|
dkg BHX| RELICH ZE 1/0/6~1/0/82 AR X 1, 2, 30| 2N HZAEL|CL.

Ports 1/0/1 - 1/0/5
Connected to Hosts

Ports 1/0/1 - 1/0/5
Connected to Hosts

Ports 1/0/6 - 1/0/8
Connected fo Switch 2 and 3

Ports 1/0/6 - 1/0/8

1011 - 1/0/5 Switch 1 Connected to Switch 1 and 3

oot Bridge

Ports 1/0/6 - 1/0/8
Connected to
Switch 2 and

Swilch 3

Ports 1/0/1 - 1/0/5
Connected o Hosts

Figure 2. MSTP sample configuration

MSTPE /452 ™ ZF A X|0| M CFS BXLE =AU A| 2.

1. VLAN 7+ 3lHE AR SH0] VLAN 300 5 5002 M ML CHZ| 2 VLAN 8H 74
NESY

2. VLAN BH& 3H2 AFE 310 VLAN 300 & VLAN 5009| Ef 7t QL=(T) = Ef 7t
EU) MHZ ZE 1/0/1~1/0/82 ZEHEL|CHI| 2 VLAN 8 71 &),

3. STP 8 2tHO|M A 'd E2| 4Ef M2 gzl thag STP 238 #+d EX).
LIHX| STP 74 4H0l= 7|22 A8 LLL 7| 2822 STP &l RE=
MSTPO| 11 +'d 0|2 A%|X| MAC =AY L|Ct

4. CST T+d 2tHO|M AR|X| 10| RE E2|X|7} E[= = M A%{X| 242{0f Ciot EE|X]

o =9l g 2Lt

e Switch 1: 4096
e Switch 2: 12288
e Switch 3: 20480

Note: E2|X| M =2| 2t 40962| b= L|C},

TE H2|XS RIYSR §1 BE AQX|0| S H2|X| LM £9I 20| B

=
MAC F47t 71 &2 AQIX|7t RE B2|X|2 MYELCHCST 8 74 ¥X),
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5. CSTEZE 78 3}HO|AM ZE 1/0/1~1/0/82 MEHSI D STP AME 0| H0f| A 25}
A EH'<‘5|-|_| |'(CST IE A—i x—l :I.I.A-I 7CI-I)

i

7. ZE 1/0/1~1/0/501X| ZE)E MEHSI D HE 23 070 2d2tE MEigL|Ct,

Oix| ZEL YEYI 22| 0| Yooz
B2 B ML

il
o
[
N
nig
0x
fot
o
H
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rir
r>|
ue

8. Apply HEZ S&|gtL|Ct

CST ZE ME{ 3tHZ A0 2t ZEOf st AL E2| YEE 2 5= JASLICH
9. MST 7 2tHO|M CtS BE S A5 MST QIAEHAS Mot C},

e« MSTID: 1

*  Priority: Use the default (32768)
* VLAN ID: 300

XEAISH L2 MST 23 THd2 RS AIR.

10. Add HES S2/3tL|C}

1. 2 2782 AH83SH0] & HM MST QIAHAE A etL(Ct
- MSTID:2

e Priority: 49152
*  VLANID: 500

12. Add HEZ S&/gL|C}

Of oo M= £%[X] 10] MST IAEHA 19| RE HE| X7t &[0 AQ(KX[ 27} MST QIAEHA 29| RE

B2|X|7} EI ACHD 7P L O AR K| 30 l= B Y #MO| SAETF USLICHEE 1/0/1, 1/0/2 &
1/0/3) X HR M (ZE 1/0/4 X 1/0/5)0 ASLICH AL(X[ 11 20|= S Y R QA RMO ZAER
ZetEL Er K] 20| AZAE SAE = VLAN 500, MST QIAEA 25 AFESH A X| 39

2 EQF A SATLICEH O IEX| 2 AKX 18] A E = VLAN 300, MST QIAHA 12 AHE310]

IS BIHC 2 AEYLICE STt

—
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HEo HQ &2
Che 20 olglof

Table 249. 2F0]

Atolet of0f = O EMOIM HE

A I gl gLt &

ZALO] 2t SfO =

oof 4y

802.1x IEEE 802.1x Authentication Protocol Standard
ACE Access Control Entry

ACL Access Control List

API Application Programming Interface

ARP Address Resolution Protocol

BGP Border Gateway Protocol

CLl Command Line Interface

CoS Class of Service

Default Gateway

The IP address of a router that a host can use as its first hop when the host does not
know a more specific route to a given destination.

Default Route

A manually configured (static) route whose destination is 0.0.0.0/0.0.0.0 and therefore
matches every packet’s destination. A router uses a default route to forward packets that
do not match a more specific route.

DHCP Dynamic Host Configuration Protocol (RFC 2131, RFC3315). A mechanism for
allocating IP addresses dynamically so that addresses can be reused when hosts no
longer need them.

DHCP Server Dynamic Host Configuration Protocol Servers are servers that grant the address and do
parameter assignment to requested clients in the network. Current interest is that these
servers provide TFTP server and boot file information.

DLL Data Link Layer

DNS Server Domain Name System servers that provide the IP address mapping to the name of the
hosts.

DSCP Differentiated Services Code Point

EAP Extensible Authentication Protocol
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EAPOL Extensible Authentication Protocol over LAN
ECMP Equal Cost Multiple Paths
EEE Energy Efficient Ethernet (from the IEEE 802.3az Energy Efficient Ethernet Task Force

and IEEE 802.3az Energy Efficient Ethernet Study Group).

Host Interface

An IP interface that is not a routing interface. Only locally-originated packets are sent on
a host interface. Only packets with a local destination are received. Host interfaces do
not participate in dynamic routing protocols.

HTTP Hypertext Transfer Protocol

HTTPS Hypertext Transfer Protocol Secure
IAS Internal Authentication Server

IGMP Internet Group Management Protocol

In-band Interface

An IP interface that could be used for in-band management. Any IP interface other than
the Out-of-Band port.

P Internet Protocol

IP Address Owner The VRRP router that has the virtual router’s IP address(es) as real interface
address(es). This is the router that, when up, will respond to packets addressed to one
of these IP addresses for ICMP pings, TCP connections, and so on

IP Interface An interface configured as an IP interface rather than a Layer 2 switching interface. An
IP interface must be assigned one or more IP addresses. Also called a Layer 3 interface.

IPv4 Internet Protocol Version 4

IPv6 Internet Protocol Version 6

ISDP Industry Standard Discovery Protocol

ISID Initiator-defined session identifier

L2 Layer 2 (networking)

L3 Layer 3 (networking)

LAG Link Aggregation Group (IEEE standard)

LLDP Link Layer Discovery Protocol

Local Route A route to an attached subnet. A router creates a local route for each active,
locally-configured IP address and uses the local route to reach other stations on the
attached subnet.

LPI Low-power Idle

MAB MAC Authentication Bypass

MAC Media Access Control

Management Interface

An external IP interface used to send and receive IP packets to configure and monitor
the device.

Management VLAN | A VLAN configured to be used for management rather than control or data traffic.
MFDB Multicast Forwarding Database
MIB Management Information Base
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MLAG Multi-chassis Link Aggregation

MPLS Multiprotocol Label Switching: A standard involving IP quality.
MVR Multicast VLAN Registration

N/A not applicable

NSF Nonstop Forwarding

PAE Port Access Entity

PDU Protocol Data Unit

PIM-DM Protocol-Independent Multicast Dense mode

PIM-SM Protocol-Independent Multicast Sparse mode

Primary IP Address

An IP address selected from the set of real interface addresses. One possible selection
algorithm is to always select the first address. VRRP advertisements are always sent
using the primary IP address as the source of the IP packet.

PoE Power over Ethernet. Corresponds to the IEEE 802.3AF standard which supports power
delivery of up to 15.4W per port.

PoE+ Power over Ethernet Plus. Corresponds to the IEEE 802.3AT standard which supports
power delivery of up to 34.2W per port.

PSE Power Sourcing Equipment

QoS Quality of Service

RADIUS Remote Authentication Dial-in User Service

Routing Interface

An IP interface whose physical ports are front panel ports and associated with a VLAN.
Packets received on a routing interface can be transmitted on a different VLAN than they
were received on.

SDM Switch Database Management

Service Port An IP interface on an Ethernet interface that is separate from the front panel ports. The
service port is dedicated to management. The service port has its own independent
interface to the IP stack. The service port is a host interface.

SM state machine

SMTP Simple Mail Transfer Protocol

SNTP Simple Network Time Protocol

TFTP Trivial File Transfer Protocol

TFTP Server Trivial File Transfer Protocol Servers are servers that hold the requested configuration
and/or image files for requested clients.

TLV Type-Length-Value

ubLD Uni-Directional Link Detection

ul User Interface

UPoE Universal Power over Ethernet. No IEEE standard exists yet for UPoE. UPoE supports
power delivery of up to 60W per port.

USB Universal Serial Bus
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Virtual Router

An abstract object managed by VRRP that acts as a default router for hosts on a shared

LAN. It consists of a virtual router identifier and a set of associated IP address(es) across

a common LAN. A VRRP router can backup one or more virtual routers

Virtual Router Backup

'The set of VRRP routers available to assume forwarding responsibility for a virtual router if
the current Master fails.

Virtual Router Master

The VRRP router that is assuming the responsibility of forwarding packets sent to the IP
address(es) associated with the virtual router, and answering ARP requests for these IP
addresses. Note that if the IP address owner is available, then it will always become the

Master.

VLAN

Virtual Local Area Network

VRRP Router

A router running the Virtual Router Redundancy Protocol. It can participate in one or
more virtual routers.
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