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3 AHH

31 A" HH

! H, 11— ;(]

Ao weEt g fEAAL we sdel= £E 5, XE
El, 71 AA-AR BH 5 29 ZE Y AF A

FEAE YL

1. T3t o] B4 A1E
Status /' System Information

9 15 13 15 17 19 21 23

o ok sl b b . o
10 12 14 16 18 20 22 24

8 6] 6] 6

28

of A “Status > System Information”= =¥ gt}

i B 2 7
o .]
AECCE |
| IX-AFGM-SWTG34245
1 switch
System Luca‘tioﬂ? default
1 detault
| 0123456780
MAC Address | 00.ED:4C.00.00.00
IPv4 Adoress | 192.168.2.1
{ ﬂ&
|Pv6 Address | fe80:2e0:4ciife0d0:0/64 075800 07:59:00
1361412728213
1 0day. 0 hr, 2 min and 23 sec
Current Tnne1i 2023-01-01 08:02:02 UTC+8
| 1002
Apr 13 2023 - 05:40:08
I 14120
Apr 13 2023 -06.41:35
et Disabled
Disabled
Enabled )
0% =
| Dizabled 07:5800  07:59:00
| Disabled
Ay A [e) = 3T = =z = 2~ 1T =
EEO we-~E YW XEWE, T, £, JHE
3T n <"l =n nol] In v n > d LLE=S0 Ry
Zﬂ"L‘T Xéioﬂx-] }\]—‘ér O]u , ‘A ] = 03_@11—; = “5_
1 Sk
oh -2 g o,
3.2 T4
o S s = ==
zE A BE FAt AL FEoR A=
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1. oS3} o] €2 A= 4] " Status > Port > Statistics "=

2.

& All
Interface
Etherlike
RMCN

Maone

55ec
& 10 sec

30 5ec

i mnﬂtﬂﬂsj 60938
210
} 313
- |ﬂnD|9cardsJE 0
| ifoutoctets | 135065
| ifOutUcastPkts | 212
iF 1422
0
160
153
770
|f0uthadcasthts- 652
AAl LES] 35 FAE "AFa" HolAE A AUy

3.3 ¥ F4 HolE

MAC 4~ Hol& BEH H7|

1. oS3} o] & T A=A “Status > MAC Address Table”S
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MAC Address Table

Showing | Al » v | entrigs Showing 1 to 2 of 2 entries Q |

1C2AA300:34 24 Management CPU
1 DOEQACZ2EZ2CDD Dynamic GE1

| First | | Previous | [ [ Next | | Last|

[ Clear ][ Refresh ]

SlEl s o) 2 HlolEE T B

Query A

ltems

MAC 4 MAC 4

VLAN MAC 24| %3} VLAN ID

Port MAC F24of sidate wAA] $4l

Type 24 MAC T4 AAE ool Altte] wet oojdx = 5
UetdU S 294+ MAC T4 % #AYFIY 5 A4S
7|Wo R Es F71E  AdEFYTh
44 MAC F4aE Felx FAHR =3 e AHH
gol&S Yebdyth
el MAC FAav #e XE9 FAE Yepdyrh

3.4 A A%

1. O hllel met e 22 Ado 'AFE's SHsiAL.

Save | Logout | Reboot | Debug

Reboot the system and unsaved changes in the
configuration will be lost. Do you want to
continue?

3.5 #F IP F4&

9 QIE ol o)A el P FAE MR
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1. Click the “Routing > IPv4 Management and Interfaces > IPv4 Interface” &4
oA v o] 7|2H o2 IPv4 4 192.168.2.1/24 & A AUt}

IPv4 Interface Table

Q|

] WLAN 1 Static 182:168.2.1 2552552550, Vald

add || Delete

4 YEYA

4.1 DNS

DNS = Z=u¢l o]& Al~Hl(Domain Name System)2] °Foj=, thJoA] ZrQl

A S 7HA] 74*‘519} HEYA An]2=9 olg& AAFFUTE =Wl olF2 A4

g IP FAe) ddete g doju ofolg FiE Ho R FAdF YT DNS =

EHQl olE S RISk IS, A iyTh JIHY B 718 TCPIP Ul E <=0

A8 73t DNS o5 *}Qx}oﬂﬂ] <5 013% el HAFHe AMH|AE

AU A4 JAHYY AH)2~ F 3l DNS & Z=dQl o]&3 IP F428 4%
=g oh= A ﬂ]O]EiHﬂO]i?J‘%E}.

1. B3 o] &4 FAIZAA “MES A >DNS'E ==yt
DNS Configuration

{ (O Disable

RS - (® Enable

DNS Default Name | (1 to 255 alphanumeric characters)

Apply

DNS Server Configuration

0 results found.

| Add [ Delete
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SIE o]~ HolEE g8 e,

a7 95 R

DNS State DNS 29X

DNS Default Name DNS 7| & ol&5 d=3sA L.

2.DNS AHE F4335td
Add DNS Server

(2
4
-
o
By
o

............................

............................

3.°48"5ka ohg3} ol vhe gL,

DNS Server Configuration

| Preference | DNS Server |

|. | 1 14114114 114

| Add || Delete |

42 N=" A3

FE AZY AR A
AU

1. t23} o] g4 F A=A “Network > System Time™S &3 Y

o

ba AIRE 22, 90 AeF A

L
ofrt

KeN
=

22

2

o

EH
ER

ol
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—————————————————————————

| SNTP
i Source | From Computer
! i @ Manual Time

_____ T s e

R R e S v o

e
| Time | |0&:14:12
e
____________________________________ |
: | @ MNone
: R=curming
; Type : Mon-recurring
; ! @ USA
i i European
| Offset |
From: Day [0 Week: | First Month | .z Time |
i Recurring ! :
: W 1 Day | & Week [First ¥ | Month |Ja Time |

2021-01-01 08:14:12 UTC+8

IE #|o] 2~ HolE = v Eu T

a4 F5 A

Time Source SNTP,PC =& 5 EIToA A7 AxE AEshA Q.

Time Zone Al 7k A A

Address Type FAE o]F EL IPvd FA(SNTP 2 A4H AR & T
4 by

Server Address A F2(SNTP o o8] 245 A7F 2 23
= z

Server Port No. A8 EE WS (SNTP oA AAH A7F A~
|

Date GA B DDIMMYYYY (s = A AJRE &2 A7)
Time A7 BE: SSIMMHH(A ZF 227t % Rz 449 49
Type 9F Ao AA FFS fle, 714, HF71E, ve d

=0 =
FHo2 FEPUL.
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Reimbursed Time | €3 A AIZHA|l 35 AT
Cyclic Mode ol Aok Aj7he] 43k T LA
Non-cyclic Mode | €33 HoF A[7kA| ] M]3 = 44

51 XE AXA
AHgAZE Qe gz oYl e~ zIsu THT F YES

Ay H o] ~5 AHEsfoF FTh
1. &4 FAZ0 A "Port > Port Setting "S- £ gt}

Port Setting Table

Q

| Entry | port | Type | Description | State | LinkStatus |  Speed | Duplex | FlowControl | |
1 GE1 1000M Copper Enabled Down Auto Auto Disabled
| 2 GE2  1000M Copper Enabled Down Auto Auto Disabled |
' 3 GE3  1D00M Copper Enabled Down Auto Auto Disabled
| 4 GE4 1000M Copper Enabled Down Auto Auto Disabled |
| 5: BE5 1000M Copper Enabled Down Auto Auto Disabled
| 6 GE6  1000M Copper Enabled Down Auto Auto Disabled |

7T =e7 A0NNKA CAannar Enahlad Mien Antn Avitn MNicahlan
N — ° _ -

2. % ¥EZ AU tgd ol MG,

Edit Port Setting

i Port| GE1-GE3

Description

State | |« Enable

i i @ Auto 10M

; ; Auta - 10M 100M

; Speed | . Auto- 100M 1000M

: : Auto - 1000M 106

5 5 Auta - 101/100M

! | @ Auto

' Duplexi Full

| | O Half

! Auto

i Flow Control | Enable

! | @ Disable

Apply ][ Close

24




U-F2028H

e o] = Ho = thg3 gyt

AR e A7

Port ¥XE 55

Description XE #H34

State XE @A3 =& v g3t

Speed 4 10Mb, 100Mb % 1,000Mb “JEl=Z +A 753 A&
3. 10Mbit/s, 100Mbit/s 2 1,000Mbit/s & X3+ QAE FH o]~
L= ol A7) B FH ol ARgE 4 glom HQo
upeh M ARyt

Duplex HolT e Wholgog 74 7l As JAh

Flow Control 24 UEYAS dd HEYa Fx EFdA S43tH4
24 YESI= HEHZ BAZE d& W H#Ax A AES
SASIES OE UESA A &yt Wil A=
HAIA] EAo]l A T AekA] ReE dAHoR PHHS
Aot
H| &g st - PAUSE |9 741 2 HdFo] v stg ot
PAUSE =Zd|de] 4l 2 dFS s
As @4 - A HES A A PAUSE ZHdls Ao =
A FU

dub oz 299 AXEOI7} XEAM AR QFE 7AFE XE
SA 23U S, 290A 9 AATE 29 EEOA AR oF oHE
HASE 2~9A = AHsoR XES SHYh

1. & RSo)x " Port > Error Disabled "& Zgls}o] t}&z o] FAHS

SE L IRNE 2k LA
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Enable
Enabla
Enable
Enable
Enable
Enable
Enable
Enable
Enable

5.3 Link Aggregation

Link Aggregation & &% I o]~ TIus @Y =84 QoA R
ol g E LS AT

LAG(Link Aggregation Group):= o2] o|fYl A (Eth-Trunk)= F< =2 4]
APy

w3l A= UENT A7= J3 dgFH kAol g AREAY
875 T7PIRUY. dEAeR ddEfS HASIer] fl&] & Aol
v 33k FHlE wAsks 457 ok, o= HlEo] Bo] Eil A0l
doj AFHTh

Link Aggregation Technology + 3t=doE Jaol=slx] Fake
4 dHdo2E WY =4 dfdHela®R HFEUdh #WYy #HAY
HEAE S FEAE ERE oiyer gddt 294 "HAdA EF =

[N 2
M rlo

2 ~9x A = Eth-Trunk =217 Iz <l 3 719
olgyl HAE T3 =9 B o AZFAYL Y952 F 3 U HA9 gIEy
TdstERE g9 Fo] HodUrh i, o] Al A HAaE s WgEo] g%
ok g A Ayt
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Eth-Trunk
ge1/4 gel/1 ! gelfi gel/4
i gel/2 el/2 :
SwitchA %eui — WSwmchB
L
gel/s gel/5s

93 A 0 AT A4S 2T 5 dguh

o chitel Yol AAE F Ao 2919 deFo] FHIT.

o shitel Yol AR F Y 296 HF Aol FHFIL
n

Link Aggregation == LACP(Link Aggregation Control Protocol) “JEljol] we} 4%
Reol LACP RER PR
A HA =2l Eth-Trunk A7 A = LACP §lo] ®H QJEH o]~ AAAE

TEoE FIIEjoF Ut B HAr) Holy dg #H iE ol EFHER
z2E %% E‘:E‘rlE Utk &4 Fad Feirt EAsks 4 LAG = WA A
B By FoE ANFUT o] REs AR dA" F A ¥ & BA
o] HQstARE LACP o NA= = gl AdsolA dadynt

531 &

1. “Port > Link Aggregation > Group™S =3t g HECSRZ 2= Wyl
daelES Ay A8 ekal vy 2ol Ryt
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. | (® MAC Address
Load Balance Algorithm | O IP-MAC Address

| Appy |

Link Aggregation Table

| LAG | Name | Type | Link Status | Active Member | Inactive Member
LAG 1 e -
LAG 2 -— —
LAG 3 -— -

LAG 4 s =
LAG 5 - o
LAG 6 — —
LAG7 == e
0O LAGS -

000000

O

| Edit

2. /b 7Fs® 8 /el LAG F shubE Aesta thgu gel A Aol E
ARG

Edit Link Aggregation Group

LAG : 1
Name l
Stati
e, 8 S
Available Port Selected Port
GE1 ~
GE2 ~
Member ggi
GE5
GEG6
GE7
GE8 N
| Apply H Close ‘
Qe #o] 2 dlolel= thg By
e ZE
LAG 15E 874 Wa 7t viAR 8 719 LAG 7} 54T}
Name doo upe} AT 4 s LAG o] gk At}
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Type % el LACP = FoA Aedhct
Member LAG °lA&= Hdl 8 7le ¥ YEEZ A8 &
2l uh.
ofgl 1y} o] ~9x A9t ~9x BE 747 olffdlS E3 VLAN10 3} 20 S
AdstH, o] Alolol&= diatE Holy sFo] syt
2912 A St B BF VIAN EAE A8 $539 93 e Agd sow
o/ gguyrct. kA, <Al dHole HAEY FAE A= TEHAol Slojof
GARICS
5% 2eo YEYT thelol 13l LAG
Eth-Trunk
gel/4 gel/1 P Eelfi gel/4
: gel/2 el/2 H
SwitchA @Eaui — WSWICHB
L
gel/5s gel/s

1. SwitchA ol X} ETH E& = QI Hl o] a8 st W AEH o] AE 7138}
HA tEFs =d9Yrh SwitchB ©f A2 SwitchA o] A3 FAREYU
‘LE > g3 JF > 25 FYsta LAG 1"3 EE GE1, 2, 3 & Add F
S EFoM Aeg xER o Fguth 487t tg3 o] vyt

Link Aggregation Table

Q

LAG 1 Siatic Up GE3 GE1-GE2
LAG 2

LAG3 - -—

LAG 4
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532 YE A7

Aggregation Group W X E9] £4 A4

1. “Port > Link Aggregation > Port Setting’S s t33 o] A &
T899 FE &4 74 EHeol2® oy
Port Setting Table
Q
| LAG | Type | Description | State | Link Status | Speed | Duplex | Flow Control | |
LAG 1 Enabled Cown Auto Auto Disabled
LAG 2 Enabled Down Auto Auto Disabled
LAG 3 Enabled Down Auto Auto Disabled
LAG 4 Enabled Down Auta Auta Disabled
LAG 5 Enabled Down Auto Auto Disabled
LAG B Enabled Down Auto Auto Disabled
LAG T Enabled Down Auto Auto Disabled
LAG 3 Enabled Down Auto Autao Disabled

5.3.3 LACP

[EEE 802.3ad ¥+ 7|HWe = 3= LACP(Link Aggregation Control
Protocol)v= ®HAE sHo=Z FA 2 8Pt LACPDU(Link Aggregation
Control Protocol Data Unit)& &3l Ao HEHZ 7]7]¢F AHE w3k

X E7} LACP & A}43 ¥ LACPDU & #¥ate] Ala®l S48, Al2H
MAC, XE ¢4des] 2 ¥E, A 715 4 HEYZ ZAd &y vk

g % EEO| A BH} vlulste] 53 Aol
gt Fojeol =g
3 Absom AHAY AAEYT S,
AFHT Fdd £, olF g 7]
Evk JAE 4 AdFUTh

—

OI_,F

=]
H
K

T

=

el
A

=

=

T Agete] FAF FAo] AAH
%X—] FAE E%I— i7]_ 7].0]1:

1. &4 2.5 ]/ﬂ " Port > Link Aggregation > Group "& £33}31 LAGID % LACP

REg g F g gol BT,
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Edit Link Aggregation Group

LAG: 2

Name ]

() Static

Pe ! @ LacP

Available Port Selected Port

GE1 ~ GE4 ~
GE2 GE5

GE3 GE6

GE7
GE8
GE9
GE10
GE1 1 L A

Member

[ Apply | | Close |

4 [3 > LACP'E ZH3to A

Q .
| Entry | Port | Port Prority | Timeout

T $6E] 1 Long
2 BEZ 1 Long
3 GE3 1 Long
4 GE4 1 Long
5 GBE5 1 Long
6 GEG 1 Long
7. GET 1 Long
3 GE8 1 Long

Slefso] 2 ol the vt gLt

A4 v

System Priority | LACP = 49 xTdl wef & 4=

ik Y
Port YE %




Port Priority LACP &= A9l A28l X E de9lel et 54 LAG 7449

Timeout LACP W] A]#] ¢

HElE WMAS7] Ao Eth-Trunk o] AA23s= @ Qg FH o] A7}
o Q. %A gom A},
24 YEYA A9 Y dde v WEYA Ao ] dd

olfyl ~9x A = ZF 7Y EXEHE HE T3] Yal GE1 oA
GE3, =91# B7H4] 3719 XEE T
e AL 54 JAAZS =3 dAgy).

Switch A

@

Link aggregation ————»(|

@ Switch B

So 292 A wel TAolE, ¥E FHE sl 2904 B o T4
FAsA FAH ok Gk,

2~

9 mgelA "XE > J3 FA > aF"e 295 LAG 2 2 "HPS
23 S LACP R=oA] GE1-GE3 & Aelghlt}, "Hersta o3t 7o)
o
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Edit Link Aggregation Group

————————————————

! LAG| 2

i Namei

; oo | O Statc
5 YPe! @ Lace

________________

‘; Available Port Selected Port

GE4 7 GET 7
| |GES B |GE2
i |GESs [ |2 ([GE3
| |GET '

llle!=:!
=] [ |
GE1D 2
GEN - -

1
!
Member
]

Apply || Close

5.4 EEE

fko] 0 olakel 4§ EE Wgle] APk

(A

"4 EAZA  Port > EEE "2 sty TEES AUd o tAe

1. i I
Aelste] T o] T4 Aol aw Sojzhrh

EEE Setting Table

l 1 BE] Disabled

-l 2 BE2 Disabled

O 3 GE3 Disabled

- 4 GE4 Disabled

l 5 GE5  Disabled

ol 6 GEG Disabled
Edit EEE Setting
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2. EE 343 1% A4skn 4§ s et go] TAo grgyinh

EEE Setting Table

Q

ey pon |
1 GE] Enabled
2 GEz Enabled
3 GE3 Disabled
4 GE4 Disabled

55 AH 27

oy

FES MTUEY A% whs)E 248,

1. &4 E5ollA " Port > Jumbo Frame "& Z¢

T4 QlE o] A7 ol g,

ol
K
o
o
&
iy
o,
k)
T
I3
=)
nS

.......................

.......................

EE HP 73 MAC T4 Hole= &8 2913 2E ddd oyl
MAC 45 7|58, o] XEE &8l stte] MAC Tt el 5 gyt
2 MAC F4olA ®HWl 3j7lo] o] XEZ E3sH ¥E HO 7|50 o=
WAZFUY, XE HSE Tes ARgetE SEA @22 FA7E UE Jioﬂ
MM~ s WAsta Hebs st 4+ JdFUTh B3 XE HS V)
A}%B‘M MAC F4 Zgdo® 238 MAC F4& EHolEo] 715 A= ﬁ%
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___________________
___________________

B4 mgol M "EE >

2 >E
Aeste] gt go| LE 57

Port Security Table

| Entry | Port | State | Address Limit | Total | Configured | Violate Number | Violate Action | Sticky |
¥ BE} Disabled 4 ] ] 0 Protect Disabled
2 GE2 Disabled 1 o o 0 Protect Disabled
3 GE3 Disabled 1 1] 1] 0 Protect Disabled
4 GE4 Disabled 1 1] 1] 0 Protect Disabled
5 GES Disabled 1 ] ] 0 Protect Disabled
6 GEB Disabled 1 o o 0 Protect Disabled
7 GE7  Disabled 1 ] ] 0 Protect Dizabled

Edit Port Security

| (@ Protect

Violate Action : Restrict
i Shutdown

Sticky | Enable

.......................

o] dadx YrgE BRUJPAE, HENAE
P XEA FelggYrh olelg A= XE AgE F3
_/,:

_OL
K
)
iuh
i
Fel
[
il
rx
v}
o
i
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Protected Port Table

Q |

GE1 Linprotected

(& 4

o 2 GE2 Unprotected
) 3 BE3  Unprotecied
El 4 BGE4 Unprotected
[ 5 BES5 Unprotected
(= 6 GEB6 Unprotectad
& 7 GE7T  Unprotected

Edit Protected Port

Port: GE1-GE4

State Protected

| Awply [ Cose |

Hel

LE AZls 2] AR Thol =
1. ©A1 ke 4] “Port > Protected Port’E 29 3ta A2 GE1, 2, 3& AEsta
“HY I g gra g} o] SR

Protected Port Table

Q| |

GE1 Protected
GEZ Protected
GE3 Frotected
GE4 Lnprotected
GES Unprotected

L

2.GE1,2,3 2 t& v 48 TEAY F35 T2l A

L

=8

= HEANAE, FUNRE HAAE E3 dAs)
Storm 2 t3 o] WrEYY o]gfst wAX = 27t fR £
BAE A kUt ZUEE QEHol oA FaAE HAXe] Hi H£EE 7
7 T ol

A Alagdyd, B HlEol Hd dARS

z
i
Iy
=
[>
[l
N e
4>
ge

E=)
> o

36



U-F2028H

ke AS TAE FF B Aol o] Ay F o] 2eA FE YT

L2 olgul <lEFeo]l~rt HIEAAE 4 F glv WEINRE EE
FFUMNEE WA Z el o wet FA4l ‘ﬂﬂﬂﬂ ol ~E
AT & gle A A= T HAAE FYLE VLAN(Virtual Local Area
Network)oﬂ A oE L2 HFolAE HduEdur. ARHow HREJNAE

& (Broadcast Storm)o| #Asle] 7]7] &2 Aol AstE 4 AdHFY

WE E3E Hsr] fs FF AL 5EA4E EE Al UM TR HAA

SE5e AT F AdFHT
1. b Ale] A mlell A “Port > Storm Control’S ZYsld 2t 5 ~& ZgA 3
BUH £48 0L 2ol AT 4 AnY
() Packet/ Sec
i @ Kbits / Sec
») Exclude
IFG O Include
| Aeply |
2. Ad3 FES AYstal 7 FEqA BRENXE, 4 5 gl HEHNEE

S} =
FUALE B9 A3 S2T Tk "B,

Port Setting Table

Q
: | State | Rate(Kbps) State | Rate(Kbps) State | Rate(Kbps) |
=] 1 GE1T Disabled Disabled 10000 Disabled 10000 Disabled 10000 Drop
| 2 GE2 Disabled Disabled 10000 Disabled 10000 Disabled 10000 Drop
3 GE3 Disabled Disabled 10000 Disabled 10000 Disabled 10000 Drop
4 GE4 Disabled Disabled 10000 Disabled 10000 Disabled 10000 Drop
5 GES Disabled Disabled 10000 Disabled 10000 Disabled 10000 Drop
6 GEGB Disabled Disabled 10000 Disabled 10000 Disabled 10000  Drop
7 GEY7 Disabled Disabled 10000 Disabled 10000 Disabled 10000  Drop
2 e Micahlad Micahlar 4nnnn Micakled 1nninn Nicahlad NN Mo
3. FF 29A #H HE 5o AERE FAsta AHErea vay #Zol
gt
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Edit Port Setting

Port| GE1-GE3
g State| ¥ Enable
" |«| Enable
Broadcast |
! 10000 o
! ¥ Enable
Unknown Multicast ; ?

i |10000 | Kbps (16 - 1000000, default 10000)

«| Enable
Unknown Unicast |

{ (10000

------------------------ e Drop
Action Shutdown

59 v H

YE "y AAE 29X XES HAXE U XER HEARYUL
EAlEl E£E7V} Source Port, HALE = ¥ E7} Destination Port 7} guth. o
ZE®E dolyg AAF Ao AM st AREAZE FAlE HAAE A St
YEYAE BUHHS D 5 2o #AE 4T 5+ J=F Furh

Mirroring Destination Port ‘
S

Mirror Source Fort

Diata Monitoring Dievice

Le

PC
Instance
PC1 ¥ PC2 ¥ ZtZz} <lg#ol~ GE1 I GE2 & & =9x A
o A 23y},
AHEARE PC2olA PC1 & HEHE WAAE RUHP s

1. 92 FA|ZAA “Port > Mirroring”s 28341 Q. 4 7] MES &5 vHH
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FHe vt gol THF F Uk

Mirroring Table

Disabled :
Disabled
Disabled
Disabled

"= Allow the monitor port to send or receive normal packets

2. shte] ARG AEsta veld aF 74 Qe ez A e
Edit Mirroring

SessionID; 1

State | |v| Enable

GE1
Monitor Port

Send or Receive Normal Packet

Available Port Selected Port

GE1 ~ GE2 ~
GE5 | GE3

GE6 GEA4

GE7
GEB
GES
GE10
GE11 b L

Ingress Port

Available Port Selected Port

GE1 ~ GE2 A~
GES I GE3

GEB6 — GE4

GE7
GES8
GES
GE10
GE11 b N

Egress Port

oy [ ciose |
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Session ID 29 Aol = 7]EH o g 4709 Al ID7F AFU T
State M ® 15s @A4%s AU HEAstd = syt
Monitor Port Link Aggregation E£ES} A~ XEZE Asta At 574
FE= ehunt A9d ¢ sy
Ingress Port FAE BE wAAE Y REE vy dgyn
Egress Port Asd BE dAA= g TEZ vyd gy
6 VLAN
VLAN & 224 fx]oll =35 %] &al AR U3t VLAN © 9=

srEZ BEUR S oQguth obdl aw|d Zel 7 VLAN

H %] g
HREAAE Euﬂdgii =24 LAN & +=gl4 LAN o= 83y
Ao g wAXE w4 dHUth AR gE

TEEE AT

VLAN °f] gJ+=

121

l-oll _PJ }_,

4 3 s
sES) A% BPEL 13 29A% g 37 BEgh

Router

Switch Switch

S5 O S5 o

w

VLAN A VLAN B

VLAN & t}53 2 SHoA 7]E olgulrtt -3t

o HETIAE Zuol A& W LAN ¢ HREJAE HAAE ol
dokstal M EYA @l FAE By a&do= Ay ¥3] VLAN
Al gk Yt

® LAN H¢ VLAN 32E

A A e BHEL Dol

o I A B Ao §4

29147} B a g
VLAN & =24 UEYAS AoE 4

o
=
=

= HolE "HA AT WAATE BRENIE
Erdler ZelEo] 7] bl Az FAE & isyth delo] 3 dEds

3

3:

s

29 'S AAdE & dFUth AREAE E84 fA7F HE WelA
ol FdlE A AL WASA Fur UEYI dAAT = g5yt o
e 29 A= 802.1Q, TEEE, MAC % ¥ EE 7jHloz 3= VLAN
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g3 P 7R A A 21Q VLAN RE=Z Ao )
ZE VLAN & 299 <lH: 1 Lé Hdwﬂ et FaEEUY. YESA
A= 7 297 QA Hol 2o AE tHE PVID, & EE 7|E VLAN &
o3yt VLAN H27F gle dloly =g qle] PVID 7F A& £9A
g Fol A2 §UFH U3 PVID = ZAHAY SlEH o]~ PVID 7}
At F71 el 17h Al AF Yk

® VLAN o] th3l &AL <l Ho]A F3o uwel gAY, o=
T4Y  AoE  folsA AT FAHYE  olsAde A9 VLAN &
AT Y T

6.1 VLAN

6.1.1 VLAN A

1. “VLAN > VLAN > Create VLAN"S Z¥3}lo] a3 VLAN Ao A o]&<
AEEta Q2% VLAN A A=z olsduychA ] 256 719 VLAN A
7hs). A8 ekl v o] kgt

1 Available VLAN Created VLAN

I VLAN 2 R VLAN1
P IWLAN 3
P WLAN 4
VLAN | lvians
| VLANG
DOVLAN T
! [WVLAN B
L[VLAN G -

_____________

VLAN Table

Showing | All ¥ | entries Showing 1 to 1 of 1 entries Q [

| VLAN | Name | Type | VLAN Interface State |
1 default’ Default Disabled |

First | | Previous | BB [ Mext | | East

| Edt || Delete |

2. 44 ¥ VLAN ©] VLAN dHlol&ol AEY T AHEA= v 2] VLAN =
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AP S
Edit VLAN Name

SlEj s o] HlolEE T B
_]

A e A7

VLAN ID 174,094 W92 IDE Agsof YT} dE £ 1357 2
9 4Tk LAN 1 0] Z]Egke]™ thE Al VIAN oA 1 5]
g

Name A ool wep VIAN A8S TS A2 A9 AR YT

6.1.2 VLAN T4

FO7HA gRel dsdn s @l VLAN ofgflol o8 REEE Frtshe
AUt tE st o8 VLAN o XEE F7lets gyt e 540
uheh AT

A EES AGE VAN o F7kaks 3 iAol gigh sl = syt
1. vulAleld whelA “VLAN > VLAN > VLAN Configuration™s F#jetil €%
ko] VLANID & A8ls & tf83 o] X E ARE FEd )
VLAN Configuration Table
VLAN | default v
Q
_Entry | Port | Mode | Membership | _PVID | Forbidden
1T  GE1 Trunk Excluded Tagged '® Untagged + |
2 GE2 Trurk Excluded Tagged '® Untagoed 4
3 GE3 Trurnlk Excluded Tagged '® Untagoed o
4 GE4  Trunk Excluded Tagged '® Untagged
5 GE5  Trunk Excluded Tagged * Untagged v
6 GEG  Trunk Excluded Tagged '® Untagged o
7 GEF  Trunk Excluded Tagged '* Untagged 4
8 GE3  Trunk Excluded Tagged '® Untagged

SIE| s o] 2~ HlolEE B8} g

A g B

VLAN A& VLAN ID
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Port ¥E E=

Mode Y EQ° VIAN =

Membership VLAN ¥E¢] A9 93k
AQld: LEZ} o] VLAN &5 &t
1 LE7} o] VLAN ¢ B8 #d <yt

B @l EE7F o] VIAN © Bk gle

TAAL A Y.
PVID o] VLAN ©] 3 E pyID ¢1%] of B
Forbidden o] X Eo|A VLAN HAA] HAo] FRE]=A] o]

6.1.3 ¥4

A LEZ 245 VLAN o] 37181= 5 x| wdo] sk 7o =
1. 84 R®LolA "VLAN > VLAN > Membership"s 23t 4
AEel e "Edit"S AElsle] Y £AS A

=
st
==
(m
il

Membership Table

Q
| entry | Port | Mode | Administrative VLAN | Operational VLAN | |
1 GE1 Trunk 1UP 1UP |
2 GE2 Tmunk 1UP iuP |
3 GE3 Trumk 1UP 1UP
4 GE4 Trunk 1UP uP
5 GE5S Trunk AUP 1P
6§ GE6 Trunk 1UP 1uP
7 GE7T Trunk 1UP 1P
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Edit Port Setting

Port | GE2

Mode Trunk
10 1UP ~

..................................

Membership & aT

") Forbidden

-\.‘ Tagged
i (O Untagged

Qo] 2 Heole it theul gt

EEER R

Port ¥E BZ

Mode X E9] VIAN &

Membership Y E+ VLANID ¥ VLAN o] £A4d4t}
= A8 VLAN HAIAI S AEatA] v Al L

A9 E: VLAN 959 X E
Tagged: VLAN €] Tagged ™H

BlL §l5: VLAN o] B gl %
PVID: VLAN ©] ¥ E PVLAN Q%] o4

614 YE 87

Eda 4. & 289 ddHe EdA QYHolaAs R OE"A
£ dHZsle] VLAN 2 o] s 2% % 3t} IEEE 8021« EHA H A9
3t L2 EFo|y 7t HE]X] LAN(Virtual Bridged Local Area Network)el tf gt
RES weldth 42 MAC ¥4 WEe ZRE W Abold 4 WE
A28 7}kl RN

1 3T
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Gbytes Gbytes  4bytes Zbyles 46-1500bytes 4byles

Destination| Source i Length/
2l Data FCS
address | address | Tag | Type :

Zbytes 3bits 1bit 12bits

Meanings of 802.1q tag fields

= do] | ol& s
TPID 2 =zl F+8& dgske Bl | Fkol 0x8,100d W o] 802.1q Tag
bytes | ZZEF 2Hz} Zyole o) m] 5}, e
a7k ol FAEA wE
A% 71540
PRI 3bits | ZdUd A4S B o= g B 7717 oH, O

97} Be5E O 2 2AR

wAHUT 294 3 A

$4 E=9 ®e del
EL DY SRR

A5 HU

0

CFI 1hit | MAC F27F 284 #2904 [MAC F2= cAl 7} 0 o

Bz gehge A2 @2 | Z#924 F20]3 crl 7F 1 o|
FA 71T}, A2 e Faguy e ol Ut
B2 ¥ 9 zaEs
ZRFUh cr &= ol HlelA

_4_4

o0°] FYth
VID 12 bits [ VLAN ID & 2d o] &3 | HE= 074,095 ©]™, 074,095 &
VLAN < YEeRH YT TREF BE Zrolm =

14,094 744 T

802.1q ZEEFS Addste= 72 29X Bl #Flde 294A7F &
VLAN & UYehllE VLAN ID 7} 2@5o] dFuch wabs VLAN 29
YEY A oY Zede T} Lol F A fEom TREU
® Tagged frame: 4 1| E 802.1q El17} F71d 2 dS gy
® Untagged frame: 4 H|E 802.1q BlZ17} ¢l & = dS vebyy
02 29x¢ ddEes EfI dEHolAE FE EYT PAZ AZd
VLAN Z#gle] sa2r2 g

oy ol

£ Qg so)s T4 ol =
1. &2 B394 "VLAN > VLAN > Port Setting "= E33l31 LEE AY3 s
of %

=
A" st e TGS
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Port Setting Table

Ql
| Entry | Port | Mode | PVID | Accept Frame Type  Ingress Filtering | Uplink | |
1 SGE1 Trunk 1 Al Enabled Disabled 0x2100
2 BEZ  Trunk 1 All Enablad Disabled 0x8100
3 GE3  Trunk 1 Al Enabled Disabled 0x8100
4 GE4  Trunk 1 Al Enabiled Disabled 0x8100
5 GE& Trunk 1 Al Enabled Disabled 0x2100
6 GE6 Trunk 1 All Enabled Disabled 0x5100
¢ GE7 Trunk 1 Al Enabled Disabled 0x8100
8 GE&  Trunk 1 Al Enabled Disabled 0x2100
Edit Port Setting
Port | GE4-GES8
@ Hybrid
oas & o5
) Tunnel
PVID | |1 34)
@® Al
Accept Frame Type O Tag Only
() Untag Only
Ingress Fiheringé Enable
Uplink | [ ] Enable
TPID
| Apply I Close
SE o] dlolg i thgt gyt
R e
Port TAT LE W3
Mode Y E9 VLAN 2=
Hybrid: ©] X=9] + VLAN ¢ Tagged %
Untagged £E¢] qeS Fu
Access: ©] HEE9] L VLAN 9] €93 749
qeg
Trunk: o] RE=9] YE= PVID ¢ 3% Untagged
" o] 2} VLAN ¢ Tagged #H| &S v}
Tunnel: X E Q-in-Q VLAN
PVID EZE H|o]E|E VLAN

46




U-F2028H

Accept Frame Type E‘f—ioﬂl\i FALEE HAIA] -3

All: 25 HA]A]

Tag Only: B 18 wA A RE A YT
Untag Only: HlZ27F A AsA ¢

Ingress Filtering XEOA  AgHE VIAN HAXE  IHYI =
Agahe 294

Uplink P EIEEL RIS

TPID VLAN EjZ29] 28 W&

Aoz &4 dHolHE THE37] 93 ACL(Access Control List)S
F4& ®BAs7] 918l QoS(Quality of Service)E AME-31

Agsha, AF

SAEE EJSFULY AR TS dedsta 24 35 #EE S0l
3l7] 913 &7 VLAN o] 33ty &4dstd <Ay do]~e AH o]~ o]y
B2 MA2FE A& MAC T4 o we &4 dolg 3894 oRE
gy 222 MAC T49 HAAE= VE“OM T 4 A9
oul(x2] i AEAH)E st &4 doly E5d4th 4 dHeolH 35&
T8 JdHA o) ~E AR §4 VLAN o2 HEHDERE AR 74 2
w74 dloly #e7t deshg YT

OUI of Voice VLAN

OUl & MAC 4 Z=& YeYth 39 T4+ 48 M[E MAC 49
G vfam HEES 7ito g Aibst = QlHuUt. 21 MAC 4 9 dA e
OUl o] HIE F& mixFe] EE " HE Zolo| we} AAdg Ut oE =
MAC F27} 1-1-1 ©|i w}~=7} FFFF-FF00~0000 ©l&t¥ MAC F4¢F 3@
k=, = OUlE Adsta ALkst 23+ 0001~0000~0000 ©] 1t}

T2 MAC 249 A5 24 HEZF OUl 9 F49 dXxstd &A3d &
VLAN <QlEjg|ol A== dlolE 553 41 FAE 7H2 54 dloly 553 &
FA 2 AEE

Voice VLAN & A}-2-2} Voice Data 352 $3] +&guych 4 VLAN &
=4 AAe dA4" JdPHel~E dAAdste] R &

Aoz dEstr] s A8

w4 dlolgel v dHelHrt wdd vEYIY EAlgeE AU
g5yt 4 del"He A 7tsAY A7 E4E = 5
o0& vl 242 dolHET ¥ 52 497 B a3
1. o+23} o] B4 F A=A “VLAN > Voice VLAN > L2 HE|”S F g}

=

|

|
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" state | [] Enable
f
c°srsoz1p§ [ Enable
Remarking
Aging Time ]1440 5
| Aoply |
AEFH o]~ HeolH+= thad 25y
R EE
State 24 VIAN 3ol 2 343}
VLAN 174,094 WA F7Fel VIAN ID & A AZIdUY 13, 5, 7
9(7] A o2 VIAN 1 ¥3h) tE VIAN & HI7F Q3 ¥ E
Bl 15 7] ke WAooz Frhsojof ),
CoS /802.1p | Voice VLAN WAIA] $-X=9] A)7g 2] ofF-
Remarking
Aging Time [ Hlo]& o] Azt

Port Setting Table

| | Entry | Port | State | Mode | @oS Policy
1 GE1 Disabled Auto  Voice Pachket
2 GE2 Disabled Auto  “oice Packet
3 GE3 Disabled  Auto  Voice Packst
4 GE4 Disabled Auto  “Voice Packet
5 GES Disabled Auto  “oice Packet
6 GEB Disabled Auto  “oice Packet
T mreET Micakdad Anikm Vinira Baclab
Edit Port Setting
Port! GE1
State | [ | Enable
(® Auto
Mode i O Manual
(®) Voice Packet
= T
QoS Policy O Al
Apply || Close |
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IE #|o] 2~ HlolE &= v EU T

a4 g5 A

Port 24 VIAN £E 243}

State S VLAN el 2 g3}

Mode 79 VIAN XE= 2 BEsh g5 e 2ed ¢ dFyy
QoS Policy | QoS 9] 4&FS WS WAIAE A&t Q.

2. T4 EAZFelA " VLAN > Voice VLAN > Voice OUI "5 Z&ate] tha3) Lo
S VLAN 9] OUlI 42 AMIIHEE A3}
Voice OUI Table

Shawing entries Showing 1 to 8 of 8 entries Q]
(]| oul | pescription
[] O00:E0:BB 3COM
[ 000368 Cisco
[] O0D:E075 Veritel
[] 00:DO1E Pingtel
[] 0D:01:E3 Siemens
[] 00:60B9 NEC/Phiips
[ O00:0FE2 H3C
[[] 0D:09:6E Avaya
: First | | Previous | (11 | Next | | Last
| Add || Edit || Delete
Add Voice OUI
oul | | d|
Description% ]
Apply || Close |
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Voice OUI Table

Shnwingm entries Showing 1to 9 of 8 entries Q I

|| our | Description |

[[] O0EDBB 3COM

[[] 00:03:6B Cisco

[] OXEOTS  Veritel

[7] 00:DO:AE  Pingtel

[7] 00:01:E3 Siemens

[] 00:E0:B9  MWEC/Philips

[ 000FEZ2 H3C

[T] O0:09%EE Avaya

[7] 98:00:36 H7E50

First| | Previous | |1 | Next Last |
| Add || Edt || Dslete |
dE E°l, IP e xyo] HAxsh= TEZ F4 VLAN & 1/%&8}3 -

WA 4 EEEe AET S Ans ?% medA &4 VLAN S T
Voice VLAN = Lzﬂo}ﬂ] 7 6‘}7] 2130 VL —% A2 5o V0|ce Dat L=

AEIH . *}%X}—E OU|(0011-2231-o5e1)% A s AHE woA
4 VLAN Y EYZ tholo]zale Aok g},

Device A Device B

Internet

010-1001
OuUI:0011-2200-0000
Mask-fffi-f00-0000

1. Aol 43k VLAN & 22317] Y& VLAN 2 AU 92 FA| =0l A
“VLAN > VLAN > Create VLAN" & &35l 2E% VLAN 559 VLAN 2 &
F7hy ot "4 gl ar s gy o)
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Available VLAN Created VLAN
VLAN 3 ~ VLAN 1 ~
VLAN 4 VLAN 2
VLAN 5 > |
VLAN | |VIANG
VLANT7
VLAN 8 [ €
VLAN 9 =
VLAN10 b
Apply
VLAN Table
Showing entries Showing 1 to 2 of 2 entries Q I
@ il default Default Disabled
O 2 VLANDDOZ  Static Disabled

(First ] [Previous | (4] [Next| [ Last

| Eat [ Dewete |

_ 3]_011:]3]1: REoA A9% A9 olyjy ¢l H o]~ GE1E F+AT Y. A
Sl 4] "VLAN > VLAN > Port Setting "2 Z2}a slo]He|= REo]x GE1 S
--M"wq.

Port Setting Table

Hybrid Disabled 0x2100

3. &4 ZA=lA " VLAN > Voice VLAN > Voice OUI "& =83} OUlI MAC
Fo UAE Y L FAGR B A MAC Fhe Ag 2 wsd

Voice OUI Table

Showing entries Showing 1to 1 of 1 entries Q I

|[] 00:11:22 aaa I

_First | | Previous | ' |Next || Last |

| A || Eat || Deete |

S A gl Aol A] “VLAN > \/oice
VLAN > TZ2HETS FYele] A9 A4S &3t VLAN2 & AEg )
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T4 m= oqeld ¥E GE1 £ AddHen A% ReE 24dsgud.

S 3l et ol B i

State | |~| Enable
VLAN ;| |VLANOOD2 -~

CoS/8021p; | Enable

Remarking I'G v]
Aging Time | |1440 | Min (30 - 65536, default 1440

Port Setting Table

| Entry | Port | State | Mode | QoS Policy
il 1 GE1 Enabled Auto  Vbice Packet
] 2 GE2 Disabled Auto Vbice Packet

YE7Z} gldet s XEE 54 VLAN

[ }
_>|i
i
b
(r
N
e
>~
b
i,
(2
<
—
>
Z
N
é

6.3 T=EZ VLAN

ZREZ VLAN & g #o]zoA £a13 mA Ao TREHUE) +3
2 msl & 2alo] wal thekst VLAN ID 2 8 Ea )
3

BEl A= Bk AAE A Ge Zgdo] F=AEME FrhE oty Z ¢l
T2 EF =vdd} VLAN ID 7o wisg AAE F8lsior gk A3 ole st
B3 e Y EYT Au A9 VLAN S vieldele] e 2@ §x #gE
A YT G o DA AAe] 27 FAo] daFUth T2 EF I
H2S BAMsly WIFor stER g as ARV wol £xrF -y Ayt
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Protocol Group Table

Showing entries Showing 1 to 1 of 1 entries Q I

0x8888 i
| First | | Previous | 1 [ Next | | Last |

] Ethernet_II

| Add || Edgit || Detete

Add Protocol Group

Group ID

Frame Type | |Ethernet_II v

Protocol Value Oxl (0x600 ~ OxFFFE)

[ Apply. H Close ]

SlEj s o] 2 HlolEE T B

a4 g5 Description

Group ID Protocol VLAN Group

Frame Type Frame types: Ether2, LLC, RFC 1042
Protocol Value It ranges from 0x600 to OXFFFE

2. 3T 8 FEE AFFUL
3."Agrskal e gy o

Protocol Group Table

Showing enfries Showing 1 to 2 of 2 entries Q I

Ethernet || 0x8888
] 2 RFC_1042 0x8889 |

[ Add [ Edt |[ Delete | (First] [ Provious | (] [Noxt] [Lest]
4. &4 BS54 "VLAN > Protocol VLAN > Group Binding "& £835t] Z2EF
A%, XE W3 5 VLANID S vielgshal vt o] 742 A8dyh.
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Group Binding Table

Showing entries Showing 1 to 1 of 1 entries Q I

| First | | Previous | @ [ Next | :Last_:|

Add || Edt || Delete

3t TR ESQ |Pvd 2 IPv6 9F ARP T2 ESS 1At}

Q) %)5
= 1l
dZ Eo PC1 ¥ 3 & VLAN10 ¥ IPv4 £ ZT2EF by s =3 As
MM 2T = Jd&5UTH PC2 9F 4 = VLAN20 7} vlelg ¥ IPve £ ZT2EZS
T3 AT dM2E 5 AdFYL
X2 EZ VLAN £k JEYF] toloj 1=

PC3 PC4

IPV4 IPV6E

VLAN10 VLANZ0

| gel!ZSWitchB ge1/3 |

1/2
| » Switcha 981/3

PC1 PC2

IPV4 1IPVE

VLAN1O VLANZO

< Q1487 98 VLAN & A3ty th " VLAN > VLAN >

1. Aol &3k VLA
°] VLAN A4 &5o] VLAN10 3} 20 & F7}sh

N AE S |
Create VLAN "& =g35}la 2
5 "Apply"s SEletaL ¢hud

54



U-F2028H

Available VLAN Created VLAN
VLAN 2 7 VLAN 1 -~
VLAN 3 VLAN 10
VLAN 4 > [vean 20
VLAN | w1 aNS
VLAN B
VLAN 7
VLAN 8
VLAN 3 v
Apply
VLAN Table
Showing entries Showing 1 to 3 of 3 enfries ar—
oA default Default Disabled
O 10 VLANOG10 Static Disabled
Q 2 VLANOO20 Static Disabled

| First | | Previous | g | Next | | Last

| eat || Deeie |

2. ol o A9x A o GE2 ¥ GE3 ¢lEFHo]AE FAgY L "
VLAN > VLAN > Port Setting "& ZE35ta 3slo]H = EEofA] QHFo|AE
"AG g o

Port Setting Table

Enabled Disabled 0x8100

Enabled Disabled 0x8100
Enabled Disabled 0x8100
Enabled Disabled 0x8100
Enabled Disabled 0x8100

3. Untagged GE2 ¢} GE3 < VLAN10 Z} VLAN20 °l Z+z} F7}gyc). " VLAN >
VLAN > VLAN Configuration "& Z¥3}il 555 =J5Thse] VLAN10O %
Untagged GE2 X EZ Auguct. wds oA ot v o] el1vf
AR E A & GE3 = VLAN20 o] F71guytt.

VLAN Configuration Table
VIAN

Trunk ® Excluded O Tagged @ Untagged
2 GE2 Hybid  OExcuded O Tagged @ Untagged
3 GE3 Hybid  ®@Excuded O Tagged O Untagged

afaln
ooolE
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VLAN Configuration Table
VIAN

® Excluded O Tagged O Untagged
GE2  Hybrid  ®Exciuded OTagged O Untagged
Hybrid  OExciuded O Tagged @ Untagged
GE4  Trunk ® Excluded OTagged O Untagged

O00O0Ogs
OOOO)ps

.
2
3 GE3
4

. FQ3 LEZ} 9 VLAN o] =292 B ¢ ®I ¢= GE2 ¥ GE3
AEjF o] =5 FIHUTLE GAlE 2 @A S 3 wAlet ZFYT
5. 292 A% Tagged GE1 ¢1E{#|o]~Z VLAN10 2 209 F7}gc} "VLAN >
VLAN > VLAN Configuration "& 2¥38}al 555 =5th3ko] VLAN10 ¥ GE1 ¢
Tagged #H| 2 AegUc} VLAN20 = H|2&HA 43U

VLAN Configuration Table
VAN

1 GE1 Trunk O Excluded ®Tagged O Untagged

VLAN Configuration Table
VIAN

GE1  Trunk O Excluded ® Tagged O Untagged ]

6. ¥ ZTEEZ 2 VLAN. VLAN ID = <lg#o]2oA A3 wA]x ¢
zre(Ee) 38 2 AEst P2 uel gyt g 2ol
VLAN > Protocol VLAN > Protocol Group "& Zgdle] ZREZ 18 w3t
2709 +AS F7HgY T

Protocol Group Table

Showing entries Showing 1 to 2 of 2 entries Q I
Eene_ll {]DBOG o
] 2 FEthernet Il 0xB6DD
[ e ” = ][ Deicle First | | Previous ‘ Next | | Last

7. XE, Y2 EF I35 % VLAN dl9. “VLAN > Protocol Group > Group
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Binding”, “F#7}"S &Y 3d}o] GE2 ¢ 1% ID1-S VLAN10 o uleldalar, GE3
1% ID2 & VLAN20 ¢ uv}elyd gy,

Group Binding Table

)

Showing f\_!l_ bl enlries Showing 1 to 2 of 2 entries Q I

10
[] GE3 2 20

e[ ———r (First | [ Previous | [ [Next] Last]

6.4 MAC VLAN

MAC 7]¥F VLAN 2 4YEHA Jl=9] MAC T4
HAejxbs 29 A7 o AR EA] RS ZEde FAls
F2:¢F VLANID zt¢] w3 AAE +=v] o
FH "Huld AFEAe] YA A7 W49 W VLAN & A davt
Slon2 AR Wy HMA FAddo] mAAHUT oA Abde] WIHE
dojste] VEYA 7t= 2 o UEYT A4S AT wASHH Ze Aol
A&t

2 FRA,
S F7b8 MAC

oﬁ_a

1. €A 28] A "VLAN > MAC VLAN > MAC Group "& S8 3&taL th&3 7o) Aj
MAC 13&& "F7Heyh

MAC Group Table

Showing entries Showing 1 to 1 of 1 entries Q |

[T 1 00:0A:5A:00:00:00 24

[ Add ][ Edit ” Delote l [First_] LPrevious ] a (Next‘jj (Lastj
Add MAC Group
Group ID I2 (1-2147483647)

MAC Address |00:22:00:22:00:22

Mask | |48] X (9-48)

[ Apply “ Close ]

SlE| s o] 2 HlolEE T 24U
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a4 5 A

Group ID MAC VLAN 155 ID

MAC Address VLAN ¥} HFQIE 8 MAC F+4

Mask MAC T4 XEE Yepyurh 433 dxstes 49 48 &
dEstA L. 2 AELS 1P T vl Ao FTh

dE 5o, AR HF 27 Aol =2 FAblM= PC 7F WiF- HIES Lot
MA st s s §dUTh afa 2ol 294 GE1S 294 Al ¥ LEES
AAstal thEAEY ¥EE PCH, 2, 3 & A4¥HY AR o= PCY, 2, 3 2
2902 A 9 =9AE S R UEY]IL g2 F JAT e PC =
AT 5 glayn

T4 =8 MAC F4F 7|F 2% VLAN & Wre o v @A7E AR Y
. VLAN & A4 3ty

2. &0kE WO R VLAN o ojtdl IE o] ~E F7k3t

3.PC1, 2,3 2] MAC F24o°l VLAN & SZ43% ]t}

dlele wHl: 4 A=’z gis) v dle]e & &hldlor T

® %X olx GE1PVIDZ 100 o2 AAg},

® =9 XA Untagged 2 & VLAN10 o] A ~&%== GE1S A4t}
o ~9x¢ Bl WA o® VLAN10 o] A~ GE2 & AT}

o ~9x A CHHAE VEAHom AAIL = RE CEHoo| AV}

1A & uralo 2 VLANT o F=7FE Y
® PC1,2,3¢9 MAC 45 VLAN10 o] o431t}

MAC FA4E 7|HFS 2 VLAN #3of] sk Y ELZ) tlolo]138S 1Yt

1. A€ol %3 VLAN & 2143h7] 9l VLAN & A gt vlu]Alo] A nlel A]
“VLAN > VLAN > Create VLAN"S Z23t3 2 2% VLAN A4 H5o] VLAN10 &

Z7he ¥ A8 e T gev) 2ol SR,
VLAN Table

Showing | All v | entries Showing 110 3 of 3 entries Q

| VLAN | Name | Type | VLAN Interface State | ]

default Cefault Disabled
10 VLANOOIO0  Siafic Disabled |
100 VLANGTO0D  Static Disabled |
First “Previuus. 1 " MNext \ I__ast .
Edt || Delete | ' ' '

i

O

2. VLAN10 9] Ej1¥X] k& A9 988 s=% PVID 7} 100 ¢l 3jo]H g
oA ~9xe] GE1 & A&t} VLAN10 3t
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EfI BEoA GE2 & FAFY .
Port Setting Table

Disabled 0x8100
Disabled 0x8100

Enabled
Enabled

il 1 GE1 Hybrid 100 All
] 2 GE2  Trunk 1 Al

Membership Table

@) 1 GE1  Hybrid 1U, 10U, 100P 1U, 10U, 100P
@) 2 GE2 Tunk 1UP, 10T 1UP, 10T
@) 3 GE3 Tmunk 1UP 1UP

3. 7EAo R 29 A 9 dHIHAE FAFYUL. F, EE dHIA)AE
B AFHA & Ao R VLANT o <fAl=3ur. PC1, 2, 3 ¢ MAC
F24F VLAN10 o dZ23FYh &4 A Ee]4 " VLAN > MAC VLAN > MAC
Group "& Zd¥sla PC1(0022-0022-0022), PC2(0033-0033-0033) ¢
PC3(0044-0044-0044)%] MAC F4aE fJEFUTE 48 HIE bd dA| wpa=ds
o5 Z2EYTh

MAC Group Table

Showing entries

Showing 1 to 3 of 3 entries Q I

00:22:00:22:00:22 48
00:33:00:33:00:33 48

1
2
3 00:44:00:44:00:44 48

Edit “ Delete ] | First | | Previous | s | Next| 'ﬂ].

O
il
[‘4_,
i)
oo &
i
_E
0
B L
01'
J
k‘l
n:&‘
L
_E

MAC Group Table

Showing entries Showing 1 to 3 of 3 entries Q I

1 00:22:00:22:00:22 48

2 00:33:00:33:00:33 48

3 00:44:00:44:00:44 48 _
[ A |[ et |[ pewi | First | | Previous | (1 |Next| Last
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5 T4 &<l
PC1,2, 3% W3 YE I HEd 5 54t
6.5 7+ A VLAN

Ed 7o) ALHUT A% el ol
Ak R uTh g

State | [ | Enable

AN

Cos /802.1p; 1 Enable

Remarking

Aging Time | |1440

| Aoply |

A &g& A

State ZFAl VLAN EHel 9 5k 5}

VLAN 1~4,094 HolA F7}E VAN ID & X ATYCY 13, 5 7 L
9(7] &A= VIAN 1 £3}) HE VIAN & Y7t o7 X E

B 1] eF2 WA 0 ® FThEojof T
CoS /802.1p | Voice VLAN WA $-2=9] A)7de] o] §-

Remarking
Aging Time [ Blo]E oo A3t
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Port Setting Table

o T & - R SR W R 5 TR 7=

GE‘]
GE2
GE3
GE4
GES
GEB

Disabled

Disabled
Disabled
Disabled
Dizabled
Disabled

Auta

Q|

Video F‘act
Video Packet
Wideo Packet
Video Packst
Wideo Packet
Video Packet

I DEN N W

=E7 Nicahlert

Widen Parket
Edit Port Setting

| Port| GE1-GE2
. | Enable
; i . @ Auta

0 Manual

| & Wideo Packet
LAl

oX | o | r|f

Mode
QoS Policy

o
2. HA &
zZ

ZFA] VLAN ] OUI F24 AL
Surveillance OUI Table

ol 1 " VLAN > Surveillance VLAN > Surveillance OUI "& &
HEE g3 o] A3 YTh

T—=

Showing | Al v | entries

Showing 0 to 0 of 0 entries

Q |

0 results found.

[First| | Previous | (1) | Next| | Last|
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Add Voice OUI

ou! | || d|

i Description | ]

Apply | | Close |

Surveillance OUI Table

Showing | All ¥ | entries Showing 1 to 1 of 1 entries Q

| ou | Description | [
05:00:36  H7650 |
First| | Previous | 1Y | Mext | | Last

| Add || Edt || Delete

6.6 GVRP

GVRPVLAN 53 Z2E32 802.1Q 3%+ VLAN A7 753 802.1Q
Efa XYE EfF YE i3 54 VLAN A4S AFsts dut 4 55
TREF §§& TEIHYYTH

GVRP 29X&= A= VLAN 74 ARE wdsia, &
2 4 Fogle FUIEE EHTS AdsiH, 802.1Q EF
29X ollA VLAN & sdo2 A4 2 #4T 5 dHFYTh

GID ¢} GIP &= Zt7F GARP 7|4k e Aol el tigh AR 1 ZJH)
HAYSF A7 41 o2 fAYSFES AF3s= GVRP oA AFEH U
GVRP = 802.1Q EH A HAAT Ayt GVRP &= EH I A4S T3
g4 VLAN B AEHe2 Exfg 038 393Ut GVRP = VLAN S E¥ =
gheloll F71sh7] el WA 29A=HE 719 BRE W5 UH. GVRP YHolE
AR 2 golnE WA 4 gdHFUTH GVRP £E & VLAN & 243E WS
Alred = gle vdd 2 BE7F A5 U T GVRP = VLAN o] EfH]o] 2]
g VLAN & 54 Oi F7tska #e e = AFUHh

GVRP = &= 7} VLAN BH A= x1 A3l GVRP oA &= A9 ¢
VLAN AHE FF5o=z T4 F dom HYESAS b e 294
VLAN & 322 o]3|Ed 4 JFUTH Hrd kte Be 29X dAAsta
A3k VLAN o] 42438k 4= gl<5Uth GVRP & Abg&3leiW GVRP 53 HEYA
Sl H o]~ JFF=(NIC)E A =] 3o gtk GVRP &3+ NIC & Z 23k VLAN °f

mm&a‘
r

0

It
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7FA3E B GVRP Al 29130 dAlxet=s g 4 ls 1tk NIC 9
22912 Atele] T4l Aol AAH L, NIC ¢ 22912 Atoje] VLAN 20
Adgyr.
6.6.1 = E

e 8 XE 4

.................

State | Enable

AElF o]~ HeolH+«= thad 25y

AR e A7

State GVRP 7|5 Ui AAS F3l 198z ddsigdyrt.

Join 2~16375cs MY 9 (=, 100 9] 1 = doh)JUk 7B e
20cs Yy}

leave 45~32760cs M9l #t, &5 1/100 = @Y dYc} 7] E e
60cs U T}

LeaveAll 65~32765cs HH 9 #k, = 1/100 = S PYTE 7|24
1000cs Y 4 T}

2. g4 E/‘] oA "VLAN > GVRP > ZZHH "& Y3t TEE Ads ot

"ARS AdEste] g5 Zo] A QIHI o] AR Eoj3hTh
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Port Setting Table

| Entry | Port | State | VLAN Creation | Registration |

1 EE] Disabled Enabled Narmal
2  GEZ Disabled Enabled Narmal
3 GE3 Disabled Enabled Maormal
4 GE4 Disabled Enabled Marmal
5 GE5  Disabled Enabled Mormal
8 GEE  Disabled Enabled Normal
¥ GE7  Disabled Enablied MNarmal
a rFR Mieahlad Enahlard Mirmal

Edit Port Setting

........................

________________________
........................

State | Enable

________________________
————————————————————————

VLAN Creation | |« Enable

________________________
————————————————————————

| @ MNormal
Registration i Fized
Forbidden
[ Apply l [ Closes l

Qg o] dlojEE thest eyt
07 Y5 e
Port XE 55
State EZES] GWRP 7]e& @43t v vyt
VLAN Creation VIAN 75 A4 &8t = njed st
Registration GVRP ¢] A 74 & =

3L

FAE: 54 VLAN S X EJ| &
VLAN A1 = A#]RE A5y
A% 2 VLAN & LEo| &
A ELE vian1 S A|9|3F = VLAN
AA HAARE AEH YT

Uuk: &2 VLAN o] X Eo] SEH5E% 5 gsta 44
VLAN #} 52 VLAN & A wA A S SAlo ByUTh
[e)

6.6.2 W4

GVRP 5% 3|9 AH H7|
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1. &3 Zo] &A FA|Z A “VLAN > GVRP > Membership”S &3 3t}
Membership Table

Showing | All v |entries Showing O to 0 of D entries Q | |

‘ 0 results found.. '

(First] [ Previous ] [ | Mext] [ Last)

6.6.3 =7

XE GVRP HAIA EA H7]

: Port| [GE1 v |
. Lom All
statistics| O Recelve
j : ) Transmit
, i '@ Eror
! b Mone
Refvesh Rate & 756
i ® 10 sec
, 1 3D sec
Clear

Jain empty |

e N e e J

| Enmr=

1]
0
Lea\re Emptr; 0
s |
0

0

Join In i
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7 W F4 HolE

oltiyl A9 Ae F=  dHoH Ba ATNA =
FAEAFULE 5, MAC F4E 549 ug g *
Huoh MAC T4 A9 Heol&E2 L2 #AIA| 9 wE Hdgd 7[Eo] ¥+ MAC
T Ag XEES YehlE L2 H o] t}.

MAC F24 de Hol&ol= v dvole7h 3dutt

® =A% MAC T4

® XEo| £3% VLANID

o o] Ao A 74l W%

MAC 2~ HolE Axe) we} F= 7k HAIA] dg FPo] 3
® Unicast mode: MAC T4 Y o]

gl gow ~9AE Holue &

=

0 =

p=h
=

N

r> e
2
>
=)
>,
)
il
)
3

o

:cé

ofl

o%

it

s

® Broadcast mode: 2=9X7} WA FA27F F HERZ 7S 2 HAAE
FABIAY A HolEel MAC WY Fael sidsts &5l 8l B+
292 = ol#g WAoR A XEES ALY RE XER HAXE

AL

71 53 F4

o] Ho|A o= MAC T4
AFY T

o
2
o

A A EolE ARE FASD BT 4

Fr(el: ool AR wheh Alge

= [e]
Az mAAA e gEe AAgUt. wRHs] dd Y dn=s A=
DAW G2 ool Alzke] thAl AAEH L
Qg ool AZLS MAC T oo ZEE "As: © mgol Hut

olo]g Azke] REFW Be 297k o MAC Fael HZE A 9
vRENAEYY 2904 4ol dBS mA 5 sy

YR od deldsid A9A7 ol MAC A #EL AEA Hel W9
Yasrt AR WEND WA g weh A HelBe gl Ea] 2

T dFYTH

29 A= ool AlZre]l UF #Y
AAs] A a&4dS Ao
A|7Fe 71EA o7 300 29U
w38k AlZE A Thol

1. 74 2 17 AdHHo]zef digt Al HEZoA " MAC Address Table >
Dynamic Address "& =3 34t}
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i Aging Tme- 200

____________________

Dynamic Address Table

Sh{:wing::flzl_ 'r_': entries Showing 1 to 10 of 85 entries Q

| VLAN | MACAddress | Port | I
1 00:0B:0EDFOOED GE3
1 DD:CERED:S2:BO4F GE3 |
1 ODCFREOS2:BD:EB GE3
1 0OEQ:4C:00:53:35 GE3 |
1 ODEDA4C2E:2C:B3 GE3
1 OOEDAC2E2C.DD GET |
1 OED4C:2E:2D:4C GE3
1 DEO4C93:.C3:00 GE3 |
i 1 OD:ED4D:36:99:E4 GE3
| 1 0D:E0G6:70:.A6.CB GE3 |

First | | Previous | B8 | 2 3 4[5 I\eﬁ Last_

[ Refresh ] [ Add Static Address ]

AE o)~ HolHE et gayn

a7 95 R

MAC Aging Time MAC F24:¢] olo]d A7t

filo
A
L)
ol
o
=
o

2. Y 74 I gAFUh

H

3.8 st vprel gk

MAC Hlo] &2 =9 %7} &3 MAC 54, VLAN W3, Ingress/Egress A H.
= AFgUH. HelgE ded W i MAC F4¢F ojtdl =919 VLAN
Ho Fe "HolEo we} A 45 w7 25y
S 3

MAC 74 elo| 8 selsteiwl 34¢) 3343 Fxshis,
7.2 HH T2

4A dolBe AgAT FEom FHHI 2 dAHHelx HEl]

Mo o e ey,

ot

1. TF&-3} 7+o] “MAC Address Table > Static Address” & =] 3t}
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Static Address Table

Showing entries Shawing 11to 1 of 1 entries Q|
O 1 00.00:11.11:2222 GE3 :
First | | Previous | | Next | | Last |
| add || Eat || Deee | (o] e W ) [
Add Static Address

MAC Address |00:0[}:1 1:11:22:22

VLAN | 10| X | (1-4094)

Port{ [GE1

[ Apply “ Close ]

JEH ol HolH = vadt 254

a4 5 [ AY

MAC . Al MAC 425 4 8HA1] 2 (¢l): HH:HH:HH:HH:HH:HH)

VLAN L. VLANID A

Port . AE el A 85 AdEsta IE ol o]FS dHsAlL.
2. 9 4 FES dEIYH

3. %% §53 vhite] g,

7.3 .714_/\ JJJEia
29A% A6 o dA e oy Zalqdg AAgh

1. T8} 7Fo] “MAC Address Table > Filtering Address” S 22l 54 8.
Filtering Address Table

Showing | Al ¥ | entries Showing O to 0 of O entries Q |

0 resufts found.

| First | | Previous | HI Mext| | Last|

| Add || Edit || Deiete |
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Add Filtering Address

———————————————————————

.......................
.......................

_______________________

°l

e ol dolE s e 2ayt

R

o A
MAC Address JE#HIT MAC T4
VLAN MAC 49| VLAN

74 X E HlF F4

MAC F47b 29t Mac o2 MAE 249 FEE 1 Mac © Holg
Ze ARt G9hs8 THeESF §§star U A= AAlg Y

1. t}&-3} 7o) “MAC Address Table > Port Security Address” S 2] gl t}.
Port Security Address Table

Showing | All v | entries Showing 0 to 0 of 0 entries

Q

| |'u'UkH | MAC Address |'Typ-e | Port |

0 results found.

x First -F'revious 1 | Next| | Last
| Add || Edt || Delete |

Add Port Security Address

.......................

.......................
———————————————————————

_______________________

———————————————————————

_______________________

AEH o)~ HolEE o gy,

44 35

2
MAC Address Hot
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VLAN MAC <£49] VLAN
H

Port xXE

8 =¥ Ef

ojiul =93 HEAANME ¥ WA HEAA LS A&l 5 FA7T
A AREEUT a8y oy d HAaw 29 UEYIY FZE A
HIRESNAE ZF, Behgd MAC T4 55 3 7|8 &/
A FAS AsAITIAY AAe] BAle TEAE
STP(Spanning Tree Protocol)”} YEH YT}

IEEE 802.1D o Aoj¥ €& STP Y-l IEEE 802.1W o ¥l RSTP(Rapid
Spanning Tree Protocol), IEEE 802.1S o <%l MSTP(Multiple Spanning Tree
Protocol)oll ©]27|74#] tt& T rEFol sy} unpzrixz STP = A%
daglel =5 sy

MSTP = RSTP ¥ STP ¢} 5351 RSTP &= STP ¢ 33gyr} o] 3 714
TREZ 7He tix7F Fel veok syt

37HA T2 EFO gix

=8
%O
o))
i
il
1)
X
o
fu

STP =4 o8

STP 5 2 TE Udgs wEsh] R | EE VAN 2 AREAE Ee
EFAoR F2E AAG EFdUth. [ Hl=yx S5 A §le]
R I b Ak T 4 s

RSTP |35 % F5 ¥ WEshy] A
EFAoR 25 A EFdUt
L M e e

MSTP | =5 R T3 Wds WEepy] 99| 2= efs A% A
EFAon FEE AT Ededt. |55 Hz2dz SES
W= A 5 Y o TEIUY AR fe
23d Ed]i= VLAN el 22 s [ VIAN S B9 Aufd EdE
2ARYT. ddd VLAN ¢ 552 | g3 555 AEdUT
I A = R R

AFH .

® Loop elimination: =& HAE Adste] 7hsdt T4 FZE AATYG.

® Link backups: &4 A=V} Adsts AS T8 HIE A5 UEHNA
AZAE HAsiAL..
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8.1 =3 ¥

STP H vi7jHsE

FAFUL. 54 WEYD 87

NM= F

Abol =0

9]

O [e] O o=
oHqH dF G STP wiZ/f+& ZA4soF gtk
1. 23 Zo] &A FAZo|A “Spanning Tree > L2 E|"S gt}
A State | (| Enable
i Operation Mode: & RSTP
5 5 MaTE
[ pamcet © Low
| | Shaort
| e 1 O Fittering
i BPDU Handlingi ® Flooding
i Pnurlt'_l.r 32768 4 7
Hello Tlmei 2
! Max Age | 20
| Forward Delay | |15
Tx Hold Cnunt: 5
i Region Name | [1C-24°A3-00:34:24
Revismni 1]
? Max Hop | |20
Qe Ho] 2~ HeolH & th&3 Z5Uth
A Fd5 A
State 29A g4l 2~9d EYE EAgletEd 2o r Ao
A5 YT
Operation Mode STP, RSTP, MSTP 9] 3 7}X| =& AFE-3F 4= QlGFU T
Path Cost F EES HE HIEOA
BPDU Handling | &7} 5418 BpDU WA A& 2]ahs 0y
Priority EE 49
Hello Time Hello HA]#] Alo]e] 714
Max Age Ao =3} A3E
Forward Delay ek A AT
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Tx Hold Count

=g AW 3 A% = Awses d Asds

Tx-hold-count & A At}

Region Name

MST =d|¢l o]&., A9 % vlAyH RHEE 7]|[EH oz MAC

a8 4TI

MST Z=wQle] VLAN w3 Elol= % MSTP ¢ 7§74 53
A =92 =l olF& ALle] &g Qs FEoR
A7t
Revision MSTP 71 W&
Max Hop BPDU 7} AFA|% 7] & MSTP 949 & +5 AP
AT 4 FES JEdyoh
.““7‘*3” shal mpE i o
82 ¥YE AA
A UESHA QA= HFY Ass el dF GA e STP wiAHSTE

A oF T
1. ©4 8-o A " Spanning Tree > Port Setting "2 &8 3l XEZ A9 )&
s

g destel 8% 4 TR

4
i
il

Port Setting Table

Q

[l m| State | Patl Coat | Priity | BFOL Fier | 5PDL Guard | Opstarlanal E0gs | Opetaional Point o Pulnt | Fart ol | FortSiis | D i | ost ||
| GE1 Diag H00d 122 Di=ablad Disaolken [sabled Dsatied  Disabled e 123 20000

2 b 20000 12 Disabied Cizabled  Disabled 128-2 20000

3 200000 Eriabied D=abled  Forwarding 00 -3 200000

[ 2000 Disalied Dzatied  Disabled - 20000

[ [hsabied Dzabiled  Disabied 0-00:00: -5 20000

& Disabied Disatled  Disabied 12 20000

F Enabisd Deabled  Forwarding  -00:00:00:.00:00:00  128-7 200000
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Edit Port Setting

..............................

..............................

.............................

: BPDUGumﬂ. Lj Enahble
| @ Auto
Point-to-Point | 1 Enahle
' = Disahle
e e B e i T i Bl o T i i . i g ol it i 4
Disahled

i 0-00:00:00:00:00:00
po12841

20000

: False

False

Anply H Close

AH I o]~ HolH+= v E5Un

AR dE A

Port A4S S XE HE

State STP &/d s} of F

Path Cost QAEFH o]~ A2 HE %S d=H3¥Yth 0~200,000,000 219
7o % |EEE802.1t ¥ +S AF&3U Ul

Priority 0 & $FAeHE dede 3 gew THE
A ESIA Al Q.
olEjHo] 2 A= A AE MSTI 9 Qg H o]~ sty
gd3ks v EYrh tE MSTI oA AFEAE FdE
QIgFolz~e] it AFEHE AT & dFYLL
Ao r e VLAN o sgFo =#4 ¥aE ud
deEo] VLAN 25 F/5 24T 5 A5y
A MSTP &= QJE o] ds ] Axtslar 4 #2917

54“4 G FEHE vlo] g o] A3t

Edge Port E}E 29y MEYT MIUETZ ofd %] ZEE A&z}
Gkl 2 AZAsoF gyt EEEX WA R Q| Fx7}
AQEA] oz A&EsA AY ez [dEd 5 dF5YT)
TA Fol dX XE= STP & B3 A& A9 HJHz e
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T AdFULh ol A E AREA widel] A AA® ogyl
v

EEE o4 EEZ T Aol THUnh

BPDU Filter BPDU ZE A3} ofF

BPDU Guard BPDU Guard &43} o 7|EH o=z AMero Qx| &HFyt
BPDU Guard 7} 43} X BPDU & =418 ClEHo] A=
83t NMS 9 = UEHY=

FYYLh olee clE o] s
AL FEoEY BUY 5

Point-to-Point | &3}, 5 % A5 =
Auto mode: °]= 7] A}
FHE YEFE YT
Enabled mode: °]&= 54 XE7} A3 7+ #FHd] AAHo]
RS YEFHY T

Shutdown mode: ©]&= 54 XEZ X% 7+ #3 A4

Ao s HERE YT

oft M

291 WE]AE MSTP o o) ofe] ZHlow FiEem 2 =l v
SHA 23d Egr dAEYY A44Y 29 EglE MSTI(Multiple
Spanning Tree Instance)g} 3}al, 7 Z=w|QlS MST < 9 (Multiple Spanning Tree
Region)o] g} F-Ett.

olAElAE B4 HE Y FEES Fol+=  VLAN IHEYYth
EZ2XE i ZHHow AXE zZF Ada'AE 2 wWaAdS S S
&Y 5d% EX2XE 7k VLAN & 593 oAl xo) mjEE 4 9lom,
D MSTP ¢l~¥l~9] L E Abgo] g} Ags o)

bs] EEl A AHE MST 2’2o vjsgsw sy o]/ VLAN o] st
Hol| ~ujd Ego] vjEg Yy}

. BHA 180 4 “Spanning Tree > MST Instance’S 3 &lal t}g-3 o] FA e

MST Instance Table

Q

| msTi | priority | Bridge identifiter Designated Root Bridge | RootPort | Root Path Cost | Remaining Hop | VLAN | |
0] 32768 32768-1C:2AcA3:00:34:24 0-00:00:00:00:00:00 MNiA 0 0 1-4004

| 1 32763  32768-1C:2A0A3:00:34:24  0-0D0:00:00:00:00:00 MNIA 1] o |
2 32768  32765-1C:2AcA3:00:34:24  0-0D0:00:00:00:00:00 NiA o o

| 3 32763 32768-1C:2A'A3:00:3424  0-00:00:00:00:00:00 A ] o |
4 32768 32765-1C:2AcA3:00:34:24  0-00:00:00:00:00:00 NIA o i}

| & F2TARA APTRAIC2AAR NN 3474 A-N01n-Nn-no-nn-nn A mn ] |

74



U-F2028H

Edit MST Instance Setting

: MSTI; O
Priority'i [32765 (0- 61440, default 3276

32765-1C:2AA3:00:34:24
0-00:00:00:00:00:00

Root Port ;

g e
e g

~ Root Path Cost

——————————————————————————————————

Remaining Hop | 0

e e e e LML By

QlEsol 2 ol Ty} BT

R

MSTI Instance No. of spanning trees ranges from 0 to 15

VLAN VLAN No. mapped from instances

Priority Set the priority of a multiple of 4,096 for the specified instance,
ranging from 0 to 65,535 with 32,768 as default.

2. 8% 74 IHEE dHFYh
3."A 8 & AlEshal &yt o] whye gyt

8.4 MST XE XA

1. U] Ale] A ulell A “Spanning Tree > MST Port Setting” & & |
HE XE EFA #48 XEE AYs & “HY"S FYst tgd #2ol
A 44 QY Aol 28 ST

MST Port Setting Table

MSTI (O ¥
Q
1 GE1 20000 128 Disahied Disahied RSTP  Boundary  0-00:00:00:00.00:00 1231 0 20
2 BEZ 20000 128 Disabled Disahied RSTP  Boundany  0-00:00:00:00:00:00 1232 a 20
3 OBE3 20000 128 Disabled Dsabied RSTP  Boundany D-00:00:00:00:00:00 1233 a 20
4 [GE£ 20000 128 Disabled Drsabied RETP  Boundary  D-00:0D:0D:0X0D:00 1234 a 20
5 BGEb 20000 128 Disabled Disabled RETP Boundary  0-00:00:00:00c0D:00 1285 a 20 ‘
6 GEB 20000 128  Disabled D=abied RETP  Boundary  0-00:00:00:0300:00 1235 o 20
7 GEF 20000 128 Disabled D=abied RETP  Boundary  0-00:00:00:00:00:00 1237 a 20 ‘
8 GEB 20000 122 Disabled Forwarding RSTP  Boundary  D-DI00:0Di00:00:00 1288 o 20
9 GER 20000 128 Disabled D=abied RETP Boundary  0-00:00:00:00:00:00 1230 a 20 |
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Edit MST Port Setting

------------------------

; MsTI| 0
T Port | GE1-GEZ
! Path Cost | [0

| Priocy | [12 ]

Dizsahled

Digahled

| RETP

i Boundary
0-00:00:00:00:00:00

128-1
20000
20
Apply ][ Close
AHF o]~ HolH+= v 54U
A g A
MSTI P& o] =Eue AAE T AT AdAEAE Augyrn
Port AHEAE A 2ES AEsA L
Path Cost QAEHA ]2~ AR 1§ FE Y4=HFYT. 0v200,000,000 219
Zro = |EEE802.1t 7S A& T}
Priority 0 2 $AEAE dedeE 2 gor XE SAHAEHE
A S Al S
olEjHlo]2 AL = AAE MSTI 9o ClgH o]~ oo
gd3ks  mFEYLY gE MSTI oA AlgEAE HA3
Qg F o]z gt 1 E FAAE 4 AFUY. A ow
TH¥eE VLAN o 35o] B84 €35 wel d2Ee] VLAN
2 FHE @4 & AdH5YY
A MSTP & SQIHF o]~ 93-S g Axtsla 4 &9171
HAEHA T e S vlo] g o] A},
Port Role FE XEJ+= XAFE XE, W] ¥YE HEA3IE FE 5 3 71X
o] AdHFYT
Port State 7], Ag 2 vj&dAgste] 3714 AE 23
Mode A sTP R =
Type olAEl A0l XE FHoE AA 2 F EEZF kYT

2. Y 74 GBS AT

3. sm;&]] %‘”‘8}‘_}‘__’_ U}‘

el g,
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MSTP 715 749 :

9% A B, C 2 D = E5 VLANIO I 20 ¢ =Z=E FF3t7] 93l
AJAAHAE E93t= MSTP & A3yttt MSTP &= VLAN w3 HolES
A3k VLAN & 239 Ef Q2w xael AZsa A28 1 2] VLAN1O X
Ol ~ElA 2 9] VLAN20 S w33 4= 54yt

Switch A Switeh B
@gﬂl{] gel/1 @
gel/2 gel/2
gel/2 gel/2
@@m seml@
Switch C Switch D
PCl PC2
MSTI: MSTIZ:
viani0 vian20
O Root Switch:SwitchA O Root Switch:SwitchB
X Blocked port X Blocked porl
1. 291%] A, B,C % D VLAN10 % 202 A3t Hol o= Ax9 L2 A
71eS FASTYY. €A A=A "WLAN > VLAN > VLAN AA"S 8351
A AL o

QgUch A g Aesa thet ol whyel g,

7
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Available VLAN Created VLAN
VLAN2 o~ VLAN 1 ~
VLAN 3 VLAN 10
VLAN 4 VLAN 20
VLAN | \LAN 5
VLAN 6
VLAN 7
VLAN 8
VLAN 9 v v
| Awly |
VLAN Table
Showing entries Showing 1 to 3 of 3 entries Qj
ame  Type | VLAN Interface State |
O 1 default Default Disabled
O 10 VLANOO10  Static Disabled
O 20 VLANOOZ20  Static Disabled
First | | Previous | 1| | Next | Last |
| Edt || Delete |

2.VLAN & ~=9|%] X E 2

o} g BEo Al “VLAN > VLAN >
b2 VLAN10 2 20 &

Membership”& =85l 4 XE el 5} LEZE
AR o]Fdlal “Tagged'= AT YT " g kol B YT
Edit Port Setting
Port| GE1
--------------------- M ode Trunk
10 ~ 1UP ~
20
Membershipé = o
| O Fo
i O Excluded
| @ Tagged
{ (O Untagged
| O PvD
Apply H Close |
3. B4 Rgol|A “Spanning Tree > T ZHE]" S stal th33 o] MSTP
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State | # Enable

: | @ STP

i Operation Mode | . RETF

| | @ MSTP

5 Path Cost| & Lond

; | () Short

i 1 () Fittering

EBFPDU Handling Flooding

§ Priority | 32755 ) - 61440, default 32768
: Hello Time | 2 -

: Max Age | 20 5 0
Forward Delay 15 :

i Tx Hold Count | & (1 - 10, default &

; Region Name | | 1C-24°A3.00:34:24

Revision o | [B-B65535

§ Max Hop | 20 i

4. Q1~El~ MSTI1 3 MSTI2 7+¢] VLAN w8 G431t} “Spanning Tree >
MST Instance”S S 3to] s wi7/fH4E Yestar th53} o] “Add .
MST Instance Table

Q
[ WsT | priority | Bridge Wentiter | Designated Root Bridge | Roof Port | Root Pain Cost | RemainingHop | VLA

o 32768 32768-1C:2AA3:00:24:24  0-00:00:00:00:00:00 NIA o 0 1-8,11-19,21-4054
i 1 32768 32768-1C:2AA300:34:24  0-D0:00:00:00:00:00 NIA, 1] 0 10
| 2 32763 32768-1C:2AA3:00:34:24  0-00:00:00:00:00:00 NiA [t} 0 20
‘ 3 32763 32768-1C:2AA3:00:34:24  0-00:00:00:00:00:00 NIA o i)

ANote:

® SwitchAE 43t7] Aol MSTI1 ¢ +HE9E 022, MSTI2 9o A4
4,096 0.2 AAsA L.

e 39X B & 1A ol MSTH ¢ $4E9E 4,096 o2, MSTI2 ¢
SAENE 002 AAsAL,

o 9= 4,096 o wigroloF .

il

5. 291% B & Z=uCloA MSTI2 ¢ FE HEX Haa} MSTH 9 Hg] FE
B A g Ut rlol=s 55 FEIAIA L.
6. E¥] B MEYAE F25 AAFYL
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8.5 =4

b

ga 180 4 " Spanning Tree > Statistics "2 &} t}g3 o] & ¥ E
!

1.
A7 EAEYTH
Statistics Table

Refresh Rate |0 v | sec

. = T GE] 0 0 o . 0 0
= 2 GE2 0 0 0 0 0 0
& 3 GE3 o 0 o 0 5} 0
| 4 GGE4 o 0 0 0 0 0
=] 5 GES 0 0 0 ] 0 i
= & GEG6 0 0 o 0 0 d

9 Discovery

LLDP(H = A% AXN ZTEEZ)E= IEEE 802.1ab o AHolwo] dHUrh =4
HEY A Ao &g F&, &, A olx AE AR 5o HHE T3
FH GAZ AEehe 127 L2 94 Y S JEE e & NMS HE H
Y3 FA #AEFS 9s] #F MIB(Management Information Base) 324 o =
A3y o

Tk ARE Fdeta AA 44 FHE AT S AdFUth 24 UEYA
A7 AT AEE MB FElE Bagunh tee A UAES BojFuUh
LLDP €12]9] &% vholo] s
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Configure DHCP snooping TR i S
o support Chption &2 LIDP esctension IR _ Physical topology
I - — = NME
b i [optianad
A i
‘ A - Entity MIE
[Optional )
LIDP local systerm MIE LIDF rerote systerm MIE
“ ¢ - Interfzce MIE
Y [Optional |
et LILDP Frame | Cther ty.pes MIE
LLDF Agent [ T \ [Optional )
e /
Local Device Info Eemote Device Info

LLDP & Th&+ 7IWte =2 Adsg YT

® LLDP X =2 LLDP doJdES &2 EEZX, <lHE, <lgdHolx~ H
718k £8<9 MIB 7t 43 Zgs T =A A]xE MIB #uE oy}
AFEA Aol B4 MIBE Qo] ET

o =74 UEYT AX AHRE LLDP ZH Yoz Esiste] 974 A=
A&

® LIDP ¥4 A28 MIB 2 AR Be] &4 MIB & HUlolEsty] Szl 44
ZAxe A Bl LLDP Z#¢)S Falghch.

® LLDP do]HES] &4l 75& &3l d4 Aol MAC 74 5 94
FA o] ARE vpAEH L

e =7 Ax=®"l MIB & #x = <lgdol~ D, )
A Aol v, UEHYT #A T4 55 X =24 A AHE
A .

o A7A A"l MB & #Ax % Qg2 D, &l
A Aol v, UEHYT #A T4 55 X =24 A AHE
A .
LLDP & 7|¥to.2 &}= LLDP-MED & AH&3&td & AA& S48 5 s

HEYS FAAoA gld AHARE FHof 48 & g Al

HES T EZ2X digt A& olals AsiAIzivtt

9.1 LLDP

1. T3} o] dH|Alo] A nloll A “Discovery > LLDP > 2 HE]"S Z3}A| Q.
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| ¥ Enable

..................................

__________________________________
__________________________________

..................................

------------------------------------------------------------------------------------------------------------------------

________________________________________________________________________________________________________________________
o oo

| Fast Start Repeat Count | 3

Apply

SIE #|o] 2~ HlolEl = v Ut

a4 g5 A7

State LLDP A3} = &4 3}

LLDP Handling LLDP H|A] A= LDP & H|&Ads3 of "IEEr, "By o

"Zegrg Ea Adguh

TLV Advertise | 71E-2 o2 30 = HYE 5~32,768 YT}
Interval

Hold Multiplier 7oz 4 b xFE AEF7] AFLS 2710 YYTh
HAEF7]) * AFEL 65,535 o]sto]oF ),

Reinitializing Z|EAe® 232 WMol 1710 29U

Delay

Transmit Delay Z|EHo 7 2% WeE 178,191 YUt}

2]
Fast Start Repeat | 1~10 = H$|2] LLDP-MED X E &= 7Aoo 2 3 YT}
Count
LLDPDU(LLDP Data Unit)= Z&3d oldd4l HAAE= LLDP HWAA=Z
AAFYTE 7 TV & A" ZR 3 dey = LLDPDU S gyt

2. 8T 74 F5S dg93Yh

3. “Agrstar wh-E] gy T

9.2

H

E 24

1. 23 Zo] €A F A=A “Discovery > LLDP > Port Setting” & 23 31t}
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Port Setting Table

Q |

||| Entry | Port | Mode | selected TLV

& 1 GE1 Normal 802.1 PVID
‘ ] 2 GE2 Normal  802.1 PVID
[] 3 GE3 Normal 802.1 PVID
‘ ] 4  GE4 Normal  802.1 PVID
SIE #|o] 2~ HlolBl &= v FU T
a4 % R
Port XE 55
Mode LLDP X =of%= Transmit, Receive, Normal, Disable 7}
FotE W 7]k Normal YUYt
Transmit: LLDP =] A] A5t 7 &3 o},
Receive: LLDP WA A gt S=Al g}
Normal: LLDP WA #] A% 2 421
Disable: LLDP WA A S AEeAAY FAl8HA] e,
Selected TLV AElE TLV % VLAN A H

LLDP = 4 714 d"Hoz z5d 4 3
d43t}. Receive: LLDP WA A9t 4=
%41 Disable: LLDP WA x 2 A48l AL}
2. g XEE gQlslal XE FAS
pa

ol vhite e,

l

N

FAEA gL
H

O

83

&Yt} Transmit:
A&l Normal: LLDP ® A %]

Pl 4ere A

LLDP A =] gk

L.

e}

aslal o

o

=

2~
e 9
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Edit Port Setting

Port! GE1

() Transmit
Receive
Normal
) Disable

|
o

@O

Available TLV Selected TLV

Port Description ~ 802.1 PVID A
Optional TLV | |System Name

| |System Description
System Capabilities

802.3 MAC-PHY v v
Available VLAN Selected VLAN
| [VLAN1 =
802.1 VLAN Name |
| Apply || Close_|
ol P e e A & A ke
47 3= EE
Port XE 55
Mode LLDP X =9+ Transmit, Receive, Normal, Disable 7}
EtE™ 71 7S Normal YUt
Transmit: LLDP =] A] %] 5k A 48 o),
Receive: LLDP HA| X R/F =413t T,
Normal: LLDP WA #] A4 2 S=4]
Disable: LLDP WA X E A&E3AY A4 EE5Y )
Optional TLV TV 2 VIAN AR E AEsA Q.
802.1 VLAN | VLAN °]&& dEstA Q.
Name

9.3 MED Y EHY 3 AA

MED += IEEE 802.1ab & 7|®¥tSo = 33Ut} LLDP & t& ZZo|A g3t
A IEEE ©] o]% A ZREIQUT 29X 2 T4 dAxs FAES} 2o

YEND FANA AR gut AF FA gl Hu wel Axyel
YESND EE2AE JHA ol T F AR HF Uk

1. o2 o] A FZ A=A “Discovery > LLDP > MED Network Policy”&
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23,

MED Network Policy Table

Showing | All

v | entries

Showing 0 to 0 of O entries Q

| Policy ID | Application | VLAN | VLAN Tag | Priority | DSCP |

0 results found.

First | | Previous

Mext X Last

1
| Ade || Edt || Delete |
Add MED Network Policy
""""" PolicylD! [1 v
""" Apolicaton | [Voice v
VLAN
Lizzzzzzzzzzzzzzzzzd S Lo
VLAN Tag Uiaged
| Priority1 Dr
"""""" DSCP! [0 v
Apply ][ Close
QI H o]~ HeolH & tha3 ZF5Uth
a7 B
Policy ID A D HS
Application YENST A2 TIv 74 2 AA
VLAN VLAN 3%
VLAN Tag VIAN 2=, Bl XA == g1 9le 54
Priority AMH| =5 918 Cos
DSCP ¥ 2=-8 DSCP

1. o2 o] &4 %
FHEUS

85

A&l A “Discovery > LLDP > MED Port Setting”
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MED Port Setting Table

[ 1 GE1 Enabled Yes . . a Mo Mo
| 2 GE2 Enabled Yes Mo Mo
Ej 3 GE3 Enabled Yes No MNo
|| 4 GE4  Enabled Yes Mo Mo
[ 5 GE5 Enabled Yes No No
| 6 GEB Enabled Yes Mo Mo
i 7 f i =i CEnahlnadd Sine Bl him

Edit MED Port Setting

————————————————————————

........................

........................

________________________
————————————————————————

i Available TLV Selected TLV
i |Location «| [5 | [Network Policy =
Optional TLV : Inventary L

i - : { ] ol

i Available Policy Selected Policy

]

i - [>] B
Network policy : et

i

i .

! = | o

(16 pairs of hexadecimal characters)

1
Coordinate | |

1l

=====================;1
Civic | ||,'E - 160 pairs of hexadecimal characters)

i

=====================;1
ECSELIN | | |[‘!D - 25 pairs of hexadecimal characters)

_______________________

SlEj s o] 2 HlolEE T B

a4 g5 A

Entry MED XE A4 A

Port ¥XE 5=

State XE 43t A

Network Policy YEYZ A2 TIv 74 L AlA
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Location A TV A L AA]
Inventory oMl Ed] TV 74 2 AlA

9.5 |7 H7]

oS3 o] dH]AolA miolA “Discovery > LLDP > Packet View'=
Ehiati=
Packet View Table

uy
st

Q
| Entry | Port | In-Use (Bytes) | Available (Bytes) | Operational Status |
T GE] 38 1450 Mot Cverloading
2 GEZ 3a 1450 Mot Cverloading
F GE3 38 1450 Mot Owverloading
4 GE4 38 1450 Mot Cwverloading
5 GE5 33 1450 Mot Cverloading
& GEG 3 1450 Mot Cverloading
¥ GET 38 1450 Mot Overloading

96 =2 HE

1. O3 2ol yujAlo]A nfel A “Discovery > LLDP > Local Information”£-
EI KN

Device Summary

_________________________________

Chassis ID Subtype | MAC address

_________________________________
_________________________________

Chassis ID

'
i i
Lt Pt S e B D Fe e e s ) a
AR e e e s a
i P

i

]

System Name

1C:2AA3:00:34:24
Switch

| ZX-AFGM-SWTGE34245
Bridge, Router

Bridge, Router

Local
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Port Status Table

Q|

GE1 Mormal Enabled

i 1
¥ 2 GEZ Mormal Enabled
3 3 GE3  Normmal Enabled
4 GE4 Normal Enabled
& 5 ‘GE5  MNormal Enabled
R =ER Mlarrmal Enahlad

9.7 Neighbor

1. th2-3} Zo] duAle]A nlell A “Discovery > LLDP > Neighbor”
Neighbor Table

i
ll
i)
ol
Y
fo

Showing entries Showing 1to 1of 1 entries Q]

[0 Ges MAC address DD'E041:00:00:02  Local gi13

[First | Previous | (1 Ned| Last

[ cCear |[ Refesh |[ Detal |

9.8 Statistics

1. o3} o] yn| Aol nlel A “Discovery > LLDP > Statistics”S =2 5} 4| 8.
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Global Statistics

..................

Insertions | 11

..................

__________________
..................

Drops: 0
"""" AgeOuts | D
[ Clear ] [ Refrash ]
Statistics Table
R RS Total Total | Discard | Error | Discard | Unrecognized | Timeout
| 1 BE1 0 1] 1] 1] ] 1] i)
. 2 GE2 0 0 0 i} o 0 i}
3 GE3 278 29 0 0 o ) 0
4 GE4 ] o o} 1} 0
| 5 GES 0 0 0 0 0
| | 6 BEG 0 0 o 0 0

10 DHCP

DHCP A4 7&%‘::} 20

YEY D E7F ¥ HESZ H34de] Jidge wet vEY=A
740 AH o E*‘Oﬂﬂl AsHT AFEH X7 t‘E‘7i‘ﬂ_’(0ﬂ: & HIFH
= P4 UEYA) AFE w7 29 ¢ de IP FAE 243U

DHCP(Dynamic Host Configuration Protocol)= ©]#3t Q7 AlgS F=3}7|
A3l LEJASUT. DHCP ZEEEZS Zoo|dE/AMY EToA Z-s3oh
DHCP Zzfo|lE= DHCP AHldl 4 AHAEE o= Q8%skal, DHCP
Aee Aao we dg 74 Ans wagho.

WA Rl DHCP &Aool 28 11 o mAld
DHCP A us} ofe] ZefoldE(el]: PC ¥ =E3)7h Zag e,

AR durdom
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DHCP Client DHCP Client

l DHCP Server
O LAN —L -

2 &

DHCP Client DHCP Client

o g

Figure 1-1. In a typical application of DHCP

DHCP 9] IP 4 3

FetoldEe] gt el wk DHCP = Al 7k IP 4 &3 defs
U

H

° Manual address assignment: #2]x= 2 7}#] 5 Fgho] A E(o]: WWW
Aol dis] 2 IP FAE HRIEEUT. A" 1B IP FAE
DHCP & &3l SgtoldEe Byt

® Automatic address assignment: DHCP = F-#13F ot 7]3to = IP 422

ZeholdEe] E3dyt

® Dynamic address assignment: DHCP & & 7|%to] A+ IP T4 E
Sefo]AEe dIeln, So|dEE AH]A FH ¥E & F4AE U4
Agsor Furk WRrel ZeleldEt: o ¥ Fi UYL
Wy

54 IP 4 85 ZT2AX
713 2-1 & DHCP Z#lo|ddEe} DHCP AW te] wiAA] FJoztg oA &
HojF Ut
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DHCP Cliant

Er
DHCP Clie l”/ﬂ’gd//
. DHep
W DHCP Szrer
DHCP Chant "W

D,
\ ,,,,,,

DHGP Glient .Dnc.f’ "’m
/i
=

Figure 2-1. Interaction process

3 x% 0]

A A 4 A = olg wAeA
A e 2} ﬁ‘r%kfé} ARE Ao ZgFch OE“U—*, = D}—%ﬂ e A A mETL
UFH T
(1) DHCP Ze}oldEV} A Fo 2 HE | 2
DHCP Zlo|dEV HESH T A 22dT o
DHCP MW ¢} Ad& Ay
® The discovery phase: DHCP Z2}o]AE7} DHCP AH & 2+ dA gy Th
FEoldEx HEIINAE HZo|Hq DHCP AN HAAZ HuUi
DHCP AW Rt &gkt

5

® The stage of providing IP address: <, DHCP X W7} IP A& #|¥3sl=
GAY YTt DHCP AWE Zdto]ddE&KE] DHCP Discover ™A A=
FAg T IP FAa FA FIHA FES P FAE AHIY
FefoldEo dgsta, A IP F2 9 7]g o] ¥3¥ DHCP

Offer WA X & StolAdE HyYt
® The selection stage: DHCP Z&}o|AEV} IP 45 A8sts dA YY)
= 7 ol DHCP AW7E ZetolAEC A DHCP Offer WAAE
Hule= A, 2gteldEx A5 47218 DHCP Offer #IA| A7t s=2}¢k &,
7} DHCP A{H o EiE?Hﬂﬁo}oq DHCP 93 WA Ao <wHdh ).
g AEel= AHEE DHCP AWl IP F48 248 W8]
FoE AFHTH
® The confirmation stage: DHCP AWz} Algdd IP F4AE st
GAYYTE. DHCP AH= DHCP Z¢oldEZL &
AR S woH FFolAETL AFs IP F4F 7[EF Aol X

dhep-ack ¢l WAIA S HyUch 28x gow FAE Fo|dE
e ¢ gles YER = dhep-nak WAIA| 7} R H 7}k

Hk3l3k dhep-ack 3¢l WA E W T Zalolol
HREN2E RER ARP(WY T4 ddd +
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AIZE ol Sel FAIEA Fod FHo|JIEE o] FAE AR UL

(2) DHCP Zeto]AEZE UES A oA 2123
DHCP Z&}oldEVL HEY A thr] 21918
DHCP A8 ¢} A4S A3
® DHCP ZElo|dEYL Aoz vEYId &uta7 2918 F A
UE A 208k o= wpx|dte] Sgsh P F47F 234

DHCP
L4 WAAR BREN~YSE HH DHCP ZEte|dES Wl dass
AsULh HAIAE YA HLﬁé‘}xﬂ

® DHCP 24 HAAE #4& F, 2deldErl a4d Far7t FFHA

ko 7% dhep-ack el HMX]%’— HL3lslo] DHCP Zgo] A Ed A
L IP FAE AS AESEE YU

® IP 25 DHCP ZFlolddEd d9dd = fl= A5l o
ZelolAEd @H 49) DHCP A ¥ i= dhep-nak WIAIAE k&),
A A& "ke & Fglo]dE = DHCP Discover M A XS thA] 438}

AP FaE aXg,

(3) DHCP Z&lo]dE=

DHCP A®7} Zto]dEef addsts= 54 IP Fhos dutdozr 534
Adl 7Izte]l YHFYLE wrE T AW E IP F4E A 7FAJ 4t DHCP
ZEolAET} ST F2E AL ALY IP dUE el Esof gyt

AAZ DHCP Zglo]dEE P AU 7|zto] Hule] m=dsld 7|Edo=
DHCP 2% dAIAE DHCP A= HUW IP A dHolEE A4xdYr. IP
F47F &3 DHCP AW  dhep-ack  FlAAel  &Ete]  DHCP
ZolAEqA MZL A7t §5HAS LY

10.1 =3 ¥

DHCP 419 8 44 ey 74

1. th53 Zo] B FAFA “DHCP > ZEHE" S =T
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-----------------------------

DHCP Port Setting Table

Q|

Y GE1 Enabled
E 2 BE2 Disabled
1] 3 GE3 Disabled
i 4 GE4 Disabled
|5 5 GE5  Disabled
E 6 GEE  Disabled

2. “DHCP > Z2sjE]" & Z¥sty, =S Adstn gt gol *

EI RN

Edit Port Setting

" Port| GE1-GE2

_____________
—————————————

ANote:

® DHCP AB] I DHCP Hio] R=ZE 435U L. EEo|A o] 7]

A 5elok ik,

10.21P = A A

DHCPIP = +4

1. “DHCP > IP Pool Setting” & 223}, “F71"2 Z&s5lo] o

F7hEI,

93
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IP Pool Table

Showing 0 to 0 of 0 entries

Showing entries

0 results found.

Edit

Jl

[First| | Prevous | [ | Next| | Last |

IP Pool Table

; Pﬂﬂii | | (1 to 32 alphanumeric characters)
I |
| Section [1 v
| IPAddress section|  StartAddress | |
| EndAddress | |
: DH-S“I;;I-r-I;;;SewerI =) Enatﬂel
i DNS Second Senrerl [ Enable|
’ _ Lease time | |1 Day|00 v | Hour [00 v | Minute
Apply || Close ]
ANote
o N Fag B FiE AT + AU AclEsle] 7 ¥dw 4
syt

10.3 VLANIF 4 1% AR

AW 1% 74

1. “DHCP > VLAN IF Address Group Setting” 2 =g
HolES g8€st 3 7178 S8t v 2ol AW 1

94

o

;}_ﬂ DHCP AW 1%

E
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DHCP Server Group Table

0 results found.

pHCP SenterGroup [1 v

r:_ Gruup IPAddress | |

VLAN <Ig#o]~ 9 ¥ & ¥y -4

1. “DHCP > VLAN IF Address Group Setting”S S8/ 3tal VLAN QIHFo] =~ F4
Z HolBS U4 F AEHolas AW 1§ Adsn ded go] “Ag”
& 293y,

Vian Interface Address Pool Table

Interface | MGMT VLAN v |

DHCP Server Group | v |

_ Apply

10.4 ETo|AE ZXE
ZetolAdE HiE AW

1. “DHCP > Client List” = &3}, v o] DHCP ZFoldE HES
A skA Q.
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DHCP Client List

Showing [ All v | entries Showina O to 0 of O entries Q| |

0 results found.
First | | Previous | [4) | Next| | Last |

: > Client Static Binding Table” S =%3}al o} o] A2 nildg
Hol2e 8 F 518 Fguh

Static Binding Table

Showing | All v | entries Showing 0 to ¢ of 0 entries q | |

0 results found.

[First] | Previous | [ | Next| | Last |

&Note:

o 14 WISl IP A2 IP T4 & e el slefof gt

11.1.1 Z2 ¥

1. v ol b Aol w4 “Multicast > General > ZZHE " &
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=354 Q.

Unknown Hultlc:ilsi @)+

i) Drop
: Aehos i I Forward to Router Port

i | @® DMACVID
; \ (& DIPMVID

11.1.2 1§ T4

old HEIMNAE 24 Ftd mEd HEANRE Z9HE MR UE
VLAN o] AR827F sdd HEIAE O58 8% 4% I R B A =
VLAN o HoJEE HApste] Agsimz dglodZo] Wo] Fu|gyc}h IGMP
AEFe ~9x TEO AHME g2 AExE E2A3 HEINAE VLAN O
Adste] HEINAE dHoleE FAFgo=N HEINAE VLIAN & FAFUTH
olg3 WAow WHENAE FELS HEINAE VLAN WolMut Asd 4
glomz gjodEo] Aoy}, L3 WENAE VLANS A& VLAN 3} ¢ 3]
wElEo] glorm=E H Y Zo] BAFHYTE

1. “Multicast > Group Address”S ZZ3slal A] B2 HEHNAE FEG “F7)173
e 71E FES tg go WP F .
Group Address Table

E

1P Version |IPv4 v |

Showing | Al v | entries Showing 0 to 0 of 0 entries q |

0 results found.

| First | | Previous | ﬁ | Next | | Last |

add  |[ Eat [ Deete |[ Retresh

97



U-F2028H

Add Group Address

VLAN |
IP Version |
Group Address ]
Available Port Selected Port
GE1 ~
| |GE2 A
i |GE3
Memberé GE4
GE5
GEBS
GE7 o
GES8
| Apply H Close |
Qo] HlolE vt gt
A7 = EE
VLAN HENAE Z1F0] 43 VIAN ID YUth =Fukesle] 7]
VLAN & A8t
IP Version vd T ve o] HEIJNAE Ip 4 B AR o]
Multicast Address | HEITN~E F4E YA
Member HEANAE S99 57}
2. 9% 74 IS P
3.4 8" Musta gt ol vhreghc
Group Address Table
IP Version
Shom.ringentries Showing 1to 1 of 1 entries Q l
| VLAN | Group Address | Member | Type | Life (Sec) |
| El 1 22411111 GE1-GES  Static
First | | Previous | (1| | Next| | Last
| Add || Edit || Delete || Refresh |

11.1.3 2-%¢E XE
HENAE 298 XE 4 3 17|
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» =

1. o3 o] Uy AolAd oA “Multicast > General > Router Port” =
= shA Q.

Router Port Tahle

IP Version

Showing | All ¥ | entries Showing O to D of © entries Q | |

0 results found.

[First] | Previous | ) | Next] [ Last]

s [ea ] [(Reew

11.1.4 Forward All
HEFNAE Ad FE 74 2 57
1. oS53 #o] uu]Ale]A nlolA “Multicast > General > Forward All” <
= 5hA Q.
Forward All Table
P Version

Showing | All ¥ | entries Showing 0 to 0 of 0 entries Q | |
l 0 results found: l
[ A [ Eat |[ Delete | ) e W e )

11.1.5 Throttling
XE "HEIMNEE OF A 74 2 B

1. T3 o] uvln]Alo] A Hle Al “Multicast > General > Throttling”S =2 514 &..
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Throttling Table

IP Version [1Pv4 v |

Q| |

[ eniry [ pont | Max Group [ ExceedAction | ]
C 1 GE1 256 Deny
=] F GES 256 Deny
= 3 GE3 256 Deny
O 4 GE4 256 Deny
=] 5 GES 256 Deny
= A ~CR 2RR Mars

11.1.6 =29 g
ZE JEPI~E FHY 229 74 2 B

b3 7ol Al FA]ZEo] A “Multicast > General > Filtering Profile ” <
Eianiey

Filtering Profile Table
IPVersion |IPv4 v

Showing | All v | entries Showing 0 to 0 of 0 entries Q| |

' 0 results found. '

[ First| | Previous| (1] | Next| | Last |

uy =

(_agd  J[ Est [ Deete |

HEIANAE dHE 2238 9 ¥ E uiolg #AA 4 2 27|
2. o3 o] dH|Ale]d wlolA “Multicast > General > Filtering Binding”S

SELRES
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Filtering Binding Table

[P “ersion __I_F‘a_rat r__j

ey | por [ o |
GE1
GEZ2
GE3
GE4
GES

e

b T o ; B - SRR % I s E

11.2 IGMP 2=%3

ofr
K

OF ¥ TREF AFY)S HEHNAE OFS
fA o] Aok wAYS P T

L2 ZA+= FA1E IGMP HAAE 48] ZES MAC HENEE F4 3t
g & st oo upEt HEINAE dolHE AEdy

ol#f o} o] HE|FNAE HolEHE IGMP 2% §lo] L2 oA AEghYth IGMP
o] AgEd 4P "HEANAE OF dolHE AAHE  FAAA
AEEa A e HENAE dolHi= oJAs] AS 29 AdFUTh

IGMP 2233 (¥ t
A
¢}

o

Multicast packet transmission
without IGMP Snooping

‘% Multicast router

Source

Multicast packet transmission
when IGMP Snooping runs

‘ﬁ' Multicast router

|
|
|
|
|
1
!
| Source
|
|
|
|
i Layer 2 switch
|
|
1
|
|
|
|
|
|
|

Layer 2 switch

AR

Host A Host C
Receiver Receiver

Host B

=L
Host A Host C
Receiver Receiver

———» Multicast packets
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11.2.1 Z=HFE]

IGMP =732 HENAE &-9E9 ALSA TAE Afo]o] L2 ~9]A]9
Rew IPv4 UESLA wjxe] A& ZledYrh L2 HESZA HENEE
oy x999S &g 2 Astr] s 29He E2E Fo] ASHE
IGMP/MLD YA A& ~%331 HEANAE Holgd tsh L2 949 Hol&ES
AAES VLAN o Yt}

FEH IGMP A7 75E V|EH o R nddstsol glome @At of

o,

1. Multicast > IGMP Snooping > Property"E Z¥3lal A4 ¥ VLAN g Hof A
5

.
THT VLAN & AE% F vhes} gol A AZS “Edivdhvh

® IGMP2
) I6MPa

Report Suppression Enable

Version

| Apply |

VLAN Setting Table

1 Disabled

O Disabled

O 1o Disabled Enabled 2 125 10 2 1 Disabled

O 20 Disablad Enabled 2 125 10 2 1 Disabled
| Edi
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Edit VLAN Setting

VLAN | 20
State | [ | Enable
Router Port Auto Learn Enable

Immediate leave | [ | Enable

Query Robustness | |2

Query Interval ]1 25

Query Max Response Interval J1 0

Last Member Query Counter | |2

Last Member Query Interval ]1 Sec (1 - 25, default 1

Status | Disabled

Query Robustness | 2

Query Interval | 125 (Sec)

Query Max Response Interval {10 (Sec)

Last Member Query Counter | 2

Last Member Query Interval | 1 (Sec)

| Apply || Close |

SIE #|o] 2~ HlolBl &= a3 Ut

a4 g5 A

VLAN T4 VLAN ID

State o] VLAN oA IGMP A~FF 8 A3 ==
Router Port Auto | 4= XE A& 85 A3t =+ vdds)

Learn

Immediate leave HEFAE A o] why] wd

Query Robustness | 114 WIS ARE3td  UES Aol A SIEA
EAE 24T F AFYTH

Query Interval A A H ] Alele] 7+

Query Max | #Ag] #AA ] AZF 224 S &H AIRE

Response Interval

Last Member Query | A€ &l ok Ho 2 &
Counter

Last Member Query | 54 135l gk HAA] Fg 1H4
Interval
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S
M

11.2.2 Querier

IGMP =533 FHglo] 74 9 H7]

o3 o] BAl FA|Zo|A “Multicast > IGMP Snooping > Querier’=

Querier Table

Q
| vLAN | state | Operational Status | Version | Querier Address |
1 Disabled Disakled
Edit
QAHF o]~ HolH& v 5yt
AR A5 A
VLAN e 7] 2 E VIAN
State IGMP =733 Fglo] &3t = v EA s}
Operational Status | IGMP 233 Fg]o] 23 Aej
Version Aelolg MA
Querier Address ALAE 913k HEYIHNEE F4
11.2.3 4

IGMP 223 =4 4 4 17|

1. o3 o] dnjAlo]A nloA “Multicast > IGMP Snooping > Statistics”=
ERCIREES
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11.3 MLD =%

MLD %3 WE|7|~E Listener Discovery =3¢ ofolgiut}. o]
IPv6e HEINAE 55 #gstal Alojst= d AREE= dolo] 2 XA
A== IPve HEINAE AF wWAYFAYT

MLD Z~=%3& Adst= F+ HAl AT FX= F4l¥l MLD #HAx
BA35le] L E9L MAC HEIANAE F4 7He] v #A1S A4 v 34
w2} |Pve WEIANAE HolEE Agir),

obg] 19l HAlE FHAAR #olo 2 A7} MLD =738 HYPsA R+
739 1Pve HEANZ~E dolg #7lE Holo] 2 oA HRENAERHUYTE ol
2 FA7F MLD 2585 A3 wf 4ol IPve HENAE 59 HENRE
diolg s{Z S #olo] 2 oA HRENAERZA ZARE Holo] 2 o AAH
FA712 e~ Ef Y
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Source ‘% Router

L2 Swtch

Host A Host C

Receiver . Receiver

Host B

—  Multicast Packets

'—% Router

Source

L2 Swich

S N

Host A Host C
Recejver Recejver

Host B

i

to
ol
4
>,
)
2
X
2
o,
f
il

A oFghy o
® [Pv6 HENAE AR HHS 73}
¢ T~EHE WLy FHo] yhesle] Ayt

11.3.1 Z=HFE]

27 MLD 2%3 758 740z maysisel gonz 243l

o,

1. “Multicast > MLD Snooping > Property”E& &3}l A ¥ VLAN 7 Hof A
T/4% VLAN & 838 5 vg3 o] A4 AMFS “Edit @yt
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State 1 || Enable

® MLDw

VRISl & ‘MLDv2

Report Suppression | |« Enable

Appiy

VLAN Setting Table

Disabled Enabled 125 10

Disabled

Edit

Edit VLAN Setting

VLAN | 1
StatEI | Enable

Porl Auto Leam i

¥ Enable

B e T e
e e nl

Immedmte leave |

|| Enable

e

| Quenr Robustness | |2 [ (1-7, default 2)

Quewlntervali 18000, default 125)

b ok
e e e

Quer]r Max Response Interval I !113

e S gl e

125

| Sec. (30

| Sec (5- 20, default 10)

T e S ot o e vene S i

Last Member Query Counter

-
|
|
'
:::::----:_:::::::.::::________::::1
i
'
'
\

2 | (1-7, default 2)

|1 | Sec (1-25, default 1)

Disabled

2

Quei]r Izltenra! 125 (Sec)

ery Hﬂx Respunse Interval | 10 (Sec)

2
1 (Sec)

Last !ulember QUEI‘_\F Count r

; Last Hember Qﬂew Intewai

st AL e Tl Y

R EEAS N

%
23
®

©
<
>
=2
2
>
5
<
©
[
+r
of

m.
| o
[
5
i

b

[

N

ol

o

oy

"

oX,

LE0) TS
t

=
it
o
b

Router Port Auto

Learn
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Counter

Immediate leave HENAE FAd o] e wd

Query Robustness | 124 WEFE ARt UES A didE= HA
E4s AT+ dHUS

Query Interval H A A H ] Alele] 7+

Query Max | #g] WAIx2 A7F 23t &9 A3 27

Response Interval

Last Member Query | A1 ¥ 5ol gk Ho 2

Last Member Query
Interval

54 gl digk wAA Ay 3H4

2. 8% 74 FEg

SRR

34§78} 30 w2 g,

11.3.2 &7

MLD 2%

B ol
Y,

mlﬂ -
E‘l‘

€} A
= 1

A 4 E R

FA=E
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0
i 0
o
. ;0
| i o
]
!r Genera-lﬂuewl 0
I-:g:gzzzlzr:o;p uueWI -
| Source-specific Group Query | 0

Ioelie s B 0L e e o L

: ]
. - Repurtn ]
. Generalm;-eﬂrn 0
T special Group Q Query | O
| suum;'.».';;a}%;?i;ﬂup Query| 0
Clear ][ Refresh
11.4 MVR

golo] 2 UEYIA VLAN 7|uke] HENAE Effy HIEsfiE
TAE dds7] s IGMP 27 ZREFS AMEEte] FAVE Al
= A7 HE A AE EFIAS AR or AT 5 9HyT)

o

2 IGMP 23S 547 WEIAE VIAN ©f Edn anpdow
Ao® & gor WA VAN Edge Aeld 4 fuuth dAdHon A=
e VLAN ol 5A% HEARES o W Bas: agdol <l
EAGUT. Ams VAN o Zeld BAE adelr] el ofd 1ds ol
HEALE A Edue] A8 WEAAE VAN S A9 g

109



U-F2028H

Source Router Router
YLAM 10
Source
lVMN 20 VLAMN 100
rmw 30
L2 Switch L2 Switch MVR

/J\.

Host A Host € Host A
Receiver Recelver Receiver
VLAR 10 VLAR 30 VLAR 10

Host B

Receiver

VLAR 20

Multicast Packets

11.41 Z=HFE]

Global MVR 7|52 7|4 o2 H|gAdslx o] glon

1. “Multicast > MVR > Property” & Z¥3ata t}-&3
Aol 22 EojFfyr),

i

Host C
Receiver
VLAR 30

Host B

Receiver

WVLAR 20

= B o g

Zo] MVR 2=2Y T4

| Enable

B e o o o 2 i R e o oA

QlE} A o] 2~ HlolE & P83} g
a4 @E ]
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State MVR €743} = H[ 243}

VLAN T/3d& VLANID

Mode Compatible: MVR 2=9]%]¢9] CPU = dWk¥ oz #}%-FH 9
A=l wAIA e ZEtoldES] %l HAAE Ao

T4 ke HEA2E Ad HelES FAAFUTh
28 CPU & Join HIAAIE 2B XER HdYshA
gorz 9 BfEHe e Join HAAE 2
xotee  2heH  HolErE  A9AE AHAHo
ALHA FFUn. o] REddA= ZHE FF
TAAsoE Yy HEARE I HolEL HolE
29AE ey

Dynamic: &% =RE$} 38 REo] {3 Aol
CPU 7} &4 RXoA =31 wANAE 2H¢H ZER
ded o v Addnh g A9 AlS B e

@‘:47143:5 qg Eﬂ olES FTALE TIHFY F glon
so= 4% 7? sledt. HHAEE E99
Eﬂ ]*—t tolgE 292 dadgyh
Group Start HEANAE 159 14 T
Group Count HENAE 4§ T4 F
Query Time HENAE 5 F7 ARt

2. AT 74 FES YEY
3. “A g stal vl g,

i

11.4.2 Port A4

1. " Multicast > MVR > Port Setting "& 2¥3}i v #Zo] MVR XE 474
QAEF o] 2= o3t

Port Setting Table

|En!I]'| Port | Rule| lmnmdinteLeav&l : j
GE1 Mone. Disabled
GE2 Mone Disabled
GE3 Mone  Disabled
sE4 Mone  Disabled
GES Mone Disabled

RER hnrna Mizahlard

b O & TR - 1 B S s
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Edit Port Setting

Port| GE1
i = None
Role i Raceiver
i Source
Immediate Leave ! Enabla
Apply ] [ Close

Adg o]~ dHolHE e EEUt

A e A

Port XE 55

Role YXE HE
Receiver: HE|JN2E S AE7F A4 ~9x9] XEE
ey, HEIFNAE REHS 2381 d AFEE U
Source: & XE& A9 AT Yo HHAZE
TE9 A XE = YHEANERE A AN FEES
e U T

Immediate Leave HEALE LS wEA wdyh

1143 135 T4

1. “Multicast > MVR > Group Address’& 283 thS3} o] HEIANAE I5F
ARE B F AdFYh

Group Address Table

Shawing | All ¥ | entries Showing O to 0 of O entries Q

VAN | Group Address | Member | Type | Lt (56|
I 0 resulfs found.

First_Previous 1 | Next | | Last
[ Add ][ Edit ][ Delete ][ Refresh ]
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Add Group Address

VLN
Group Address
Available Port Selected Port
Memberi
[ Appiy H Close ]
Qo) deoldE g&at U
K EE
VLAN HE| 7|2 E-& VLAN ID
Group Address HENAE F45 JEstas
Member HEANAE 449 F7F

12 =55

29A= HESDL AT AA FAlshs rﬂ AR Al 7HA VLAN
Slg H o]~ AES ATyt VLANIF QElFHol~E P FAE 4T + 9=
YESD AT <AEso]l=9dYth. VLANIF <15 1é:i;’— g8tz Aol ag
VLAN & W4 A4sel gl VLANIF QlEjgo]=0o] Egog <9 the
YEA A AT A s4T 5 davh

12.1 IPv4 #2] 2 QIEH oA

12.1.1 IPv4 Q1 E]F o] A

1. " Routing > IPv4 Management and Interfaces > IPv4 Interface "& 23} U331}
2ol IPv4 #lole] 3 QI o]~ A4S AH YL
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IPv4 Interface Table

Q

| Interface | IP Address Type | IPAddress |  Mask | Status |

| VAN 1 Static 182:168.2.1 2552552550, Vald

| Add ||

Delets ]

Add IPv4 Interface

———————————————————————

_______________________

| m VIAN | T
Interface :
i Loopback
Address T eE W Dy
YPE. O static

AEH o)A HolH= vy Z5UY

a4 5 A

VLAN T/34E VIANID

Loopback Tl Qe Ho] 2~

Address Type Dynamic: CSlEj#o]2¢] P F4&+E DHCP o <3
g5gd Y
Static: QJEH o] 29 IP FA2E 5oz FAFEUL

IP Address ol o] ~9] Ip FA2

Mask olE|Ho] 29 Ip F4 mpAA

121.2IPv4 3 E

1. " Routing > IPv4 Management and Interfaces > IPv4 Routes "

2ol IPv4 114 7

2 QlEjsol s 4 AT,
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IPv4 Routing Table

Q .
| Destination IP Prefix | Prefix Length |  RouteType [ Next Hop RouterIP Address | Metric | Administrative Distance | Outgoing Interfac |
i 182.168.20 24 Directly Connected MGMT VLAN*

[ add ]| Eat ][ Deste |

Add IPv4 Static Route

———————————————————————————————————————

_______________________________________
———————————————————————————————————————

& Network Mask

Prefix Length

.......................................
.......................................

.......................................
———————————————————————————————————————

_______________________________________

g Ho]~ HolH e tvad 2yt

a4 g5 A

IP Address P FA2 AlIHE

Mask P Fa vk

Next Hop Router IP | t}2 & 1P 4t QEHAolx AolEYolet FHd3t
Address HEYT A 1HEY glojoF ).

Metric HENT &
12.1.3 ARP
1. " Routing > IPv4 Management and Interfaces >ARP "& &gl a}al t}&3} 7o)

ARP Hlol5 @55 Adskal AR
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| ARP Entry Age Out | 1200 0
; i All
| Clear ARP Table Entries | = DY/namic
| i Static
| i (@ Mormal Age Out
[ Apply ][ Cancel
ARP Table
| Interface | IPAddress | MAC Address | Status |
VLAM1  192.168.020 00e04c2e2cdd  Dynamic
VLAN 1 182168115  D0eliédcZelcdd  Dynamic
VLAN1 192168171 0D4:d4c4:4963f  Dynamic
VLAN1 192168180 bO6ebfcédeia  Dynamic
Add ARP
POVLAN (1 v
Interface !
IP Address |
MAC Address |
Apply H Close
STE) s o] 2 blolE Tt ey
o g B
Interface VLANIF Q1 E]Ho] 2
IP Address SlEfHo] 2 Alo]Egole} FUS HEYA AIHES |p
T4a
MAC Address IP =40 dldshs MAC T4

12.2 IPv6 &2 % QEHo|lA

12.2.1 IPv6 S1E]F o]~
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1. " Routing > IPv6 Management and Interfaces > IPv6 Interface " 28 3}1 v}
2ol IPv6 #lolo] 3 I o]~ 48 T

""" IPv6 Unicast Routing | (| Enabls
[ Apply [ camcel |
IPv6 Interface Table
Q |
DHCPv6 Client
Interface | ey Information | Minimum Information | Auto Configuration | DAD Attempts:
SIMElesS | | foehTime:|  RefeshTime
L 0 results found.
[ add ][ Edit ][ Delete
Add IPv6 Interface
o VLAN | ¥
Locpback
# Enable
______ ___________________________LJ
Enable
(86400 4 ADET
| 500
Apply ][ Close
QIH o]~ HeolH & o3 ZF5Uth
a7 FE EE
VLAN T4k VLAN ID
Loopback T Qg Ho] 4
Auto Configuration | A& T4 =914
DAD Attempts TH T AAE 3 ol 8 HAAT AFEHE 3T
.
Stateless ) v A A A
Information Refresh | A& 74 A= 3 A7F
Time
Minimum s TS s HAa AR aH A
Information Refresh
Time

117



U-F2028H

12.2.2IPv6 3=

1. " Routing > IPv6 Management and Interfaces > IPv6 Address "& =8 &}aL )33}
Wol IPve 72 T4 QE el A% g,
IPvé Address Table
Interface
Q] |
| IPv6 Address Type | 1Pv6 Address IPV6 Prefix Length | DAD Status |
Link Local fefl1e2aa3fffeldl 3424 G4 Active
| fAulticast fi02. 1003424
Multicast figZ:1
| Mutticast #0114
| Add || Dele
Add IPv6 Interface
----------------- Interface | VLAN &
IPv6 Address Type Linie Logal
IPvE Address
Prefix Length
Apply ][ Close
SIE o]~ HolEE g8 ey
0 g B
Interface VLANIF Q1E]H o]~
IPv6 Address Type | Global: = 2% IPv6 T4
Link Local: =24 IPv6 +2
IPv6 Address IPv6 24
Prefix Length IPv6 o HFAL
EUI-64 IEEE802  F4oA wAH FAE g5 e
H] &4 s} 3k o,
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12.2.3IPv6 4=

1. " Routing > IPv6 Management and Interfaces > IPv6 Routes"S =83} t}-3-3}
2ol IPve 14 A=Z QEFHolx A4S JHEF
IPv6 Routing Table

Q

| Destination IP Prefix | Prefix Length | Route Type | Next Hop Router IP Address | Metric | Administrative Distance | Outgoing Interface | |
0 results found.

[ A |[ Eat || Deete |

Add IPv6 Static Route

.......................................
_______________________________________
———————————————————————————————————————
_______________________________________

———————————————————————————————————————

_______________________________________
———————————————————————————————————————

Metric 1

Apply H Close
AH I o]~ HolH+= v E5Un
AR dE A
IPv6 Prefix At IPve T4 AlIHE
IPv6 Prefix Length | th% IPv6 242 AL
Next Hop Router IP | tF& & IPv6 FT4E ClEF o~ AolEgole}l Fd3t
Address WEYT A2HES glojok gt}
Metric HEHT &

12.2.4 Neighbors

1. " Routing > IPv6 Management and Interfaces > Neighbors "S 2% 3}a t}2-3}
2ol IPve 1A HolE &S FAd8ka AT
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_______________________________

All
Dynamic
| Static
Lo NA

_______________________________

IPv6 Neighbor Table

Q |
" ntriace | 1o Address | MAC Addross | Staus | Router |
| 0 resulis found. ,
[ Add ][ Edit ][ Delete ]
Add Neighbor
[ interface | VLAN [1v
i EPAddressE
""" MAC Address |
Apply ][ Close
QI o]~ HeolH & o3 Z5Uth
a7 EE
Interface VLANIF Q1EHo] 2
IP Address SlE|Ho] 2~ Alo]Egole} TU YEYA HMIHE] Ipve
=N
T
MAC Address IPve 20l 3EstE= MAC 4

12.3 Rip F = #d

RIP(E--8 AHE ZREZ)E doz s AAw o338 de] AHeH
IGP(W - Alo]Edle] ZREFZ ALqfE & UESANA F=E AP YTh
RIP = RFC 1058 o &3l mdAol Az WE 298 ZZESIZ RFC1388
ZollA A RIP-2Z AA8lal RFC 1723 3 RFC 2453 oA 714 & A 5UTh

RIP = Bellman-For ¢ig]&S AE3l™ dAAl RIP IPv4 o= RIPv1 %
RIPV2 o] F 7}#] #Ao] dFUTLH RIP o= th3 & F2 7]5o] A5yt
RIP = wb2 Q] A g ghed ZREZUL.
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BREINAE F4 255.255.255.255 o 4] HWl RIP WA X], RIPv2 = UDP ¢] X E

520 & Ab-g3le] HEIFNAE F24 224.0.09 2 AFEdle] HAAE By

RIP = 339 tigZ3 A<do] ofd #9®] wEHoz giif MEF g
Hax & FE AU

RIP = 23R YE9ILo=m AAEASUL & 15 Fo 7 A3,

16 Foll= w2a 4 gL,
RIP-1 & X9 Zgx~ 98 Tzedaa Bz By HAAS XYsHX
gEUTh
RIP-2 = CIDR % VLSM 7} A BY uA3E XYsle] BAdLE By npamg
AAE AL
RIP #7491 A4 299 SJuoE, ey Eﬂ S
HRENAESUL, HREEJNAE Fr7]E 7| EH 0= 30 24
RIP 25 F 8] A+ 120 YU

AR UEY T AL AS UdE =dHoA] RIP = H]go] AHsta FA4,
#el 2 Fdo] olakn RIP 7b olds] AMEH T Uk et RIP o

g ol FeEH=m
214,

o)

e dHE dFUY MEAAZ F O o)l A9 FE EA Yy
T2 BAZ didsty] Y& IETF = 353 (spItHorlzon) WAl A,
o] QIE]F o] 20 A ?Nﬂ g8 ARE YooY Qo] Hom yrhA
FEUL £ W19 F oH Abole] Y FZ ZAES sAsHARE dat e
YE g2 ols #zZ Xl?i adel o8 FE7F FAHE EAE WAL =
gledth EdA fUelEE AAsiMe €art WAEd o geErt 2
Hol5S A dEsor Yt ol B3l MENA F9 =71 A%
HRENAE Fejgo]l WS deUt =, X ZAE ddstE T LG F
Ak 9 ES AnlEor gyth RIP Z2EFS AEsid YEYAS H=
F7F 15 e 2% 4 gloern® RIP ZREFS dgtE UE T A@sA
FEUTh

RIP 25 93

Z2E 39 7d ¥ E(Distance Vector) 7]1Wke] Atd o}$-8
iii—?—:}olﬁ}. 7}@ 2 AHe 1AL RP ZEEZME vEYA 7
-E7F Al e g HESA Atele] A 7SS A&k dYth RIP
TREFS "HY"E o ol Aoy A3 dd" vES Y] 2He-H
Aegs 1 2 Ae A AAHA 82 HESAS BheH Ade
gl 12 " o= Aodynh A" "Frol#aE gtk RIP oA =
shel Aol Hd 15 s epErF xekd ¢ glene 16 o ddshs
Aol =@ & glgdth webd RP ZREEe AR e
Agdyh
RIP 2 = RIP oA st¥glem RIP ¢ HF TREIPUT F2 2EHE
&3 AR 5 S Hel dss Folw H ARSEUYTh RIPvl 4
RIPv2 £ UDP 7|ub ZaEZFUTh RIP2 oA 2 32 Ee BeE7L
" dE Z2A2E F3 UDP XE 520 oA 7l wuja dsyth RIP

L
i}
Lo
£ dlo
N,
2,
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ZREF 7| g9 dHelE 717 30 2§ Yth

1. T3 o] vbj Aol Eg]oA “Routing > Rip Routes Management > Rip
Routes Setting”s =3 34t

Rip Routes Info

! Rip Routes status | Enable

Apply

2. MEHA A4 HolEoA "F7"E E9std v Zo] 74 Qg Ho| A=
Solzhet.
Network Setting table

Showing | All v | entries Showing 0 to 0 of O entries Q

oK ipvd Adaress | Network Wask | |
0 results found |

First! | Previous | P9 | Next | | Last [
| Add || Deete | : : :

Network Setting table

................................

________________________________
————————————————————————————————

________________________________

Notice:
HE DS Fska A del Aeldol~ 1P & T4 QElHo] s IP
TeeZy Bed Jert s gl

12.4 Ospf 7 = #g

OSPF(Open Shortest Path First)= @ x& AJ~E(AS) WolA 5"
AARS 93 IGP(Interior Gateway Protoco)3uUti. Wi Ao]E o]
TREZ(GP) met Fa ddE gewY ZREES gdd AdYnh A&
A" gelA ZEguUth. AW 423 Dixdale LaEES AR
A Yt
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OSPF = IETF 9] OSPF 2t} Z13olA 7Bdst IGP k9% ZREFUU.
P MEQIEoR MAE OSPF = IP ABEY 9 9F #g9d AHH JAE

A5t WAA IFE § g5 P AEASES AAF L,

OSPF 98 =ZzEZe ause o g @99 Zzeze,
deHen FAD A3Y mHAN ASAT. /14 F5E molddol
Fad 9" Ao} 999 EREIS Fi @9Y AuE wdst

E

HE]A 255 gvldhes A& ’\]-’:Eél(as)% o gy} o] as oA EE OSP
t-¢-He dd EdlalA Y B HE HEE A S as :rLZifé—
dlolgHo]~5  #F# #PFUT. OSPF  #9-HeE o
OSPF 2}--"/ HolE< AR

A g8 ZREZEA g 9 498 ZREZY G
HiE tlolE LSA(E I AH F1)E 54 Ao » ]
TH Ad A ¥y g9E ZEEZFS 29H HolEY dF
= A gpEe Ay
AH ngke] Moty _Bﬂo}oa OSPF -E »;J&ff} R = = A

= ] o

B ool
rlr o [
q
ro jl

1o

o
BT OSPF = ﬂrom OL% v 7
Z uE s dAAUES AHEE & =S Ytk OSsP
9l —‘iiE?H* 7Ise AU ZE&ste] Ha AH vAAE A
BREALE UEHA(D: ord)eld ®Ha gu LugF
4k O”ﬂmoi 23 Ay dugZe EZgxdi mti g
UeEbd Uk Ziel Be-ET7E B oyl ddsel la YA A
HReAAERE o] K /Y @98l g #7le] K 9o A )
ek OSPF & Abgatd =ty EERA tolojasles HEEZ)
YESAE Yebd F dFUth Z HRoSH2E HEYAS RE 2H9H
A AH HAAE Bl dEA A e 2heEe Fa dHE Ragyn.

TN -
o
D)
(o
ol
)

oh L R
2 lﬂ I ob riot
i
18 v
oy

ol
20

]_

]

o 2 ofy
T oo
oL wo N

K-
bt

o
ot
Lo
o

>
il (m -

1. T3 o] uvlnj Aol EZ] o4 “Routing > Ospf Routes Management > Ospf
Routes Setting”s =3 34 th

OSPF Routes Info

——————————————————————————————

OSPF Routes status | Enable

______________________________

2. 4o WENT QAN "FE Feaw Bgu 2ol T4 Ao sw
Sol g},
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Area Network Setting table

Showing | All ¥ | entries

Showing O to 0 of O entries

Q |

0 results found.

| First | | Previous | |

1| [ Next| | Last|

————————————————————————————————

................................
————————————————————————————————

................................
................................

................................

Notice:

HESAZE 74stal 78ty Aol dgdel = IP & 74
ZREZN E94 AH7F AssheA gl L.

13 H<t

13.1 RADIUS

1. " Security > RADIUS "&

Soj g,

124
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I Retry | |3 | (1-10, defauit 3)
' ------- Tlmemﬂ |3 | Sec (1-30, defauit 3)
| Keystring| | |

...................

RADIUS Table

Showing | All ¥ | entries Showing 0 to 0 of 0 enfries

Q|

I resulis found.

(First| | Previous | |8 | Next| | Last |

—————————————————————————

! (@ Hostname

O 1Py
: L IPvG
! Server Address | | |
i Server Port | (1512 (0 - 65535, default 1812)
| Priority | | (0 - 85535)
' ]
| @ Use Defautt
| Key String :
: |
: | [# Use Default
: Retry |
' i 8 (1-10, default 3)
f i ¥ Use Default
i Timeout |
i B Sec (1 - 30, defauft 3)
i | O Login
i Usage !  802.1X
| P Al
[ Apply H Close

a4 g5 A

Address Type o] Wl TAE o] IPv4, IPve S A ElE 5= QiS5
Server Address Au o Ip FA4

Server Port AH] 2~ X E
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Priority LI E= i kv

Key String RADIUS AW e} 29]2] Fhol| &%= v 7]

Retry ANAdE s 54U YTh

Timeout 84S Al HAFshr] el RADIUS Al SRS
71tk HY o

Usage ARE Al 2

13.2 TACACS+

1. " Security > TACACS+"E Zstal tha3 o] TACACS+ SlHFHo|~=

Sojght,

TACACS+ Table

Showing | Al v | entries

Showing O to 0 of 0 entries

0 resulis found.

Q | |

126
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Add TACACS+ Server

_________________________ s Hostname
Address Type IPvd
IPVE
! Server Address ]
"""""" Server Port| [49
"""""""" Priority |
—
Key Str'tng'
.
Timeout
Apply ” Close
AEF o]~ HeolH+= thad 25y
R 73
Address Type Fol Wt TAE olF, IPv4, IPve S A BT 4 gl Yt
Server Address Al Ip 4
Server Port AH|2~ X E
Priority Au| 2 49
Key String RADIUS AW e} =91 %] Thol| F-f= & v 7]
Retry AR 34 Ay
Timeout 2AHS YA HAE37] el RADIUS  AB|e] S-S
7\t gy
13.3 AAA
13.3.1 HAE BF
1. " Security > AAA > Method List "& Zgala vty o] Wy 2=

Qe o] 25 SojghLit),
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Method List Table

Showing All v | entries Showing 1 to 1 of 1 entries

Q

| Name | sequence |
default (1) Local

I—:i.rst iD.r:J.ﬂ.riI::u_lsr 1 Hext Last

| Add || Edt || Delete

Add Method List

.................

_________________
-----------------

.................
_________________

.................
.................

Method 4 |

& Empty
MNone
Local
Enable
RADIUS
TACACS+

® Emply
I None
Lacal
I Enable
RADIUS
. TACACS+

& Empty
MNone
Lacal
Enable
RADIUS
TACACS+

& Empty
None

I Local
Enable

. RADIUS
TACACS+

[_seay ||

Close l

SEER

o8 =

Ea
a7 G5

Name

Method 1-4

o] =
1 o

RADIUS: 974 Radius AH & Ag3to] o=

TACACS+: 917 TACACS+ MH = A3t /15
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13.3.2 21891 ¢S5

1. " Security > AAA > Login Authentication "& ¥ 3}al o}k o] 219 QUF
Ay Hol 22 oty
!  Console| |default v| (1)Local
Telnet | |dsfault v | (1) Local
SSH! |dsfault v | (1) Local
HTTP | |dsfault v | (1) Local
i HTTPS| |default v | (1)Local
Apply
13.4 &2 RAX
13.4.1 &2 AH|x
1. “Security > Management Access > Management Service” S Z¥ s}l v}
ol ¥l AMH|2 QIFHol 2R Solyt
Telnet Enable
SSH | [ ]| Enable
HTTP | [] Enable
HTI'P; [] Enable
SNMP | [ ] Enable
Console |10 Min (0 - 85535, default 10)
Telnet | [10 Min (0 - 65535, default 10)
ssH | [10 Min (0 - 65535, default 10)
HTTP | [10 Min (0 - 65535, default 10)
HTTPS | [10 Min (0 - 65535, default 10)
2. “Security > Management Access > Management Service”= 35} U3
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2ol #a] Aus A do]am Sojzr,

Enable

wn
o
I
R E

EL Teinetj

{==============: =
-__===_H'Ii;;-‘r- [+ Enabla
HTI’PS [ Enable
i:::S_I;;:lE‘-‘; [Z] Enable

Console | 10 | Min {0 - 65535, default 10)

Telnet | |10 | Min {0 - 65535, default 10)
| SSH{ |10 | Min {0 - 65535, default 10)

3. “Security > Management Access > Management Service”& = ¢

ol ] Aujz QlE ol ~w Fojgt )

Ot

SR

E Telnet | [ | Enable

SSH ! [ | Enable
HTTP Enable
HTTPS Enable
SNMP | [ | Enable

Min (0 - 65535, default 10)

Min (0 - 65535, default 10)

Min (0 - 65535, default 10)

Min (0 - 65535, default 10)

Min (0 - 65535, default 10)

4. “Security > Management Access > Management Service’& =9

2ol #a] Aus A dolam Sojzr),
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(.| Enable
i ¥ Enable
! [ Enable

i |« Enable

13.4.2 &7 ACL

ACLS 7} #alo #-g%

1. " Security > Management Access > Management ACL "5 =3 3}al v o]
¥He] ALC Ig#|o] == Soj gt

-------------------

___________________

Management ACL Table

Showing | All v | entries Showing 0 to 0 of 0 entries Q |

0 results found.

[ First| | Previous | [4) | Next| | Last |

| Active || Deactive || Delete |

2. " Security > Management Access > Management ACE "& =33}l v o]
#2] ACE QIHF o] A~2 S0yt

Management ACE Table
ACL Name

Showing | All v |entries Showing O to 0 of O entries Q | |

0 results found.

[ First | | Previous | [ 4) | Next| | Last |
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Add Managemet ACE

i ACLName 3

| Priority | |4

i i All

E i Hitp

Service Jitid

i | & Snmp

5 | @ SSH

: : Telnet

i Action | i

: 1 & Deny

: 1 - Available Part Selected Port

: e

' | |GE2

= | |GE3

[ Port |

] | |GE4

i | |GE5

: | |cES

; { |GET

! ! |GES v

E [ @ Al

' IP Version | 1Pvd

! ! IPvE

| 1Pv4 | [1E

5 1PV | ] T (1-128)
Apply l [ Close

QI #o] ~ dlolEE e g

a4 5 v

ACL Name ACL °|&

Priority ACL -9

Service AREE = AHl A Y
Action 2] el

Port o] ACLo] A&¥= XE
IP Version P 4 WA e

IPv4 IPv4 24

IPv6 IPv6 24
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13.5

13.5.1

=23y

1. “Security > Management Manager > Property” &

SlElmo] 22 Sol gkt

e S e R e s e e e e

|« 802 1x
|| MAC-Based
[ WEB-Based

|| Enable

[JOOOOODOCDOX. 7 |

Port Mode Table

Apply

I DO E DM

B T = B & L R e R

GE1
GE2
GE3
GE4
GES
GE6
GET

Enabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled

Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled

Disabled Multiple Authentication
Disabled Multiple Authentication
Disabled IMultiple Authentication
Disabled Multiple Authentication
Disabled Multiple Authentication
Disabled Multiple Authentication
Disabled Multiple Authentication

133

802.1x
802.1x
802 1%
802.1%
802 1%
802.1x
802 1%

RADIUS
RADIUS
RADIUS
RADIUS
RADIUS
RADIUS
RADIUS

Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled

Static
Static
Static
Static

Static
Static
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Edit Port Mode

Order

Method

______________________________

GE1
802 1x
MAC-Based
WEB-Based

o Multiple Authentication

Multiple Hosts
Single Host

Available Type Select Type

[MAC-Based 502 1x
WEB-Based

Available Method Select Method

Local RADIUS

Enable

Dizable
Reject
e Static

Authentication Type

Host Mode

MEA o2 Q1T s FHsloF FUT
Multiple Hosts: ©] EIZoA &=
dzetd Hu e ZgoldE
s Z2HA gyoh

wEsh FAF,

Multiple Authentication: ©] REoA = BE F

Order

2]

Method

oH
oh

o
-

ofN | rz

ZE AF WY

A

4

Guest VLAN

Al Z~E VLAN
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VLAN Assign Mode | ~E RADIUS VLAN a3
Reject: VLAN <15 AHE
I} VLAN 15 AHHIZF gle
ARt 1F5H A &S FEE vHEUT

Static:. VLAN ¢1= HHE

FAF .

[e3]
VLAN ¢35 AHAH7} gl 4% T2E° 99 VLAN

13.5.2 X E A=A

: H [e) = o 3L
1. " Security > Management Manager > Port Setting "S &3 3}aL t}&3 o] XE
- =y
A4 dyHol~® Fojtyt
Port Setting Table
Q|
) ) | | Comimon Timer | 3021 Paramaters. | Web_Based Parameters
1 GEt Dizabled Dreablza 256 3600 &0 B0 30 30 30 2
I GE2 Cisablec Dreabled 256 3800 ao 0 30 30 30 2
¥ BE3 Disabled Disablad 256 3600 ad 80 30 3 30 2
4 GE4 Digabled Disabiad 256 3600 &a a0 » 30 30 2.
GES Dgabled Disablad 256 34500 aa a0 30 3 bt} 2
8 GEB Disabied Disabiad 256 3500 aa a0 0 a0 » 2
7 GET Disabled Dvzabiad 256 1500 &0 &0 0 3D 0 2
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Edit Port Settlng

GE1-GE2
e Disabled
Force Authorized
Force Unauthorized
Auto
Enable
256
""""""'"""""""'":::f::::ff:::ff:::f:::::f::f]
3_600
Inaclwei a0
T ouet
Wik Bt T
| TxPeriod| 30
| supplicant Timeout| [30
[ Server Timeout | |30
- Max Request| |2
[ WebBased Parameters
Infinite
' MaxLogini .
I [l
Apply ][ Close
Qe so) 2 wolE = Thew} g
i 8= a1
Port XE 5=
Port Control Force Authorized: XE7} ZHAlZ $Addil RE
Selold e} dEg Fo] AT 4 g
Force Unauthorized: LE&= AAZ FAHA &god
wE ZejoldlE
Auto: IEST A4S dodw A% 43 59 Ak
Reauthentication FE AT 243t
Max Hosts s s REo XE HY 32E F
Reauthentication =27 delgHlolay 44 T AP AlS Ak
dgelA ¥ A XLE AJFT VI HEH: %)
Inactive FE HZA ARF 23 g
Quiet XE FdA 71 @
TX Period EE 802.1xEAPTX 7|3} %k
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Supplicant Timeout | XE A1z} A|7F 23 gk

Server Timeout Y E 802.1x M¥ A7+ =3} 3k

Max Request X E 802.1x W EAP 27

Max Login EE WEB QIS Hol 2191 A% S

13.5.3 MAC 7|vt 24 AA

1. " Security > Management Manager > MAC-Based Local Account "& 23 3}al
o5 2ol 74 RIHF o] ~E Foj3hTh
MAC-Based Local Account Table

Showing | All | antries Showing O to 0 of 0 entries Q |

0 results found.

| First| | Previous | (@) | Next | Last|

13.5.4 ¢ 7|9t 24 AA

1. “Security > Management Manager > WEB-Based Local Account’S 23 3}al

gt gol FA QEMel 2 Solgth:

WEB-Based Local Account Table

Showing| Al v | entries Showina O to 0 of O entries Q|

0 results found.

[First| | Previous | [ | Next| | Last |

Add || Edt || Delete

13.5.5 A A
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1. " Security > Management Manager > Sessions "S- &83}al t}S3} o] A4
AEjF o] 2~E FRIsA L.

Sessions Table

Showing | All » | entries Showing 0 to 0 of 0 entries

0 results found.

First) | Previous | [ | Next| | Last

13.6 DoS

13.6.1 Z=HE]

29AE U sl w

il

kil

o

A A% s dAssAA L.
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| POD Enable
Land : [ Enable
UDP Blat Enable
TCP Blat Enable
DMAC = SMAC Enable
Null Scan Attack | [©] Enable
X-Mas Scan Attack | [-| Enable
TCP SYN-FIN Attack Enable
TCP SYN-RST Attack | [| Enable
ICMP Fragment | [ Enable
TCP-SYN Bl

Note: Soulte Porl < 1024
|| Enahble

TCP Fragment

Note: Cfiset = 1

Enable IPv4
Ping Max Size Enable IPv6

i512 Byte {0 - 65535, defaull 512)
[] Enahble
TCP Min Hdr size
i2{] Byte (0 - 31, default 20)
Enable
IPv6 Min Fragment
i1240 Byte (0 - 65535, defaull 1240)
|| Enable
Smurf Attack
ID Netmask Length (0 - 32, default 0)

| Apply |

13.6.2 XE AXA
DoS 74 A& XTEE 7|Fo 7 A shg Ut

1. T3 o] " Security > DoS > Port Setting "S- =3 34t}

Port Setting Table

. Disabled
Disabled
Disabled
Disabled

nooooty
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Edit Port Setting

~ Port| GEf
State Enable

Apply || Close

13.7 ‘5% ARP ZAA}

13.71 Z =29 ¥E]

1. “Security > Dynamic ARP Inspection > Property” & Zelsla t}S3} 7o)
=2 4 B FHol~gE oyt

[ state| [ Enable
i 1 Availanle VLAN Selacted VLAN
i i [WLEAN 1 i
! | |[VLAN &
| VLAN|
2. YXEE Adusta "#H3"S Agste tS3 ol XE FA AFEHFH AR

Port Setting Table

Q
1 GE1 Disabled Disabled Disabled Disabled Unlimited
2 GE2 Dizabled Disabled Disabled Disabled Unlimited
3 GE3 Disabled Disalled Disabled Disabled Unlimited
4 GEs Disabled Disabled Disabled Disabled Unfimited
5 GES Disabled Disabled Disabled Disabled Unlimited
6 GEG  Disabled Disabled Disabled Disabled Unlimited
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Edit Port Setting

....................................

Port: GE1-GE2

Enable
Enable
Enable

Enable

13.7.2 &7

1. Tk o] “Security > Dynamic ARP Inspection > Statistics” & =3 3lo] DAl

offt
X
il
-1 |
ro,
ol
o
=
to

Statistics Table

Q

Entry | Port | Forwara WAL S| Shaindiss s T B sea il ) () Bemie i D e

: Failure Falwe | Validation Failure | Validation Failure | Mismatch Failure

1 GE1 ) ) ) ) ) )

| 2 -GE3 ) () ) () o 0
= i BE3 o 0 o ) ()
| 4 GE4 ) ) ) 0 )
5 GES 0 0 0 0 )

| § GES ) ) ) ) o 0
= 7 GET o 0 o ) ()
| a nco n n n n n

13.8 DHCP 2%

HebS Sl UMEAA A= dHY AFS s AR IP FAE
7153831, DHCP AWelA AL P F49 T2ES MAC F47F dA8H=A
glsfor & & UFUh

29 A= UEYA AFlA 5k DHCP dHol& T3l AHEAe] IP 45
7152 & s

2

91X dlolE] ¥a AZFelA DHCP Snooping & &3 DHCP HAIAE
FUHPs ARgAe IP FaE V52 ¢ dFUY B3 UESAY] A
DHCP MW= <la] ARgAFe] IP F47F Z5d 5 dsuth AHEA7E <l
DHCP MM & &3 IP 25 95 %5 DHCP &7 RS WAYSS
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Y- EE Trust Port ¢+ Untrust Port & Y554t}

Trust Port &= THAQ DHCP AWE A & HgHoz AA3t
DHCP Zelo]dES] &utE IP 425 #lshr] ffs] 4% DHCP HAA=
ATt Untrust ZEE 5 DHCP AW E AA3 ) Untrust 2E 2] DHCP
MW= 5E 4% DHCPACK % DHCPOFFER HWAIAE #AXE IP F4E
WAs7] 98 #H 71y

DHCP Server

DHCP Client DHCP Client

Internet

Eth1/0/1

Switch A Switch B
(DHCP Snooping) (DHCP Relay)

DHCP Client DHCP Client

Typical Networking of DHCP Snooping
DHCP AMwolA IP F49 AH&x MAC F4E 7MHeE diE td Wiol
A& YT
® DHCPREQUEST wHIA|#] 2%
® DHCPACK WA A A+

13.8.1 T2 I E
DHCP 4 273}
1. “ Security > DHCP Snooping > Property” & 2% 3}4 2. DHCP

Aol F2Y P4 XE PSR FEEUY TE FAA
TEZ Mada tea o] AR ARES "HA S}

TN
o -
et ofd
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T

_____________

Enable

1 Available WLAN
| [WLAN 1

VLAN 10
VLAN 100

Selected VLAN

Port Setting Table

Q

| Entry | Port | Trust | Verify Chaddr | Rate Limit |

1 GE] DCisabled Disabled Unlimited
2 GEZ Disabled Disabled Unlimited
3 GE3 Disabled Disabled Unlimitad
4 GE4 Disabled Disabled Unlimited
5. GES Disabled Dizsabled Unlimited
6 GEB Disabled Disabled Unlimited
T GET Disabled Disalbled Unilimited
8 GE3 Disabled Disabled Unlimited
__Edit Port _§_1_=.El_:ing _________
" Port| GE1-GE2
Trust; [ | Enable
" Verify Chaddr | [ ] Enable
| Apply | | Close |
1ol 2 dloJE = v ZEy.
a4 5 Ay
State DHCP =43 &3} 9 nj&ds)
VLAN DHCP 2739 a3k VIAN HE
Port DHCP =g o] X E HE 44
Trust EE7} Trust Port Q14| o -
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Client Address | 20| AE Fao] tig duA HAF &3t o5
Inspection

Rate Limit EEVF £ ARe @Asteta ghe AR o

2. 39T 4 I
3.48 & Aest

Port Setting Table

Enabled

Enabled
Disabled
Disabled

Enabled

Enabled
Disabled
Disabled

100
100
Unlimited
Unlimited

13.8.2 7

ol
oL
£

1. T3} #o] " Security > Dynamic ARP Inspection > Statistics "& =¥
DHCP =3 FAl& elatAla.

Statistics Table

& 1 GE1 0 0 0 0 0
] 2 GE2 0 0 0 0 0
=] 3 GE3 0 0 0 0 0
@ 4 GE4 0 0 0 0 0
=] 5 GE5 0 0 0 0 0
] § GEB 0 0 0 0 0
O 7 GE7 D 0 0 0 0

13.8.3 Option82 = ZH E]

FTECED

7§l DHCP MW= Q18] A&7 ZA5d IP 48 945 &
95yt PS7024 &

oltiyl 29z 7]¥ke] DHCP 2+
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st A<l DHCP AHE Ea IP 42 A&sty] Y8l £EZ Trust Port ¢
Untrust Port & &3t}
® Trust Port &+ 3HZAQl DHCP AHE AA F&= HHde= AZdsYrh
FAIE DHCP wWAAE Ad3dte] DHCP Zglo]dEQ] SntE IP FA42
B9
® Untrust ZE+= EW A<l DHCP AHE 43y
DHCP A1B]7} $9+8 DHCP ACK 2 DHCPOFFER w|A]#|
TaE WA 98 AHAE Y
=4 82 = DHCP Z#to]AES AE 7]Fst= DHCP wWA[X]e Hy o
oo]ME HH JFAYYY. DHCP ZHe#ol(E= DHCP %3 #X])7} DHCP
ZeloldEoA DHCP AWM=z AFd wAxd 24S F28d #AAs
Option 82 & 3F7}5le] DHCP Zelo]dEE 2w HQH H|E
AFUTE T4 o dist 2oy §A HE w2
2 71ER Hj
A3 E YT
w4 82% Hdl 255719 819 SAo] xHUY 54 827 FoH A
k9l SAS sl ol AYslioF FYTh ARl AA= 2 e &9 S4S
A3y 32 ID sh9l w4 2 94 D sk9 54
RFC 3046 o] &4 82 w/4d<S SUsHA Xat7] wWiol AxPA = dutdo=
dao mgl A4S AUtk DHCP Hdlo] AX 24 olffyl A~9A+= 4 82
shel wAel digk & did FAe Ysiy dd 723 v EEyTh
® Sub-option 1: DHCP Z&}o]ddE7} Bl Request WA A S FAl3= EE
VLAN H&e} Y E QQu~(XE 524 HoolA 18 W ghdyrh
® Sub-option 2: DHCP Z&o]dE 24 HA|XE =413 DHCP Helo] =] 9]
BElx] MAC F4g4Yt}
Sub-option 1: DHCP Z&lo]dEV} ¥l Request WAIA S =415}
VLAN H5 ¢} X E QIYX~(EE =84 HuoA 15 W gh)e th33 Z54Th

[e)
H -
W g Ao mEr 34 82 & AdeEE AW o3

.

0 7 15 23 31
Sub-option Type (Ox01) Length (0x06) Circuit ID Type (0x00) | Circuit ID Length (0x04)
VLAN ID Port Index

Sub-option 2: DHCP Z&}o]elE¢] DHCPREQUEST HIAIAES FAlE =
DHCP ddle] g2°] B## MAC F4Uth
0 r 15 23 3
Sub-option Type (0x02) Length (0x08) Remote ID Type (0x00) | Remote ID Length (Ox06)
MAC Address

%4 82 ¢ DHCP Relay A ¢ #WlAYZ
DHCP Relay 2 %3] DHCP Zgo|dE7} DHCP AHZ31E IP
g5t HHL J]EHoR DHCP AuldA AHH P F2E de

o b

e

£
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FAFTh W, AT, A8 2 PF @7t D5 QUT DHCP delele] A4l
=0

Oft
k]

o]
1 =

]_

T
0
T
Py
m
9]
C
m
w
_|
2
>
>

o
2o
oo
N
il

T
god

® 7|&E A 82 HIAAS] A§- DHCP Heol= 4 A H~7], 2]
82 = LA, °J?/H %*ﬂ 82 +rA[)ol wet A3k §- DHCP A H = ddg it}

[ J
o
2,
foo)
N
N
)
20
Ir
;
5
o
o,
o
O
T
@)
)
®
o
P
=
=
ﬂl
»)
I
@)
v)
R
=
=2

F7FskaL ﬁ%fﬁw E}.
(2) DHCP o] DHCP AW &5 o Sot mA A dA &4 82
% DHCP 4 AX7} £33H WA X = DHCP Z

mim

DHCP Z¢}o]|2l E+= DHCPDISCOVERY w A% 2} DHCPREQUEST H|A] %
A& DHCP Hol& 8% WA Xol tigh Az DHCP AH¥ A&
HAYUZo] gd27] wjio] F WA X 5o 34 82 = FrgUd 48 FA =
DHCPDISCOVERY H®AA oA 34 82 = AYsz v HAE

rl

DHCPREQUEST H|A| Aol A o] & A& gt
DHCP =73 % {4 82 7lsom A% 29X= DHCP Zgto|JAdET}

]
Bl &AM 82 7} %33 DHCPREQUEST WA A& 441384t} DHCP A% &
gkt A AE dEF Z ekg] 34 gl oEl gdst AHE dAYSE
AHE-gy

“Security > DHCP Snooping > Option82 Property” & &34 Q. A9 2 X E
?L”O] FoE AFUT Y REE AHsa bgS3 ol AF ARE

"B

-------------------

ser Defined

___________________

r=====-_====-'=---'-'--T"'____ —

___________________
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Port Setting Table

Q

ey [ v | s | miowunint |
' 1 GE1 Disabled Drop |
| 2 GE2 Disabled Drop i

3 GE3  Disabled Drop |
| 4 GE4 Disabled Drop |

5 GE5 Disabled Drop
| 6 GEB Disabled Drop ‘

7 GE7  Disabled Drop |
Edit Port Setting

Port! GE1-GE2

State | [ | Enable

() Keep
Allow Untrust @ Drop
{0 Replace
Apply H Close
e Aol HolgE et gad
4 95 e
Remote ID 24 82(ddl: AFEARE A xxxx)9] €74 b F=E
Ak ARkl

Port =4 829 YXEWMS A3 ofF

H
Untrust Port Access | Untrust ZE+= &4 827} &A43ts wAIAE
A2 gy ok
Maintaining: WA A1 9] 34 82 5 WASA] & It =
FaL AEshA L.
Discarding: WA A& A gy}
Replacing: 3% ID Aol wel HAA9] 34 82
A& A dEsyot.

82 == 32 ID == 924 ID 39 §4S €402 443k

&4
H v il

54 ¢4 glo] MEdez mE S #AT = st

AREAF FAIZCIA DHCP 34 82 & TA8loF Ut 134 @ow DHCP

AR 55 DHCP wAAel A 82 7F A2 @5yt
DHCP MM Z%-E DHCP &4 "AA& A1 ] §A4 82 7} 234 vAA=
g dEE AAR § dEEa, wAA A 0

Aol A4 AdgEy.
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2. 9 T4 FE2 4LFok
3.4 87 Aesan the

User Defined

Port Setting Table

GE1 Enabled Replace

-
L] 1
] 2 GE2 Enabled Replace
] 3 GE3  Enabled Replace
L] 4 GE4  Disabled Drop
[[] 5 GE5 Disabled Drop

DHCP 273 &nkz{Ql
ofbeff 1y} o] ~9F
3% 7}z DHCP o] E A,
® ~9X|o]x DHCP 23 & %Mgﬁ}wv}
® GE1-5%5 DHCP 739 Al¥ xE= A3
o 19X oA FA 82 A Ve s EdsyY. XEE 3
W A| %] ¢] 7%~ Circuit ID ¢ Remote ID 2] 7]3 Ao ulz}

A ek,
‘ DHCP Server

Network Diagram
gel/5

2]
1-5 = DHCP A|Hd] AAx a1, ¥XE GE1-1, 2,
C

=2+ GE1-3
ption 82 =

o) 101'

Switch
DHCP Snooping

gei/2

<2

Client A Client B Client C

Configure DHCP snooping to support Option 82 |
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1. 2=91%]¢] DHCP 2
=
=

Snooping > Property” &

Do BASFUG. g oA
dalo] e 2o| 75e B4R

“Security > DHCP

_____________
_____________

Available VLAN

-

VLAN

_____________

Selected VLAN
WVLAN 1 -
VLAN 10

& | [WLAN 20

q

2. GE1-5 & DHCP
thea ol "H R g
Port Setting Table

s N EER gD 7

4

%
filo
1)
i)
e
-

3. &l 822 A4 Ao 914 IDE AAE  A=F GE3
“Security > DHCP Snooping > Option82 Property” &

= 1T GE1 . Enabled
=) 2 GEZ Enabled
Il 3 GE3 Enabled
i 4 GE4  Enabled
E 5 GE5 Enabled

Disabled Unfimited
Disabied Unlimited
Disabled Unfimited
Disabled Unlimited
Disabled Unfimited

EES TAEY
TS 2Este] XEE Eelstn

PP A grek thesh 2ol AR
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User Defined
Remote ID

|aaaaa

Port Setting Table

I 1 GE1 Disabled Drop

| 2 GEZ Disahled Drop

i 3| GE3  Enabled  Replace

] 4 GE4 Disabled Drop

O 5 GE5 Disabled Drop
4. 3|2 ID7F &4 822 HAAHE F J=F XE GE3dA FAFYTE “Security >
DHCP Snooping > Option82 Circuit ID"E £33t X EE A3} "4 -8 sl

Uk o] fadyn.

Option82 Circuit ID Table

Showing [All  ~ | entries Showing 1 to 1 of 1 entries Q |
O E 1 geld ‘
First i Last
[ add || Edt || Delete U] Vi) W el )

139IP &2 J71=E

IPSG(IP Source Guard)= IP/Mac 7|¥te] X E Ed IJHY 7]|&2,
LAN Gl A IP 4 253 345 WAT 5 AHFHTH IPSG &= #ojof 2
HES ] e b ZA 9] IP F47F G H A Fes AT & 9lon,
SRAHA &2 FX7F HEL Ao AM2=stAY AA A8E IP F42E F3
ENIE 4% F gleF B3 + d5yHh
13.9.1 £ E A3
1. " Security > IP Source Guard > Port Setting "& ¥ 3alx t}33 #Zo] ¥ E 4

SlElHo] 22 Solght),
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Port Setting Table
Q
| Entry | Port | state | Verify Source | Current Entry | Max Entry
1 GE1 ulSat}'Ed IP ] Unlimited |
2 GEZ Disabled = 0 Unlimited |
3 GE3 Disabled P 0  Unlimited
4 GE4 Disabled P 0 Unlimited |
§ (GE5 Disabled = 0  Unlimited
6 GEBG Disabled = ] Unlimited
7 GET  Disabled 1P 0  Unlimited
A GER Misabled 1= ] Lintimitad

Edit Port Setting

________________ Port| GE1-GE2
Enable
= |P
IP-MAC
D
Apply ][ Close
SIE o]~ HolEE g8 ey
0 g B
Port IE B=
State IPSG A3} == v A3}
Verify Source 71 P &2 7tE BE &2 1P FAYYT “IP-MACTS
A2~ P FARR ofYg; A MAC TAE FH PP YT
Max Entry 85 HYy XE F

13.9.2 IMPV H}-01Y

DHCP UEf A= Aoz IP F45 g53 AREAHDHCP 7F obd
AFEAF)7E DHCP AME WAy DHCP 2% vwiAAE F43hs 59

ol

WWom YENZLE AT & YUt FWH DHCP AHgAE EADE
Ao AHgSE 43 B AP0l =FE & Ak
i=}

DHCP 22 wheld dlolfol oja] A4E QlEsol~g /wow 34
MAC @52 Z48slE oleld #42 PAT + Agudh 1 e gAe

o
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= b= DHCP 233 uljld EolES 7gte=

Aso R WHs Adste] A4 MAC 55 AAdstal o]~ F4 5
& 7 : E e
E

il

o] 2~ MAC ¥ A& MAC &3} A5t wA
35 4 d5YY. wgbA v DHCP AFgxAke] 7% #
T A MAC &l WA F3E 4 a4y

1. " Security > IP Source Guard > IMPV Binding™s g3t t}33 o]
IP-MAC-Port-VLAN ¢] A} v}y 152 "F7P"gy ).

IP-MAC-Port-VLAN Binding Table

Showing entries Showing 0 to 0 of 0 entries Q|

[]| Port| VLAN | MAC Address | IP Address | Binding | Type | Lease Time | ]
! 0 results found. |

Fi'rst Previous | | 1| | Next | | Last |

| Add || Edt || Delete |

Add IP-MAC-Port-VLAN Binding

Port: GE1 -~

VLAN | |

Binding @ IP-MAC-Port-VLAN

O IP-Port-VLAN
MAC Address | |
IP Address | | " |EEatE o
| Appy || Close |
AE o)A HolH = v53 EEYth
R s
Port HRelY 159 XE M3
VLAN VLAN ID W}S1W
Binding IPMV 9} PV o] HlolY A= Aelsic)
MAC Address | MAC 24~ H}QIY
IP Address IP 4 vlely

=g},
S 7l 7

G
e} o] hiel g,
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IP-MAC-Port-VLAN Binding Table

Showing Bntries Showing 1 to 1 of 1 entries Qj
[ | Port | VLAN | MAC Address | IP Address |  Binding | Type | Lease Time |
[] GE1 1 00:00:11:11:22:22 1021681123/ 2565255 256255 |IP-MAC-PortVLAN Static N/A

= | First | Previous | [ 1 | Next | | Last
| Add || Edt || Deete |

4. " Security > IP Source Guard > Save Database "& =€

R B ESRIZE [SPS-S LS

b vheat ol

ol

—————————————————————————

® MNone
| Type | Flash
i TFTP

.........................
—————————————————————————

.........................
_________________________

Address Type
| severAddress| [ '

14 ACL

HELA 58 g 9 55 A2 HEYA HeE Aol & dgjdF% e
ARy Askgud w7 dHEe 2 AREAY ASES WAsta EES
Aojst YEYA =xYUS Aoty ACL(Access Control List)> ™A A A=

H g A BHE FAse] Hzle 2
AR S FAlEE 294 XEE @A) ACL ?fﬂoﬂ e =g BAgYoh
A mAAZE ApdsEd vE 24" ZAe wel i HAAe] 5F0
&A% SAE Y
ACL ol <3 Aole 7 dA 3L QoS 35 &F 1A Ao Lol
F 7ol dag g VsiME Fxd F sy
ACL & 9% = R 2
ACL & #i7lo] A

o m

ol

ZHHE 5 sy

%) LR A2 S Eavd g RAR=,
FAlehE A9 dEg ACL & Hlusto] AQE Feol wet §85= Hol
ARH= WAle 2 MAC F2, 22/t IP T2,
XE W3 5 dA =& VIee® S EFFUY ACL 2 2 T4,
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YE W3 § A 27 o fHls EFFEUY. ACL 2 &8 HAd et
s B2 s ¢ dFyrh

71 IPACLS #7l9] &z IP F4ATS Ve g 138 4434tk ACLID
HEE 100~999 YUt 31 IPACL 2 HZ 9] 2x/diid IP 74, IP 7 AgEstes
TRED §3 YIZEZ EXI e golo] 3 EE 4 AR uwE FHS
H] Yt ACLID H$1E 100~999 YUt}

L2 ACL: 3|79 A~/ti4 MAC F24&, 802.1p A9, TREF H33}
e L2 Arel wep gfrFe] wEoYrh. ACL ID ¢ ®HelE 1 HH

99 7HAl Y Yt}

14.1 MAC ACL

L2 ACL: A22/thd MAC 24, VLAN A<+, T2EE G331 & L2
ARol wel qFF o] whEol Yt

1. Th&-3} o] EA FAZFo|A “ACL>MAC ACL™S =8t}

" ACL Name | |
| Apply |
e o]~ HolH+= tad 5yt
A g A
ACL Name MAC ACL 7+3 o]& A A

2. 84 moox "ACL > MAC ACE"E Z¥3sta t}&3 Zo] ACL o]|&<&
"F7HU o

ACE Table

ACL Name

Showing entries Showing 0 to 0 of 0 entries Q I

'  Source MAC _ Destination MAC _ 802.1p
Ethertype | VLAN

| | Feauenee | Aeen e | Mank | Addross | Mask Value | Mask

l 0 results found. |

First | | Previous | |1 | Next Last

| Add || Edt || Delete

Qe so) 2 wolE = Thewt g

a4 5 A

ACL Name ACL 3 == MAC ACL +4< 7oz
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Add ACE

Sequence

Action

Source MAC |

Destination MAC

Ethertype

VLAN

| [ Any
i |00:00:00:00:20:00
| O Ay

5 Dx]

| [ Any

R - Any

(@) Permit
O Deny
(O Shutdown

1 |FF.FF.FF-FF-FF.00

|00:00:00:00:10:00
Any

I|FF:FF:FF.FF-FF-00]

ACL Name

=] =20 =2 FH

ACL 7% =2 MACACL TAS 7]Hto. B AER=3

Sequence

MAC ACL W1 9]+ 1~2,147,483,647 Y1 T}

Action

ACL ﬁ"ﬂ% ":51%"' ||741:]|| wl n}_gni ?_E_%q‘;]_

Source MAC

ACL TFF 9 99X MAC F429 nAaE
AAHSA L. MAC T4 E

HHHHHH 2o
YEIHH "Any"E A E AL

Destination MAC

HHHHHH 2032 A MAC 429 ACL 113
AHIFYT MAC TAE UERNHY "Any"E A ESHA A S

nAgE

=

EtherType

0 x 600 oA 0 x FFFF L9 AcL &9 olydl
SR i =] S YEH Y "Any"E A BT A S

=
1_.‘|_|_

o &

(¢}

Ko
=

VLAN

1~4,094 W99 ACL ﬁbﬂ«] VIAN <& dgsla e
UrEME%Uﬂ "Any"E A EgU T}

VLAN

o

802.1p

VIAN X299} 1~7 ®o] AcL 2 vwfxAaEs
VLAN ‘?‘ T E YERHE "Any(EF)"E A9 sY ok

OEE!

al

&3} 7ol vhEE ok,
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ACE Table

ACL Name (& |

Showng | All | enines Showing 1to 1 of 1 enlnes Q I
| 1 Pemut 00:00.00:00:2000 FFFEFFFEFF00  00:00:00:00:1000 FREFEFFFEFFO0  Any Any Any Any
= | First | | Previous | [ | Next | Last |
Add || Edit Delele |

14.2 IPv4 ACL

IPv4 7]Wb ACL(7]=2 IP ACL)E 719 & P Fol] dhaiMnt o3&
23§t ACLID ®91= 100~999 4 th.

L IPACL 7132 siZlo] A/t IP 4, IP 7L Adels Z2ES {3,
TR 543 22 dolo] 3 Ex 4 Awel wk wEoluyrh. ACL ID
H9)E 100~999 Yyt

1. B33 Zo] gl HAEo]A “ACL> IPv4 ACL™S FE 3t

. ACLName! |

| Apply |

SIE o]~ HolEE g8 e,

K v
ACL Name IPv4 ACL 13 °]& A4
2. 84 B&ox "ACL > IPv4 ACE"E Z¥3dla t&3} 7o) ACL °o&%
"FIF Y,
ACE Table
ACL Name (B |
Showinig | All ___|entr|es Showing 0 to 0 of 0 enines Q]i
! - o [T s T
L} s [ Maakc] oot [eeimicaRan | R ek o r__"“‘“" o s |

0 resuits found
First | | Previous | [ | MNext | | Last

Add [ East |l Dekte |
AH o] 2~ dHolE &= v g5yt
A EE

ACL Name ACL 1% ZZS |pv4 ACL FA4E 7|wto =

3. eld 74 FES AHFYh
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oo szt s s A6
ACL Nam B
Sequence ! [100 I TATAEIAT
® Permit
Action{ () Deny
) Shutdown
® Any
Protocol | () Select 0P
O Define | ©-255)
| Any
Source IP _
l "ri l Mas
] Any
Destination IP
| | Addess
® Any
Type of Service | ' DSCP [
O IP Precedence |
@® Any
source Port| () Sindle | (0- 65535)
) Range | :
® Any
DestinationPort| O Single [ (0-555
& Reop 1 A (0 - 65535)
Ug: O St O Unset @ D -
Ack: (O Set () Unset @ Don'tcar
Psh: O Set O Unset @ Don'tcare
TCP Flags
Rst O Sel O Unset @ Don'tc
Syn: O Sat QU @ "
Fin; O Set O Unsel @ D -
® Any
ICMP Type | () Select E£ono Heply
O Define | R
® Any
ICMP Code
) Define | 095
[ Aoply || Clse |
- o N
S K s e Rl o e
24 s Ay
ACL Name ACL 713 EZO pyaAcL AL 7|02 arEo] F Ut}
Sequence IPv4 ACL 91+ 172,147,483,647 9} H T},
Action ACL A9 "3] 8, AR 9 Rt e TR,
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hehie v g g

Protocol ICMP, TCP, UDP 59| ZT2EZ {35 gl gyt ==
TREZS YEEE "BEE dEsi Al QL

Source IP ACL 7139 &2 1p ¢ A2 JHEIYUL RE L2 p B
e e i A = R e e

Destination IP ACL TrZel o P & mtxgE dEdyYh oY P &
YellEd "REE e ey

Type of Service DSCP(0-63) % IP -4 9(0-7)9F 22> ACL FF 9] AH|~
Fae 98EFdUHY B ARl §¥S yUBdgd "B E
e A A Q.

Source Port “dd ¥E WH3T == H9 AW E(0-65535)9F TS ACL
THO A XEE QJEPYT RE A2~ XEE YEhY
"Any" S A E A

Destination Port el ¥E WHE = W9 A1WE(0-65535)9 S ACL
el Y XEE dEdud i 2EE dEded
"Any"E A B gy ot

TCP Flags URG, ACK, PSH, RST, SYN, FIN ¥} & AcL #3¢] TcP 1
"dAge, vdd AAr 2 A gled 2E A 3
WGy

ICMP Type ACL Tl 1emMp HIAAl FES JEIYTE IcMP FEE
YeflEd "REE e ey

ICMP Code ACL TFF el 1cMp FE= S ¥ RE F= s

4.4 872 AEsla thes) o] whr el g,

ACE Table
ACL Name |B ~
Shomng|A!I | entries Showing 1to 1 of 1 enines Q ]
o (e Source IP Destination IP ’ o e 2 Type of Service IcMmP
| | Address | Mask | Address | Mask | DSCP | IP Precedence | Type | Code |
100 Femmit  Any (IF)  Any Ay Any Any Any Any
- | First | | Previows | B | Next | Last
Add Edt || Delete |

14.3 IPv6 ACL

1. 23} Zo] ganfo A “ACL> IPv6 ACL™S 3t}

ACL Name ]

| Apoly |
QAo HolHE tev guuth
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A g A
ACL Name Pv6 ACL 73 o]& A|A

2. B oA "ACL > IPv6 ACE"S Z¥stxu t}g&i o] ACL ol&&
"F7H Yo

ACE Table
ACL Mama [c ~
Showing |All - | entries Showing 0 to 0 of § enines Q ]‘—‘

0 results found

First | Previous (1) |Next | Last

| add || Edit || Deete |

Slg|Hlo] ~ HolHE v 5yt

A &5 A

ACL Name ACL 1% ZZS |pPve ACL FA4E 7|wto=
TFEo] H Yt

3. 8l T4 FES AHIH
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Add ACE
i @ Permit
Action | ©) Deny
' ) Shutdown
s
Protocol | @ Select [TEF [~
o e
S
| | :
.
Destination P i
o
Typeof Semvice | © DsCP [ N
! IPPrecedence [ T
o
SourcePort; single |
: e | g
=
Destination Porlé single |
| Range | -| 0- 65535
L | Ung:
I Ack:
i Psh
TCP Flags :
! Rst @ Set " Unset @ Dontcare
gyn:
Fin:
>
ECMPTypeE Select |
Sr—
o
IcMPCode| —— —
[ hown ][ Giose ]
JEH ol HolH = vad 25y
ERE B
ACL Name ACL 71 EZ22 |pyg ACL TS 7wtz visoyUt)
Sequence IPv6 ACL H 9]+ 1~2,147,483,647 Y YT}
Action AL A e "H B AR D SRR TR,
Protocol ICMP, TCP, UDP 5°] ZREZ F¥S& Agdof durt EE
ZREZS YEhEW "EEE Agsg L.
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Source IP ACL 779 22 1p ¢} nfAgE Qs Lt RE Ax p 2
HERE Y e e,

Destination IP ACL FE9 o P o vf~3E gEIYY, g p B
HEEE wErg de g

Type of Service DSCP(0-63) = 1P $-A<=9l(0-7)2F L AcL TrHRel AH]A
F#2E QEFUG wE Az f2 dehew s
MEEAIA Q.

Source Port g YE W3 T W9 A 1WE(«0-65535)9 TS ACL
A s ZES IHFYH BE &5 2ES Yehfied
"Any"E A BB A Q.

Destination Port e ¥E WHE = W9 A1WE(0-65535)9 ZS ACL
FAe md ¥EE JEFUD. gy xEs dehyed
llAnynE }\_]Euté],]/‘ll:"_

TCP Flags URG, ACK, PSH, RST, SYN, FIN ¥} #2 AcCL 7139 Tcp Z¥ &
v, A A R g flend 2 Adds @
3 g

ICMP Type ACL T3] 1cMP HIAIA] F3S dHI}YLE 1cmMP F8 S
HERE Y e i,

ICMP Code ACL TFE9] IcMp ZE S dEPUY. BRE = 3E
SEEE g de g

4.4 g7 Aela g Lol nhyal g

ACE Table

ACL Name [c |

Showang |All | entries Showing 1o 1 of 1 enfries Ql

I o . SourcelP Destination [P : A — ] Type of Service ~ ICMP

[ ] smmlnmn ijﬁoeoll ; T Fram| Adorees | Profc Source Fort | Destination Port | TCP Flags 55 [ PP [Tipe o

100 Permit  Any{IP)  Any Ay Any Ay Any Ay
o I it |i Dolla | Fost | | Previous | [ | Next | | Last

14.4 ACL v}19

=
=

o] Ag/dﬂtq

1. T2 #Zo] vnjAle]A ulel 4 “ACL > ACL Binding™

7} 9% el o] el uhelR Hofof .
e gy

161




U-F2028H

ACL Binding Table

QJ
||| Entry | Port MACACL | IPv4ACL | IPv6 ACL ]
] 1 GE1 '
iy 2 GE2 |
‘ ] 3 GE3
; [ 4 GE4 |
QI H o]~ HeolH & o5 ZEU
A7 g A
MAC ACL X E vl ¥ MACACL ©l&
IPv4 ACL FEO veld®E IPva ACL ©]E(IPve ACL I+ A5 B EF4])
IPv6 ACL X Eo nield® Ipve ACL ©]E(IPv4a ACL I} 435 BiEFZ])

2. 4% MAC ACL a, IPv4 ACL b, IPv6 ACL c & 9= o] &g +4 =&

304878 MeEekn thgt ol e g

Add ACL Binding

GE3

15 QoS

QoSSR FH)= AMHl= AFJAZE 1A 275 FHse s9d
AHYE B e AFste He BUHRUY odd SHs Ve
thekeh AMu2E 37ME F dFUTh QoS = dubd o R d9 %, A, Ad ®ws
A 5 2 E4E 5 I o AES Adde Avlz TsS Brleks
AL oyt AgFelgtir ste g9 ES Koitls @92 54 717F U<
e vlz2ds 355 yehdUth Ad2 HEYAE T Rlz2yzrt s2s
b Fesk Fir AR veEpYh UET Ao A9 drkA Ad o
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AR FEe ted 2yt

J_:[-'_
B1gde] doF WHe e $HEA} B
e )

3 o WzVzd Hjd wel Auss

ATE 5 A, $HENF R MEUsE T olFe] AuaE we &

gt Ad WMEe UEAAE B st wzysd AR WsE
A

71E 1P YE A BE wAAE sds HAugEdd. Be
FIFO 7|Wte = wAXE Agletr Hg4d, dF Ad £ 7|6 A
@i HAAE e dFstr] s Hde gyt

wHeE IP HEAD oM M2 ofEdloldel AL AAUYEA
YEA Mujs F4L2 AE5Hqor FFE Fyeh dE 59 VoI, ¥y L
271 A el AR Mulas wAA Zd% Aol dal o =L TS
AARYFYE @713kl mAIAE AEshe Aol dnbHl F=AdUT vt
a7 A= 7E 54, Rlde 3 dHlolH Wﬂ] 25 AdstE vE A
HZ2YA 78e *—‘ﬁéo}l A Mu s Algalof gyt

Nu

MEUs §3% PESE SHe AP AuAE AT A% AA 210
T ARE 359

71E9] HAE "k ARlAE o o) o Eg Aol &
S5y th mElbA QoS 7F HAFULE WESND FAE u
EHAES Fo7] 98 HEYa 555 2AFUTE FAl AR

NI EFE =4 F AL 792 AHE FEAE PIAA HEYA A~ &
A e 5 dFYTh

QoS A= WAA f‘féoﬂ el syt dE E°] VLAN HAA =
CoS(AH] = Z~) %EE} T 3t 802.1p & ARESE WHAE, IP WAA &
DSCP & A&yt % —tr%% FAS] YA E HAAZE MEHAE T8l
35 w gt vEYIS} AAE ACESeldA eoledt BE=E wjgs|of
Fu

rulru

ol L & T d
to oo W ) [l

VLAN =Zg|3] 3t]e] 802.1p ¢4+
A4 o2 VLAN =Z¥ql2 dlojo] 2 A 11 *Ji zZkg-ghth VLAN 23 ¢
el PRI Z=(o): 802.1p $4 <9) == CoS T == |IEEE 802.1Q ¢ A 2]

weh Aquls A T A A
VLAN Z#|2le] 802.1p $-A%=9]

Destination Source
address address

Length

Mype Data FCS

802.1Q 3lHdl+= 3HE PRI Z=7} 235 o] Q5UYH PRI 2=+ 75 0714
ESHE $97hA Y] vy s X tigk 8 /9] CoSE Atk
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IP $-4<=9]/DSCP H =
RFC791 oo w2 IP #A] %] 2] ToS(Type of Service) =Wl 8H|ER
TAEYUY. 2 F v Z2 3 HE Zol9 Precedence ZE+ IP HAIA
e E A

IP $-9//DSCP 2=

Version TS
Length =41

Flags!

offsel TIL |Proto | FCS | IP-SA | IP-DA| Data

0 1 2 3 4 5 6 7
Precedence | O | T R | C
I—r—l

IP Precedence
|

T
DSCP

|

0~2 H|EE 7~0, =2 FTodA @2 FT7HA9 8 714 wAA] AF -4
Y2 YEdE 94 £9 =9y g 7 = 6 2 itz or Y EYA
Aol Al B9E e JUHolEE fE dokd MY =2 ¢ EYdT
AFEAE 5 o ZE Aol AL = 0~5 0wt A AT 4= Q5T

ToS Z=d¢lo= A 9 A= o= D, T @ R HEXZ ¥3gYch D
HEE Ad 87 AFS YetHYU Y Ade] 45 0, 3 AAY A5 1).T
HEE Ag#s eyt AdS 0, =& AZ=EFE> 1). R HES
AFAE YEPAYUTH0 & BE AFA, 18 & 2184). ToS EHele 6 HES}

7HEE o oFgh ]

RFC1349 + 3y H|&S Yell= C HEE F718le] ToS Z=welg
Aoyt 1elW IETF DiffServ 152 ¢ 193} o] RFC2474 2] IPv4
A2l FEle] dE ToS Edele] 0~5 HEEZ DSCP = AAs a o=
DS(Differentiated Serwce) Hlo]ER o] &5 Hhgy

DS Z=¢] A 6 HE(0~5 H]E)= DSCP(DS Code Point)E &3l 4
2 HE®6~7 HE):= d]%ﬂﬂ AUt k9 3 HE(0~2 W E)E CSCP(Class
Selector Code Point)Z, &Y% CSCP #2 53 Zd 22 DSCPE e YT
DS =i DSCP %ol we} a3 PHB(Per-Hop Behavior)Z A &gt}

15.1 41tk

15.1.1 =23 E

Al HAIA A AR @Zﬂgi ol JEYA AHAl= dutygo=
f71d 2AEHS T3 dAHDZ HFEHA AHAAE WA F AdFuUoh
7ld 2AEY 7Eoles SP(Strlct-Prl ity), WFQ(Weighted Fair Queue),

i
WRR(Weighted Round Robin) ¥ DRR(%A] RR 7|&dA] &% Deficit Round
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Robin)e] g},
=2l g XE 2AlEY TA tig Thol=

1. Tk o] ulu]Alo]d vl Al “QoS > General > Property” & 2 314 8.

Port Setting Table

Q

CoS | DSCP | IP Precedence

Entry | Port | CoS | Trust

T GEl 0 Enabled Disabled Disabled Disabled
| 2 GEZ 0 Enabled Disabled Disabled Disabled
¥ GE3 0 Enabled Disabled Disabled Disabled
I A r3E4A N Fnahled Micahled  Nieahled Mizahlad

=29 49 dEFolA HeolH= vt gyt
3

ERe B
State =29 Qos 7|5 A3k

Trust Mode CoS, DSCP, CoS-DSCP %! IP 9= v o+ AFHHh
FE 749 Qg el dolHe vad dFyt

A4 g5 A7

CoS 0ol A 7 7}A

Port Trust Mode ¥YE QoS 7]& A%

CoS CoS IE& TA

DSCP DSCP L= LA

IP Priority P X459 I=2 gAE L

15.1.2 7F =AEH

1. “QoS > AW > Hrld depPs FHFUL HETsn tew o)

w52 g o,
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Queue Scheduling Table

IR« S R S U R
-

%

SlEj s o] 2 HlolEE T B

A4 FE EE
Strict Priority SP R=

WRR WRR 2=

Weight g 7]go] 2}A]8F= WRR & thZE H]&

15.1.3 CoS "3

1.
k&

24 EAZOA QoS > Adk > CoS ulWE T AL e T &

o] -] g k.
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CoS to Queue Mapping

g (1
2]
3v]
|41r
Er
E1r|
[7v]

|81r|

“

e I = I O L

App

if

Queue to CoS Mapping

[0v]
i
2T

|31r

(57]
(6]
[Fv

RlEIRIE

||
E R |

LT R N =) B R T A R

-
-

Qe Ho] 4 YlolEl Tk} BT

a G ]
CoS 802.1p -9
Queue XE Ft

15.1.4 DSCP w3

1. “QoS > ¥ > DSCP v|x’S ZFddr},

vhel g .
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DSCP to Queue Mapping

32 [C54] Er 43[C58] |V v

o[cso)  [1v| 16[CSy (3|

1 [1e] a7 [3x] 23 [5v] g [7+]
2 [1v] 18[AF21] [3v]| 34[AF41] [5v| 50 7
3 [1v] 19 [3v] 35 (5w| 51 [7v]
4 [1v]| 200aF22] [3v| 36[AF47] [5v| 352 7 7]
5 ] 21 3v| 37 5v| 53 [T v]
6 [1v| 220aF23] [3v| 33[AF43] [5v| 54 [7 |
7 [Ax] 22 3v| 28 (5v| 55 [T v]
8icst) [2v| 24[cs3) [4v| 40[css] [6v| se[CST] [B Y|
g f2x] 35 [A+] # Bv| o7 5]
10[AF11] (2| 26[AF31] [4v| 42 6v| 58 e
1 [2v] 27 4v| 43 6v| 50 [gv]
12(AF12] [2v| 2s(AF32] [4v| a4 [6v]| &0 (8]
13 [2v] 20 47| 45 6v| 61 (8 v|
14{AF13] [2v| 300AF33] [4v| 48[EF] [6v| &2 fg |
15 2] 3 [4v] 47 [6v] 63 (8]

Queue to DSCP Mapping

Cowwe| s [
ES-D] v
8[CS1] v
231083 v
32[CS4] v
40[Css] v
sicsn v)

(= B R = B < FRE N 75 R 5 R

SlEj s o] 2 HlolEE T B

A7 5 7
DSCP IPDHCP E=H|Ql X+ 3t
Queue XE Ft
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15.1.5I1P -9 wjg

1. “QoS > General > IP Precedence Mapping”S 3 3}al o] #Ho|x=2 st &
‘ApplyE 225ta et o] g
IP Precedence to Queue Mapping

CPprecedence | Quews| |
[1+]
2]
av
&)

i
1
2
3
4 [5v]
5
B
7

[6~]
[7+]

(8 v]

Queue to IP Precedence Mapping

[ R = R & R I o
=Y
L]

SlEj s o] 2 HlolEE T B

e R

< %

iy

IP Precedence IPTOS ¢l 94
Queue XE Jt
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15.2 Rate limit

15.2.1 Ingress / Egress Port

“FJX* OEM]O]*OHH glelE X
Fot7] Aol FFeA Hx A

=S E% o 4] “QoS > Rate Limit > Ingress / Egress Port” & &g 8}o] &= A3t

TEE Abetn gt ol A4 AL AT
Ingress [ Egress Port Table

Q.

GE1 Disabled Disabled

& 1

(=l 2 GE2 Disabled Disabled
i 3 GE3 Disabled Disabled
=] 4 GE4 Disabled Disabled
& 5 GE5 Disabled Disabled
(= & GEG Dizabled Disabled
7] 7 GBFT Nisablad Nisahlad

! ! ¥ Enable
Ingress |
i | 1000000 | Kops (16 - 1000000)
! ! [# Enable
Egress |
; ! 1000000 | Kbps (16 - 1000000)
Apply || Close

-
R B
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Ingress Enabled
Rate
Egress Enabled
Rate

Ag =94

H 9] 16™1,000,000Kbps 1 T},

A 2913

H 9] = 16~1,000,000Kbps ¢ 1 T}

100 IOV I O
F{ k| R

15.2.2 Egress Queue

S t71E T Thel=
1. &3 o] dM|Ale]Ad nlolA “QoS > Rate Limit > Egress Queue’=
=

Q
Gueue | I Queue 3 [ Queve 3 | Quee 4 | Quene 5 [ ouewes ] Queue 7 | Quee & I
| Swie | CW{Kbps) | S | CIR{Kbps] | Swte | CIR(Kbgs| Stie | CIR (Kops) | Site | CR(Khps] | Swaie | CIR(Kbpa) Siate | CIR [Kbps) |
= Disadled

Disabied D=abed Disatied Disabled Disapien Disatied

i
=

Disabied Drzabied Di=abled Disablad Disabisd Dizabied
Disabled Disatven Disabled Disabiled Disabied Disatied
Disabied Disabved Disabied Disabiled Dizabied Disabied
Disabied Drsabied Disatied Dtsabied Disabied Disabied
Disabled D=aben Dezabied Disabled Disabied Dzabled
Disatred Disabied Disabled Disabled Dizabied Dieabled
risanian risabien rimahind Tlisanian risabian Miahird

2. TEZ Adsta "AA'e Feste] v ol

Solghc.

[

AR DR

!
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Edit Egress Queu

e

! Enable
Queueﬁi l : Sanis
I,===============1i 3 Enable
Queueﬁi I e
bzzzzzz=zzzz=za=d Eitif
Queue?i ______ - (4F 0
:,===============1i =l
Queueﬂi i 7
Apply ][ Close
16 X
16.1 27
23 297, AR BF, dold A 9 74 FEg FATIY
29129 #9] 215 TFTP AHe] g==3
1. ®4 RZolAd " Diagnostics > Logging > Property "& ¥ 3tHW
sAgsyu| e e, 4 gHud ME A7E £35S g8y o] A
A
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S —

Aging Time |3{]G Sec (15 - 3600, default 300)

State Enable

Minimum

Severity

Note: Emergency, Alert, Cntical, Error, Warning, Motice

State | [ Enable

Minimurm

Severity

Note: Emergency, Alert, Cntical, Error, Warning, Motice

State | [ | Enable

Minimum [M|

Severity

Note: Emergency, Alert, Critical, Error, Waming, Notice

2. &AM X S04 " Diagnostics > Logging > Remote Server "& 23l v
ol M 4& F7hstar Syt
Remote Server Table

Q|

0 results found.

| Add [ Edt [ Delete

3.0 97 22 AME Fohen’ AgE T4 WA EUG. 48

UE3 o] SRy
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Add Remote Server

{ (@ Hostname
Address Type | (O IPv4
L O 1P

Server Address ]

Server Porti ]514 1 - 65535, default 514)
Facility |
Minimum

Severity

Note: Emergency. Alert, Cntical, Emor, Waming, Notice

Apply _ I Close |

16.2 Ping

Ping B AFE IP Fa% E2E o[F0] 14 FAsta 19 ue
FAE A5

i
d

o4 " Diagnostics > Ping "& £%l3lo] thg3 o] T AE o]FolL
HAE 45 53,

%

e piu’
Bz
e, |

| (O Hostname
Address Type | (@) IPv4
O IPve

| Server Address | |192.168.1.111

Count-‘é 14 {1 65535

P
e
opy
ﬁ
[
il
+
1B
ol
£
N
[
Ho
ol
ox.
filo
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Ping Result

Receive Packet | 4

PacketLost ! 0%

Max | Oms

Average | Oms

16.3 Traceroute

Traceroute += 22 #HZE AE & i FA oA tA] FAT w714 9

1. &4 2o Al " Diagnostics > Traceroute "& =S¥ 3l T 2E o]Fo|Y IP
FAE st HAA] EA A w23 o] Ao

i (O Hostname

Address Type ® IPva

Server Address |192.168_1_122

[] User Defined
Time to Live

|30 (2 - 255, default 30)

l Apply ] Stop

2."Apply"S =¥ The ¥ Zo] AWE FlAEs .
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Traceroute Resuit

traceroute to 192.168.1.122 (192.168.1.122), 30 hops max, 38 byte packets

1 192.168.1.122 (192.168.1.122) 0.000 ms 0.000 ms 0.000 ms

16.4 Copper Test

F2) HiEL Qs A AuE Wrkeha vk A9 BE] whe
A% AA(QAR o 5m)E Fn,

| Copper Test |

2. “Copper Test's 83t thg¥ o] A¥4E 83
Copper Test Result

Cable Status ' |
Port|{ GET

' Result Open Cable

thi 2.92M

16.5 Fiber Module
¥ E DDM ARE Wi d A8 5 sl
. BHAl .80 4 " Diagnostics > Fiber Module " Z8l3lo] t-&3} o] ¥l ~ES

1
ZEE HEg
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Fiber Module Table

Q
| Port | Temperature (C) | Voltage (V) | Current (mA) | Output Power (mW) | Input Power (mW) | OF Present | Loss of Signal
| TE1 NIS MNiS NIS MN/S NIS Remove Loss
TE2 NS NS NS MN/S NS Remove Loss
i TE3 NIiS MNiS NiS NiS NS Remove Loss
| TE4 NIS NIS NiS NIS NS Remove Loss

[ Refresh || Deail

16.6 UDLD

UDLD(TH3F H=2 ) 3w v ddez dZ2d oyl A9
584 AL ZYHYSE 4 AFEE= Cisco 719l #lo]o]-2 LZEEFA T
chabek Y37 yeElAEeE wegeaEwl A 5 Utk dE 5o vt
T} X o
[o G N4

1o 7] dlolglE B 4 9Ju o = WS JdARE Aol e A
Bl glo]EHE wS = QlsUth) UDLD = o] A3S A & syt
A ClEHo]AE du A wAAE Byt awe HaE 2o FAES
dozl 4 Qlor, 53] Fxwmsg {ust = oe 2vyd EF 5o AU
e 4= Ut an AgHo s Adgsiyd YA FE Eoll e XA
UDLD & A sloF gt}

16.6.1 Z=JE]

22 g ¥ E X9)F 4

B

1. &4 wulo]| A “Diagnostics > UDLD > Property” & Z¥3dlo] t}&ap 7ho]
eSS YEZ Mughyy,
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FHS= e o]

| Message Time | |15

Port Setting Table

Q|

1 GEl Disabled Unknown 0
2 GE2 Disabled Unknown 0
3 GE3 Disabled Unknown ]
4 GE4 Disabled Unknown ]
5 GE5 Disabled Unknown ]
R ~=ER Micahlan | Inkmimnim n

2. ZEE AHustn "AYS FUs] tew gol AW dAHsdesE
Foj gk,

Edit Port Setting

GE1
| @ Disabled
Modei Narmal
Agagressive
Apply || Close
Ae Ao~ folHE gt Tyl
R
Port XE ID
Mode UDLD XE R:=

Disabled: X E 7|5 H| &4 3}
Normal: UDLD + witak &
FABle] A"l 22 J
Aggressive: UDLD & ek &
AHS A=star 8 % & ]
Byt UDLD o7 $@o] glow YEE= OF 715 AEH7)
Hyoh

&
E AAE sy ¥4
=
=
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16.6.2 Neighbor

UDLD = 7 &4 <IEj#lo]2olA F7]4 2= hello W7 (FiL e Z2H
Tzreas e By

291217} Hello #j7l& FAletd WA A= o] Alglo] whmE w7
AgEUTt. o] Algto] WrR 7] %
A= - YT

NZE oot} ool A AE7|EE  axstd UdHAS  UDLD
s 2B /o 5l (Hello) #jZlo] HEFH .

Q
 Entry E’m"" Current Neighbor State | Device D | Device Name | PortID m:’ :‘“:e:':‘
0 results found.
SIE #|o] 2~ HlolBl &= a3 Ut
a4 g5 A
Entry o] dHWs
Expiration Time e ool AJRE
Current Neighbor State o]
Device ID o] ¢ A ID
Device Name o] 9] FA ol&
Port ID AZA¥ <AEFA o]~ 1D
Message Interval o] -5 $3t WA 114
Timeout Interval o] o gk Azk =3 1+4

17 &g

17.1 A-&AF AR

AgApE 299Ae) @A AR o F

A5 H Tk

J

1O,
_orQ
o
¥
o,
i)
ol
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yju] Ale] A wlo A “Management > User Account” & 2 3hd
7|4 0 2 “admin” AH&AF o] 3 “Admin” AgHE AT F dHFY

User Account

Showing entries Showing 1 to 1 of 1 entries Q|

2. Ut go] Al AREAL A E "Frvetal AERE AR HA4E mEE Y

Add User Account

————————————————————————————

____________________________
____________________________

____________________________
————————————————————————————

____________________________
____________________________

____________________________

____________________________

Loz izn maniiss nse sn e as sl s na )

____________________________
————————————————————————————

____________________________
____________________________

____________________________

17.2 H 4
AzE g Bele] orelel=

=

g3 o] Al EA]ZoA “Management > Firmware > Upgrade ” =

=3,

z

1]
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17.31 Jag o=

Aew) 74 Qadels Ex wg
1. " Management > Configuration > Upgrade "& =¥ 3}1 "TFTP" L& "HTTP"
BEolA gladelErE FYaa gadel=d AP BAe AUt
TFTP e A Eofo} §). "4 g 5ha b} gol gt

.......................

! : @ Upgrads

i Action Bl

B TER
Method & LTTP

.......................
———————————————————————

| @ Running Configuration
) Startup Configuration
) Backup Configuration

.......................

.......................

2. "TFTP" E& "HTTP" R=oA "ig"s 2 A 2} ]
235 AEFUriAME TFTP RE2 fA s ojof o). “d§"sta thg3} 3o

o2 g o,
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T s Upgrade

. Action 5 eictiup

preT e E TFTP

E Method . s HTTE

, i (® Running Configuration
i i Startup Configuration

| Configuration | Backup Configuration

' i () RAM Log

' ' Flash Log

17.3.2 &7 A3 AF

v

128 FHS AFHAY TS B EGOR B

1. O3 o] &4 259 A4 " Management > Configuration > Save Configuration

—————————————————————————

@ Running Configuration
Source File i Startup Configuration
i Backup Configuration

_________________________
_________________________

Startup Configuration
Backup Configuration

_________________________

o Y AL BAstelW ¥ 25 % G oA Are Fesa
VA g AR e T EE Ay pTe R A% sbs) 3 g
TAreR A% Abs)es AdEyn).

QE% Ade *Save’s FEEHH ofgfel o] Hd T Aol AF

Save | Logout | Reboot | Debug
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Save running configuration to startup
configuration. Do you want to continue?

I Cancel |

17.4 SNMP

SNMP(Simple Network Management Protocol):= TCP/IP WE YA

AgEUL. WEND W AZEdel(dl: WEAZ W AAsHM)E
sk U AFHZ AXE B FUTH SNMP = thea} g,

Simple: Z8 % SNMP & w2 5o} A#H3 ngo=z AR 37
Aqgst = 9le Ve 7le HMEE zZH33 5dyd. Atz UDP 7)dE
SNMP = dlF-&9 Ax¢} a8t 283 SNMP = #eA7t 4RE
/A4 A, 4 A AT 7 JEE T oxE 1o #E AH AEFS
BAeE AL Z32 Ut SNMPv1, v2c 2 v3 2] 3 7F4] duk# <l Bl A o]
Az YT T Al2=Hddl= NMSMIES A ] Al2=H), odloAE, ] /A
2 MIB(HE] K Ho]2)7F 23] dFUT

NMS, & AEH=EA 2E 71718 sk guch 38 52 2 Ao+
FF ololdE, MIB g A7 £FEYY. NMS = NMS ®H#HS
A3zl 98 MIB & Asste ] AAlA A E= o] HES}L 43
283y o

4 %E Lo

:

b

P

fo

SNMP #z] 2=l

NMS

Management
object

Device
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NMS = UESA dgAtzA Ao AMuBjolx SNMP & S8 U EA

o
duls #AY/EUHZIYUGY. AGH wpiRisE ZIEAY FAHSIES
ol]HE A = dHFUTh NMS = oo]dEZ HIFHoz AE3
ERS At #eE A9 AHE QU lESR & JFHTh

Agent

° A "ol

HelE = FA 9 oo]HE T ZA~
HolE & R3] NMS & 39l

Management object

o Izl T2 JHAE IS A AAe= st=dlol(d: QlEFols HE),
i st=de] 2 Az EO(d: B9" ZREH), 7|g 4 FE AEE
EFste] B ol AV S 4 AdFUT

MIB

® MIB = ¥ A7 fAshs W(S, Agent 7} 235t AT & 9=
AR)E AAsH= dHolgHlo]AYdUTh MIB & ol&, AH, g4~ @3 2
dely F3& x3tste] &g 7HAle] 45 FdHTh MIB & Fal o5
se FATE & AdFUth doHAEE MIB & %33l AAHE X
AEE vi2HE I MIBE W74 ste] AH A4 d5S AAR

17.4.1 17|

1. O3 o] &4 g A=A “Management > SNMP > View” & =3 34t}

View Table

Showing entries Showing 1 to 1 of 1 entries Q]

[ || View | OID Subtree | Type | |

[ all 3 Included
|. Add ” Delete | First | | Previous | [1 | Next | | Last
ol P e e Al & A ke
R A
View olF H7]
OID Subtree OID H.7]
Type H7] fredoaehy B Aoy
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27571 D T Aesa dRgyh

Add View

| o Subtreel | |
! T i ® Included

: ¥ {10 Excluded

17.4.2 1+

1. O3 gol Bl EAE
Group Table

o 4 “Management > SNMP > Group” =

=g,

Showing | All v | entries Showing 0 to 0 of 0 entries Q |

0 results found.

[First| | Previous | (4 | Next| | Last|

Configure SNMP View to assoclate 3 non-default view with a group

[ Asd | Edt ][ Delete |

IE #|o] 2~ HolE = v EU T

a4 g5 A

Group % °lE

Version V1,V2,V3

Security Level HF &

View e 7 87l 27, 4o g YT

2. 99 T4 AW FoE FSAAL. A ES L w g,
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Add Group
; GTOIJDE |"“—--- -]
P 1 @ snmPv
Version | () SNMPv2
) SNMPY3

| [ write

...................

17.4.3 #HFYE

5]

1. e el v
2o,

Community Table

AlZ A “Management > SNMP > Community ”

Showing entries Showing 1 to 1 of 1 entries Q ]
!D]conmwniiy]Grmp]Vm.] Acm5—|
: [] public all Read-Only

First | | Previous | [ 1| | Next | | Last

nfigure SNMP Group to ass

Add || Edt || Delete
Qg o)z dlojEE thest vt
R 73
Community AwHE T4
Group E o] =
View ol H7]
Access: Ak ¢7] A& T ¢7]-227]
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Add Community

Community | |
i T | @ Basic
! ype | ) Advanced
5 View | [aﬂE‘
i ! @ Read-Only
! RCLES | &) Read-Write
Frzszssszssasas 2o

17.4.4 A

1. T3} o] v ¥
User Table

Showing entries Showing 0 fo 0 of 0 entries

AlZoll A “Management > SNMP > User’ S 23 gt}

[]| User  Group | Security Level Authentication Method = Privacy Method |

0 results found.

Ire SNMP Group to associate an SNMPv3 group with &

| Add || Edt || Delete
olE|Ho] A~ HolHE v &t
a4 g5 24

User A}g2} o] =
Group PEISE
Security Level Hol 2=z
Authentication Method ol p
Privacy Method ol5 3 B

2. G AL FGUC A §s L vk g,
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Add User

! User | |
?=-===========-;==1

! Group ! |d|~|
s=zzzzzz=zzzz=zz=z:z4

Mo Security
Security Level | Authentication
i i Authentication and Privacy
' i @ MNone
Method | MD&

: 1 SHA
besszzzzzzzz=z===z2:24

: Password | |

| | @ MNone

i Method i OEs

i Fasswordi |
| Apoy [ cClose |

17.4.5 Engine ID

&3 o] yu Aol uHlelA “Management > SNMP > Engine ID’Z

Remote Engine ID Table

‘Showing entries Showing 0 to 0 of 0 entries Q| |

[ Add | Edt |[ Delete |

2. A& A AFH'E sl Y D g dskde. Hersn

u} 2] g e,
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17.4.6 EF o|HE

&3t o] dn| Aol wHloA “Management > SNMP > Trap Event” =
g3k 8.

ay =
Oft

| Authentication Failure | [] Enable

Enable

" Link Up / Down |

rt!| [] Enable
rt Enable
Apply

Qg o]z dlojEE thest eyt
a4 5 4
Authentication A 2 F
Failure
Link Up / Down XE H3 /0%
Cold start H= ~AEE
Warm start e sk A2}

2. %A g3t srEe g

17.4.7 Notification

1. o3 o] B FA|Z A “Management > SNMP > Notification ” <

293y

Notification Table

Showing | All -~ entries Showing 0 to 0 of 0 entries Q |

[ ]| ServerAddress  Server Port | Timeout | Retry | Version | Type | Community /User | Security Level |
0 results found. |

First | | Previous | 11| | Next | Last
lotification, SNMP Community neeads to be defined
tion, SNMP User must be created

Add || Edit || Delete
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Add MNotification

® Hostname
Address Type : IPvd
i PG
Server Address

| @ SNMPYT

Version ! SNMPv2

: SNMPV3

--------------------------- =

Type . lr:a_{:

; Community :'Useri private »

& No Security
Security Level | antic atic

«| Lise Default
Server Porli =

e

i e e e

12~
a4 g5 A
Address Type F FEH"STAE o] E" "Ipv4" X "IPve"
Server Address | A1H T4 AFH
Version SNMP W H:v1,v2 2 v3
Type add FFHEH e g
Community [ AAFHE = AREAF o] F
User
Security Level Heb #F
Server port 71HAH o 2 162(1~65,535 ¥ )
Timeout A7 23 7)17k 7| EA 02 15 Z(1~300 = H9).
Retry A A B9 1v255 ZolH V| E A o= 3 2T

2. G AL FGUC A §s L vk g,

17.5 RMON

RMON(Remote Monitoring) IETF(Internet Engineering Task Force)oll ] 4 2
MIB = MIB Il E+5 A7 ZxFUch 29 ARgHe UEYa &8 3+
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shfel UELA AawmE == AA UEYIS dHelH 5%
EYHHI}YT. RMON 9= NMS(Network Management Station)2} T}

L oS -\
I ok o

YEAA AAolA dPH= cojdEZ EdHo dFUH. HEHA =

E= BA7A AdEE RMON do|dExE XEO d4dd UEYA
AaRES] 55 AR(: 54 717 <t UEHA AaWES & wAA F
EE S2ER Add &ukE viAAY $)E FHsA AMFUT . SNMP

o7 xS V|wtoZ dE RMON & 7] SNMP Z g d9=et Zskgyrh
SNMP &= =HT} #Z&Fola A=A wWAor 974 UEYI FAE
RUE st 4BY 2A5S 7=t RMON & NMS ¢ SNMP Agent 7+9]
E/\] o——E qu q]-ﬁLD )bli ?iZ-i L}]quﬂe _11\:/]0}1 Jg_l/}ﬂ o7 J/].\:r/]ﬂ 2=
UFUTE vs EUE= 2 7HA B eR HolEE 88 & dsyo A&
RMON Z=HE ARgste] HolHE sk, NMS 7} A4 ARE Aejsta
HEYa g42E Aoyt 2E RMON MIB AEEZ 98 5 dHFUTh
HEYA AA(EH, =914, HUB &)l A4 A<% 4+ A= RMON
ool EE= RMON Z&2H 7]%5S zk: U EY AlAdo] futl. RMON NMS =
SNMP 7] o2 SNMP Agent ¢ dlolEE sl WESL T #eE HAHE
FAFUC. 28 FA glase] AgeR Qg duH o2 RMON MIB & X+
ol E 7P e EFUch ti-ie HAx= g, odE, 7|5 92 F
5o Yl 7 agelARt HelHE ?@ﬁuﬂ—Amaﬁiﬁﬂﬂb-% A
WA 02 RMON & Tyt =940 #3 4Z3F= RMON Agent = RMON
TrH Jeg ZE UEAT AR7E Ayt 2971 A= SNMP Agent =
QQQQEWNMS%Lwaki%a%QHHEEﬂ%ﬁﬁlﬂEﬁamzﬂzﬂ

ek A4 35, o $A, 4% A % Ve AEE 45 5 AsHh
17.5.1 57

A 2w ARe 2949 7 ZUEY Aoz WE A, & 1F
A3 2715E FAE ARE HdP¥dY. A= UESA $E 34, CRC
L5 HAIAL, U F2(UF 2) HolH wAA], BREASEMEINLE HA[A]
FAlE mpe]E 8l wAlA] Fo] x3gEUth. RMON A 3 @2 7|eg 9
XE AR W g ORE ¥ dFyth A4 RYEPsia
AR sUS
1. 53 o] g ®AZEo| A “Management > RMON > Statistics” & 2|5}

I e ﬂg::|miw|vm|mm|m[m“

|""""|""‘|m|lm|m e Frames ol Frames of Frames ot Frumes of |n—uam| |
1 GE1 o o a

|¢swmgm ﬂnnssann Bmsﬂﬁm su\lnfmﬂpu han WF4 Byles

2. AEd xES] FAE A5V R M2 UG e 22 EAE
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"H7]"g Y Tk

View Port Statistics

| GE3

n Mone

1 Bsec

= 10-sec
= 30sec

Frames of 65 to 127 Bytes |
............................ 4
Frames of 128 to 255 Bytes |

o T o R I - V= O TR = S = B = e S O (- = R R~ |

3. AAF o2 Asated XA AR 3] N=E A AL
17.5.2 History

RMON 7= 55 4dstd &9A= g AgE 9s 4714
HEYA SAE FHsL A AFste] UEAA AIWE 55, 27 9
Bro/H2E 7, fi9F &&= 9@ Ve EAll diEg 7= T
Asgyct o8 dolg #ele 54 EE dolHd td 47|49 44
A #HYE EFet] o dHoly =y WA FAE HAs= H AHEE
UFH .
1. o= %ol dnhjAe]Ad uloA “Management > RMON > History ”
=95kl e
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History Table
Showing entries
I

Showing O to 0 of 0 enti

The SNMP service is currently disabled
For RMON configuration to be effective, the SNMP service must be enabled

| Add | Edt || Deete |[ view |
SIE #|o] 2~ HlolEl &= v Ut
a4 5 A
Entry oHIE 18 dUEWs
Port A X E
Interval Mz kA Hl9E 1~3600(HY: s)oln T]EAHow
1,800 Z Y tt.
Owner Ease oy
Maximum Hol ME S W9l ovs0 0l 7]EAH R 50 Yyt
Current A BE
2. 71F% O35S AW dd A8 dES FU sk L.
il O —
[ ey
i J GE1

|50 (1-50, default 50)

el

r I1800 (1-3600, default 1800)
;- Owne[i I
Apply ][ Close ]
3.44.87% Melala B} o] whre g,
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History Table
Showing entries Showing 1to 1 of 1 er

] 1 GE1 1800 50 50

The SNMP service is currently disabled.
For RMON configuration to be effective, the SNMP service must be enabled

Add | Edt || Delete || view
17.5.3 Event

oMlE e 9 A WAS AYste oME & FE FJH 1F AR
g G4 AR O AR P& s EAEHE ofHEe] gk AYPY
olof thgt H 7FA A ol UdFHTh = HolEol 7|E; Trap HIAAIE
NMS = AFste= @Al 215 7158kl Trap #IAAIE dAEshes @),

. ot#iel o] dmAe]A wvlelA “Management > RMON > Event” £

1
YA 8.

Event Table
Showing entries Showing 0 to 0 of 0 entries Q I

0 resu]t found. |
(First | Previous | (] [Next | [ Last]

The SNMP service is currently disabled
For RMON configuration to be effective, the SNMP service must be enabied

Add | Edt || Deete |[ View

SlEj o) dlolEE B B

a4 g5 A

Entry oHIE 18 dUEWs
Community ATUY ol&
Description A

Notification &l

Timer A1 ZE

Owner Ea

2. "HE O5& AsEY i A FES TP L.
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Add Event

Entry | 1

(® None

.. .. i (O EventLog
Notification O Trap

{ (O EventLog and Trap

Community |Dr:-!'-'_a Lit Community

Description JDefauIt Description

3."%7Paka g3t gol vhEE o,

Event Table

Showing entries Showing 1 to 1 of 1 entries Q |

| Emry| co _ Jescripion | Notificatio
| 1 Default Description Default Description  Event Log and Trap

First | | Previous | [ 1| | Next | | Last

'_—. the SNMP service must be enabled

Add | Edit || Delete || View

17.5.4 Alarm

RMON 7Zr #el= TE SA9 2L 54 45 WsE ZUEYEE
2UHHE folg e jro] sy wako o 2

ol EZL WA, ol AWE Am RE

OolHE 1Eo|A TP ALEATL O FES Ao
Zol ALFUth AEY Ao Aodd oY WMeE ATYsn
PA G Blasfol gyth. Aol =S Y o|MEZE EYAE Y.
. o3 Zo] dm] Aol A mlol A “Management > RMON > Alarm”S- 28 514 2.

Omgﬁ

Mo & | o -

£ o

N
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Alarm Table

Showing [All v | entries Showing 0 to 0 of 0 entries Q|

' : Counter - Rising Falling

ID i Name | Value Sampling | Interval | Owner Trigger Threshold | Event | Threshold | Event

' 0 results found. :

First] | Previous | [4) | Next | | Last
SNIP service
Add Edit || Delete

Qg sol 2 HolgE gev gayn

oA 9% B

Entry AEIE dEdHs

Port ALte XEES ¢EsiA8

Counter Adste] AIE wisRR R

Interval AMEY A9 H9lE 1 FE 2,147,483,647 7MAolH T
ZdYtt 71EFH o7 100 Y Th

Sampling AE 78 Ao 2 214

Owner i

Threshold (Rising) | &< °1#1¢ A% W9l 058 2,147,483,647 7HA] I T

Event (Rising) ofHlE 4 QlElx rito]l A4St il o]HEVL
2 3 U

Threshold (Falling) | 3H74 Oﬂxlgl AAZE W= 0 5-E] 21,474,836,475 714 Y L},

Event (Falling) ofHE 15 Qldx dgto] AW Y olWlETL
e e
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U-F2028H

Add Alarm
Entry | 1
Port GE1 ~
Counter | |Drop Events ~
., (® Absolute
Sampling ) Delta
Interval | [100 Sec (1 - 2147483647, default 100)
Owner |
@ Rising
Trigger | (O Falling
() Rising and Falling

Threshold |'100 (0r- 2147483647, default 100)

Event | |1 - Default Description |

Threshold |20 (0- 2147483647, default 20)

Event | |1- Default Description |

[ Apply J[ Close ]

Alarm Table

Showing All - enmies Shawing 1 to 1 of 1 entries Q I—

] 1 GE!1 DropEvents 0 Absolute 100 Rusing 100  Default Descriphion 20 Default Descrption

The SNMP service Is curmentiy disahbled [@ Ll . [—-' [—]
For RMON configuration to be effective, the SNMP service must be enabled
| Asd | Est || Delete |
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